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Abstract

Transparency in Machine Learning (ML) and Artificial Intelligence (AI) models is in-
creasingly important for reliable decision-making in safety-critical industries. This
thesis examines the role of Explainable Artificial Intelligence (XAI) methods in re-
vealing the reasoning behind model outputs, in contrast to traditional black-box ML
approaches.

Through a structured review and assessment of XAl tools, this research develops a
methodology to support practitioners in applying explainability techniques in a prac-
tical context. The methodology is designed to bridge the gap between ML experts and
non-specialists by adapting complex XAI outputs into formats that are more intuitive
and accessible for domain experts, thereby enhancing interpretability and supporting
informed decision-making.

A framework is introduced and demonstrated through a real-world case study in
condition monitoring. The framework combines textual and visual explanations, pre-
senting ML-generated insights in ways that can be more readily understood without
reducing analytical value.

Validation of the framework is carried out using established principles and engineer-
ing knowledge to assess the consistency and usefulness of the transformed explanations.
This focus on both accessibility and reliability aims to encourage wider adoption of XAI
in engineering practice, addressing the need for clearer and more dependable ML in-

sights in high-stakes environments.
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Chapter 1

Introduction

Developing Al and ML models that exhibit strong performance yet lack transparency in
revealing their predictive mechanisms falls short of meeting the transparency demands
in high-stakes industry applications. Stakeholders in such domains are increasingly
demanding greater clarity regarding how and why ML models generate predictions. In
sectors characterised by high-stakes concerns, such as the nuclear sector, entrusting
black-box ML models raises inherent risks. This underscores the imperative of under-
standing the inner workings of AI and ML models, as well as the logic behind their
predictions, to ensure their seamless integration across high-stakes industry applica-
tions.

Addressing this necessitates dedicated research into designing and deploying explain-
ability tools to explain the decision-making pathways of models. Additionally, it in-
volves investigating how these outcomes can be interpreted and deployed by subject
matter experts without data science backgrounds, fostering trust in these critical deci-
sions.

There is a need to apply XAI in condition monitoring to ensure that Al’s mainte-
nance predictions are transparent and understandable, fostering trust and enabling
more effective decision-making. Providing explanations to domain experts in condition
monitoring will help in preventing equipment failures, reducing downtime, and optimis-
ing maintenance tasks, leading to significant operational efficiencies and cost savings.

The next section will serve as an introduction to this research. It will start by defining



Chapter 1. Introduction

the problem statement, outlining the different phases of the research, and highlighting

the key contributions it aims to make.

1.1 Introduction to the Research

Recently, Al and ML models have found their way into various sectors of our society
[5], starting from industries where errors have minimal impact, such as entertainment,
and extending to critical domains like health and nuclear energy, blindly relying on
black-box ML models for decision-making poses significant risks [6] [7].

A considerable number of ML models operate as black-boxes, concealing the decision-
making process and mechanisms behind their predictions. Al and ML applications
use black-box models because their outputs provide better performance than using
white-box models; however, they are difficult to understand. In black-box models of-
ten stakeholders, including end-users, subject matter and decision-makers [8], cannot
understand the underlying structure, and how and why predictions are made [9]. By
understanding how ML models behave, stakeholders will be able to better detect er-
rors, foresee possible bias learned by their models, and eventually be able to decide
when and how they will deploy these ML models [7]. As an example, in the nuclear
industry, stakeholders can’t blindly trust predictions generated by these applications.
Hence, they are demanding more transparency in order to trust these predictions when
deploying these models in their industry [10]. XAI techniques are intended to enable
stakeholders to understand how ML models work and why they generate their predic-
tions [11]. As more complex ML models are proposed, developed, and deployed, the
need for XAI tools to understand predictions made by these models also grows [12].
A new rule is to be enforced by the General Data Protection Regulation (GDPR): “a
right to an explanation of all decisions made by automated or artificially intelligent
algorithmic systems” [13], which means that there are additional requirements for the
technology’s deployment.

The increased usage of black-box models has been described in applications controlled
by complex algorithms and the severe consequences of a lack of transparency, such as

possible biases in decision-making and unfair competition [14] [15]. Therefore, blindly
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relying on black-box ML models to make decisions in safety-critical sectors is unac-
ceptable, because serious safety-related consequences can occur [6]. Many well-known
companies enforce explainability in Al-powered applications to pass trustworthiness
checks [14]. XAI techniques are intended to provide credibility to stakeholders by un-
derstanding how ML models work and why they generate predictions [11].

Explainability and trust are different concepts, but are tied together in the literature
to the extent that researchers assume a direct connection. For example, in [16], the
authors developed a new explainability and trust hypothesis, where explainability is
one approach to establishing stakeholders’ trust. As a natural consequence of more
complex ML models being proposed, developed, and deployed alongside new regula-
tions, the need for XAI tools to understand predictions has also increased.

Despite the recent increase in interest in XAI, much of the current research and practice
relies on the researcher’s subjective judgment of what constitutes a "good" explanation

rather than a rigorous and objective standard [17].

1.2 Problem Statement

As ML technologies become more common in various fields, a significant challenge has
emerged: making these complex technologies understandable to people who aren’t ex-
perts in ML, such as domain specialists and engineering professionals. These individuals
play a crucial role in applying and evaluating ML models in real-world settings, but
often find it difficult to interpret and trust the results these models produce. A large
contributing factor is that most ML research and development have focused more on
improving the technical aspects of models, like their accuracy, and less on explaining
how these models work in a way that non-experts can easily understand.

This has led to a gap between the advanced nature of ML algorithms and the capacity
of domain experts to make sense of them. This gap makes it challenging for these
professionals to fully use ML technologies in their work, limiting the potential benefits
of ML, such as making better decisions, improving efficiency, and fostering innovation.
Additionally, there’s a lack of methods and tools that provide explanations suited to the

needs of non-expert users, which is crucial for building trust and collaboration between
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ML developers and domain experts.

Exploring how to make ML technologies easier for non-experts raises important ques-
tions. These questions guide the research’s direction, focusing on developing XAI meth-
ods that bridge the gap between complex ML algorithms and their practical application
by domain experts. Addressing these questions is essential for enhancing the usability
and transparency of ML technologies across various sectors. The following research

questions have been formulated:

1. How can the most appropriate XAl tools be systematically identified
and selected for different types of ML models and domain-specific ap-

plications?

2. What methods can be employed to structure XAI explanations so that
clarity and interpretability are ensured for domain experts with limited

ML expertise in engineering applications?

3. Can the explanations generated by XAI methods be validated, using
objective metrics, to determine whether model insights are effectively

conveyed to domain experts?

1.3 Novelty of the Research and Contributions

The research presents a novel approach to bridging the knowledge gap between ML de-
velopers and domain experts, particularly those without a deep understanding of ML.
Unlike much existing research that often overlooks the end-user’s perspective, this work
focuses on delivering user-friendly explanations tailored to the needs of engineering spe-
cialists and domain experts across the entire life cycle of ML models. The novelty lies
in the development of a structured methodology that integrates explainability into the
AT system’s life cycle from conception to deployment. This methodology emphasises
identifying crucial areas for explainability and selecting the right XAI tools and tech-
niques that align with the specific needs and contexts of domain experts. Through this

approach, the research aims to enhance the practicality and accessibility of Al and ML
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technologies, ensuring they are effectively tailored to the needs of non-ML experts.
The literature on explainability taxonomies is diverse, with many prior works offer-
ing partial, overlapping, or domain-specific classifications. This creates a fragmented
landscape that can make it challenging to compare approaches or identify their scope.
Building on this body of work, the thesis proposes a structured taxonomy organised
along five complementary dimensions: input data type, type of explanation, timing
of application, explanation technique, and model specificity. Rather than imposing a
rigid hierarchy, this framework aims to provide a clearer way of navigating existing
XAI methods, highlighting their relationships and overlaps while accommodating the
hybrid nature of modern approaches. The proposed taxonomy is informed by a critical
review of earlier classification efforts and extends them by presenting categories side by
side for clarity, supported by tables that map well-known XAI tools to their respective
dimensions.

Another innovative aspect of this research is the emphasis on facilitating communica-
tion of explanations to domain experts, addressing the distinct gap between ML model
developers and the intended end-users. By focusing on comprehensive explanations
during both the development and implementation phases of ML models, the research
aims to empower domain experts with the knowledge to make informed decisions and
actively participate in the ML model life cycle. This effort promotes a more collabo-
rative environment, fostering better outcomes and benefits for the fields and industries
involved.

The contributions of this research extend beyond the provision of accessible expla-
nations. A key advancement is the engagement in a verification process to ensure the
accuracy of XAl tool explanations through alignment with domain-specific knowledge.
This research introduces a collection of innovative algorithms designed to generate ex-
planations in both text-based and visual formats, tailored to the comprehension levels of
non-experts. These algorithms aim to clarify the inner workings of ML models and the
XAI models used to explain the ML model, enabling individuals without a background
in ML to grasp complex concepts more easily.

By tailoring explanations to the target audience and employing intuitive visualisa-
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tions, the research effectively bridges the gap between complex ML concepts and the
understanding of domain experts. This has led to the development of a framework that
not only encompasses the proposed methodology but also its practical application and
thorough evaluation within specific real-world contexts. Through detailed case studies
and empirical results, the research demonstrates the benefits and enhanced performance
achieved by implementing the proposed methodology. This evidence-based approach
underscores the value and applicability of the framework, highlighting its potential to
empower domain experts and facilitate meaningful collaboration with ML developers.
In summary, the contributions of this research lie in its ability to make Al and ML
technologies more accessible and understandable to domain experts, thereby enhancing
collaboration, transparency, trust, and accountability in the use of ML models.
To ensure coherence and traceability, Table 1.1 explicitly maps each research contribu-
tion to the corresponding research question (RQ1-RQ3). This alignment demonstrates
how the thesis systematically addresses the identified research gaps and fulfils its over-
arching objective of bridging the divide between ML developers and domain experts in

safety-critical engineering applications.
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Contributions Related Impact and Benefits
RQ(s)
Comprehensive tax- | RQ1 Establishes a structured basis for sys-
onomy for selecting tematically identifying and selecting
and implementing XAI appropriate XAI tools according to
tools. data type, model characteristics, and
domain-specific requirements, thereby
enabling transparent and trustworthy
AT deployment.
Structured methodology | RQ1, RQ2 Provides a systematic process to guide
for designing explain- practitioners in integrating explainabil-
able ML systems. ity throughout the ML lifecycle, ensur-
ing explanations are technically sound
and aligned with domain expert needs
in critical infrastructure contexts.
User-centred  explana- | RQ2 Tailors explanation formats to domain
tion design and pro- experts with limited ML expertise, en-
vision of user-friendly hancing clarity, interpretability, and
explanations. practical usability in engineering envi-
ronments.
Adaptive and reusable | RQ1-RQ3 Demonstrates integrated tool selection,
XAI framework for engi- structured explanation design, and val-
neering applications. idation across real-world case studies,
promoting transparency, accountability,
and cross-domain applicability.
Validation of XAT expla- | RQ3 Introduces objective validation mecha-
nations through align- nisms by cross-referencing explanations
ment with domain ex- with established engineering knowledge,
pertise. increasing reliability, robustness, and
stakeholder trust.

Table 1.1: Contributions of the Research and Their Alignment with the Research Ques-
tions

1.4 Research Phases

Our study aims to make Al systems in industrial settings easier to understand. It’s
divided into seven phases, as shown in Table 1.2. Initially, the pressing need for XAl is
identified, setting the stage for an in-depth investigation into the details of ML explain-
ability. This exploration encompasses the critical evaluation of existing methodologies,

the significance of explainability, and its challenges within the Al domain.
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Exploring various XAI tools and understanding the challenges associated with each
allowed for the development of a robust methodology.

Progressing to practical applications, three case studies are leveraged to illustrate the
theoretical principles in action, highlighting the benefits of applying XAI tools in op-
erational contexts. Central to the methodology is the development of a user-centric
framework for XAl system design. This framework, initially employed in constructing
foundational stages for explainability, undergoes rigorous application across three case
studies, laying the groundwork for the subsequent creation of an innovative XAl frame-
work.

This novel framework aims to make Al operations easier to understand for non-expert
users in industrial environments, encouraging a deeper, more intuitive grasp of Al
model predictions. Through a pivotal real-world condition monitoring case study, the
framework’s capability to render Al predictions both accessible and trustworthy is
demonstrated.

The culmination of this research not only showcases the successful application of the
framework but also sets the direction for future exploration. Broadening the frame-
work’s applicability to diverse engineering domains is envisaged, thereby enhancing
the reliability and accessibility of Al systems across various industrial sectors. These
research phases, from theoretical groundwork to practical application and future ex-
ploration, underscore our approach to integrating explainability into Al, as detailed in

Table 1.2

1.5 Thesis Structure

This Thesis is organised to provide a thorough understanding of the research conducted.
In Chapter 1, the foundation of the study is laid out by introducing the research prob-
lem and outlining the contributions. This chapter lays the foundation for the upcoming
discussions.

Chapter 2 provides a comprehensive overview of explainability in the context of Al sys-
tems. It begins by defining explainability and outlining its growing necessity, especially

as machine learning models become more complex and widely adopted. The chapter
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Table 1.2: Research Phases

Stage Description

1 Identifying research problem & objectives.

2 Deep dive into XAI techniques (SHAP, LIME, etc.).

3 Study the practical applications of ML in condition monitor-
ing. Finding suitable case studies to facilitate the use of XAl

4 Identify the methodology for crafting explainable Al systems

(Factors every practitioner should contemplate when design-
ing XAI for infrastructure).

5 The foundational stages, including data preprocessing, ML
model selection, XAI tool application, and user-friendly ex-
planation provision, have been applied to two case studies.
6 A novel framework has been devised from the foundational
stages outlined in the fifth phase, ensuring comprehensive,
user-friendly explanations whenever applied, catering to do-
main experts’ needs.

7 The framework has been applied to real condition monitoring
data and validated using a suitable metric against domain
knowledge to demonstrate its reliability.

then discusses the evolution of interpretability, followed by an analysis of existing Al
regulations and their implications for explainable ATl (XAI), including a review of key
regulatory frameworks and their specific requirements. Challenges such as trade-offs,
constraints, and the needs of various explanation recipients are addressed, alongside
considerations for non-expert users. The chapter further explores how explainability
contributes to Al trustworthiness through validation techniques and discusses vulner-
abilities such as adversarial attacks. Finally, it illustrates practical applications of
explainability across both high-risk and lower-risk domains, highlighting the critical
role of transparency in fields like healthcare, finance, and condition monitoring.
Chapter 3 provides a taxonomy of XAl techniques, categorising methods by input
data types, explanation levels (global, cohort, local), model specificity (agnostic vs.
specific), and timing (pre-model, during-model, post-hoc). With a focus on SHAP, de-
tailing its theoretical foundations and comparing it with other XAl tools. The chapter
also outlines the X AT classification range and addresses challenges for applying XAl in
advanced Al models, highlighting SHAP’s significance in the broader XAI landscape.

Chapter 4 explores condition monitoring techniques, focusing on their application to

10
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centrifugal pumps and rotating machinery. Metrics such as performance, efficiency,
and operation relative to the Best Efficiency Point (BEP) are examined, along with
challenges associated with operating outside the BEP. Traditional condition monitor-
ing methods are reviewed alongside MI-based approaches, including supervised, semi-
supervised, unsupervised, and deep learning techniques. The role of XAI in enhancing
interpretability and trust in ML-driven condition monitoring systems is also discussed,
with a focus on its relevance to high-risk engineering and maintenance domains.

This chapter serves to establish foundational knowledge on condition monitoring,
specifically for centrifugal pumps, by addressing the history, key concepts, and existing
techniques in the field. Its inclusion is justified by the reliance on real operational
data from thrust bearing wear for the primary case study, which necessitates an under-
standing of condition monitoring principles and their application to centrifugal pump
systems.

Chapter 5 outlines the key considerations for designing explainable ML systems. It
provides a blueprint for aligning user needs with appropriate XAI tools and describes
foundational stages in developing an innovative XAl framework. The chapter applies
these concepts through two case studies: a Combined Cycle Gas Turbine and a Gearbox
in a Boiler Feed Pump. These case studies are conducted to demonstrate and facilitate
the application of XAI methods and ensure the reproducibility of the methodology for
the main case study presented in the subsequent chapter. This chapter bridges theoret-
ical foundations with practical implementation, demonstrating XAI’s real-world utility.
Chapter 6 combines the development of a novel framework for generating understand-
able explanations with its application to a real-world condition monitoring case study.
The framework is designed to bridge the gap between complex ML outputs and the
needs of non-expert users in industrial and engineering contexts. It emphasises the
validation of explanations generated by XAI tools to ensure reliability and usability,
and it evaluates the framework’s effectiveness in practical settings.

The chapter also applies this framework to a thrust-bearing wear case study, demon-
strating the proposed approach in a condition monitoring scenario. It details the

data pre-processing, modelling, application of XAI tools, and generation of human-
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understandable explanations, including graphical representations. Furthermore, expla-
nations are validated against domain knowledge, incorporating pump affinity laws and
addressing uncertainty and limitations. This combined discussion provides a cohesive
link between the theoretical development of the framework and its practical application,
offering a comprehensive approach to enhancing explainability in high-stakes engineer-
ing applications.

Chapter 7 serves as the concluding chapter of this thesis, where findings are comprehen-
sively discussed, and meaningful conclusions are drawn from the research endeavours.
Additionally, future research directions are outlined, emphasising the potential for fur-
ther advancements in the ever-evolving field of XAI. This concluding chapter not only
brings closure to the present research but also extends an invitation to future explo-

ration and development in the field of XAI

1.6 Associated Publications

e Amin, O., Brown, B., Stephen, B., & McArthur, S.. (2022). A Case-study Led
Investigation of XATI to Support Deployment of Prognostics in industry. In PHM
Society European Conference, 7(1), 9-20. (See Chapter 5)

o Amin, O., Brown, B., Stephen, B., McArthur, S., & Livina, V. (2023). ML
explanations by design: a case study explaining the predicted degradation of
a roto-dynamic pump. Paper presented at NDT 2023 - 60th Annual British
Conference on NDT, Northampton, United Kingdom (See Chapter 5).

e Amin O, Brown B, Stephen B, Livina V, McArthur S. (2025). Domain-adapted
explainability for machine learning predictions of rotodynamic pump degradation
in safety-critical industrial sectors. Proceedings of the Institution of Mechanical
Engineers, Part A: Journal of Power and Energy, 240(1), 61-84.
https://doi.org/10.1177/09576509251387765 (see Chapter 6).

o Blair, J., Amin, O., Brown, B., McArthur, S., Forbes, A., Stephen, B. (2024). The

transfer learning of uncertainty quantification for industrial plant fault diagnosis
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system design. Data-Centric Engineering, 5. https://doi.org/10.1017/dce.2024.54
The contribution in the above journal involved developing and integrating the
SHAP-based explainability framework into the proposed methodology. Specif-
ically, SHAP was applied to the data pipeline configurations, and human un-
derstandable explanations of model outputs were derived. This facilitated the
ranking and interpretation of pipeline components, enabling the identification of
positive and negative performance drivers and enhancing the transparency of the

diagnostic system.

1.7 Impact of COVID-19 on Research Progress

Life, academia, and research worldwide have been significantly affected by the COVID-
19 pandemic. In our study, challenges were encountered due to restrictions on move-
ment and in-person interactions. Adaptations had to be made to collaboration and
communication methods, shifting them to virtual platforms. This acknowledgement
reflects the broader impact of the pandemic on academia. Additionally, collaboration
in the academic community was reduced by the pandemic, necessitating more flexible

research strategies to overcome challenges.
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An Overview of Explainability

This chapter introduces various definitions of explainability and highlights the signifi-
cance of explainability in the context of ML. It also explores state-of-the-art XAl tools,
discussing their capabilities and limitations. Furthermore, the chapter identifies the

advantages and disadvantages associated with these methods.

2.1 Definitions of Explainability

Explainability has been referred to in the literature by various terminologies such as
“Interpretability” [14], “Understandability” [18], “Comprehensibility” [19], “Account-
ability” and “Responsible AI” [20]. Depending on the explanations provided for the
target users, definitions of these terminologies might differ [21]. Generally, in ML lit-
erature, the term “Interpretability” is used more often than the term “Explainability”
[22].

One of the specific definitions for XAI was given by [23], "XAI typically refers to post
hoc analysis and techniques used to understand a previously trained model or its predic-
tions”. Another definition was given in [24]: “XAI will create a suite of ML techniques
that enable human users to understand, appropriately trust, and effectively manage
the emerging generation of artificially intelligent partners”.

Explainability has been defined as the idea that a model’s behaviours can be commu-

nicated using terminology that is easily understandable to individuals who are making
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Three types of
explainability users
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Practitioners stakeholders End users
and regulators
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experience in machine somewhat familiar with any knowledge of
learning. machine learning. machine learning.

Figure 2.1: Types of users of explainability.

use of the predictions produced by the ML model and therefore has divided consumers
of XAI into three groups of individuals who desire explanations with varying degrees of
familiarity with ML, each group has its reasons and requirements shown in Figure 2.1
[25]: Practitioners who have enough ML expertise to build and design ML and Al mod-
els; business stakeholders and regulators; and end users who are domain experts with
no ML expertise. In Chapter 4, an important aspect to consider is how to match ex-
plainability tools to meet the specific needs of each individual or stakeholder involved
in the engineering industrial application have been discussed. This customisation is
crucial to ensure the explanations provided by XAI tools are tailored to the knowledge,
context, and requirements of the recipients.

XAT allows users to gain insight into why certain predictions are made. In [11], the

Authors suggested that the system may or may not be explainable depending on the
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definition of explainability for that system. Explainability has been defined as making
sure that predictions produced by ML models are explainable to non-experts [11].
Interpretable models refer directly to transparent models and are sometimes referred
to as white-box models. A model can be defined as interpretable when it can provide
accurate solutions to humans in an understandable way. In [26] and [27], both authors
gave similar definitions for model interpretability as the degree to which humans can
understand the logic behind generated predictions. Another interesting definition was
given by [28]: “when you can no longer keep asking why”. Achieving complete inter-
pretability for a specific modelling problem can prove challenging. It is only when a
clear explanation for all the model outputs generated in a task is obtained that com-
plete interpretability can be claimed, a feat that is often elusive in practice [29].
Authors in [30] argued that, rather than using XAI tools to interpret black-box models,
trying to build interpretable models, especially in high-stakes applications, is always

the preferred solution.

2.2 The Need for Explainability

In some low-risk domains, in which there are no major consequences for incorrect or
inaccurate predictions, having good accuracy in general is simply enough to trust the
model. For these models, there is no need for providing explanations for the obtained
predictions, e.g., adverts appearing while using Facebook, movie recommendations,
etc. However, in high-risk domain tasks, where predictions can have a severe impact,
knowing why a model has produced a certain output is important. It can help stake-
holders (e.g. researchers, end users, regulators, business owners) to understand the
task better and improve the prediction model by transferring the learned predictions
into a broader knowledge base [31]. Stakeholders can then use this additional insight to
choose whether to accept the outputs produced from the ML model. Figure 2.2 shows
the different reasons why explainability is needed in Al

Safety can be critically important for high-risk domain tasks, and safety insights can be
an added value through the application of ML Interpretability. Interpretability enables

ML models to go through testing, validation and debugging, hence increasing the safety
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Figure 2.2: The need for Explainability

of their application.

The increased usage of black-box models that are controlled by “secret algorithms”

and the serious consequences of a lack of transparency have been described by [14] [15].

These serious consequences can be possible human manipulation of the stock market,

corrupt businesses, unfair competition, intentionally or unintentionally biased systems

and many more.

A real-life example to demonstrate why interpretability is crucial: A predictive model

used by Amazon to determine areas where they will apply “same day delivery” service

was found to eliminate restricted minority areas from being in the program uninten-

tionally, despite allowing neighbourhood areas to participate [32].

The need for interpretability is caused by formalising an incomplete problem -i.e., hav-

ing small and insufficient training datasets, incomplete end-to-end testing, a biased

system against specific classes or an incomplete goal, are all examples of incomplete

problems [33].
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2.3 Evolution of Machine Learning and Interpretability

Machine learning (ML) has advanced dramatically over the past decades, progressing
from simple linear models to complex multilayered architectures that now underpin
state-of-the-art systems in healthcare, finance, and natural language processing. These
developments have brought unprecedented accuracy and versatility, but they have also
introduced major challenges in interpretability.

The term machine learning is widely attributed to Arthur Samuel [34], who in 1959
described it as enabling computers to improve performance through experience, without
explicit programming.

Figure 2.3 illustrates key milestones in the historical progression of ML, from early
computational logic to the emergence of neural networks and modern applications [1].

The journey of machine learning has unfolded through a series of milestones that
shaped today’s Al systems. Early foundations were laid with the perceptron [35], one of
the first neural network models, and the development of decision trees [36] and Hidden
Markov Models (HMM), which became essential for tasks such as classification and
speech recognition.

The 1980s marked a turning point with the backpropagation algorithm [37], which
made it possible to train multilayer perceptrons and sparked renewed interest in neural
networks. This was followed by support vector machines (SVMs) [38], which proved
powerful for classification in high-dimensional spaces.

Breakthroughs in the late 1990s and early 2000s, including Long Short-Term Mem-
ory networks (LSTM) [39], Convolutional Neural Network (CNN) [40], and Random
Forests [41], provided robust tools for sequential data, vision, and ensemble learning.

The deep learning revolution of the 2010s transformed the field. Authors in [42]
demonstrated the strength of deep CNNs for large-scale image recognition, while Visual
Geometry Group Network (VGGNet) [43] and Generative Adversarial Network (GAN)
[44] pushed boundaries in vision and generative modelling. The introduction of the
Transformer architecture [45] redefined natural language processing, enabling models

such as BERT [46] and GPT-3 [47].
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Most recently, Al has expanded into multimodal and generative models, including
CLIP [48], DALL-E [49], ChatGPT [50], and open-source image generators like Stable
Diffusion (2022). These advances illustrate the rapid progression from simple models
to systems capable of generating text, images, and beyond, reshaping both research

and industry.
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Figure 2.3: Key milestones in the history of machine learning [1].

The early era of ML was characterised by inherently interpretable models such as
linear regression, logistic regression, and decision trees. These models were valued
for their simplicity, efficiency, and transparency, as users could readily trace how in-
puts translated into outputs. Linear regression, for instance, directly mapped features
to predictions [51], while decision trees decomposed decisions into intuitive, human-
readable rules [52]. Such transparency aligned well with domains requiring clarity and
accountability, including finance and policy-making. However, their inability to cap-
ture complex, non-linear patterns in high-dimensional data spurred the development of
more sophisticated approaches.

As datasets became larger and more complex, the need for higher predictive power
drove the rise of black-box algorithms. Ensemble methods, such as random forests and
gradient boosting, aggregate multiple weak learners to achieve strong performance but
at the expense of interpretability [53]. Similarly, deep neural networks excel at mod-
elling non-linear relationships, yet their layered architecture and vast parameter space

obscure the decision-making process [54]. The opacity of these models is particularly
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problematic in high-stakes applications such as healthcare, autonomous systems, and
criminal justice, where understanding the rationale behind predictions is critical.

This shift towards opaque models has raised several interpretability challenges. Neu-
ral networks, for example, learn abstract representations that are difficult to map to
real-world concepts [18], often producing outputs that appear non-intuitive to users
[14]. Issues of bias and fairness further complicate trust, as models trained on unrep-
resentative datasets may yield discriminatory outcomes [55]. Regulatory frameworks,
including the EU Al Act and the GDPR, have amplified these concerns by emphasising
transparency and mandating a right to explanation for automated decisions [13].

To address these concerns, modern interpretability techniques have developed in
parallel with advances in ML. Post-hoc methods such as SHAP [56] and LIME [57]
provide model-agnostic explanations by highlighting feature contributions or approxi-
mating local decision boundaries. SHAP leverages cooperative game theory to assign
consistent feature importance values, while LIME employs simpler surrogate models to
approximate complex decision regions. At the model level, attention mechanisms have
become integral to transformer-based architectures such as BERT [46] and Generative
Pre-trained Transformer (GPT) [58], enabling models to selectively focus on relevant
inputs. Visualising attention weights offers a degree of inherent interpretability by
revealing which elements most influenced predictions [45].

In addition, efforts to design inherently interpretable architectures have gained mo-
mentum. Generalized Additive Models (GAMs) [59] and Explainable Boosting Ma-
chines (EBMs) [60] retain intuitive feature-level contributions while offering competitive
accuracy, making them suitable for sensitive domains such as healthcare [61]. Mean-
while, the rise of generative models, including GANs and diffusion models, has created
new interpretability challenges, prompting the development of advanced techniques to
trace generative processes and identify influential components [62].

The push for interpretable Al is therefore not merely a technical concern but also
a societal one [52]. Stakeholders, including domain experts, regulators, and end-users,
demand transparency to trust and effectively use ML systems [33]. Techniques such

as attention visualisation and SHAP exemplify efforts to demystify advanced models.
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However, achieving interpretability without compromising performance remains a del-
icate balance. As ML continues to evolve, interpretability will remain central to its
ethical deployment, ensuring that Al systems are not only accurate and efficient but

also understandable, fair, and accountable [9].

2.4 Al Regulations and Their Implications for XAI

As Al systems become more integrated into critical areas like healthcare, finance, and
law enforcement, regulators and policymakers around the world have recognised the
need to respond to a wide range of ethical, legal, and social challenges [63]. These
challenges include ensuring safety, preventing bias and discrimination, protecting data
and privacy, upholding human rights, and managing the broader impact of automation
on jobs and society [64] [65]. Among these concerns, the lack of transparency in complex
AT models—especially those based on deep learning—has made explainability a key

ethical and technical priority [20].

2.4.1 Overview of Key AI Regulatory Frameworks

Efforts to regulate artificial intelligence have gained momentum worldwide, with the
European Union, the United Kingdom, and the United States each adopting distinct
approaches. The European Union’s Al Act, proposed in 2021, represents one of the
first attempts to establish a comprehensive, legally binding framework for Al. It adopts
a risk-based model, categorising Al applications according to the potential harm they
pose and imposing stricter requirements on higher-risk systems [66].

In contrast, the United Kingdom has pursued a more decentralised and innovation-
oriented strategy. Rather than enacting a single overarching law, the UK government
has emphasised sector-specific guidance, encouraging regulators in areas such as health-
care, finance, and data protection to apply core principles—including accountability,
transparency, and fairness—within their domains [67].

The United States has also advanced its own regulatory framework through the

National Institute of Standards and Technology (NIST), which published the AI Risk
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Management Framework (RMF) in 2023. The RMF is a voluntary set of guidelines
designed to help organisations design, develop, and deploy Al systems that are safe,
trustworthy, and socially responsible [68].

Although these initiatives differ in scope and emphasis, they share a common recog-
nition of the challenges posed by opaque Al systems. Importantly, they frame explain-
ability not as an isolated goal but as part of a broader regulatory agenda—one that
seeks to align AT technologies with ethical principles, legal standards, and public values

[67] [69] [66].

UK Government’s National Al Strategy

The UK Government has adopted a cross-sector, outcomes-based framework for Al
regulation that is guided by five core principles: safety, security and robustness, trans-
parency and explainability, fairness, accountability and governance, and contestability
and redress. Of these, transparency and explainability are directly aligned with the ob-
jectives of fostering interpretable and trustworthy AI systems. Rather than prescribing
a single piece of legislation, the framework empowers sector-specific regulators to apply
these principles within their existing legal mandates, with some expected to publish
annual Al strategies. Although the approach has not yet been formalised into binding
law, regulators are able to issue supplementary guidance, and there are clear indications
that statutory development may follow—particularly in response to the emergence of
General-Purpose Al (GPAI) models and gaps in cross-sector risk management [67].
The framework distinguishes between three categories of advanced Al: highly capa-
ble GPAI highly capable narrow AI, and agentic Al. Large Language Models (LLMs)
fall under the GPAI category, reflecting their broad applicability across domains [67].
Ahead of the UK AI Safety Summit, leading Al companies voluntarily committed to
safety and transparency measures, including independent model evaluations in collab-
oration with the UK’s newly established AI Safety Institute [70]. These voluntary
initiatives strengthen sectoral oversight but also highlight the growing need for more
specialised and enforceable regulatory instruments as Al capabilities continue to ad-

vance.
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For the purposes of this research—focused on explainability in industrial condition
monitoring—the most relevant regulatory authority is the Information Commissioner’s
Office (ICO), which oversees the use of Al in contexts involving personal data [71].
Depending on the sector, additional regulators such as the Health and Safety Exec-
utive (HSE) or Ofgem may also be directly relevant [72]. In such domains, regula-
tory considerations extend beyond compliance to encompass the practical requirement
that Al models must be interpretable to human users, particularly when decisions af-
fect safety, accountability, or obligations under the UK’s Data Protection Act and the
Equality Act [73].

The European Approach to AI Regulation

The European Union’s approach to Al governance, set out in the Al Act introduced in
April 2021, forms a cornerstone of the EU’s wider Digital Strategy. The Act establishes
a risk-based framework that classifies Al systems into four categories: minimal risk,
limited risk, high risk, and unacceptable risk [74]. Systems deemed unacceptable—such
as those enabling social scoring or manipulative behavioural targeting—are prohibited
outright, with only narrow exceptions for law enforcement. High-risk Al systems, in-
cluding those used in critical sectors such as healthcare, energy, and transportation
or those affecting fundamental rights, face stringent legal obligations. These include
mandatory risk management, data governance, human oversight, transparency, and
post-market monitoring. In addition, all high-risk Al systems must be registered in a
publicly accessible EU database [66].

Unlike the UK’s voluntary and sector-led framework, the EU Al Act adopts a bind-
ing, horizontal structure that centralises enforcement through national market surveil-
lance authorities and coordinated oversight at the EU level. Providers of high-risk Al
are required to carry out conformity assessments and maintain technical documentation
demonstrating compliance [75]. Generative Al systems, including LLMs, are subject
to additional transparency rules, such as mandatory labelling of Al-generated content
and the publication of training data summaries to mitigate risks of misuse and rights

infringement [76, 77].
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Whereas the UK framework articulates high-level principles—such as transparency
and explainability—without codifying them into law, the EU AI Act creates enforceable
obligations backed by penalties for non-compliance. The Act entered into force in 2024,
with full applicability expected by 2026, although certain provisions will take effect
sooner [78, 79]. This divergence underscores a broader contrast between the EU’s
precautionary, legally binding approach and the UK’s more flexible, principle-based
model of Al regulation [66, 67].

The US Approach to AI Regulation

The regulatory landscape for artificial intelligence in the United States is characterised
by a principle-driven and decentralised approach, with a strong emphasis on fostering
“trustworthy AI”. Central to this effort is the National Institute of Standards and
Technology (NIST)’s Artificial Intelligence Risk Management Framework (AI RMF
1.0), which identifies explainability and interpretability as key properties of trustworthy
systems. Within the framework, explainability refers to the extent to which the internal
mechanics of an Al system can be understood, while interpretability captures the ability
to make sense of the system’s outputs within their context of use [80]. These concepts
are reinforced in federal directives such as Executive Order 13960, which requires that
AT applications in the public sector be “sufficiently understandable” to stakeholders
and that agencies provide meaningful disclosures about their use of Al to the public
and oversight bodies [81].

The U.S. approach was further strengthened by Executive Order 14110, issued in
October 2023, which directs federal agencies to appoint Chief Al Officers and to pro-
mote the secure, responsible, and transparent use of AI technologies [82]. While the
United States has not enacted a comprehensive statutory framework comparable to the
European Union’s Al Act, it has relied on a combination of non-binding guidance, policy
frameworks, and executive actions to steer Al governance. This flexible model enables
rapid adaptation to technological advances, while embedding explainability and inter-
pretability into federal standards, procurement practices, and oversight mechanisms.

In doing so, the U.S. contributes to the broader international movement towards en-
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suring that AI systems are transparent, accountable, and aligned with societal values

80, 81, 82].

Global Approach to AI Regulation

Alongside regional initiatives, a number of global organisations have advanced frame-
works to guide the responsible development and use of artificial intelligence. These
efforts consistently emphasise transparency, accountability, and explainability as essen-
tial elements of trustworthy Al.

In 2019, the Organisation for Economic Co-operation and Development (OECD) re-
leased its Recommendation of the Council on AI, which set out principles to promote Al
that is innovative, trustworthy, and aligned with human rights and democratic values
[69]. Building on this, the United Nations Educational, Scientific and Cultural Organ-
isation (UNESCO) introduced its Recommendation on the Ethics of AI in 2021—the
first global framework dedicated to ethical AT use [83]. The UNESCO guidelines stress
the importance of transparency, fairness, and accountability, and call for Al systems
to respect human dignity while minimising risks, particularly for vulnerable groups.
Explainability is highlighted as a means of fostering trust and enabling informed over-
sight.

In parallel, the International Organisation for Standardization (ISO), through the
ISO/IEC JTC 1/SC 42 committee, has been developing global technical standards for
AT. These standards address issues such as transparency, fairness, accountability, and
data privacy, with the aim of providing practical benchmarks that help organisations
implement safe and reliable Al systems in line with ethical principles [84].

Together, these international initiatives underscore a growing consensus: that ex-
plainability is not only a technical feature of Al but also a cornerstone of global efforts
to ensure that AI development is consistent with ethical values, human rights, and

public trust.
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2.4.2 Explainability Requirements in Regulatory Frameworks

Growing interest in Al has raised concerns about the need for transparency and explain-
ability, especially as regulations develop. Frameworks like the EU Al Act [66] and ISO
42001 [84] require or encourage explainability for high-risk Al to ensure user safety and
trust. While explainable Al aids compliance and boosts consumer confidence, it also
poses challenges by extending development time and potentially revealing proprietary
details. To manage these demands, developers can adopt tiered explainability, aligned
with model risk, and prioritise simplicity in model design and user explanations.

A key emphasis in IEEE 2894 [85] is the integration of human oversight and inter-
pretability into Al systems. The standard recommends that explanation methods
should exhibit properties such as fidelity, comprehensibility, and usefulness. It also
outlines criteria for evaluating explanation effectiveness using metrics tied to the user’s
understanding, trust calibration, and decision-making improvement. These provisions
reflect the broader regulatory ambition of ensuring that non-expert users can interpret,
challenge, and act upon Al-generated outcomes. From a compliance perspective, the
standard advises developers to balance explainability with system performance, pro-
tect proprietary algorithms, and consider tiered explanation strategies based on model
risk levels. Collectively, these standards reinforce the principle that explainability is
not merely a technical add-on but a core enabler of ethical, legal, and operational
accountability in Al systems. Beyond explainability, these frameworks emphasise the
importance of human oversight and interpretability. Regulators expect Al outputs to
be accessible to non-expert users, enabling those impacted by Al-generated outcomes
to review and understand the decision-making processes. This supports the broader
regulatory goals of transparency and accountability, ensuring that human users can
interpret and, if needed, challenge Al decisions. By upholding these standards, regu-
latory bodies aim to foster public trust and ensure Al systems operate ethically and

within societal norms [84] [66] [83].
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2.4.3 Obstacles and Constraints in XAI

The domain of XAI presents a range of benefits, yet it is not without its share of chal-
lenges and constraints. These encompass the inherent complexity of Al models, which
can pose difficulties in offering comprehensible explanations. Furthermore, the absence
of established standards for XAl hinders the ability to effectively compare and assess
various XAl methods. Balancing accuracy, complexity, and interpretability presents
another challenge in XAlI, often requiring trade-offs. Ethical concerns also arise, with a
need to ensure that the provided explanations do not inadvertently perpetuate biases
or discrimination [86].

Regulatory frameworks such as the EU AT Act [66], the UK AI White Paper [87], and
OECD AT Principles [88] place specific constraints on the design, implementation, and
deployment of explainable AT (XAI) systems. These constraints aim to ensure that Al
systems are trustworthy, transparent, and aligned with human oversight.

Firstly, regulatory guidelines require that Al models, especially those deployed in high-
risk applications, must provide explanations that are understandable by affected stake-
holders, not only technical experts [89]. This requirement directly impacts the choice
of algorithms and explanation techniques: complex black-box models without adequate
post-hoc explanation mechanisms may be non-compliant in regulated domains.
Secondly, frameworks stress the principles of accountability and contestability [90].
This implies that explanations must be sufficiently detailed and auditable, allowing
end-users to challenge and contest Al-driven decisions. As a result, XAl systems must
include mechanisms to log decisions and generate reproducible explanations for indi-
vidual predictions.

Thirdly, some regulations establish constraints on data minimisation and fairness [13].
These impact the extent to which explanation systems can access and use sensitive
data. XAI designers must balance explanation fidelity with privacy constraints, en-
suring that explanations do not inadvertently expose protected attributes or personal
data.

In summary, regulatory frameworks create explicit design constraints that shape XAI

system architecture, favouring models that offer interpretability by design or robust
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post-hoc explanations, while ensuring explanations are accessible, auditable, and com-
pliant with privacy and fairness principles.

The effectiveness of XAl in implementing a model hinges upon the intentions of
those seeking explanations. However, the current presentation of explanations by ex-
plainability tools often remains incomprehensible to inexperienced users. There should
be an intermediary phase post-application of these explanations before presenting them
to users. Additionally, there exist challenges regarding the validation of XAI explana-
tions against domain knowledge relevant to specific applications. Is there adequate
domain expertise available to authenticate these explanations?. Furthermore, another
obstacle lies in the usability of explainability tools, which often require expertise in

ML, making them less accessible to non-experts [17].

2.5 Explainability Trade-offs

Although XAI offers several advantages, it does not come without inherent trade-offs.
A comprehensive understanding of the constraints associated with various XAI meth-
ods becomes crucial for discerning the contexts where specific methods might excel or
prove more precise than others. Figure 2.4 illustrates the trade-offs involved in explain-
ability.

This section delves into the complex interplay among explainability, accuracy, security,
privacy, and fairness within the realm of AI. Exploring the intricate balance between
explainability and crucial facets like accuracy, security, privacy, and fairness is pivotal
in understanding the multifaceted trade-offs within AI models. Presently, the conven-
tional trade-off believed to exist between the accuracy and interpretability of predictive
models appears to have been dismantled—or perhaps it never truly existed to begin

with.
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Explainability VS Explainability VS
Accuracy Privacy

Explainability VS
Fairness

Explainability VS
Security

Figure 2.4: Explainaility Trade-Offs

Recent advancements in technology [91] have equipped us with the means to con-

struct highly accurate and intricate modelling systems, leveraging diverse datasets and
sophisticated ML algorithms. Simultaneously, these tools facilitate human comprehen-
sion and trust in these complex systems. In essence, the current technology allows us
to achieve both accuracy and interpretability in our models, enabling us to enjoy the
benefits of both without compromising either [23].
The increased emphasis on data privacy, enforced by regulatory frameworks such as
GDPR, poses a significant challenge to explainability in real-world systems. The neces-
sity for privacy can often restrict the effectiveness of explanations within these systems.
The trade-off between the quality of explanations and model privacy remains complex,
especially considering models are typically trained on a mix of private and non-private
data. Without intervention, private data might unintentionally infiltrate model expla-
nations, complicating the task of adjusting explanations to filter out private informa-
tion and potentially leading to incomplete explanations that sacrifice accuracy. Recent
advancements in research aim to address this trade-off by employing encryption and
novel privacy-preserving ML techniques. However, these methods frequently introduce
an added computational burden. Nevertheless, ongoing progress in computational ca-
pabilities remains instrumental in mitigating these associated costs [92].

In the fields of AI and ML, the correlation between explainability and security stands
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as a pivotal consideration. [93] explores the diverse ways in which XAI can significantly
enhance cybersecurity, addressing a broad spectrum of aspects from user engagement
to specialized applications like threat analysis and vulnerability reduction. As an in-
creasing number of businesses adopt ML and XAI, there arises a parallel concern: the
susceptibility of these systems to cyberattacks. This vulnerability extends not only to
the AI models themselves but also to the interpretability mechanisms that make their
decisions understandable. In the subsequent sections, the realm of adversarial attacks
will be explored, with an emphasis on their relevance and potential impact. Moreover,
the field of XAl presents ample opportunities for research and development, particularly
in enhancing the security of the explanations provided by these Al systems, ensuring
they are robust against manipulation and misinterpretation.

When examining the intertwined concepts of fairness and bias in various applications,
fairness, in a broader sense, entails equitable treatment of similar entities, regardless of
their affiliation with specific demographic groups. Though this concept seems intuitive,
achieving a strict mathematical formulation demands certain theoretical assumptions.
Hence, multiple definitions of fairness exist, tailored to meet the needs of specific ap-
plications [94]. Nevertheless, a common thread among these definitions emphasises the
shared objective of minimising the deviation or statistical bias across individuals or

particular groups of interest.

2.6 Exploring Explanation Recipients Content and Pur-

pose

Different kinds of explanations shed light on various aspects of the model, covering
details about the learned representations, strategies for making predictions, and the
overall behaviour of the model. Depending on who will receive the explanations and
their goals, it could be beneficial to emphasise a particular type of explanation.

In addition to considering the recipient and the type of information conveyed, it is
essential to understand the purpose behind providing an explanation. Explanations

serve diverse objectives beyond simply visualizing or validating predictions. For in-
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stance, explanations can support compliance with regulatory requirements or improve
the practical utility of models in real-world applications, making them more aligned
with stakeholders’ needs [95]. Additionally, as explanations furnish insights into the
significant aspects of the model, they could also be harnessed for tasks like model com-
pression and pruning. While numerous other applications (model certification, legal
compliance) of explanations can be envisioned, the specifics of these applications re-
main a subject for future investigation.

For example, when Al is used in medicine, these groups could be patients, doctors, and
hospitals. The AI might give simple explanations to patients, like pointing out high
blood sugar, while giving more detailed explanations to doctors, like showing unusual
connections between different blood tests. Hospitals or organisations like the FDA
might not need to know about individual patients, but instead, they might want to see
general patterns that the AI has learned from looking at many patients’ data [96].
Different types of condition monitoring insights illuminate various aspects of a system’s
operational health, encompassing details from direct sensor readings, and trend anal-
yses, to predictive behaviours of the machinery. The specificity and depth of these
insights should be tailored to the audience’s needs and objectives, whether it’s for im-
mediate maintenance actions or strategic planning. The purpose behind providing such
insights is as crucial as the information itself, extending beyond mere fault detection
to enhancing system reliability and performance.

For example, in condition monitoring, real-time vibration data may inform a techni-
cian of an immediate issue requiring urgent maintenance, while long-term trend analysis
could help engineers optimise operational parameters. Similarly, advanced predictive
analytics might offer strategic insights into life-cycle management, aiding in decisions
on equipment replacement or overhaul. The importance of these explanations also lies
in their potential to refine monitoring strategies themselves, through methods such as
anomaly detection algorithms that learn to identify potential failures more accurately
over time. The nature of explanations varies by the recipient’s role; Technicians receive
immediate, actionable insights for urgent maintenance; engineers get detailed analyses

for optimising operations and making strategic decisions; and management is provided
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with strategic insights focused on business impacts and financial implications. Tailoring
explanations to the audience ensures informed decision-making across all levels of the

organisation.

2.7 Explainability for Non-expert Users

Most XAI tools that are in use produce explanations that are aimed at users with
expertise in ML [97]. There is a real challenge in presenting explanations and commu-
nicating them to stakeholders in a human-understandable context due to the knowledge
gap between ML experts and non-ML experts. Research indicates that experts in the
application domain tend to trust ML models when they are provided with user-friendly
explanations that will enable them to understand the rationale of ML models. There
are distinct explanations needed for stakeholders in different application domains.
Users of ML and Al applications have been divided into ML/AI experts, Domain ex-
perts and newcomers to the domain. Different groups of people might need different
kinds of explanations. To solve this challenge many researchers have proposed different
techniques [98].

An explainability framework has been proposed by [99] in which three levels of ex-
planations are developed depending on users’ need: Low-level explanations in which
pre-model XAI methods are used to provide an initial understanding of the data, high-
level explanations in which low-level explanations are used along expert knowledge to
generate explanations, and co-created explanations in which users interact with the
model to provide information incorporated later to generate tailored explanations ac-
cording to users need.

An online experiment has been made on 199 participants in which he evaluated users’
understanding of different XAl interfaces, The results of their experiment indicate that
interactive explanations improve user’s understanding of explanations [100].

In [101] three distinct groups of individuals who desire explanations with varying de-
grees of familiarity with ML have been identified, and each group has its own reasons
and requirements shown in Figure 2.1: Practitioners who have enough ML expertise

to build and design ML and AI models; business stakeholders and regulators; and end
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users who are domain experts with no ML expertise.

2.8 Towards AI Trustworthiness through Enhanced Ex-

plainability

As Al technology grows, it becomes increasingly important to make Al understandable
and to align it with ethical principles to ensure trustworthiness and responsibility. This
involves making sure that the way Al makes decisions is clear and can be checked for
accuracy.

The EU AT Act [2] sets forth seven essential requirements to ensure the trustworthi-
ness of Al systems as shown in Figure 2.5, encompassing fundamental rights and ethical
principles. These obligations span various dimensions, including human oversight, tech-
nical robustness, privacy, transparency, fairness, societal and environmental impacts,
and accountability. Stakeholders throughout the Al lifecycle, such as developers, de-
ployers, end-users, and society at large, are tasked with adhering to these requirements,
underscoring the collaborative effort needed to promote ethical and responsible Al de-
velopment and deployment.

It’s also critical to ensure that Al systems are strong enough to withstand malicious
attempts to mislead them while maintaining transparency. Moreover, the foundation
of responsible Al use must be based on ethical considerations, stressing the importance
of Al acting in ways that are fair, respectful of privacy, and accountable. Through
focusing on these dimensions, the pathway towards Al that is not only technologically

advanced but also trusted and ethically sound is envisioned.
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Figure 2.5: Seven Essential Requirements to ensure the Trustworthiness of Al systems
2]

2.8.1 Validation of Explanations

Validating the quality and reliability of XAI explanations remains an active and essen-
tial area of research, particularly for fostering trust and promoting the adoption of Al
models in industrial applications. Validation is critical in safety-critical and high-stakes
industries, where stakeholder confidence in model behaviour is paramount. Establish-
ing robust validation frameworks ensures that XAI explanations are accurate, reliable,
and aligned with the contextual domain knowledge that underpins decision-making

processes [33], [20].

Collaboration with Domain Experts

Involving domain experts in the validation process is pivotal for aligning X Al-generated
explanations with real-world domain knowledge and expertise. These experts provide
critical feedback that verifies the relevance and correctness of explanations against nu-
anced domain-specific considerations [32] [26]. Their insights not only enhance the

reliability of the explanations but also help bridge the gap between technical outputs
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and practical applicability. This alignment is vital for building end-user trust, par-
ticularly when deploying ML models in decision-making contexts that require a deep

understanding of domain intricacies [102].

Leveraging Domain Knowledge Repositories

In cases where immediate access to domain experts is not feasible, leveraging established
repositories of domain knowledge becomes a practical alternative. Cross-referencing
XAl-generated explanations with documented insights, such as industry standards,
guidelines, or historical case data, allows for an independent validation mechanism [20]
[51]. This approach ensures consistency with well-established knowledge bases and
provides a fallback mechanism to evaluate the reliability of explanations. The dual
strategy of involving domain experts and utilising domain repositories strengthens the

robustness of the validation process, fostering trust in the resulting insights.

Controlled and Real-World Dataset Validation

Another effective approach for validating XAI tools involves testing their explanations
on controlled public datasets. This method allows researchers to evaluate the accu-
racy, interpretability, and consistency of the explanations in a well-defined environment
where the ground truth is known [30] [52]. Subsequently, these tools are applied to
real-world or industrial datasets to assess their performance under practical conditions.
Studies have demonstrated that the transition from controlled settings to industrial ap-
plications highlights the generalizability and scalability of XAl explanations, reinforcing

their reliability in diverse use cases [17].

Alternative Validation Strategies

Beyond expert validation and dataset-based testing, emerging methods focus on quan-
tifying explanation quality using objective metrics. For example, techniques such as
fidelity, stability, and consistency metrics measure how closely explanations reflect the
underlying model logic and how robust they are to perturbations in the data [14], [103].

Additionally, user studies and feedback loops involving end-users serve as qualitative
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validation methods to gauge the comprehensibility and usability of explanations in

real-world contexts [20].

Metrics for Explanation Validation

Beyond qualitative strategies, explanation quality can be quantified using complemen-

tary metrics that address different dimensions of interpretability [20] [104]:

Fidelity (Faithfulness to the Model)

Fidelity refers to the extent to which an explanation accurately reflects the true be-
haviour of the underlying model. It captures whether the explanation is consistent with
the model’s decision-making process, rather than merely being plausible to a human
observer [57].

Several approaches exist to measure fidelity. One common proxy is local surrogate
agreement, where a simple interpretable model (e.g., a linear regression or rule set) is
fitted locally around a prediction to approximate the behaviour of the black-box model,
as demonstrated in LIME [105]. Another approach involves perturbation-based tests,
which examine whether altering or removing features identified as important by the
explanation produces meaningful changes in the model’s output [106] [107]. Building
on this idea, Yeh et al. [108] introduced the infidelity metric, which quantifies the
discrepancy between the output changes predicted by an explanation and the actual
changes observed under perturbations; in this case, lower infidelity indicates higher
fidelity.

In industrial condition monitoring, fidelity is particularly important because it un-
derpins trust in automated decision support. High-fidelity explanations allow engi-
neers to audit model decisions with confidence, ensuring, for example, that anomaly
detections are attributed to domain-relevant signals such as vibration signatures, load

variations, or temperature shifts, rather than to irrelevant noise [109].
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Robustness/Stability

Robustness, or stability, refers to the degree to which explanations remain consistent
when inputs are subject to small, benign perturbations [110]. In other words, similar
inputs should yield similar explanations; if minor variations in sensor readings cause
large shifts in the explanation, the reliability of both the explanation and the model is
called into question.

Several metrics have been proposed to quantify robustness. These include max-
sensitivity, which measures the maximum change in explanation resulting from small
input perturbations, and rank stability, often evaluated using Kendall’s 7 correlation,
where higher scores indicate more stable and trustworthy explanations [110]. Authors
in [108] further formalised robustness as a diagnostic property, explicitly capturing the
sensitivity of explanations to perturbations.

In industrial applications, robustness is especially critical. Sensor noise, calibration
differences, and environmental fluctuations are common sources of benign variation.
Explanations that remain stable under such conditions provide engineers with confi-
dence in the system’s outputs, supporting both reliable diagnosis and effective model

debugging [24].

Comprehensibility /Clarity

Comprehensibility, or clarity, concerns the ease with which explanations can be under-
stood by their intended audience. An explanation may be technically accurate but will
fail its purpose if it is overly complex or opaque to non-specialist stakeholders [111].

Clarity can be evaluated using structural proxies such as explanation length, num-
ber of features, or the depth of a decision tree, with simpler forms generally being
more interpretable [112]. Human-grounded studies provide an alternative: users may
be asked to restate explanations, apply them to new cases, or show improved task per-
formance when supported by explanations [113]. High levels of clarity reduce cognitive
load and allow users to act confidently, whereas low clarity often results in confusion
and mistrust.

In industrial systems, clarity is particularly important because domain experts, such
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as maintenance engineers, may not have expertise in machine learning. Explanations
must therefore bridge this gap by presenting reasoning in plain language, supplemented
with visual aids or schematic highlights, rather than exposing raw model internals [33].
Clear explanations in this context build trust, facilitate accountability, and support

effective decision-making.

2.8.2 Completeness/Faithfulness

Completeness and faithfulness together address whether an explanation provides both
the full scope of relevant causes and a faithful reflection of the model’s internal rea-
soning. Completeness requires that no significant contributing factor is omitted, while
faithfulness ensures that no spurious or misleading elements are introduced [112].

Several methods have been proposed to evaluate these properties. Integrated Gra-
dients, for example, satisfy the completeness axiom by ensuring that the sum of attribu-
tions equals the difference between the model’s output and a baseline [114]. Other ap-
proaches include feature addition or coverage tests, which check whether the highlighted
features collectively reconstruct the model’s prediction. Further diagnostic techniques
include deletion/insertion curves [115], ROAR retraining to assess feature necessity
[116], and sanity checks that confirm explanations genuinely depend on model param-
eters rather than artefacts of the training process [117].

In industrial applications, completeness and faithfulness are essential for safety and
accountability. Engineers must be confident that explanations cover all critical fac-
tors influencing a prediction, while regulators and auditors require assurance that no
misleading or extraneous elements are introduced. Together, these properties ensure
explanations are both exhaustive and honest, enabling robust human oversight of Al-
driven decisions [118].

In Summary, validating XAl explanations requires a multifaceted strategy that draws
on complementary perspectives. Metrics such as fidelity, robustness, relevance, clarity,
and completeness/faithfulness each capture different dimensions of explanation quality.
Together with approaches involving expert collaboration, domain knowledge integra-

tion, controlled experimentation, and real-world testing, these metrics strengthen the
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credibility, transparency, and trustworthiness of XAI methods. Such a holistic valida-
tion process is essential for the reliable adoption of explainable AI in industrial and

other high-stakes settings [112] [119].

2.9 Adversarial Attacks on Explainability

The increasing reliance on black-box ML models in critical decision-making processes
has underscored the necessity for accurate and trustworthy explanations of their be-
haviour. However, recent apprehensions have emerged, casting doubt on the fidelity of
such explanations, particularly regarding their ability to reveal the inherent biases em-
bedded within these models. This discrepancy between expectation and reality presents
a significant risk: the potential for explanations to misguide human users, leading them
to place undue trust in these black-box models. Such misplaced trust is not merely
a theoretical concern but a pressing issue that calls for a deeper understanding of the
nature and implications of adversarial attacks on explanations. As this complex land-
scape is navigated, the integrity and transparency of ML models hang in the balance,
urging a concerted effort to scrutinise and fortify the explanations relied upon to inter-
pret the decisions of these powerful yet opaque systems [120]. Adversarial attacks on

explanations can be done by altering:

e The ML model itself.

e The data.

This paper [121] highlights a critical vulnerability in model explanation methods,
demonstrating how explanations can be manipulated through changes in the input
data. It reveals that subtle input modifications, which do not significantly affect the
model’s output, can nonetheless alter explanation results, raising concerns about their
trustworthiness and interpretability. The authors provide a theoretical foundation for
this phenomenon, rooted in neural network geometry, and propose strategies to enhance
the robustness of explanations against such manipulations.

Conversely, [122] introduces a defense strategy to counter adversarial attacks that

exploit data manipulations. The paper proposes an approach that aggregates multiple
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explanation methods, thereby enhancing the neural network’s resilience to such attacks.
Remarkably, this robustness persists even when adversaries have full knowledge of the
model’s parameters and the explanation methods employed.

In a related vein, [123] examines how explanations can be manipulated by altering
the model itself. The study investigates adversarial model manipulation, where inter-
pretation methods are intentionally influenced without affecting the model’s accuracy.
By integrating interpretation results into the fine-tuning process, the authors demon-
strate that widely-used interpreters, such as Layer-wise Relevance Propagation (LRP)
[106], Gradient-weighted Class Activation Mapping (GRAD-CAM) [124], and Simple
Gradient-Based Method (SimpleGrad) [125], can be deceived. Two types of decep-
tion—passive and active—are presented, and their efficacy is validated across different
models and interpretation methods. The research underscores the importance of eval-
uating interpretation methods for their stability under adversarial model manipulation
to ensure their reliability and robustness.

Similarly, [126] introduces a technique for generating misleading explanations, ex-
posing the limitations of post hoc explanation methods that rely on input perturbations,
such as LIME [57] and SHAP [56]. The authors propose a scaffolding technique that
can effectively mask classifier biases, allowing adversaries to generate seemingly benign
explanations of their choice.

Further, [127] provides an example of how minor perturbations to a model can dis-
tort explanations. This deliberate concealment of biases in closed-box models represents
a significant vulnerability, among others, in explainable Al systems.

Finally, [96] identifies a fundamental issue with saliency-based explanation meth-
ods, noting that they often fail to maintain input invariance. The study shows that
even minor input modifications can lead to substantial changes in the output and the
perceived relevance of individual input features, thereby questioning the reliability of

such explanation methods.

40



Chapter 2. An Overview of Explainability

2.10 Practical Applications of Explainability

Explainability techniques have been broadly applied across various industries, signifi-
cantly enhancing the transparency and trustworthiness of Al systems. These methods
have transformed decision-making in high-risk domains such as healthcare, finance, and
condition monitoring by providing clear insights into complex Al-driven predictions and
recommendations [128] [129] [130]. In these critical sectors, explainability ensures that
stakeholders can trust and understand Al outcomes, which is essential for regulatory
compliance and ethical considerations. Below are some examples categorised by domain

risk:

2.10.1 High-Risk Domains: Healthcare, Finance and Condition Mon-

itoring
Healthcare

In healthcare, explainability is a critical requirement for Al-driven systems, given the
high stakes associated with patient outcomes and clinical decision-making. A com-
prehensive assessment by [131] underscores the multi-dimensional implications of ex-
plainability in medical Al, examining the topic from technological, legal, medical, and
patient-centred perspectives. The study highlights that although AI systems can out-
perform human experts in specific analytical tasks, their inherent opacity raises signif-
icant ethical, legal, and societal concerns. The authors analyse Al-based Clinical Deci-
sion Support Systems (CDSS), emphasising that explainability is essential for fostering
trust among healthcare professionals and patients. From a technological standpoint,
achieving explainability must be carefully balanced with development objectives, while
the legal perspective underscores the importance of transparency in areas such as in-
formed consent, certification, and liability. Both the medical and patient perspectives
stress the need for clear and interpretable outputs to ensure that Al augments, rather
than replaces, human judgment [131].

In healthcare, XAl addresses critical demands for transparency, fairness, and inter-

pretability in Al-driven decision-making systems. The study reviews various XAI meth-
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ods, including LRP [106], Local Interpretable Model-Agnostic Explanations (LIME)
[57], SHapley Additive exPlanations (SHAP) [56], and GRAD-CAM [124], demonstrat-
ing their applications in medical diagnostics and treatment planning. The usability and
reliability of these techniques are illustrated through case studies, such as XGBoost for
tumour analysis and Training Calibration-based Explainers (TraCE) for medical imag-
ing, showcasing their potential to render complex models more accessible to healthcare
professionals. Overall, the study highlights XAI’s transformative potential in health-
care by supporting clinicians with interpretable insights, ultimately enhancing patient
care and decision-making [132].

However, Authors in [133] argue that current explainability methods may be insuf-
ficient for patient-level decision support. The authors advocate for rigorous internal
and external validation of AI models as a more effective approach to ensuring reliability
and trustworthiness in clinical settings. They caution against making explainability a

strict prerequisite for the deployment of clinical Al systems.

Finance

In highly regulated fields like Finance, the adoption of Al requires stringent trans-
parency to ensure decision traceability for third parties. This is where XAI becomes
crucial. This paper [134] presents a systematic literature review of XAI in Finance,
analysing 2,022 articles from leading journals in Finance, Information Systems, and
Computer Science. From these, 60 relevant studies were identified and categorised based
on the XAI methods used and their intended objectives. The review highlights that
areas such as risk management, portfolio optimisation, and stock market applications
are well-covered, while anti-money laundering remains underexplored. The findings
also reveal a growing preference for post-hoc explainability over inherently transparent
models in recent research. In this study [135], the Authors describe a bank’s use of an
Al-powered solution to assess loan applications, combining historical data, customer
attributes (e.g., income, credit score, debt-to-income ratio), and business rules to im-
prove decision-making. While Al enhances predictive accuracy, it introduces complexity

that necessitates explainability. Loan officers require tools like SHAP [56] and LIME
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[57] to validate decisions by understanding factors such as credit score or employment
history that influenced approvals or denials. Meanwhile, loan applicants benefit from
counterfactual explanations [25], which suggest actionable changes, such as increasing
income or reducing debt, to achieve approval. By providing tailored explanations to
stakeholders, explainable Al ensures transparency, accountability, and alignment with
ethical and regulatory standards in Al-driven lending.

Authors in [136] emphasise that XAl is critical in finance, with different stakeholders
requiring tailored insights. Developers and regulators focus on individual predictions
for queries or complaints, while model checkers and management seek a broader un-
derstanding of governance. The World Economic Forum and De Nederlandsche Bank
(DNB) stress the ethical need for transparency to maintain trust and prevent discrimi-
nation, particularly in a sector reliant on responsible data use. Explainability supports
trust, accountability, and compliance in high-stakes applications like capital require-
ment calculations and stress testing.

Financial services rely on XAI for risk assessment, fraud detection, and compliance.
PwC’s collaboration with a major auto insurer serves as a prime example, where XAI
was integrated into an ML model for claims estimation. PwC emphasised the model’s
interpretability, crucial for adoption by claims adjusters and stakeholders, who required
insight into Al-driven estimates to make informed decisions. The system used XAI tech-
niques like feature importance ranking and rule-based explanations, ensuring that all
stakeholders could understand the model’s rationale, which is vital in regulated, risk-
sensitive financial environments [137].

Future developments in XAI in the finance sector, as identified in [138] include focus-
ing on enhancing interpretability while maintaining model complexity, integrating XAl
with deep learning, and improving methods like SHAP [56] and LIME [57]. Standard-
isation of tools, evaluation metrics, and regulatory alignment is critical for consistent
application. Ethical considerations, including addressing bias, ensuring privacy, and ad-
hering to regulations like GDPR, will be pivotal in fostering transparency and fairness

in financial decision-making.
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Condition Monitoring

ML has demonstrated significant effectiveness in condition monitoring, but the lack of
transparency in model decision-making remains a persistent challenge.

In [139], the authors explore the use of SHAP [56] to enhance interpretability in fault
detection for rotating machinery. By applying SHAP to Support Vector Machine (SVM)
and k-Nearest Neighbor (kNN) models, the study identifies key features, such as the
skewness and shape factor of vibration signals, as critical to diagnostic outcomes. The
approach achieved high diagnostic accuracy, illustrating SHAP’s potential to improve
understanding and trust in ML-driven condition monitoring systems.

Similarly, [140] presents an XAl-based predictive maintenance strategy utilising
LIME [57]. The study provides interpretable insights into ML model predictions, em-
phasising proactive maintenance strategies and enhanced spare parts management. By
explaining key predictive factors, the approach addresses challenges in interpreting bi-
nary model outcomes, supporting more effective maintenance decisions and optimising
resource allocation.

A study by [141] introduces a framework for monitoring hydraulic systems using
multi-sensor data and Deep Neural Networks Deep Neural Networks (DNN). This
framework predicts the operating states of system components while tackling the chal-
lenges of applying DNNs in complex, real-world applications. To improve transparency,
the authors employed DeepSHAP to elucidate the contributions of individual sensors in
the decision-making process. The results demonstrate the model’s robustness and relia-
bility, with DeepSHAP fostering trust and enabling broader adoption of Al in industrial
settings.

For wind turbine performance evaluation, [142] leverages XAl to move beyond tra-
ditional univariate models. This study incorporates multiple input variables to better
account for factors influencing power output. A sequential feature selection process
minimises model error, while Shapley coeflicients quantify each variable’s contribution.
Using real-world data, the study identifies novel variables related to rotor and blade
pitch control, offering new perspectives for anomaly detection and condition monitoring

in wind turbines.

44



Chapter 2. An Overview of Explainability

In the maritime sector, [143] applies the isolation forest algorithm for anomaly
detection in marine engine monitoring. By integrating SHAP, the study enhances
transparency, effectively illustrating the factors driving anomaly detection results.

Further, [144] demonstrates the use of SHAP to improve the explainability of data-
driven prognostic models, providing clearer insights into the decision-making processes
underlying these models.

In the production domain, [145] investigates the integration of gradient-boosting
machine learning models with XAI techniques. The authors utilise visualisation tools
to showcase how these approaches can generate valuable insights into model predictions.

Finally, [146] proposes an explainable predictive maintenance framework for di-
agnosing multiple faults in rotating machinery. Their approach combines multi-sensor
data fusion with interpretability techniques to provide actionable insights into the main-

tenance process.

2.10.2 Moderate Risk to low Risk Domains

LinkedIn has effectively leveraged XAI across various business sectors since 2018, in-
cluding recruitment, sales, and machine learning engineering. In 2022, LinkedIn un-
derscored the importance of XAI in implementing a ranking and recommendation ML
system for its sales team. This system prioritised customer engagement by predicting
churn and upselling potential. Despite its success, the Al team recognised that the
sales teams required interpretable explanations for the predictions to foster trust and
encourage adoption of the system [147].

In the retail sector, Authors in [148] used XAl to support needs-based customer seg-
mentation for new product development. By applying SHAP to online product reviews,
they derived feature-level importance values that revealed the non-linear relationships
between product attributes and overall satisfaction. This approach enabled the iden-
tification of customer segments with unmet needs and provided actionable insights for
designing new product concepts, outperforming traditional sentiment-based clustering
methods.

In the agricultural sector, [149] explored the role of XAI in Leaf Disease Classifica-

45



Chapter 2. An Overview of Explainability

tion using deep learning models. The study applied Visual Geometry Group (VGG),
GoogLeNet, and ResNet to the Five Leaves dataset. The ResNet model, augmented
with an attention mechanism, achieved remarkable accuracy rates of 99.11%, 99.4%,
and 99.89% across three experiments, demonstrating the potential of explainability to
enhance performance and usability in agricultural applications.

In the domain of online advertising, [150] proposed a novel method utilising the
decision paths of a tree-based ensemble classifier to offer actionable recommendations.
This approach transforms true negative instances (low-quality ads) into positively pre-
dicted instances (high-quality ad suggestions) by adjusting feature values within the
ad quality feature space. This technique enhances the relevance and performance of
online ads while maintaining transparency in the process.

These examples highlight the practical applications of XATI across diverse industries.
By integrating explainability into Al systems, organisations can improve understand-
ing, trust, and management of ML-driven solutions. This emphasis on transparency
and accountability ensures that Al systems align with user expectations and ethical

standards across sectors, from sales and insurance to agriculture and advertising.

2.11 Conclusion

This chapter has provided a comprehensive examination of explainability in machine
learning, positioning it as both a technical necessity and a societal imperative. It
began by clarifying the conceptual foundations of explainability and interpretability,
highlighting their varying definitions and stakeholder-dependent interpretations. The
historical evolution of machine learning models demonstrated how increasing model
complexity has amplified the need for structured explanation mechanisms, particularly
in high-stakes domains.

The chapter further explored the regulatory landscape across the UK, EU, US, and in-
ternational organisations, illustrating how explainability has become embedded within
emerging Al governance frameworks. These regulatory developments reinforce that

transparency, accountability, and human oversight are no longer optional attributes
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but formal requirements in many applications.

In addition, the discussion of validation strategies, explanation quality metrics (fidelity,
robustness, clarity, completeness), trade-offs, and adversarial vulnerabilities emphasised
that explainability is not a trivial add-on but a multi-dimensional design challenge. Ef-
fective explainability requires careful alignment between technical methods, stakeholder
needs, domain knowledge, and regulatory constraints.

By synthesising theoretical foundations, regulatory considerations, validation method-
ologies, and practical applications across domains, this chapter establishes the concep-
tual and analytical groundwork for the thesis. It frames explainability as a structured,
context-dependent process rather than a single technique, thereby motivating the de-
velopment of a systematic taxonomy and domain-adapted framework presented in the

subsequent chapters.
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Explainability Taxonomies

In this chapter, explainability methods are organised according to several complemen-
tary dimensions, forming a multi-dimensional taxonomy rather than a rigid or sequen-
tial structure. The framework shown in Figure 3.1 builds on widely recognised classifi-
cation criteria from the XAT literature. These include: (i) the type of input data (e.g.,
structured or unstructured), (ii) the explanation scope (local, global, or cohort-level),
(iii) the timing of explanation (pre-model, ante-hoc, or post-hoc), (iv) the explanation
technique (e.g., example-based, rule-based, counterfactual, gradient-based, or feature-
relevance), and (v) model specificity (model-agnostic or model-specific).

This taxonomy is inspired by and extends previous classification efforts in the liter-
ature [151, 32, 152]. While the figure presents these categories as separate branches for
clarity, they are not mutually exclusive. In reality, many XAI methods span multiple
categories. For instance, SHAP is a post-hoc, model-agnostic, feature-relevance method
that works with both structured and image data, and provides both local and global
explanations. The cross-cutting relationships between these dimensions are captured in
Table 3.1 and the following tables, which link existing XAl tools to their corresponding
categories. The goal of this taxonomy is not to impose a strict hierarchy, but to provide

a structured way to navigate and understand the wide variety of XAI approaches.
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3.1 Comparison of Existing XAI Taxonomies

Numerous taxonomic frameworks have been proposed in recent years to organise the
expanding landscape of XAl. These general-purpose taxonomies aim to provide struc-
tured perspectives on the field by classifying methods across key dimensions such as
the timing of explanation, model dependency, and the scope of interpretation. De-
spite differences in terminology and emphasis, many taxonomies converge on a set of
foundational dimensions: when the explanation is produced (pre-model, ante-hoc, or
post-hoc), how it applies in terms of scope (local, global, or group-level), and whether
it is model-specific or model-agnostic [151].

One of the earliest and most cited taxonomies classifies XAl techniques according to
three fundamental criteria: the complexity of interpretability, the scope of explanation,
and the method’s dependency on the underlying machine learning model [151]. This
framework introduced the distinction between intrinsic and post-hoc explanations, local
and global applicability, and specific versus agnostic dependencies. These dimensions
continue to form the backbone of many subsequent taxonomies.

A complementary framework is presented in a comprehensive survey that classifies
explanation methods based on the target of explanation—either the model or a spe-
cific outcome—and the mechanism by which the explanation is delivered [32]. This
taxonomy distinguishes between outcome-based methods such as feature attribution,
rule-based reasoning, counterfactuals, and visual saliency techniques, and model-level
approaches including surrogate modelling and global feature importance. The inclusion
of explanation formats and decision targets provides an additional level of interpretive
granularity.

Another widely adopted taxonomy introduces a dual perspective that separates
transparent, interpretable models from post-hoc explanatory tools [20]. Within this
structure, intrinsically interpretable models include decision trees, linear models, and
rule-based learners, while post-hoc methods are categorised by their underlying tech-
nique—feature relevance, visual explanation, textual generation, example-based reason-

ing, and architecture modification. This taxonomy is notable for incorporating expla-
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nation modality and for providing a specific subclassification tailored to deep learning
systems.

A further perspective shifts the focus from technical characteristics to user-oriented
and application-specific considerations [135]. This approach classifies methods based
on their position within the machine learning lifecycle and their intended audience—be
it developers, domain experts, regulators, or end-users. By mapping explanation tech-
niques to stakeholder requirements, this taxonomy highlights the importance of context
and use-case relevance in selecting appropriate interpretability tools.

The taxonomy proposed in [153] organises explainability approaches along multiple
dimensions, beginning with the distinction between transparent models such as linear
regression, decision trees and rule-based learners that are inherently interpretable, and
opaque models such as random forests, SVMs and neural networks that require post-
hoc interpretation. Post-hoc methods are further classified as model agnostic or model
specific, and grouped into categories such as explanation by simplification, feature rele-
vance explanation, local explanations and visual explanations. These categories are un-
derpinned by core explainability principles, including rule-based learning, decision tree
or prototype extraction, influence functions, sensitivity analysis, game theory-based at-
tribution, interaction analysis, counterfactual reasoning and distillation, which provide
the conceptual basis for various techniques. The taxonomy also links these principles
to representative tools, such as SHAP [56] for game theory-inspired feature relevance,
LIME [57] for local linear approximation, Anchors [154] for rule-based local explana-
tions, Individual Conditional Expectation (ICE) [155] and Partial Dependence (PD)
[156] for visual feature analysis, and Interpretable Trees (InTrees) [157] for rule extrac-
tion from ensembles, offering a comprehensive mapping from theoretical foundations to
practical implementations.

The taxonomy proposed in [22] offers a broad conceptual framework for organising
explainability methods based on model transparency and the nature of the explana-
tion. It distinguishes between transparent models, which are inherently interpretable,
and opaque models that require post-hoc interpretability. It further classifies XAl

approaches as model-agnostic or model-specific, depending on whether the explana-
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tion relies on internal model details. Several explanation strategies are included, such
as simplification through surrogate models, feature relevance estimation, visualisation
techniques, and local approximations around individual predictions. This taxonomy
emphasises the diversity of interpretability methods and provides a high-level structure
to assess their applicability, generality, and interpretive mechanism.

Authors in [158] categorise existing taxonomic efforts in explainable Al into four
methodological approaches, each based on a distinct organising principle. The functioning-
based approach groups methods by how they operate—such as perturbation, structural
analysis, or architectural modification—focusing on the mechanisms behind the expla-
nation. The result-based approach classifies methods according to the type of output
they produce, including feature importance scores, surrogate models, or representative
examples, making it suitable for applications with specific explanatory needs. The
conceptual approach constructs taxonomies using core dimensions such as explanation
timing (ante-hoc vs. post-hoc), model applicability (agnostic vs. specific), and scope
(local vs. global), and may include further dimensions like output format or user con-
text. Finally, the mixed approach combines elements from the other three, typically
beginning with conceptual dimensions and refining them using functional and result-
oriented criteria, offering a flexible and comprehensive framework, particularly helpful

for newcomers to the field.

3.2 Proposed Taxonomy

The taxonomy proposed in this thesis organises explainability methods along five com-
plementary dimensions shown in Figure 3.1, offering a structured yet flexible framework
to capture the diversity of XAl approaches. The first dimension, Input Data Type,
distinguishes between structured data (e.g., tabular datasets) and unstructured data
(e.g., images, text, and video), recognising that the nature of the input directly affects
the choice of explanation technique. The second dimension, Type of Explanations,
classifies methods according to the granularity of insight they provide, ranging from
local (individual-level explanations) to global (overall model behaviour), to cohort-level

(subgroup-focused explanations relevant for fairness or group analysis). The third di-
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mension, Timing of Application, considers when explainability is introduced within
the machine learning workflow, encompassing pre-model tools (e.g., data-centric inter-
pretability strategies), ante-hoc methods (inherently interpretable models), and post-
hoc techniques (methods applied after model training). The fourth dimension, Expla-
nation Technique, captures the underlying mechanism used to generate explanations,
including example-based, counterfactual, rule-based, gradient-based, and feature rele-
vance methods. Lastly, the Model Specificity dimension differentiates between model-
specific methods, which require access to internal model structures, and model-agnostic
methods, which treat the model as a black box. Collectively, these five dimensions form
a comprehensive and multidimensional taxonomy that accommodates the hybrid na-
ture of modern XAI techniques while supporting both methodological development and
practical evaluation. This taxonomy builds on and extends earlier classification work in
the literature, presenting categories as separate branches for clarity while acknowledg-
ing that many XAI methods span multiple categories. The relationships across these
dimensions are outlined in accompanying tables, which map existing XAl tools to their
respective categories. The aim is not to enforce a strict hierarchy, but to offer a struc-

tured framework for navigating and understanding the diversity of XAl approaches.
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XAl Taxonomies
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Figure 3.1: Explainability taxonomies illustrating the main dimensions. These include
input data type, type of explanations (local, global, cohort), timing of application (pre-
model, ante-hoc, post-hoc), explanation techniques (e.g., example-based, counterfactu-
als, rule-based, gradient-based, feature relevance), and model specificity (model-specific
vs. model-agnostic)

3.2.1 Input Data Types

Explainability methods must be adapted to the structure and modality of input data, as
varying data types demand tailored interpretability approaches. Broadly, input data
can be categorised into structured and unstructured forms. Structured data—such
as tabular representations—follows defined schemas and is prevalent in domains like

healthcare, finance, and industrial monitoring. In contrast, unstructured data includes
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formats such as images, text, and video, which lack formal organisation and typically
require more advanced preprocessing and interpretive techniques.

This subsection provides a systematic overview of explainability approaches cate-
gorised by input data type—specifically tabular, image, text, and video—within the
context of the structured/unstructured distinction. For each modality, techniques
are evaluated based on their underlying mechanisms, interpretability scope (e.g., lo-
cal, global), and model specificity. This taxonomy supports the selection of context-
appropriate explanation tools, ensuring interpretability that is both meaningful to

stakeholders and applicable across varied machine learning applications.

Tabular Data

Tabular data, which is prevalent in industries like finance, healthcare, and logistics,
often consists of structured data with multiple features influencing the model’s pre-
dictions. Due to its structured nature, a range of explainability methods has been
developed to cater to both global and local interpretability needs [25].

These methods can be broadly classified into feature importance, rule-based, prototype-
based, and counterfactual explanation techniques [25]. Feature importance methods
such as SHAP [56] and LIME [57] offer insights into how individual features contribute
to model predictions. SHAP, in particular, provides a unified measure of feature impor-
tance applicable across various model types. Similarly, Descriptive mAchine Learning
EXplanations (DALEX) [159] stands out as a versatile framework that supports a range
of models, providing both global and local explanations. Its focus on creating unified
visualisations enhances interpretability, making it especially useful for model debugging
and exploratory data analysis. Neural Additive Models (NAMs) [160], another feature
importance method, extend Generalised Additive Models (GAMs) by integrating neural
networks, allowing them to provide accurate and interpretable additive feature effects
for structured data.

Rule-based methods, including ANCHOR [154] and Rule-based Model Fitting [161],
generate interpretable rules that help users understand model decisions by focusing on

the conditions under which predictions are made. These methods can provide both
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local and global insights, depending on the context. Logical Rule Induction (LRI) [162]
also falls under this category, offering ante-hoc explanations by using inductive logic
to derive human-readable rules specific to the underlying data. Additionally, Scalable
Probabilistic Rule Learning (SCALABLE-PRL) [163] uses probabilistic frameworks to
efficiently create interpretable rules, addressing scalability challenges for larger datasets
and providing global and local interpretability.

Prototype-based approaches like GLObal to loCAL eXplainer (GLocalX) [164] and
Prototypical Explanations via Faster Search (PROTODASH) [165] utilise representa-
tive examples from the data to explain model behaviour, helping users relate model pre-
dictions to real-world instances. Maximum Mean Discrepancy Criticism (MMD-CRITIC)
[166], another prototype-based method, employs the Maximum Mean Discrepancy
(MMD) measure to select representative prototypes, enabling users to gain a global
understanding of the model through clear, real-world instances. This approach is par-
ticularly suited for ante-hoc explanations, providing insights into the overall behaviour
of the model.

Counterfactual explanation methods such as Contrastive Explanation Method (CEM)
[167], Diverse Counterfactual Explanations (DiCE) [168], and Feasible and Actionable
Counterfactual Explanations (FACE) [169] provide hypothetical scenarios that illus-
trate how slight changes in input features could alter the model’s prediction, offering ac-
tionable insights for decision-making. Counterfactual Explanations Framework (CFX)
[170] takes this further by optimising the feasibility and proximity of counterfactuals
to real-world conditions, ensuring that the generated explanations are both practical
and meaningful for tabular data.

The combination of these methods ensures comprehensive interpretability for mod-
els handling tabular data, addressing both the overall behaviour of the model and
individual predictions. The following Table 3.1 presents an overview of key explainabil-
ity methods for tabular data, categorised by the type of method, applicability to data,
the stage at which explainability is provided (ante-hoc or post-hoc), the scope of the
explanation (global or local), and their specificity. This taxonomy helps in selecting

the appropriate method based on the use case and interpretability requirements.
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Table 3.1: Overview of Explainability Methods for Tabular Data

Name Type Data Type Scope Specificity
SHAP [56] Feature Importance Any Global/Local Agnostic
LIME [57] Feature Importance Any Local Agnostic
LRP [106] Feature Importance Any Local Agnostic
DALEX [159] Feature Importance Any Local/Global ~ Agnostic
Neural Additive Models (NAM) [160] Feature Importance Tabular Local Specific
Anchors (ANCHOR) [154] Rule-Based Tabular Local/Global  Agnostic
LRI [162] Rule-Based Tabular Local Specific
Rule-based Model Fitting (RULEFIT) [161] Rule-Based Tabular Global/Local Specific
SCALABLE-PRL [163] Rule-Based Tabular Global/Local Specific
GLocalX [164] Prototype-Based Tabular Local/Global ~ Agnostic
MMD-CRITIC [166] Prototype-Based Tabular Global Specific
PROTODASH [165] Prototype-Based Tabular Local Specific
CEM [167] Example-based Any Local Specific
DiCE [168] Counterfactual Any Local Specific
FACE [169] Counterfactual Any Local Specific
CFX [170] Counterfactual Tabular Local Specific

Images Data

In the context of computer vision tasks, working with image data often requires meth-
ods that can offer interpretable insights into model behaviour, particularly given the
complexity and high dimensionality of visual inputs. Unlike other machine learning
tasks, the significance of computer vision lies in how pixel-level features combine to
form meaningful patterns like edges and textures. This necessitates specialised meth-
ods tailored for image data [25].

Key explainability techniques for image models, particularly those using CNN [171],
include gradient-based backpropagation methods, perturbation-based approaches, and
methods leveraging the model’s internal states. These methods aim to visualise and
interpret how models make decisions by highlighting influential regions in input images
[25].

Gradient-based methods such as Integrated Gradients [172], Smooth Gradient [173],
and Saliency Maps [125] provide insights into which pixel-level features are most in-
fluential for a given prediction. Integrated Gradients attribute a model’s output to
its input features by integrating gradients along a path from a baseline to the input,
ensuring a principled explanation of feature importance. SmoothGrad improves upon
saliency methods by reducing noise in explanations through gradient averaging, creat-

ing visually smooth and more interpretable results. Saliency Maps highlight the most
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important pixels by analysing the gradient of the output with respect to the input
image, providing a basic yet effective visualisation.

Region-based backpropagation methods, like eXplainable Region-based Activation
Integration (XRAI) [174], build upon gradient-based techniques by segmenting images
into meaningful regions. This enables explanations to focus on interpretable areas
rather than individual pixels, offering a higher-level understanding of model decisions.

Methods that leverage the internal state of models, such as GRAD-CAM [124],
Guided Backpropagation [175], and Guided GRAD-CAM [124], are specifically tai-
lored for CNNs. GRAD-CAM uses class-specific gradients to generate visual heatmaps,
showing the regions most influential for a prediction. Guided Backpropagation modi-
fies standard backpropagation to visualise positive gradients that significantly impact
predictions. Guided GRAD-CAM combines the strengths of GRAD-CAM and Guided
Backpropagation, offering more refined and interpretable visualisations.

Perturbation-based methods like LIME [57] and SHAP [56] are model-agnostic and
provide explanations by analysing how changes in input data impact predictions. Al-
though these methods are applicable to any data type, they are particularly useful for
explaining black-box models in image tasks by identifying the key regions or pixels
responsible for predictions.

Additional methods like Deep Learning Important FeaTures (DeepLIFT) [176] and
SmoothGrad [173] enhance the interpretability of gradient-based approaches. DeepLIFT
calculates contributions of input features by comparing activations to a reference, pro-
viding explanations that are both efficient and intuitive. SmoothGrad, as mentioned
earlier, refines explanations by averaging noisy gradients, making the results more sta-
ble and interpretable.

Specificity is another crucial aspect of explainability methods. While tools like
GRAD-CAM and Guided Backpropagation are specifically designed for CNNs, meth-
ods such as Integrated Gradients and SHAP are broadly applicable across various model
types handling image data. This diversity of methods allows for a wide range of inter-
pretability, catering to both specific and general-purpose needs.

The following Table 3.2 provides an overview of these explainability methods tai-
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lored for image data. It categorises the methods based on their underlying mechanism,
the nature of the data they handle, their scope (local or global), and their specificity.
This taxonomy serves as a concise reference for selecting the appropriate explainability
techniques based on the nature of the task and the desired level of insight into the

model’s decision-making process.

Table 3.2: Overview of Explainability Methods for Image Data

Name Type Data Type Scope Specificity
Integrated Gradients [172] Backpropagation Images Local Specific
XRAI [174] Region-Based Backpropagation Images Local Specific to Images
GRAD-CAM [124] Internal State (Class Activation) Images Local Specific to CNNs
LIME [57] Perturbation-Based Any Local Agnostic
Guided Backpropagation [175] Modified Backpropagation Images Local Specific to CNNs
Guided GRAD-CAM [124] Combined Method Images Local Specific to CNNs
Saliency Maps [125] Gradient-Based Images Local Specific
SHAP [56] Perturbation-based Any Global/ Local Agnostic
DeepLIFT [176] Backpropagation Images Local Agnostic
SmoothGrad [173] Gradient-Based Images Local Specific
Text Data

Text data represents a primary form of unstructured data and differs fundamentally
from structured data (e.g., numerical or tabular data) in both format and complex-
ity. Unlike structured data, which is organised into fixed schemas, text data is in-
herently sequential, variable in length, and rich in semantics. It may appear in di-
verse formats—including plain text, documents, code, transcribed speech, and web
content—and often requires extensive preprocessing (e.g., tokenisation, stop-word re-
moval, and lemmatisation) before it can be meaningfully analysed by machine learning
models [177]. Text can be encoded at various linguistic levels, such as characters, sub-
words, words, or sentences, and is typically transformed into numerical representations
(e.g., word embeddings or token IDs) to enable computational processing. These char-
acteristics make text data particularly challenging and demand specialised techniques
for both modelling and explainability [178].

In this context, language models play a central role in modern deep learning ap-
plications, particularly in Natural Language Processing (NLP), which has advanced
rapidly in recent years. NLP focuses on understanding human language and is essen-

tial in applications like machine translation, sentiment analysis, text summarisation,
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and question-answering. Models for these tasks rely on text data to capture language
nuances, employing architectures such as Long Short-Term Memory (LSTM), atten-
tion mechanisms, and transformers. The transformer architecture, introduced by [45],
revolutionised NLP by efficiently handling sequential data through the attention mech-
anism. The Transformer revolutionised NLP by using self-attention to process entire se-
quences simultaneously, improving efficiency and parallelisation compared to Recurrent
Neural Network (RNN) and LSTMs. Its encoder-decoder structure generates contex-
tual representations in the encoder and produces outputs in the decoder by attending
to both encoder outputs and prior tokens. The self-attention mechanism calculates the
relevance of words in a sequence through "queries", "keys", and "values", with multi-head
attention enabling parallel computations to capture diverse relationships.

Following the transformer, Bidirectional Encoder Representations from Transform-
ers (BERT) was introduced by [46] and quickly surpassed existing benchmarks in
Natural Language Understanding (NLU) tasks, such as sentiment classification, textual
entailment, and text similarity [46]. BERT employs a bidirectional approach, enabling
it to understand the context of words by considering both left and right contexts simul-
taneously. Its pre-training consists of two key tasks: predicting masked words within
a sentence and identifying whether one sentence logically follows another. Once pre-
trained, BERT can be fine-tuned for various NLU applications, including sentiment
analysis, text classification, and question answering, setting new benchmarks for per-
formance.

Subsequent models, including Generative Pre-trained Transformer 3 (GPT3) by [58],
and Text-To-Text Transfer Transformer (T5) by [179], further pushed the boundaries
of NLP, showcasing capabilities in various complex tasks [58] [179]. GPT3 [58] demon-
strated unprecedented capabilities in NLP. GPT-3 builds on the autoregressive nature
of its predecessors (GPT and GPT-2) and significantly scales the model’s size, featuring
175 billion parameters. This vast increase in model capacity enabled GPT-3 to handle
a wide range of complex NLP tasks, including text generation, summarisation, trans-
lation, and even creative writing, without requiring task-specific fine-tuning. Instead,

GPT-3 relies on prompt engineering to perform these tasks in a zero-shot, one-shot, or
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few-shot learning paradigm, adapting to new tasks with minimal examples.

More recently, Authors in [180] introduced Pathways Language Model (PaL.M), a 540-
billion-parameter transformer model capable of mathematical reasoning, code genera-
tion, and even explaining jokes [180]. One of PaLLM’s key strengths lies in its integra-
tion of the Pathways system, a highly efficient infrastructure that enables the model to
scale seamlessly across multiple Tensor Processing Units (TPU) v4 Pods. TPU Pods
are essentially clusters of specialised hardware, TPU, designed specifically to handle
the immense computational demands of training massive Al models. By connecting
hundreds or even thousands of these TPUs, TPU Pods work together to distribute the
workload, making the training process faster and more efficient.

Building on the introduction to the foundational concepts of language models, the fol-
lowing paragraphs outlines several XAl tools that have been applied to text data.
Integrated Gradients [172] is a gradient-based XAI method that attributes model pre-
dictions to input features by integrating gradients along a path from a baseline (e.g.,
zero embedding) to the actual input. This approach effectively highlights the contri-
bution of individual tokens in text-based models. Building on this, Gradient x Input
[176] simplifies attribution by multiplying the gradient of the model’s output with re-
spect to the input by the input itself, offering a quick way to identify influential words
or tokens. Extending these ideas further, Layer Integrated Gradients [172] not only
attributes relevance to input tokens but also to intermediate representations within the
model, providing deeper insights into how information is processed through different
layers. Additionally, tools like Language Interpretability Tool (LIT) complement these
methods by offering interactive visualisations of model behaviour, enabling users to ex-
plore token importance, attention mechanisms, and layer-wise outputs in an intuitive
manner [181]. These methods, among others, have been adapted to address the unique
challenges of NLP, such as tokenisation and the handling of textual data.

The following Table 3.3 provides an overview of key explainability methods for text
data, highlighting their type, data applicability, stage of explainability, scope, and
specificity. This summary serves as a guide for selecting appropriate methods based

on the specific requirements of text-based models, ranging from perturbation-based
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techniques like LIME to gradient-based methods such as Gradient x Input [176] and
Layer Integrated Gradients [172]. Additionally, tools like the LIT [181] offer interactive

visualisations, enabling deeper insights into model behaviour.

Table 3.3: Overview of Explainability Methods for Text Data

Name Type Data Type Scope Specificity

SHAP [56] Perturbation-based Any Global /Local Agnostic

LIME [57] Perturbation-based Any Local Agnostic

Gradient x Input [176] Gradient-Based Text Local Specific to Differentiable Models
Grad L2-Norm [172] Gradient-Based Text Local Specific to Differentiable Models
Layer Integrated Gradients (LIG) [172] Gradient-Based Text Local Specific

Layer-Wise Relevance Propagation (LRP) [106] Backpropagation Text Local Agnostic

Attention visualisation [45] Attention Mechanism Text Local Specific to Transformer Models
Language Interpretability Tool (LIT) [181] Interactive Tool Text Local/Global Agnostic

Video Data

The rapid advancements in deep learning have expanded its applications from static
image recognition to more complex spatio-temporal tasks, including video recognition.
This progression has led to the development of models capable of analysing dynamic
scenes, facilitating tasks such as human activity recognition and anomaly detection.
The inherent complexity of video data, which encompasses both spatial and temporal
elements, requires specialised explainability methods distinct from those used for static
images [182].

XAI for video data seeks to clarify how these models arrive at their decisions
by providing insights into the spatial and temporal focus of the model. Techniques
like Saliency Tubes [183], video-adapted GRAD-CAM [124], and Layer-wise Relevance
Propagation [106] have been specifically designed to address the challenges of video
data. These methods enhance the understanding of model predictions and support the
refinement of model performance by highlighting the influence of temporal dynamics
and spatial features on decision-making.

Testing with Concept Activation Vectors (TCAV), introduced by [184], interprets
neural networks by measuring the impact of human-understandable concepts on model
predictions. Using user-provided examples, TCAV creates concept vectors and eval-
uates their influence through directional derivatives. TCAV can analyse high-level

concepts like "motion patterns" or "object interactions” across frames, linking seman-
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tic ideas to model outputs. This makes it particularly useful in applications such as
action recognition, bias detection in video datasets, and debugging temporal models.
Its ability to connect abstract concepts to predictions fosters transparency in complex
video-based neural networks.

The following Table 3.4 describes a range of explainability methods that have been
applied or adapted for video data, outlining their type, scope, data specificity, and

whether they are model-agnostic or tailored to specific architectures.

Table 3.4: Overview of Explainability Methods for Video Data

Name Type Data Type Scope Specificity
Saliency Tubes [183] Saliency visualisation Video Local Specific
Video-Adapted GRAD-CAM [124] Internal State (Class Activation) Video Local Specific to CNNs
Layer-Wise Relevance Propagation (LRP) [106] Backpropagation Video Local Agnostic
Temporal Concept Activation Vectors (TCAV) [184] Concept-Based Video Global/Local Agnostic
Spatio-Temporal Attention visualisation [185] Attention Mechanism Video Local Specific to Attention Models
SHAP [56] Perturbation-based Any Global /Local Agnostic

3.2.2 Type of Explanation provided: Global, Cohort and Local Ex-

planations

Explainability tools can be classified based on the type of explanation they provide:
global, cohort, or local. Understanding a model from these different perspectives is
crucial for a comprehensive evaluation of its performance. Global explanations offer
insights into the overall relationships between inputs and outputs across the entire
dataset, though they may lack precision in specific instances. Cohort explanations focus
on particular groups or segments of data, providing a middle ground between global
and local perspectives. Local explanations, on the other hand, delve into individual
data points or small groups, often yielding more precise insights due to the linear nature
of model behaviour in these smaller regions. Combining these explanation types allows

for a more thorough and nuanced analysis of machine learning models [20].

Local Explanations

Local explanations outline the reasoning behind a specific prediction made by an ML
model, which enhances local fidelity. They focus on providing insight into segments of

the relationship between the inputs and outputs of an ML model, such as certain groups
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of input records and their corresponding predictions, specific ranges of predictions and
the input data associated with them, and even individual data points [186].

Unlike local methods, global methods may not provide an explanation for single ob-
servations but rather provide an overall description of black-box models [187]. These
explanations are valuable for gaining an in-depth understanding of identifying problems
and can be used to answer specific questions. For example, in a computer vision task,
the focus might be on identifying the pixels that had the most significant influence on
the classification [188].

Local explanations provide a better understanding of feature importance for particular
predictions that do not follow the global explanations rules, e.g., in the health sector,
for specific cases, some patients might have symptoms that play an important role in
diagnosing this particular patient, while the same features have no important role on
a global scale [189]. Novices in application domains usually prefer Local explanations
over global explanations to understand the input-output relationship [98].

ICE plots [155] are local interpretability tools that illustrate how the prediction for
each individual data instance changes as a specific feature varies while keeping other
features constant. However, it should be noted that the average effect of a feature on
the model’s decision can be misleading and can obscure important interactions among
variables. Therefore, it is a better approach when both ICE [190] and PD plots (global
explainability tool) are used, as they complement each other in identifying the rela-

tionships between variables.

Global Explanations

Gaining insights into your trained model’s performance on a global scale is often im-
perative, while also delving into specific localised aspects of your data or predictions to
extract detailed information. Global assessments enable the comprehension of inputs
and their overall relationship with the target prediction, yet these can sometimes yield
approximations that might not hold true in all scenarios.

Global methods help users to logically understand the relationship between input vari-

ables and the predicted output. They help in forming an overall understanding of the
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behaviour of the model. Users are able to understand all the different possible out-
comes. Global explanations assess the magnitude of the impact or identify the features
that have the most significant impact on the model’s accuracy. Such global explana-
tions are helpful in making informed decisions or supporting or dismissing the idea that
a specific feature is substantial [51]. Global explanations primarily cater to business
stakeholders and regulators and serve as a reference point for comparing the deployed
model’s performance with its original behaviour.

Both Accumulated Local Effects (ALE) plots and PD offer global interpretability. ALE
addresses some limitations of PD plots, especially when features are correlated. ALE
has an advantage over PD as it addresses the bias that can arise when the feature of
interest is highly correlated with other features, which is not considered in PD [51].
There are subclasses to distinguish between global interpretability techniques [31] [186]
[9]:

e Model Extraction: Using the black-box model, an interpretable model is ex-

tracted.
o Feature-based Methods: To determine features’ importance.

o Transparent Model Design: To modify or redesign a Blackbox model to improve

its interpretability.

Cohort Explanations

Cohort explanations occupy an intermediate position, offering insights into a specific
subset of predictions generated by the model. In other words, they provide an under-
standing that is more focused and contextualised compared to global interpretations,
yet broader in scope than local insights, which pertain to individual instances. This ap-
proach aids in grasping patterns and tendencies within distinct groups of predictions,
enabling a more nuanced comprehension of the model’s performance within specific

scenarios or conditions.
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3.2.3 Model Specificity: Model-Agnostic vs. Model-Specific Expla-

nation Techniques

Another important way to classify explanation techniques depends on the model being
used. These techniques can be model-agnostic or model-specific. Model-agnostic meth-
ods can be applied to any model, while model-specific methods are limited to specific

models [153].

Model-Specific

Model-specific methods involve examining or utilising the internal components of a
model. Model-specific interpretability methods generally use the model itself for inter-

pretation, which can provide more accurate information.

Model-Agnostic

Model-agnostic methods examine the connection between the input and output of
trained models without relying on their internal structure [191]. These methods are
beneficial when no theory or understanding of what is happening within the model
exists. Model-agnostic explanation methods typically only have access to the model’s
output and do not require any information about the model’s internals, making them
widely applicable and flexible. These methods have the benefit of not affecting the
model’s performance as they are separate from the internal functioning of the model
by treating the ML models as black-box functions [23].

Popular examples of model-agnostic post-hoc explanations methods include LIME [57],
LRP [106] and SHAP [56].

While model-agnostic interpretability techniques are convenient and have advantages,
they often rely on substitute models or other estimates that can reduce the precision
of the information they provide. In contrast, model-specific interpretability techniques

use the model to be explained directly, resulting in more accurate measurements [192].
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3.2.4 Explanation Technique

Explainability tools can also be classified by the specific techniques used to derive
these explanations. Each technique provides a unique approach to interpreting model
behaviour, depending on the underlying method of deriving insights. Common expla-
nation techniques include feature relevance, model simplification, example-based expla-
nations, counterfactuals, rule-based explanations, and gradient-based methods. These
techniques offer various ways to interpret model decisions and provide insights tailored
to different model architectures and application contexts. The following outlines key

explanation techniques:

Feature Relevance/Importance

Feature relevance methods aim to attribute importance scores to individual features,
providing insights into their influence on model predictions. LIME [57] and SHAP [56]
are prominent examples of feature relevance methods, as both assign importance scores
to features by assessing how changes in input data affect predictions. These techniques
rely on perturbation to generate alternative versions of the input data, which allows
them to analyse the relationship between inputs and outputs. By creating perturbed
samples, LIME and SHAP can apply simple, interpretable models—such as linear mod-
els—to explain how the original, complex model arrives at its predictions.
LIME is a popular, model-agnostic explainability tool, applicable across various do-
mains [105]. LIME works by perturbing a single data instance and, with the help of
a surrogate model, examines the impact of these perturbations on the model’s predic-
tions. By focusing on local behaviour, LIME offers locally faithful explanations, giving
insights into how the ML model behaves in the vicinity of the instance being explained.
This flexibility makes LIME suitable for explaining any ML model, regardless of its
underlying architecture.

However, LIME has limitations. Because it relies on a surrogate model to ap-
proximate the original model’s behaviour, the quality of explanations is closely tied
to how well the surrogate model fits. This reliance can lead to high computational

costs and may introduce variability, potentially resulting in inconsistent explanations
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for the same input sample. Furthermore, LIME’s perturbation process is random and
can sometimes generate samples far from the original input data, which may produce
misleading explanations [126].

To address these limitations, a modified version of LIME has been proposed [193].
Instead of random perturbations, this approach uses K-nearest neighbours to create
input samples that remain closer to the original instance, aiming to produce more
reliable explanations. However, this method presumes that test data follows the same
distribution as training data, which may not always hold true.

Another extension, Submodular Pick LIME, has been developed to address the
issue of providing broader insights beyond single-instance explanations. Rather than
choosing instances randomly, Submodular Pick LIME carefully selects a diverse set of
representative instances from the input dataset to offer non-redundant, multi-instance
explanations. This approach provides a more comprehensive understanding of the
model’s behaviour as a whole [105].

RObust Post-hoc Explanations (ROPE), introduced by [7], represents an alternative
to overcome the limitations of traditional post-hoc methods like LIME and SHAP.
ROPE aims to provide consistent explanations by ensuring that explanations for similar
predictions remain stable even when inputs undergo small adversarial perturbations.
This approach achieves robustness by applying perturbations to the input distribution,

rather than to individual data points, enhancing the reliability of explanations [194].

Gradient-Based Technique

Gradient-based techniques are explainability methods that utilise the gradient infor-
mation of a model with respect to its input features to determine which features are
most influential in the model’s decision-making process. These methods analyse the
sensitivity of the model’s output to small changes in the input by calculating gradients.
Generally, gradient-based explanations are structured to match the size of the input
data, assigning a relevant value to each part of the input, such as individual pixels in
an image or tokens in a text. This allows for a detailed, feature-level understanding of

what drives the model’s predictions [172].
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Gradient-based attribution methods, such as saliency maps [125], which assign impor-
tance scores/attribution to each input feature and show which parts of the input image
are most important. This is done by comparing removal scores of different regions of
the image and finding the smallest region that causes a significant drop in the classifi-
cation score [195]. Saliency methods (also as known as attribution maps or sensitivity
maps) use different approaches (e.g., perturbation-based methods, and gradient-based
methods) to show what features in the input strongly influence the model’s prediction.
Local approximation of the model, on the other hand, trains an interpretable model
(learned from the main model) to locally represent the complex model’s behaviour.
Another example of a gradient-based method is Integrated Gradients [172] is a gradient-
based explainability technique that calculates feature attributions by integrating the
gradients of the model’s output with respect to the input features. This approach
works by defining a baseline input (usually an input with minimal or neutral values)
and measuring the model’s sensitivity as the input progresses from this baseline to the
actual input in small steps. By summing these gradients over the entire path, Inte-
grated Gradients provide a comprehensive attribution score for each feature, indicating
its contribution to the final prediction. This method is particularly effective in neu-
ral networks, where it offers insights into feature importance in a way that is both
theoretically sound and visually interpretable. Integrated Gradients is often used in
applications like image and text models, where understanding the impact of individual
features or components (e.g., pixels or words) on the model’s decision is essential for
interpretability [172].

GRAD-CAM [124] is a visualisation technique that creates visual explanations by high-
lighting regions in an input image that are most influential to the model’s decision. It
achieves this by leveraging the gradients from a specific layer in the neural network,
often the last convolutional layer, to identify the areas in the image that contribute
most to the output prediction. This method is particularly valuable for interpreting
CNN-based models, as it provides clear, spatial insights into how the model focuses on
specific parts of the input to make its classification or recognition decisions [124].

Another example is Smooth Gradient (SmoothGrad) [173]|, which reduces noise in
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gradient-based saliency maps by adding Gaussian noise to the input multiple times
and averaging the gradients. This approach sharpens visual explanations, making it

easier to identify key features that influence the model’s decision [173].

Rule-based Technique

Rule-based techniques in XAl provide interpretability by generating transparent, human-
readable rules that describe the model’s decision-making criteria. These methods create
if-then rules or conditions that specify the combinations of features that lead to certain
predictions, making them highly interpretable. Rule-based techniques typically work
by breaking down complex model behaviour into sets of rules that can either represent
the overall model or explain individual predictions [161]. RuleFit [161] is an example of
a rule-based technique. It combines linear regression with rule-based interpretations to
produce transparent, interpretable predictions. RuleFit extracts rules from ensemble
models, such as random forests or boosted trees, by identifying patterns in the data as
if-then rules. These rules are then incorporated as features in a sparse linear model,
creating an interpretable structure where both simple linear terms and decision-based
rules inform predictions [161].

Anchors [154] explain individual predictions of any black-box classification model by
finding a decision rule that "anchors" the prediction. The resulting explanations are
IF-THEN statements, which define regions in the feature space where the predictions
are fixed to the class of the data point being explained. This ensures the classification
remains the same, regardless of changes to other feature values that are not part of the
anchor. The main drawback of Anchors is that it only supports textual and tabular
data. It can generate explanations in tables and text, but it is limited to those types
of data.

Another example is Bayesian Rule Lists (BRL) [196], an interpretable, probabilistic
model that employs a Bayesian framework to create simple, rule-based lists for classifi-
cation. BRL generates concise sets of if-then rules derived directly from data, making
the resulting models intuitive and easy to follow. This approach is particularly valuable

in high-stakes fields like healthcare, where interpretability and transparency are crucial
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[197].

An additional example is Scalable Bayesian Rule Lists (SBRL) [198], an extension of
BRL designed to handle larger datasets while maintaining interpretability and com-
putational efficiency. SBRL addresses the limitations of standard BRL by introducing
scalable sampling techniques, allowing it to generate rule-based models even when work-
ing with extensive data.

Model Understanding through Subspace Explanations (MUSE) [120] can also be consid-
ered as an example of rule-based techniques. MUSE aims to understand the behaviour
of black-box models by providing explanations in specific subspaces that are defined
by features of particular interest to users. At a high level, MUSE generates a set of
If-then rules globally. In addition, based on the features of users’ interest, it generates
a separate set of rules [120]. One of the advantages of MUSE that differentiates it
from other XAI tools is that MUSE produces tailored explanations by allowing users

to specify features of interest, which narrows the search subspace [21].

Counterfactual Technique

Counterfactual explanations are a powerful approach within Explainable Al, helping
users understand how small, hypothetical changes to input features could lead to dif-
ferent predictions from a model. By focusing on "what-if' scenarios, counterfactuals
provide actionable insights into how individuals might alter features to achieve a de-
sired outcome. For instance, in a loan application, a counterfactual explanation might
reveal how adjustments in income or credit score could lead to loan approval, giving
users specific guidance on factors influencing model predictions [26].

One example of a counterfactual explanation tool is DICE. DiCE [168] generates a
diverse set of counterfactual explanations for a given prediction, illustrating multiple
ways that an outcome could change through small modifications in input features. This
diversity allows users to explore different scenarios that could lead to alternative out-
comes, making DiCE especially valuable in applications such as credit scoring or loan
approval, where understanding various paths to a desired result is beneficial. Counter-

factual tools often focus on creating realistic and feasible scenarios that provide users
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with a clearer view of how specific changes in their data could affect outcomes [168].
Another example of a counterfactual explanation tool is FACE [169]. FACE generates
counterfactual explanations that are both feasible—meaning they are realistic within
the input space—and actionable, ensuring the suggested changes are practical for users.
This feature makes FACE especially useful in contexts where the recommendations need
to be achievable. By focusing on feasible and actionable recommendations, FACE sup-
ports users in understanding how minor adjustments in input features might lead to a
favourable outcome, making it an ideal tool for applications requiring practical, real-
world changes [169].

FACE and DiCE both provide counterfactual explanations, but with different focuses.
FACE emphasises feasibility and actionability, generating realistic, achievable counter-
factuals suited for practical applications like healthcare. In contrast, DiCE prioritises
diversity, offering a range of alternative scenarios to explore various ways an outcome
could change, which is valuable for understanding multiple factors in exploratory con-

texts like credit scoring.

Example-based explanations

Example-based explanation or explanation-by-example techniques involve selecting in-
stances from testing and training datasets that the model predicts well and generates
global or local explanations for the task model. Unlike other techniques, example-based
techniques do not highlight the most important features, but instead, they create a sim-
plified understanding of the black-box model [51].

There are several example-based explanation techniques, such as CEM [167], kNN [199],
and Trust Scores (TSM) [200]. CEM [201] provides local explanations for predictions
by comparing them to another prediction. CEM is based on the concepts of pertinent
positives and negatives. Pertinent positives are the minimal set of features that can
justify the prediction. In contrast, relevant negatives are the minimal set of features
that must be absent from asserting the prediction, and both concepts provide a com-
plete explanation.

KNN can be used as an example-based tool to provide local explanations for black-box
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classifiers by identifying the most common among the k-closest data samples. TSM
is classified as an explainability tool. It is a way to determine the confidence of a
black-box classifier model in making a specific prediction. However, it does not explain
the prediction but generates a trust score. It uses a modified version of the nearest

neighbour classifier to calculate a trust score for a specific instance.

3.2.5 Timing of Application: Pre-model, Ante-Hoc and Post-Hoc

Techniques

Explainability techniques can be classified based on when they are used within the mod-
elling process, as illustrated in Figure 3.2. These techniques are commonly grouped into
three categories: Pre-Model, Ante-hoc and post-hoc XAI tools. Post-hoc techniques
are considered the most common because they offer flexibility and can be applied to

existing trained models [14].

Pre-Model Techniques

Pre-model methods are done in the first stage of model development, after getting the
data and before selecting the desired ML model appropriate for the problem statement.
The main goal of using pre-model methods is to understand and describe the data used
in the ML model. It is crucial for researchers to spend some time understanding their
data. Pre-model methods include exploratory data analysis techniques [14].

Exploratory Data Analysis (EDA) is an approach that has different techniques start-
ing from observing the data given to understanding its structure, picking important
variables, odd values and outliers and proposing a good statistical model for it. Figure
3.3 shows some examples of EDA. Authors in [192] were the first to suggest the term
“Exploratory Data Analysis” and show that using graphical methods (e.g., histograms
and scatter plots) and quantitative techniques (e.g., interval estimation, measures of
location or of scale and shapes of distributions) can be helpful to explore our data.
Exploratory data analysis has several techniques that can be applied to the data, such

as:
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Figure 3.3: Examples of Exploratory data Analysis Techniques.

o Principal Component Analysis (PCA): PCA [202] is a widely used technique
in dimensionality reduction. The primary purpose of PCA is to decrease the
number of variables under consideration while retaining as much variance from
the original data as possible. It achieves this by transforming the data into a set
of new, uncorrelated variables known as principal components, which sequentially

capture the highest levels of variance in the data [203].

T-distributed Stochastic Neighbor Embedding (T-SNE): t-SNE [204], as
described by [205], is a technique used primarily for visualizing high-dimensional
data. It operates in an unsupervised manner, emphasising the preservation of lo-
cal data structures by computing similarities between pairs of data points. Using a
cost function, t-SNE assigns each data point a specific location in a two- or three-
dimensional space, enabling users to visually explore complex datasets. While

effective for capturing local relationships, t-SNE does not retain a fixed mapping,
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meaning it requires a re-computation when introducing new data points, as it

does not inherently support updating based on new data.

Ante-Hoc Approach

Interpretability can be easily achieved by using a limited set of algorithms that pro-
duce interpretable models. Linear regression, logistic regression, and decision trees are
examples of commonly used interpretable models [51].

One approach to achieving explainability is to use models that are naturally in-
terpretable by humans, meaning their inner workings and decision-making processes
can be easily understood without complex analysis. Using transparent models is one
approach to achieve interpretability. In these models, humans can easily understand
how inputs are mathematically mapped to outputs by having technical knowledge of
the model itself and the algorithms used in the models [51].

Transparent Models can be simulatable (users can understand how the model func-
tions), decomposable (users understand each component in the model), generative in
which samples can be drawn from the model, and algorithmically transparent (users
have prior knowledge of the algorithms behind the model) [187]. One of the drawbacks
of this approach is that it is model-specific, and the number of representative models

available to choose from is limited. Here are some examples of interpretable models:

e Linear regression model: Linear Regression is a model that predicts the target
by taking the weighted sum of the feature inputs. The linear relationship be-
tween the inputs and the target makes it easy to interpret the results. Linear
regression models are widely used by statisticians, computer scientists, and other

professionals who deal with quantitative problems [206].

o Logistic regression: When dealing with classification problems where the objective
is to determine the probability of data belonging to a particular class, linear
regression is not a suitable approach. In such cases, logistic regression is a better
alternative as it models the probability of a discrete outcome based on input

variables. Unlike linear regression, which focuses on linear interpolation between
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data points [207], Logistic regression involves creating a model to predict the

probability of a discrete outcome based on an input variable [208].

e Decision trees are another example of interpretable models. Decision trees facil-
itate prediction and classification while possessing inherent explainability. They
function by recursively dividing data based on their attributes, grouping them
into subsets in a hierarchical structure [52]. Predictions made by decision trees

are inherently interpretable [207].

Post-Hoc Approach

Post-hoc explanation techniques are used to explain how models that are not inter-
pretable by design work. These techniques are applied to a model after it has been
developed to understand how predictions are made. The majority of pre-model and
post-hoc explainability techniques are designed to be model-agnostic, meaning they
can be applied across a broad range of different models.
Typically, post-hoc techniques involve using an external, simpler model that mimics the
behaviour of the complex model in order to make it more transparent. Post-hoc inter-
pretability is a different way of gaining insight from trained models. Although post-hoc
interpretation may not provide a detailed understanding of how a model works, it can
still provide valuable information for practitioners and users of ML [188] [209].
Currently, most black-box models are explained using a post-hoc approach. This ap-
proach is used for complex models in which humans cannot understand the underlying
decision-making mechanism. One of the advantages of post-hoc approaches is that they
do not affect the performance of a complex model as they treat the model as a black
box [86].

Post-hoc approaches have several disadvantages; one of them is that post-hoc ap-
proaches have the ability to capture correlations but not causal relationships between
input data and black-box predictions [52]. Post-hoc approaches might derive different

explanations for the same prediction [120] [22] [210].
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3.2.6 SHAP

A more detailed exposition of SHAP is provided here, given its central role in the ex-
plainability framework proposed and experimentally validated throughout this research.
SHAP [56] is another example of a post-hoc approach based on perturbation. SHAP
or Shapley Additive exPlanations tool computes feature importance by computing the
contribution of each feature to the output obtained. These contributions are calculated
using coalitional game theory, where each feature represents a player in a coalition [51].
SHAP tool increases transparency by producing SHAP values for each observation [51].
These SHAP values can be aggregated to provide global interpretability for ML models.
SHAP is considered an optimal approach for providing interpretability since it is built
on a theoretical foundation [56].

A Shapley value is computed through cooperative game theory, with Lloyd Shapley
introducing this method in 1951. Grasping the fundamental concept of Shapley values
is crucial to determining their suitability for your specific scenario and effectively lever-
aging them alongside your ML model.

Shapley values operate by analysing the impact of each individual feature on the model’s
predicted outcome, achieved by generating numerous predictions using subsets of the
model’s features and comparing the resulting predicted values [25].

SHAP uses Shapley values to assess the effect of individual features on the model’s
outcome. SHAP guarantees consistency and local accuracy by considering all pos-
sible predictions and input combinations. It comes in three variants: KernelSHAP,
TreeSHAP and DeepSHAP as shown in Table 3.5 [51] [211]. Asymmetric Shapley Val-
ues (ASV) [212] is a variation of SHAP that considers the causal relationship between
variables in the model explanation process. ASV values are asymmetric, unlike Shapley
values, and they are often used in model fairness analysis because they can capture the
indirect effects of a variable on the model.

SHAP is a powerful tool for interpreting complex machine learning models by providing
insights into the contribution of each feature to individual predictions. It produces both
local and global plots to visualise these contributions. For instance, the SHAP force

plot illustrates the impact of each feature on a specific prediction, showcasing how the
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prediction changes from the base value to the final value, as shown in Figure 3.5. On
the other hand, the SHAP summary plot as shown in Figure 3.4 offers a comprehensive
overview of feature importance across multiple predictions, aiding in understanding the
overall behaviour of the model. However, these plots can sometimes be challenging to

interpret without proper context.
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Figure 3.4: Example of SHAP summary plot.
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Figure 3.5: Example of SHAP force plot
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Table 3.5: Comparison of SHAP Types

SHAP Type

Description

Key Features

KernelSHAP

A model-agnostic method for
computing SHAP values ap-
plicable to any model, us-
ing weighted linear regres-
sion and a kernel-based data
perturbation mechanism.

e Suitable for  high-
dimensional datasets

e Compatible with any
model

o Flexible interpretabil-
ity enhancement

TreeSHAP

Optimised for tree-based
models (e.g., decision trees,
random forests, gradient-
boosted trees), leveraging
the internal tree structure

for efficient SHAP value
computation.

o Captures non-linear
and non-additive inter-
actions

e Scalable for large
datasets and complex
models

DeepSHAP

Integrates DeepLIFT with
SHAP for deep neural net-
works, handling complex
feature interactions through
layer-wise relevance propa-
gation.

e Designed for deep neu-
ral networks

e Propagates SHAP val-
ues from output to in-
put layers

e Ensures  consistency
and fairness properties

3.2.7 Theoretical Background Behind SHAP

SHAP values are based on principles from cooperative game theory, specifically the
Shapley value, which provides a fair allocation of "payouts" (or contributions) among
players (features) within a coalition. In the context of machine learning, SHAP values

measure each feature’s contribution to a prediction by calculating the average contri-

bution of that feature across all possible subsets of features.

The Shapley value for a feature ¢ is denoted as ¢; and is given by:
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[SIANT = [S] = 1)!
[V]!

di= (v(SU{i}) = v(S)) (3.1)

SCN\{i}

where:

S: subset of features not including i,

N: set of all features,

o v(5): model prediction (or “value”) when only features in subset S are considered,

v(S'U{i}) — v(S): marginal contribution of feature i.

The equation uses factorial terms |S|!, (|[N| — |S| — 1)!, and |N|! to appropriately
weigh each subset, accounting for different permutations in which feature ¢ can be
added to various subsets S.

Thus, the Shapley value ¢; for feature ¢ represents the weighted average of its
marginal contributions across all possible feature subsets, providing a fair measure of

its influence on the model’s prediction.

Computational Complexity and Approximation via Monte Carlo Sampling

Calculating the exact Shapley value requires evaluating all possible subsets of features,
which becomes computationally infeasible as the number of features grows due to the
exponential increase in subset combinations. To address this, Monte Carlo sampling
[213] is often used as an approximation technique, estimating the Shapley values by
averaging over a set of randomly selected subsets.

The Monte Carlo approximation for the Shapley value, ¢, is given by:
1 M

3 (S U - 0(S) (3.2)

m=1

¢i =
where:
. ggl estimated Shapley value for feature i,

e M: number of Monte Carlo samples,
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x: feature vector, with zi* the m-th sample of feature i,

v(S; U {z]"}): model prediction when feature i is included,

S;: randomly chosen subset of features excluding i,
o v(S;): prediction based on subset S;.

By using this approximation, we can estimate the contribution of feature ¢ without

computing every possible subset, making SHAP feasible for large models and datasets.

3.2.8 Comparative Analysis of SHAP and Other XAI Tools

In this section, the extensive review of the literature conducted in previous sections is
leveraged to present a comprehensive comparison of various XAl tools. The focus of
this comparison is to elucidate how SHAP, a prominent tool in the field of XAI, stands
in relation to other tools in terms of capabilities, limitations, and model dependencies.

Understanding the multifaceted nature of XAl tools is crucial for practitioners and
researchers who aim to implement the most effective methods for interpreting complex
ML models. The comparison Table shown in Table A.1 in Appendix A is not just a
mere list; it is a thoughtfully curated guide that evaluates each tool based on the type
of explanations it provides, its unique features, the scope of explanations provided,
and its dependencies on specific models. This comparative analysis is instrumental in
shedding light on the strengths and weaknesses of each tool, including SHAP, within

various operational contexts.

3.3 The XAI Classification Range

XAI is a wide-ranging field that encompasses a variety of techniques and definitions.
The field itself is new and rapidly evolving, and as a result, there are many different
approaches and interpretations of explainability. The concept of transparent models or
interpretable models, which relates to understanding the internal mechanisms of an Al

system and how it reaches decisions, sits at one end of the XAl spectrum as shown in
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Figure 3.6. On the opposite end sits post-hoc explainability techniques, which concen-
trate on the ability to explain the decisions made by black-box systems. In between
these two extremes, various methods and approaches fall under the XAI umbrella, such
as those previously mentioned in this research. These different approaches have one
common goal but different trade-offs [20].

The definition of XAI can change depending on the context, stakeholders involved,
and application. The overall goal of XAl is to enhance the trust and accountability of
AT systems by enabling a better understanding of how they work and why they make
certain decisions [33] [187] [26] [28].

XALI tools are used to increase the trustworthiness and transparency of Al systems by
providing additional information in the form of explanations that give insight into their

decision-making or internal workings.

KAl SPECTRUM

XAl is a wide-ranging field that encompasses a variety of techniques and

definitions
Interpretable models Black-box Models
Transparent Models Post-hoc Approaches
Linear regressions, In between these two extremes, SHAP, LIME, DP, Saliency maps
Logistic regression, various methods and approaches
Tree-based models fall under the XAI umbrella

Figure 3.6: XAI Spectrum

3.4 A Note on XAI for Generative Models

Generative models are currently at the forefront of Al innovation, marking a transfor-
mative trend in the tech landscape. These models are reshaping industries by provid-
ing a new paradigm for data generation and analysis. Understanding the intricacies of
generative models is pivotal. These models represent a sophisticated branch of statis-

tical algorithms with the unique capability to create new datasets. They achieve this
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by meticulously estimating and replicating the probability distribution of an original
dataset, thereby enabling the generation of data that mirrors the initial distribution.
Unlike their discriminative counterparts, generative models excel in producing novel
samples without the need for explicit labels, operating under the unsupervised learn-
ing paradigm. This independence from labelled data allows them to leverage existing
datasets to their full potential [214].

Delving into the interpretability of generative models presents a relatively novel chal-
lenge in the field of XAI. Cutting-edge generative technologies like GPT-3, ChatGPT
[50], DALL-e 2 [215], and stable diffusion methods, which produce text or images from
given prompts, occasionally demand an explanation for their outputs. Whether these
explanations are required hinges largely on the context and purpose for which these
Al-generated samples are produced.

Among the plethora of generative models, variational autoencoders [216] and gener-
ative adversarial networks (GANs) [44] have garnered particular attention for their
robustness and versatility. However, the landscape of generative models is diverse,
including other significant models such as Gaussian mixture models, hidden Markov
models, Boltzmann machines, and latent Dirichlet allocation. As these models are
integrated into the broader spectrum of XAI and Cutting-Edge Models, a critical in-
quiry arises: How to ensure that the operation and outcomes of these advanced models
remain interpretable and transparent?, Addressing this question is not only essential
for maintaining trust and accountability in Al systems but also for harnessing the full

potential of these cutting-edge models in various domains [214].

3.4.1 Attention Mechanisms in Generative Models

In many advanced generative models, particularly in transformer-based architectures
like GPT-3 and DALL-E 2, attention mechanisms are fundamental.

Attention is a mechanism that enables deep learning models to prioritise certain parts
of an input sequence during processing. This approach is inspired by human cogni-
tion—specifically, our tendency to selectively focus on specific elements within a scene,

such as emphasising certain words that convey key information when reading [217].
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Attention layers enable the model to selectively focus on specific parts of the input data
while generating each output token or pixel. This ability to attend to relevant sections
of data is essential not only for enhancing model performance but also for improving
interpretability. By examining which parts of the input the model attends to, insights
are gained into its decision-making process. For instance, visualising attention weights
allows us to identify the words or image regions that were most influential in the model’s

output, making the generation process more transparent and justifiable [58].

Types of Attention in Generative Models

Self-Attention: Self-attention, or intra-attention, calculates dependencies within a
single sequence [218]. Each token in the sequence generates a query, key, and value,
and attends to all other tokens using an attention score. This score determines the
relative importance of tokens in relation to one another, making self-attention effective

for capturing long-range dependencies in tasks like text and sequence generation [217].

Scaled Dot-Product Attention: Scaled dot-product attention is a mechanism that
helps models identify the most relevant parts of the input data by comparing "queries"
(what the model is focusing on) with "keys" (representing the input) [219]. It assigns
importance scores to each part of the input, scales these scores to ensure stability during
training, and converts them into weights. These weights are then used to combine
"values" (the actual information) into an output that highlights the most important
details for the task at hand. This process allows the model to efficiently focus on the

most critical information [45].

Multi-Head Attention: Multi-head attention extends scaled dot-product attention
by projecting inputs into multiple subspaces, allowing the model to focus on different
relationships within the data [58]. Outputs from each head are concatenated and
linearly transformed, enhancing the model’s representational power and its ability to

learn syntactic and semantic dependencies [45].
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Advantages of Attention Mechanisms

Attention mechanisms offer several key advantages that make them superior to tradi-
tional approaches like RNN and LSTM. One significant benefit is parallelisation, which
allows attention mechanisms to process entire sequences simultaneously, greatly improv-
ing computational efficiency compared to sequential models [39]. Another advantage
is their ability to capture long-range dependencies by connecting any two sequence po-
sitions in a constant number of operations. This capability effectively addresses the
vanishing gradient problem encountered in traditional models, enabling better han-
dling of long sequences [45]. Moreover, attention mechanisms enhance interpretability,
as visualising attention weights provides valuable insights into which inputs influence
specific outputs. This makes them particularly useful for tasks requiring explainability

and debugging [217].

Key Contributions of the Transformer

The Transformer architecture, introduced by [45], highlights the remarkable power and
efficiency of attention mechanisms in generative tasks. By replacing recurrent and con-
volutional layers with stacked self-attention and feed-forward layers, the Transformer
simplifies the model architecture while enhancing scalability. It incorporates positional
encodings to capture sequence order, allowing the model to process input tokens in
parallel without requiring explicit recurrence. This design significantly reduces com-
putational complexity and training time, enabling the Transformer to achieve state-of-

the-art results in tasks such as machine translation.

3.4.2 Future Directions

Advancements in attention mechanisms continue to push the boundaries of generative
models. One significant development is sparse attention, which reduces computational
complexity by focusing on subsets of tokens. This approach makes it suitable for han-
dling long sequences efficiently, as it lowers the computational load without sacrificing
performance [220]. Another promising direction involves Hybrid models that com-

bine attention mechanisms with convolutional or recurrent layers. By leveraging the
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strengths of different architectures, these models can be tailored for domain-specific
applications, enhancing their versatility and effectiveness. Additionally, multimodal
attention extends attention mechanisms to handle multimodal data, enabling models
like DALL-E [49]and Contrastive Language-Image Pre-training (CLIP) [48] to process
and generate content across different modalities, such as converting text prompts into
images [48].

Attention mechanisms will remain central to the advancement of generative models,
facilitating the development of more efficient, scalable, and interpretable Al systems.
As research progresses, these mechanisms are expected to contribute significantly to
the capabilities of Al, enabling it to tackle increasingly complex tasks across various

domains.

3.4.3 Explainability Needs in Generative Models

Explainable Al techniques for generative Al provide explanations that clarify the out-
puts generated by the model, whether for specific inputs or in terms of overall model
behaviour [62]. Historically, explanations have fulfilled various purposes to meet di-
verse needs, such as building trust in the model and aiding in debugging processes
[102]. The discourse on generative models’ explainability revolves around their neces-
sity and feasibility. In low-risk domains like art, the need is minimal, though legal and
privacy concerns can arise. In high-risk areas like healthcare, explainability is critical
for understanding and correcting model errors. However, achieving clear explanations
is challenging, particularly in complex models that learn from probability distributions
[17].

Generative Al has introduced new demands for explainability as users increasingly in-
teract with and control model outputs through prompt engineering and direct input,
amplifying the need for understanding how to tailor and verify results. The ease of
Generative Al access has made it pervasive, influencing diverse and sensitive appli-
cations, from mental health advice to education. Moreover, Generative Al presents
unique security and safety risks, where outputs can inadvertently support harmful ac-

tivities, making clear and reliable explanations essential for user trust and oversight
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[62].

3.4.4 Addressing Privacy Risks in Generative Models

A pressing issue with advanced generative models is their risk of revealing private data.
Addressing this involves the challenge of how XAI can clarify the workings of complex
models, including those with advanced blending or transformation capabilities, in a way
that’s understandable. A primary step is defining what constitutes a clear explanation
in this context, essential for developing XAI methods that ensure transparency and
trust in these sophisticated models [17].

To mitigate privacy risks, various techniques have been proposed. Differential Pri-
vacy (DP) is one prominent approach that ensures individual data points cannot be
inferred from model outputs. By adding controlled noise during training, DP can re-
duce the risk of data leakage while still allowing the model to learn useful patterns [221].
Differentially private training techniques have been successfully applied in generative
models, but often with trade-offs in model accuracy or quality of generated outputs
[222].

Another technique, Federated Learning (FL), enables training on decentralised data,
reducing the risk of centralising sensitive information in a single model. In FL, data
remains on users’ devices, and only model updates are shared, limiting the risk of expos-
ing personal data during the training process. While less common in current generative
AT frameworks, federated approaches show potential for privacy-enhanced generative

models, especially when applied to sensitive areas such as healthcare and finance [223].

3.5 Conclusion

This chapter presented a structured taxonomy for explainable Al that organises meth-
ods across five complementary dimensions: input data type, explanation scope (local,
global, cohort), timing of application (pre-model, ante-hoc, post-hoc), explanation tech-

nique, and model specificity (model-agnostic vs. model-specific). Rather than imposing
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a rigid hierarchy, the taxonomy reflects the reality that many modern XAI methods
span multiple categories, and that effective method selection depends on how these
dimensions interact within a given application.

By reviewing and contrasting established taxonomies in the literature, the chapter po-
sitioned the proposed framework as both consistent with foundational classification
criteria and extended in a way that better supports practical navigation of the XAI
landscape. The modality-driven breakdown (tabular, image, text, and video) demon-
strated that explainability strategies must be aligned with the structure of the input
data and the requirements of the explanation recipient. The accompanying tables fur-
ther operationalised the taxonomy by mapping representative tools to their scope and
applicability, providing a practical reference for selecting explanation methods in real-
world settings.

A focused discussion of SHAP was included due to its central role in this thesis, ground-
ing its use in cooperative game theory while highlighting computational considerations
and common approximation strategies. Finally, the chapter situates explainability
methods along a broader XAl spectrum and briefly highlights emerging interpretabil-
ity challenges in generative and transformer-based models, where attention mechanisms
introduce both opportunities and limitations for transparency.

Overall, the taxonomy developed in this chapter provides a coherent organisational
foundation for the remainder of the thesis. It supports systematic comparison of ex-
plainability techniques and motivates principled selection of tools for subsequent evalu-
ation and deployment, particularly in application contexts where reliability, stakeholder

trust, and accountability are critical.
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Chapter 4

Condition Monitoring for

Engineering Assets

In modern industrial settings, rotating machinery is indispensable, used across sectors
including energy, manufacturing, and transportation [224]. Integral to these machines
are rolling element bearings, chosen for their durability and low friction under various
conditions [225]. Yet, these components are vulnerable to wear, installation issues, and
maintenance lapses, making their upkeep critical to operational success.

Condition monitoring represents the natural evolution of predictive and proactive
maintenance strategies. Initially developed to extend asset life, these strategies have
become vital early failure detection tools. Predictive maintenance, in particular, en-
ables timely interventions based on real-time data rather than reactive or scheduled
checks, greatly reducing unscheduled downtimes across industries [226].

This chapter presents foundational concepts in condition monitoring that are intended
to provide background for a subsequent case study on thrust bearing wear in pumps.
Maintenance strategies and the rationale for adopting data-driven monitoring approaches
are first reviewed. Common techniques and metrics used to assess the health of rotat-
ing machinery are then discussed. Following this, the role of modern ML techniques in
enhancing fault detection and prognostics is explored, and the growing importance of
XAI in this context is outlined. To conclude, a practical application of these condition

monitoring principles is provided through an examination of centrifugal pump systems.
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This includes a discussion of their performance characteristics, optimal operating condi-
tions, and key monitoring metrics—particularly in relation to thrust bearing wear—as

presented in the final section of this chapter.

4.1 Introduction

Industries allocate a significant amount of resources for the maintenance of equipment
and facilities every year. Insufficient maintenance can result in substantial losses. The
use of sophisticated science and technology for condition monitoring and fault diagno-
sis serves as an effective method to predict potential issues and minimise the expenses
associated with machine malfunctions. This approach, known as fault diagnosis, has
evolved significantly over the past three decades [227].

Condition monitoring is particularly valuable in pump systems, where components such
as thrust bearings play a critical role in managing axial loads and minimising friction.
Over time, these components can degrade due to factors like misalignment, unbal-
anced loads, and inadequate lubrication. By employing technologies such as vibration
analysis, temperature monitoring, and acoustic emission analysis, maintenance teams
can identify issues in their early stages, preventing severe wear and unexpected break-
downs. For example, increasing vibration levels may indicate issues with alignment
or balancing, while elevated temperatures may suggest lubrication problems. Such in-
sights enable maintenance teams to schedule timely interventions, thereby reducing the
likelihood of major failures and contributing to asset longevity [228].

Condition monitoring technology has evolved significantly over the past three decades,
now incorporating sophisticated science and data-driven methodologies to predict po-
tential issues and minimise expenses associated with machine malfunctions. Advanced
diagnostic technologies for engineering assets leverage real-time and historical data to
detect deviations in operational performance and scrutinise key attributes of machinery,
whether in use or not. This data-centric approach allows for an accurate assessment of
the current condition of critical parts, anticipates emerging issues, and informs strategic
maintenance plans, providing industries with a powerful tool to optimise asset relia-

bility, therefore, encompasses a range of techniques designed to detect potential issues
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before they escalate, combining fault diagnosis with predictive maintenance strategies
to support critical components in rotating machinery. This chapter will explore these
monitoring techniques in depth, as they are applied to various types of machinery. The
insights gained here will be further illustrated in Chapter 4, where the condition moni-
toring of thrust bearings in pumps will be discussed as a case study. This approach not
only highlights the importance of proactive maintenance but also demonstrates how
condition monitoring can mitigate risks, reduce costs, and enhance overall equipment
reliability.

The choice of maintenance strategy depends on both the specific machinery in
question and the resources available to the asset manager. It’s essential to provide a
clear rationale for selecting a particular strategy. For instance, investing substantial
resources in condition-based maintenance for easily replaceable components would not
be cost-effective. On the other hand, critical assets require careful consideration of
their ongoing health based on usage patterns to prevent potentially catastrophic failures
[229]. In addressing this issue, three conventional maintenance strategies are commonly

employed [230]:

o Reactive Maintenance (RM): Takes place when a machine component experiences
a failure, rendering it inoperable. In such cases, the malfunctioning machine

component must be either replaced or repaired [231].

o Scheduled Maintenance (SM): A strategy involving maintenance performed at
predetermined time intervals is known as scheduled maintenance. This approach
encompasses activities such as inspections, adjustments, and planned shutdowns.
Its implementation is contingent on assessing the probability of machine compo-

nents failing within specified time intervals [232].

» Condition-Based Maintenance (CBM) or Predictive Maintenance (PdM): These
strategies distinguish themselves from RM and SM by their data-driven nature,
which aids operators in scheduling maintenance activities. In Condition-based
maintenance, assets are continuously monitored, and maintenance is scheduled

when they deviate from normal functioning. Conversely, predictive maintenance
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employs proactive, data-driven maintenance methodologies to evaluate equipment

conditions and determine the optimal timing for maintenance interventions [233].

Mechanical systems are frequently employed in industrial settings. When exposed to
harsh environments, these widely used mechanical devices can deviate from their orig-
inal state, leading to potential failures and ongoing degradation. Defects and malfunc-
tions in mechanical parts can arise unpredictably, often leading to significant setbacks
such as equipment breakdowns or production halts. Therefore, early detection of un-
foreseen faults and breakdowns in mechanical equipment is crucial. Implementing a
condition monitoring process is beneficial in this context, as it facilitates the timely
identification of issues, minimises system downtime and results in cost savings. Me-
chanical system faults can arise from various sources, including force imbalances, issues
with the gearing system, bearing defects, undue stress on the shaft, or simply choosing
the wrong machine for a specific task [234].

Consequently, a significant number of researchers have turned their attention to fail-
ure detection and diagnostic methods to monitor the health of mechanical systems.
Various techniques, from visual inspections to sensor-based condition monitoring, have
been devised.

These systems go beyond just enhancing equipment reliability; they also serve as the
data foundation for the contemporary notion of "digital twins". These "digital twins" are
digital replicas of actual machinery in industrial or aviation settings. These computer
models undergo continuous refinement using data gathered from sensors and analysis
systems, all integral components of the condition monitoring system [226].

Recently, there has been a surge of outstanding research in the field of mechanical
equipment condition monitoring. This research [235] delves into an online method for
feature learning, allowing for tailored automatic feature extraction per machine. This
approach leverages the principles of sparse coding and dictionary learning, which no-
tably compress raw sensor data. Such compression is particularly beneficial in systems
such as Internet of Things (IoT) devices and wireless sensors, given their restricted
processing and communication abilities. The study prominently highlights vibration

monitoring in rolling element bearings, critical components in rotating equipment for
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load management and friction reduction. Monitoring their state is vital for ensuring
the machinery’s optimal performance and reliability.

Within the domain of condition monitoring using multi-sensor architectures, the tech-
nique of automated change detection has been employed, leveraging Autoregressive
Integrated Moving Average (ARIMA) [236] regression and a multidimensional time
series analytical approach. Authors of [237] incorporated graphical presentations of
state configurations and frequency band chromograms for system monitoring. They
captured vibrational signals from diverse mechanical elements and catalogued them in
a specialised database. Before any further processing, this data was categorised into
various subsets. It was then analysed in the time domain, frequency domain, and/or
time-frequency domains. Following this, the power spectrum density of the data was
determined, and mean spectral values were extracted.

One of the approaches of condition monitoring is CBM, or known as predictive mainte-
nance, which is a proactive approach to equipment upkeep that prioritises maintenance
tasks based on the actual condition of the machinery, rather than a predefined schedule
or set intervals. This method is rooted in the principle of performing maintenance only
when necessary, thus optimising resources and minimising unnecessary interventions.
The CBM strategy is underpinned by three fundamental stages [238] as shown in Figure
4.1:
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Determining maintenance Actions

Figure 4.1: Diagram illustrating the stages of CBM, including sensor deployment, data
collection, analysis, and determination of maintenance actions by domain experts

e Collecting Data: Data acquisition refers to the act of gathering and preserving
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relevant data from specific physical equipment for the implementation of CBM
[239]. It’s a pivotal component when rolling out a CBM strategy, especially for
diagnosing and predicting machinery faults or failures. Failures often result from
one or multiple machinery issues. Within the scope of CBM, the accumulated
data falls broadly into two categories: event data and condition monitoring data.
Event data encompasses details about incidents pertaining to the equipment,
such as installation, malfunctions, major overhauls, and their respective causes,
or actions taken, like minor fixes, preventative measures, or oil replacements.
On the other hand, condition monitoring data captures metrics indicative of the

machinery’s health or operational status [238].

e Analysing the Data: The initial phase of data processing is data cleaning, essential
for rectifying inaccuracies, especially in manually inputted event data. Both
human errors and sensor malfunctions can introduce data inaccuracies, with the
latter affecting condition monitoring data. While some issues can be resolved with
manual review, the complexities of data cleaning won’t be discussed in depth here
[238]. Following the cleaning is data analysis, where different tools and models

are employed based on the type of collected data.

e Determining Maintenance Actions: The final stage in a CBM programme re-
volves around maintenance decision-making. Effective decision support is pivotal
for maintenance staff to determine the right interventions. Maintenance decision
tools within CBM can be categorised into diagnostics and prognostics. Diag-
nostics is centred on detecting and identifying faults as they arise. In contrast,
prognostics aims to foresee faults or failures before they manifest. Prognostics
has an edge over diagnostics because it offers a chance to preemptively address or
prepare for issues, potentially reducing unexpected maintenance costs. However,
prognostics can’t entirely supplant diagnostics. Some issues are unpredictable,
and no predictive method, including prognostics, guarantees absolute accuracy.
When predictions fall short, diagnostics serve as a backup, ensuring continuous

maintenance support [238].
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4.2 Condition Monitoring Techniques

There are a variety of Condition Monitoring (CM) tactics for fault detection and diag-
nosis, from systems based on heuristic qualities to those using Al techniques. Generally,
condition monitoring methods are grouped into three main categories, as outlined by

[240):

o Data-driven techniques: Data-driven condition monitoring technology utilises di-
verse data types and sources gathered during equipment operation. By applying
various data mining methods, this technology extracts valuable insights from
the amassed data. As a result, it facilitates the monitoring of equipment con-
ditions and aids in diagnosing any faults [241]. Considerable research effort has
been dedicated to the advancement of data-driven methodologies in the realms of
condition monitoring, detection, diagnostics, and prognostics. Artificial Neural
Network (ANN), SVM, Genetic Algorithm (GA), and Auto-Associative Kernel
Regression (AAKR) stand out as some of the extensively investigated approaches

in this domain [242] [243].

o Knowledge Based Systems: Knowledge-Based Systems (KBS) are a subset of
Al often synonymous with Expert Systems (ES). At their core, these systems
leverage human expertise and insights about a specific domain or system. They
encapsulate this human understanding into a machine-readable format, which al-
lows them to recognise, diagnose, and suggest remedies for problems that typically
demand human intervention and specialised knowledge. Essentially, KBS aims to
mimic the decision-making capabilities of a human expert, enabling automated
systems to tackle complex issues using previously acquired human wisdom and

experience [244].

e Model-based techniques: Model-based methods create a mathematical represen-
tation of a system using empirical data. If there’s a consistent discrepancy be-
tween the output from the real system and its mathematical counterpart, it’s
taken as an indication of a fault [245]. A significant challenge of using a model-

based approach is that the results from the mathematical model seldom align
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with the real system, except in cases of very simple or basic systems. That’s why
applying model-based methods in real-world scenarios can be challenging. They
are typically feasible only under certain conditions or within a controlled setting

[246].

4.3 Condition Monitoring using ML

ML is a subset of Al focused on crafting algorithms that evolve by learning from data,
advancing autonomously without human input [247]. As of 2020, a trend analysis
in the PAM sector highlighted a shift towards solutions powered by ML [248]. This
analysis underscored ML’s pivotal role in catalysing improvements such as reduced
downtimes, minimised maintenance costs, extended lifespan of spare parts, enhanced
operator safety, augmented production, and confirmed repairs. ML encompasses su-
pervised (e.g., classification, regression) and unsupervised learning (e.g., clustering, di-
mensionality reduction). Clustering is particularly valuable for grouping data without

predefined classes [249].

4.3.1 Supervised ML for Condition Monitoring.

Supervised ML plays a pivotal role in the development of effective learning systems.
It provides a structured framework for teaching machines to make decisions based on
labelled training data. Supervised Learning techniques encompass two fundamental
tasks: classification and regression. Regression pertains to predicting numerical value
outputs from future input data, while classification involves predicting discrete value
outputs, typically class labels [250].

To develop effective learning systems, it’s often necessary to identify and focus on the
most relevant features within a dataset, a process known as feature selection. Optimal
feature selection can involve exhaustively exploring all possible combinations of fea-
tures, which becomes computationally challenging, particularly for large datasets, as it
falls into the Non-deterministic Polynomial-time (NP-hard) problem category. To ad-

dress these computational complexities, researchers have developed greedy algorithms.
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The advantages of feature selection are manifold, including the ability to mitigate
the challenges posed by high-dimensional data, enhance algorithm speed, and improve
generalisation capabilities. In essence, feature selection empowers the ML process to
concentrate solely on critical features [249].

In [251], the research authors present a framework for sensor classification using mul-
tivariate time series sensor data. It transforms this data into coloured images and
combines them into a larger image for classification via a Convolutional Neural Net-
work (ConvNet).

The research in [252] underscores the relevance of manifold learning techniques, such
as Multi-Kernel Metric Learning Embedded Isometric Mapping (MKML-ISOMAP), in
the context of condition monitoring, particularly for high-dimensional sensor data anal-
ysis. By effectively reducing dimensionality and extracting meaningful features from
sensor data, these methods hold great promise in enhancing the accuracy and efficiency
of condition assessment in various applications, including online process monitoring and

control, which is vital for ensuring the quality and reliability of machinery and systems.

4.3.2 Semi-Supervised ML for Condition Monitoring.

Semi-supervised methods position themselves in the middle of supervised and unsu-
pervised AD techniques [253]. In the literature, semi-supervised learning methods are
notably underutilised in machine condition monitoring. In [254], the authors introduce
a multi-class semi-supervised learning framework, incorporating principal component
analysis (PCA) and semi-supervised support vector machines. This approach entails
extracting statistical features from vibration signals across time, frequency, and wavelet
domains to capture fault-specific information. [255] described an approach is closely
related to semi-supervised learning to bridge the gap between supervised and unsuper-
vised learning by utilising both labelled and unlabelled data for training. Specifically,

in the context of monitoring Photovoltaic (PV) production data for anomalies.
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4.3.3 Unsupervised ML for Condition Monitoring.

Unsupervised ML algorithms or clustering algorithms primarily aim to identify similar-
ities among feature vectors within data and subsequently group these similar vectors.
These clustering algorithms revolve around the optimal arrangement of data points into
clusters, which is a combinatorial task known to be NP-hard. To efficiently address this
challenging combinatorial problem, various clustering algorithms have been developed,
all sharing the common objective of limiting the exploration of numerous cluster com-
binations. Three primary types of clustering methods include hierarchical clustering,
partition clustering, and spectral clustering. The choice of clustering approach may
yield different cluster results, often influenced by the specific nature of the problem at
hand, guiding the selection of an appropriate clustering methodology [249].

In [256], authors devised hybrid clustering methodologies that integrate evolutionary
computing to achieve the global optima. To detect outliers effectively, they introduced
a weighting system that considers both data point volume and density, identifying out-
liers as those with higher weights.

While [257] developed a novel clustering algorithm for the purpose of monitoring and
analysing the behaviour patterns associated with ship handling. This algorithm re-
lies on data collected from an array of sensors, which provide ship-related information
that is then integrated into an identification system using trajectory data. To extract
valuable insights from this sensor data, a sliding window algorithm is employed. Tra-
jectories are segmented into sub-trajectories, and the behaviour patterns are uncovered
through spectral clustering of these sub-trajectories. This method facilitates a deeper
understanding of ship handling behaviour throughout various scenarios. Moreover, it
holds the potential to enhance the efficiency of ML processes in ship route planning and
collision avoidance decision-making. In the context of condition monitoring, this ap-
proach can be invaluable for analysing ship behaviour patterns, which can contribute to
safety improvements, navigation optimisation, and better decision-making in maritime

operations.
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4.3.4 Deep Learning for Condition Monitoring.

Deep Learning (DL) represents an ML framework that evolved from conventional neural
networks, with its development dating back to approximately 2006. In essence, deep
learning relies on the utilisation of large-scale DNN, often described as neural networks
with an intricate and deep structure [249].

In their work, Niu and Liu, along with their colleagues [258], introduced a Deep Residual
Convolutional Neural Network (DR-CNN) that utilizes gray-scale images generated
from multi-sensor data, specifically data collected from multiple 3-axis accelerometers.
This innovative approach was designed to tackle the challenge of diagnosing bearing
faults using multi-sensor data.

Authors in [259] introduced an innovative method, known as Dynamic Convolutional
Graph Convolutional Neural Network (DCG-CNN), for monitoring the condition of
gas sensors, particularly those sensing hydrogen gas. Their approach combines a CNN
with a Dynamic Convolutional Graph (DCG). The DCG component incorporates the
power of a CNN and a GAN, which generates new data samples with similar statistical
characteristics to the existing data. This integration proves particularly effective when

dealing with imbalanced data samples, enhancing the accuracy of defect detection.

4.4 XAI for Condition Monitoring

One of the prominent criticisms levelled against numerous ML techniques pertains to
their inherent black-box nature. Obtaining a complete and precise mathematical de-
scription for many ML and deep learning approaches is a formidable challenge. This
intrinsic opacity of ML methods presents a substantial limitation within the realm of
maintenance. The core issue stems from the fact that relying solely on a single metric,
such as classification accuracy, offers an inadequate representation when dealing with
the complexities of most real-world tasks [57].

In predictive modelling, it’s not just about knowing the prediction outcome; The aim
is also to understand why a specific prediction was made. In some situations with low

risks, just knowing the prediction results is enough, and detailed explanations may not
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be required. However, in more complex scenarios, having explanations for the model’s
decisions is crucial for gaining a better grasp of the data and the problem at hand.
When the problem itself lacks clarity, the need for explainability becomes evident be-
cause relying solely on prediction outcomes may provide limited insight. The degree
of explanation required depends on the complexity of the problem and the depth of
understanding sought to be achieved [233].

In [260], the authors introduce a new approach called Fault DXAL. It uses fake data that
mimics machine problems to help Al learn. They also use a method called Gradient-
weighted Class Activation Mapping (GRAD-CAM [124]) to make Al results easier to
understand. Their approach works well in diagnosing machine issues and can be used
in different situations. This research shows how AI can be more understandable and
reliable when dealing with industrial machines, which can help improve maintenance
and reduce costs.

This research [261] highlights the importance of XAI within the context of Deep Neu-
ral Networks (DNNs) applied to Predictive Maintenance (PM), particularly in the
Aerospace Integrated Vehicle Health Management (IVHM) domain. Its primary con-
tribution is underscoring the necessity of XAl systems when utilising AI, like DNNs,
to ensure that the results are clear and understandable for human experts.

This study [262] focuses on monitoring multisensor Magnetic Resonance Imaging (MRI)
devices using anomaly detection techniques for complex multivariate time series data.
It specifically investigates the detection of abnormalities in sensors during failed scans
and presents a framework for MRI sensor condition monitoring with the aid of XAI
and feature selection. The process involves pre-processing sensor properties, including
normalisation, aggregation, and resampling, to generate statistical features. These fea-
tures are then used as input for ML models, particularly the Isolation Forest algorithm,
for Anomaly Detection (AD). Before applying the AD models, a feature selection step
is employed, which utilises an Extreme Gradient Boosting (XGBoost) classifier to im-
prove model performance by removing irrelevant sensor properties.

The concept of explainability, along with various methods to attain it, will be ex-

plored in the upcoming chapters. What explainability entails, the strategies employed
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to achieve it, and the drawbacks associated with each approach will be delved into.
In essence, the meaning of explainability, the techniques used to realise it, and the

limitations inherent to each of these methods will be thoroughly examined.

4.5 Condition Monitoring Techniques for Centrifugal Pump
Systems and Rotating Machinery

The inclusion of Condition Monitoring Techniques for centrifugal pump systems and
rotating machinery in this chapter is directly motivated by the focus of the main case
study in this research, which examines centrifugal pump operations. These pumps
are critical assets in numerous industrial sectors, enabling efficient fluid transport by
converting kinetic energy into pressure [263]. In the case study, the proposed frame-
work was applied to interpret machine learning model predictions related to pump
degradation, providing actionable insights that contributed to optimised operation and
extended service life. In particular, the analysis highlighted the role of operating pumps
at their Best Efficiency Point (BEP) in reducing mechanical wear—especially on thrust
bearings—and enhancing overall durability. This section, therefore, establishes the
technical context for the case study. Condition monitoring for rotating machinery and
centrifugal pump systems is crucial for predicting and preventing faults that could re-
sult in downtime or costly repairs [264]. Given the high demands on these systems,
particularly in industrial applications, effective monitoring strategies are essential for
maintaining reliability and performance [265]. This section focuses on monitoring tech-
niques used in detecting early wear in pump components, specifically thrust bearings,
by observing key indicators like vibration amplitude, temperature, and acoustic emis-

sions [266].

4.5.1 Pump Performance and Efficiency

Centrifugal pump performance is typically described by a performance curve, a graph-
ical representation that plots various operational parameters against flow rate [267].

Key parameters include total developed head (or pressure), brake horsepower (bhp),
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and efficiency. Efficiency represents the ratio of the pump’s fluid power output to the
shaft horsepower input. These parameters, especially efficiency, are critical for design-

ing energy-efficient pumping systems [4].

4.5.2 Best Efficiency Point (BEP)

The BEP is the operating point where a pump functions at its peak efficiency, with
minimised radial bearing loads and optimal energy use [267]. Operating close to the
BEP is beneficial as it extends the lifespan of components, particularly bearings and
seals, due to stable and balanced hydraulic flow. This point is associated with reduced
vibrations and minimised wear, contributing to overall cost-efficiency and reliability [4].
Operating a rotodynamic pump at flow rates significantly above or below its Best Ef-
ficiency Point (BEP) can lead to adverse effects such as cavitation, vibration, impeller
damage, suction and discharge recirculation, and accelerated wear of bearings and seals
[268]. These risks are minimised by maintaining operation within the Preferred Op-
erating Region (POR), defined as a range around the BEP where hydraulic efficiency
and operational reliability are not substantially compromised [269]. A wider range, the
Allowable Operating Region (AOR), may be acceptable under certain conditions, al-
though service life is generally reduced compared with operation within the POR [269].
Figure 4.2 [4] shows the performance characteristics of a centrifugal pump, including
head, Brake Horsepower (BHp), and efficiency across different flow rates. The BEP is
highlighted, representing the optimal operating point where the pump achieves maxi-
mum efficiency. Operating near the BEP minimises energy loss and wear, while moving
away from this point results in increased power demands and potential component stress

[269).

4.5.3 Operating Outside the BEP

While centrifugal pumps are designed to work near the BEP, real-world conditions may
cause operation away from this ideal point. Operating significantly away from the BEP

can lead to several issues [4] [269]:

e Accelerated Component Wear: Operating far from the BEP increases stress
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Figure 4.2: Centrifugal pump performance curves showing the best efficiency point

(BEP).

on bearings and seals, leading to a shorter lifespan due to unbalanced hydraulic

forces.

¢ Increased Energy Consumption: Efficiency decreases when operating away

from the BEP, resulting in higher power consumption.

¢ Reduced Service Life: Prolonged operation outside the BEP can reduce the

overall reliability and service life of the pump.

Maintaining operation near the BEP whenever possible helps in reducing operational

costs and enhancing system reliability, especially in critical applications where uninter-

rupted service is crucial [270].

4.5.4 Common Monitoring Metrics for Pumps

Pumps are complex machines with various moving parts, including shafts, bearings, and
impellers, all of which are subject to wear over time [271]. Monitoring these components
can provide early indications of issues, allowing for timely maintenance [272]. Below

are some common metrics used for monitoring pumps and identifying potential faults,

especially in bearings [273]:
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Vibration Analysis

Vibration monitoring is one of the most widely used techniques for detecting faults
in rotating machinery, as it provides direct insight into the mechanical behaviour of
components like bearings, shafts, and impellers [265]. Vibration analysis can reveal
issues such as misalignment, unbalanced loads, bearing faults, and resonance [274].
It is particularly effective for identifying bearing wear and misalignment in centrifugal

pumps, where increased vibration amplitude often signals mechanical degradation [273].

Temperature

Temperature monitoring is crucial in identifying early signs of overheating, which may
result from poor lubrication, excessive load, or friction due to misalignment [275].
Elevated temperatures in thrust bearings can quickly lead to component failure if left
unchecked [276]. According to [277], consistent temperature tracking in pumps helps
in early identification of lubrication problems, enabling maintenance teams to take

preventive action before serious wear or failure occurs.

Acoustic Emissions

Acoustic emission monitoring captures high-frequency sound waves emitted during the
operation of rotating machinery. These emissions are typically generated by friction
or impact events within the pump, such as the contact between worn surfaces in a
bearing [278]. Acoustic emission techniques are highly sensitive and can detect small
changes in component condition before they become detectable through vibration or
temperature monitoring alone [279]. Acoustic emission is particularly useful for detect-
ing bearing defects, as it can identify early-stage wear by capturing slight variations in

noise emissions [279].

Pressure and Flow Rates

While not always directly linked to bearing wear, monitoring pressure and flow rates
in pumps can provide indirect insights into the condition of internal components [280)].

Anomalies in these parameters may indicate blockages, cavitation, or inefficiencies that,
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over time, can contribute to increased wear on bearings [281]. This type of monitoring
complements vibration and temperature data, giving a more comprehensive view of

pump health.

4.6 Conclusion

This chapter has established the technical and methodological foundations of condition
monitoring for engineering assets, with particular emphasis on rotating machinery and
centrifugal pump systems. It has reviewed traditional and data-driven maintenance
strategies, outlined key condition monitoring techniques, and examined the integration
of machine learning methods in diagnostics and prognostics.
By discussing supervised, semi-supervised, unsupervised, and deep learning approaches,
the chapter has demonstrated how modern ML techniques enhance fault detection and
predictive maintenance capabilities. Importantly, the limitations associated with black-
box ML models were highlighted, reinforcing the need for XAI methods in safety-critical
engineering contexts.
The discussion of centrifugal pump performance, BEP, and monitoring metrics such as
vibration, temperature, acoustic emissions, and flow parameters provides the necessary
engineering context for the thrust bearing wear case study presented in subsequent
chapters. This technical grounding ensures that the later development and application
of the proposed XAI framework are firmly anchored in domain knowledge.

Overall, this chapter contributes to the thesis by bridging classical condition mon-
itoring principles with modern ML-based approaches, thereby establishing the engi-
neering foundation upon which the proposed explainability framework is developed

and validated.
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Navigating XAI in Condition
Monitoring: Case Studies on

Tool Selection and Application

The essence of this research lies in the application of XAI techniques within the en-
gineering industry, with a particular emphasis on condition monitoring for machinery
and critical assets. The central challenge addressed in this work is to generate domain-
relevant, understandable explanations from ML models that can be readily interpreted
by experts and effectively support the decision-making process.

Most engineering applications mandate a higher degree of transparency and account-
ability in decision-making processes [282]. The success and deployment of ML models
in these contexts hinge on their ability to provide human-understandable explanations
for stakeholders who may not possess expertise in ML. For centrifugal pump operators,
understanding not just the predictions but also the rationale behind those predictions
is pivotal in instilling confidence in ML models’ reliability and effectiveness.

This research aims to apply post-hoc XAl methods to provide clear explanations for the
predictions made by ML models. Many post-hoc XAI tools, while valuable for dissect-
ing the inner workings of ML models, often present explanations that prove challenging
for individuals lacking ML expertise to comprehend. These explanations frequently rely

on complex visualisations, mathematical notations, or abstract concepts that can act
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as barriers to understanding for non-experts. This knowledge gap poses a significant
hurdle to the widespread adoption of AI and ML technologies, particularly in safety-
critical industries like the condition monitoring domain, where stakeholders, such as
operators, require straightforward and accessible explanations to make informed deci-
sions with confidence. Thus, the imperative lies in refining XAI techniques to bridge
this communication gap, rendering the insights gleaned from ML models more inter-
pretable and actionable for a broader spectrum of users.
Before exploring how complex explanations can be simplified for end-users, it is first
necessary to address the challenge of selecting an appropriate XAI tool. Numerous
tools exist, each tailored to particular applications and stakeholder needs, making a
systematic selection process essential. To address this, a structured set of steps was
proposed and developed in our earlier work [283], specifically to guide the choice of
XAI methods in different contexts. These steps consider both the characteristics of the
machine learning models being used and the requirements of the intended users, par-
ticularly non-experts. By applying this structured approach, the process of simplifying
model explanations is more likely to achieve its aim of delivering clarity and usability
in safety-critical engineering applications.

The ensuing chapters will delve into the methodology in greater detail, outlining the
specific techniques, tools, and procedures employed to realise the objectives set forth

in this research.

5.1 Designing Explainable ML: Key Considerations

During the exploration of XAl tools and their application to various case studies, it
becomes evident that if you intend to design an explainable system, you must consider
explainability from the beginning of the design process. However, incorporating ex-
plainability into existing systems is not only feasible but also practical. Even if these
systems are complex and seemingly rigid, advancements in technology and methodol-
ogy have made it possible to retrofit explainability features. This enhancement can
significantly increase transparency and foster trust.

Selecting the appropriate XAl approach for your application can indeed be a daunting
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task due to the numerous options available. Certain factors have been identified that,
when considered, will aid in the design of explainable ML systems. These essential
factors are discussed below and illustrated in Figure 5.1. These factors should be taken
into account at each stage of the design process to ensure the successful integration of

explainability. These factors are:

CONSIDERATIONS WHEN
DESIGNING XAl METHDOLOGY

Define application goals

Goals can be: enhancing transparency,
" detect potential bias, or just being

Understanding Data compliant with regulatory bodies

understanding data is an important steps 2.
in building any ML model
Machine learning model

3. Choosing compatible XAl tool to pre-
selected ML models.

Identifying stakeholders involved &

their needs )
Meeting the unique needs of stakeholders involved by

idering the level of technical skills they have.
N S Determine level of explainability needed

5. Level of explainability depends on
stakehlders involved, application, and
Evaluation measures regulatory requirements

Evaluations measures can be: robustness,
comparing different XAl explanations or
performing different kinds of testing.

Figure 5.1: Considerations when designing XAI methodology.

5.1.1 Defining the Application Goal(s)

The integration of XAl into ML systems is a nuanced process that must be tailored
to meet specific application goals. These goals typically include enhancing the trans-
parency of ML models, ensuring compliance with regulatory standards, mitigating bi-
ases in decision-making, and making the workings of complex models understandable
to non-expert users. Transparency is vital for sectors requiring high trust, while regula-

tory compliance ensures accountability and adherence to legal standards like the EU’s
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GDPR. Addressing biases is crucial for building ethical Al systems, and making models
understandable to lay users enhances trust and usability.

Overall, the deliberate and goal-oriented application of XAl is about creating ML sys-
tems that are transparent, accountable, fair, and comprehensible, aligning with both
ethical standards and business objectives, and ensuring that XAl strategies are perfectly

in harmony with the intended outcomes of the ML application.

5.1.2 Understanding Data

Understanding the data is a pivotal aspect of designing an effective ML, methodology, as
the characteristics of the data fundamentally shape the decision-making process of the
model. The way data is collected and categorised, whether as "hard" or "soft" data, also
influences how the model interprets and responds to input. "Soft" data is derived from
subjective sources, such as human experiences, impressions, and perceptions, whereas
"hard" data consists of objective, quantifiable measurements [284]. This distinction is
important when selecting XAl tools, as the explainability approach may vary depending
on whether the data is objective or subjective in nature.

Additionally, as discussed in chapter 3, different XAI tools are designed to handle
specific types of data. Recognising the data type—whether structured, such as tabular
data, or unstructured, like text or images—is critical in choosing the most suitable
XAT tool. For instance, tools like LIME and SHAP are effective for structured data,
providing feature importance explanations that align well with tabular formats. In
contrast, unstructured data, such as images, may require saliency maps or gradient-
based methods like GRAD-CAM, which highlight regions of interest within an image
to elucidate the model’s focus [125].

Selecting the appropriate XAl tools based on data type is essential to ensure that
the explanations generated are valid, meaningful, and aligned with the model’s learn-
ing patterns. Furthermore, an understanding of the data also aids in identifying and
mitigating potential biases within the ML model, contributing to a more robust and

ethical XAI framework.
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5.1.3 ML Model Selection

The compatibility of an XAI tool with the underlying ML model is a critical factor
in ensuring the validity and relevance of the explanations it generates, as discussed in
Chapter 2. This compatibility is deeply influenced by whether an XAI tool is model-
specific or model-agnostic. Model-specific tools are tailored to provide explanations
for a particular type of model, leveraging its internal mechanisms and structures, thus
offering in-depth insights. In contrast, model-agnostic tools offer the flexibility to be
used across various types of ML models, focusing on the input-output relationship
rather than the internal workings of the model.

Choosing the appropriate XAI tool for the ML model involves a careful evaluation of
the nature of the ML model, the type of explanations required, and the context in
which the model operates. For instance, while model-specific tools might provide more
granular insights for a particular model type, model-agnostic tools are invaluable for

scenarios requiring a broader application across different model architectures.

5.1.4 Meeting the Unique Needs of Stakeholders Involved

Meeting the unique needs of stakeholders involved by considering the level of technical
skills they have in the design process will help build an effective XAI methodology that
is both explainable and trustworthy for all users involved. To attain explainability in
AT systems, it is crucial to include human-centred design principles in the development
process. This involves designing Al systems that consider the user’s requirements and
preferences through user research, user testing, and iterative design processes. As pre-
viously mentioned in Chapter 2. Different XAl tools require a level of expertise in Al
What is considered easy for practitioners might not be comprehensible for regulators
or end users.

Explanations generated from the XAT tool should be tailored to the user’s needs [17],
some examples now follow. Business stakeholders pose broader, business-oriented in-
quiries when seeking an explanation; that’s why they frequently favour a layman’s
explanation, aiming to obtain information that fosters confidence in the model’s ex-

pected performance in the intended context. However, regulators aim to verify that
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the model complies with a particular set of standards. Domain experts have advanced
knowledge of the environment in which the model operates, and usually, they have
no ML background. They seek explanations as a tool to help in the decision-making

process [92].

5.1.5 Determine the Level of Explainability Needed for the Applica-

tion.

The degree of explainability an Al system requires is intricately linked to its specific
use case, the stakeholders involved, and any existing regulatory mandates. As a foun-
dational step in the journey towards crafting an explainable ML model, it is often
advisable to start with simple and transparent models. These models offer a clear view
into their decision-making processes, making them inherently more understandable. If
these straightforward models satisfy the performance expectations of end-users, they
are often preferred due to their inherent transparency and ease of explanation. The
simplicity of such models generally aligns well with the goal of maintaining high levels
of explainability, ensuring that stakeholders can easily comprehend how decisions are
made [52].

However, the dynamics shift when the performance of these simple models falls
short of the requirements. In scenarios where enhanced performance is paramount,
more complex models may be necessary. These sophisticated models, while potentially
offering improved accuracy or efficiency, often come at the cost of reduced transparency.
It’s in these situations that the appropriate XAl techniques become invaluable [20].
Selecting and applying the right XAl technique allows for the demystification of complex
models, ensuring that their decisions can be interpreted and trusted by users. This
process involves not just revealing how these models arrive at their conclusions, but
also ensuring that the explanations are accessible and meaningful to all stakeholders

involved, regardless of their technical expertise.
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5.1.6 Determine the Evaluation Measures to Validate the XAI Expla-

nations Generated

Assessing the quality of explanations provided by XAl is pivotal for bolstering stake-
holder trust in ML models. The evaluation process is nuanced and often tailored to
the specific requirements and contexts of the end users. A range of measures can be
employed to ensure the robustness and relevance of the explanations generated by XAI
tools.

Firstly, the robustness of explanations is a crucial measure of quality in XAI. Robust-
ness refers to the consistency of explanations when faced with minor variations in input
data or changes in model parameters. For instance, if a model slightly alters its predic-
tion due to minor fluctuations in the data (such as slight noise or minor shifts in feature
values), a robust explanation should still identify the same key features or reasoning
paths with minimal variation. This consistency is essential because it signals that the
XAI tool is reliably capturing the underlying logic of the model, rather than reacting
to random fluctuations or noise in the input data [285].

Also, comparing explanations from various XAI tools can provide a comprehensive
understanding of the model’s decision-making process. By analysing the similarities
and differences in the explanations provided by different tools, stakeholders can gain a
multi-faceted view of the model’s logic, further enhancing transparency and trust.
Involving domain experts in the evaluation process is another effective strategy. Ex-
perts in the specific field can provide valuable insights by assessing the plausibility and
relevance of the explanations in the context of domain knowledge. Their feedback can
highlight areas where the model’s reasoning aligns or diverges from human expertise,
guiding further refinement of the model or the explanations it generates.

When direct access to domain experts is limited, established repositories such as indus-
try standards, guidelines, and historical case data can serve as independent validation
mechanisms, ensuring that XAl-generated explanations remain consistent with well-
documented knowledge bases [20, 51]. Complementing this, testing explanations on
controlled public datasets provides an opportunity to assess their accuracy and consis-

tency in environments where the ground truth is known [30, 52]. Applying the same
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tools to real-world or industrial datasets further demonstrates their scalability and
practical relevance, reinforcing the robustness and trustworthiness of XATI explanations
across diverse contexts [17].

Taken together, these measures offer a broad toolkit for evaluating the quality of XAI
explanations. Depending on the context, they can be selectively applied to enhance un-
derstanding of the model’s decision-making process, strengthen stakeholder trust, and

ensure that outputs remain interpretable, reliable, and aligned with user expectations.

5.2 Connecting the Dots: Matching End Users’ Needs
with X AI Tools

One of the primary objectives of explainability is to actively engage stakeholders, ensur-
ing their comprehension of the generated explanations and, in turn, fostering trust in
the utilisation of ML models [211]. End users, stemming from diverse domains, exhibit
distinct preferences in terms of how information should be conveyed to them.
Previous research publications [286] [287] shed light on the needs and levels of exper-
tise among users, guiding the selection of appropriate explanations. It is of paramount
importance to carefully choose the most suitable explanation for a particular model,
given that it may need to be comprehensible to a broad spectrum of end-users, in-
cluding those without technical backgrounds, data scientists, and domain experts, each
possessing unique perspectives and potential regulatory requirements. The clarity of
explanations is enhanced when they are tailored to the audience.

In Chapter 3, various explainability tools are mentioned, encompassing analytical, vi-
sual, rule-based, and textual explanations. The choice of an appropriate explanation
type should depend on the specific end user(s). Customising the explanation format
for end-users is essential, as different formats may be better suited to different indi-
viduals. For example, non-technical domain experts may find visual presentations and
narrative-driven, rule-based explanations beneficial, while text-based explanations may
be more suitable for individuals with limited prior knowledge. Overloading users with

excessive information can lead to confusion and a diminished level of understanding
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and trust. The necessity for explanations and the type thereof vary based on contex-
tual factors such as the user’s identity, role, existing knowledge, and the application at
hand.

For example, maintenance engineers require explanations that pinpoint specific signals
driving anomaly detection, whereas plant managers may prioritise higher-level insights
related to operational efficiency and safety compliance. This highlights the need for ex-
planations to address the distinct needs, roles, and objectives of different stakeholders

within condition monitoring [26].

5.3 Foundational Key Stages: Building the Blueprint for

an Innovative Framework

Based on the considerations identified in this chapter, when designing an XAI method-
ology and selecting the appropriate XAl tools, several key stages have been identified as
shown in Figure 5.2. These stages serve as the foundation for a more innovative frame-
work that will be introduced in the following chapters. The application of these stages
to two different case studies, which will be discussed in the next chapter, demonstrates
their practical relevance and adaptability to various real-world scenarios. Analysing
how these stages were implemented in different contexts can provide valuable insights
into the effectiveness and versatility of the XAl methodology and tools. These stages

likely form a structured approach to conducting case studies in the context of XAI:

XAl tool
output

XAl algorithms to o090

Pre- ‘ Predictions XAl provide human- |
processing tool/s understandable
explanations

Non-ML experts

ML Model

Figure 5.2: Foundational key stages

e Data pre-processing: The First stage revolves around the choice of an appropriate
ML prediction model. Many ML models are often regarded as black-box models,

making it challenging to comprehend their inner workings and how they translate
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inputs into outputs. Consequently, the development and deployment of XAI
techniques are necessary to elucidate the rationale behind the model’s predictions,
enabling stakeholders in the industry to gain insights into the functioning of these

ML models.

e Prediction models: The second stage revolves around the choice of an appropriate
ML prediction model. Many ML models are often regarded as black-box models,
making it challenging to comprehend their inner workings and how they translate
inputs into outputs. Consequently, the development and deployment of XAI
techniques are necessary to elucidate the rationale behind the model’s predictions,
enabling stakeholders in the industry to gain insights into the functioning of these

ML models.

o Applying XAI tools: In this stage, an additional step is introduced wherein XAI
tools are applied to provide insights into the functioning of machine learning
ML models and the rationale behind their predictions. XAI tools, such as SHAP,
typically offer explanations that are either local, global, or a combination of both.
However, these explanations are often presented in complex formats—such as
intricate plots—that may present challenges for individuals who lack expertise
in ML. This complexity highlights the necessity of subsequent stages that aim
to clarify and reformat these explanations to make them more accessible and

comprehensible for a broader audience.

The selection of an appropriate XAl tool should be guided by several factors. Pri-
marily, the type of data involved—whether tabular, image, text, or video—determines
which XAIT tool is most suitable. Additionally, the format preferred by stakehold-
ers, such as visual, textual, or alternative presentations, plays a crucial role in de-
termining the tool and explanation format. Furthermore, the choice of ML model
impacts the selection process, as some models require specific (model-dependent)
XAI tools, while others are more compatible with model-agnostic tools. Finally,
the requirements and preferences of stakeholders should be considered to ensure

that explanations are effectively communicated and tailored to their needs.
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e Generating human-understandable explanations: Adding this stage emphasises
the significance of making explanations more accessible to a wider audience, in-
cluding domain experts and end-users who may not have a background in ML. It
underscores the recognition that effective communication of explanations is a crit-
ical aspect of XAI. During this stage, an additional processing step becomes im-
perative to transform XAl explanations into user-friendly, human-understandable
explanations. This processing step is essential to bridge the gap between complex
XAI outputs and the needs of non-experts, ensuring that the insights generated
are presented in a format that is accessible and comprehensible to a broader au-
dience. The algorithms used to transform XAI plots generated from the SHAP
tool into text-based explanations will be revisited in more detail in Chapter 6

when the developed framework is introduced.

5.4 Case Studies

The first case study adopts an open-access dataset, chosen for its transparency and
reproducibility. This initial step aims to facilitate the smooth integration of XAl tools
into the realm of condition monitoring. By using open-access data, the groundwork
is laid for subsequent investigations, bridging the gap between theory and practical
application.

As progress is made through the following case studies, the goal is to refine the
approach and select the most effective XAl tools that will aid in understanding and
improving condition monitoring processes. As the case studies themselves increase in
complexity, valuable insights and knowledge are aimed to be provided for practitioners

looking to use XAl in their condition monitoring applications.

5.5 Case study 1: Combined Cycle Gas Turbine

In this case study, a publicly accessible dataset encompassing operational measurements
derived from a Combined Cycle Gas Turbine (CCGT) generator was employed [288], as

depicted in Figure 5.3 [3], illustrating the fundamental principles of a combined power

115



Chapter 5. Navigating XAI in Condition Monitoring: Case Studies on Tool Selection
and Application

cycle. The choice of utilising an open-source dataset for our initial case study serves
a twofold purpose. Firstly, it streamlines the application of XAI tools, rendering our
work accessible and reproducible for subsequent case studies. Secondly, the selected
CCGT dataset spans a duration of six years, from 2006 to 2011, and has previously
served as a foundation for demonstrating ML models aimed at predicting power output

based on environmental factors, as evidenced in prior research by [289] and [290].

Steam turbine

ORC turbine

Generator

Steam

Heat

exchanger

Production well
Injection well

Figure 5.3: Basics of combined power cycle gas turbine [3]

This dataset comprises an array of operational measurements originating from var-
ious components, including the turbine, generator, and control valves. These measure-
ments encapsulate vital information pertaining to the CCGT generator’s performance
and operational dynamics, forming the basis for our exploration into the realm of XAI
and its application in enhancing the interpretability of ML models for this specific

domain. The dataset comprises four critical operational parameters:

o Ambient Pressure (AP).

Exhaust Vacuum (V).

Ambient Temperature (AT).

Relative Humidity (RH).

These parameters collectively serve as input variables in predicting the net hourly elec-

trical energy output (PE) of the power plant. In the course of this case study, the dis-
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cernible and explainable relationship between environmental conditions, encapsulated
by these parameters, and the resultant power output has been successfully demon-
strated. This explanation is a crucial part of our study, illuminating the complex

relationship between environmental factors and the plant’s energy generation process.

5.6 Pre-processing Stage

This stage encompasses an essential process of understanding the dataset, a crucial
step prior to utilising the data in prediction models. Initially, the data set undergoes
scrutiny to identify null values and potential duplicates. Fortunately, in this case, no
missing values or duplicates were detected, rendering a data set with 9568 non-null

entries. The data distribution is represented in Table 5.1.

Temp | Vacuum | Pressure | Humidity | Power
Count 9568 9568 9568 9568 9568

Mean | 19.65123 | 54.3058 1013.259 73.30898 454.365
Std 7.452473 | 12.70789 | 5.938784 14.60027 | 17.06699

Min 1.81 25.36 992.89 25.56 420.26

25% 13.51 41.74 1009.1 63.3275 439.75

50% 20.345 52.08 1012.94 74.975 451.55

75% 25.72 66.54 1017.26 84.83 468.43

Max 37.11 81.56 1033.3 100.16 495.76

Table 5.1: Summary Statistics for Parameters

To delve deeper into the dataset’s characteristics and its correlation with the target
variable, a correlation matrix was constructed. Figure 5.4 illustrates the features with
the most significant correlations to the output power (PE). Notably, the temperature
and vacuum exhibit a substantial negative correlation with the output power, while the
pressure and humidity demonstrate a comparatively weaker positive correlation.

Furthermore, bivariate distribution visualisations have been employed, including
pair plots, to explore the interrelationships among the dataset’s features, as depicted
in Figure 5.5.

Based on this EDA, it has been observed that an increase in temperature is asso-

ciated with a reduction in output power. This negative relationship has been substan-
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tiated by the correlation matrix between temperature and output power. Thus, the
importance of temperature as a predictor variable negatively impacting power genera-
tion has been highlighted.

Similarly, a parallel negative association has been identified between vacuum levels
and power output. An increase in vacuum levels is accompanied by a decrease in power
output. This negative relationship further supports the critical role of the vacuum in
the power generation process.

Conversely, both pressure and humidity have been found to be positively correlated
with power output. An increase in either variable corresponds to an increase in power
generation. These findings underscore the significance of pressure and humidity as
factors contributing positively to power generation.

These insights are instrumental in the comprehension of our dataset’s behaviour,
shedding light on the intricate interplay of variables influencing power generation. They
also establish a strong foundation for informed feature selection and subsequent model
development in the subsequent stages of our analysis. These findings hold significant
implications for the research, facilitating the design of more effective models and en-
abling informed decision-making in our pursuit of advancing our understanding of this

domain
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Figure 5.4: Correlation matrix for CCGT dataset
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Figure 5.5: visualisation of the bivariate distribution of the dataset, showing how each
feature correlates with each other and with the target variable (Power).
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5.6.1 Shortcomings of Pre-Training Correlation Analysis

Pre-training correlation analysis highlights linear dependencies between features but

falls short of capturing;:
e Non-linear interactions between variables.
o Instance-specific contributions to predictions.
o Contextual interpretations relevant to individual cases or subsets of data.

This limitation is particularly evident in systems like CCGT, where interactions among

operational parameters are often non-linear and dynamic.

5.7 Choosing Appropriate ML model Stage

Seven distinct regression models were employed to forecast output power, with their
performances assessed using the Root Mean Square Error (RMSE) metric—a measure

of the average prediction error by the models calculated as shown in Equation 5.1.

RMSE = |+ > (yi — i) (5.1)
=1

where:

o y; represents the actual observed value,

o ¢, is the predicted value generated by the model,
o n denotes the total number of observations.

These models encompassed linear regression, random forest, XGboost, GBoost,
ruleFit, Decision trees, and KNN regression. In this case study, a range of machine
learning models was chosen to capture diverse relationships within the data, particularly

suited for regression tasks:

e Linear Regression: Serves as a baseline model to assess linear relationships

within the data.
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¢ Random Forest and Decision Trees: These models handle non-linear re-
lationships effectively and include built-in feature interaction handling, making

them both robust and interpretable.

o Gradient Boosting Models (GBoost and XGBoost): Known for iteratively
optimising performance, these models handle complex, high-dimensional data ef-

fectively.

e RuleFit: Combines decision rules with linear terms, balancing interpretability

with flexibility.

o K-Nearest neighbours (KNN): A non-parametric approach that captures lo-

cal data patterns by considering proximity in feature space.

The following are the key hyperparameters chosen for each machine learning model
used in this study. These hyperparameters have been selected based on common prac-
tices and prior research to balance model performance, prevent overfitting, and ensure

computational efficiency:

« Random Forest Regressor:

— n_estimators: set to 100 (Default value), the number of trees in the forest,
typically chosen between 100 and 500 for balance between accuracy and

computational efficiency.

— max_depth: set to 10 Limited to prevent overfitting, typical values range

from 10 to 30 [41].

— random_state: Set to 42 for reproducibility.
e Gradient Boosting Regressor:

— learning_rate: 0.1 (Default value).

— n_estimators: 100 (Default value), the number of boosting stages, generally

between 100 and 300 [156].

— random_state: Set to 42 for reproducibility.

121



Chapter 5. Navigating XAI in Condition Monitoring: Case Studies on Tool Selection
and Application

e XGBoost Regressor:

— learning_rate: 0.3 (Default value), controlling the contribution of each

tree, often set between 0.01 and 0.1 for optimal results.
— max_depth: 6 with values from 3 to 10 as standard [291].

— random_state: Set to 42 for reproducibility.
e Decision Tree Regressor:

— max_depth: Default value (None), meaning nodes expand until all leaves
contain fewer than min_samples_split samples. Often set between 5 and

15 to prevent overfitting.

— min_samples_split: Controls node splitting, with values like 2 or 5 for

balanced splits.

— random_state: Set to 42 for reproducibility.
¢ K-Nearest neighbours Regressor:

— n_neighbours: Set to 5, determining the number of nearest neighbours used
for prediction. Optimal values generally range from 5 to 20, selected based

on cross-validation.

— weights: Default value uniform, meaning each neighbor is equally weighted

[292].

The study commenced by inputting individual features, such as temperature, pres-
sure, and humidity, into these models, gauging their performance independently as
shown in Table 5.2. Notably, temperature emerged as the most influential feature,
with the lowest RMSE of 5.16, indicating its significance in predicting output power.
Subsequently, the investigation extended to combinations of two parameters as shown
in Table 5.3, wherein sets including temperature consistently outperformed those with
pressure or humidity. The most effective pairings were temperature with vacuum and

temperature with humidity.

122



Chapter 5. Navigating XAI in Condition Monitoring: Case Studies on Tool Selection
and Application

Model AT | V P RH
Linear Regression | 5.45 | 8.58 | 14.91 | 15.86
Random Forest 5.16 | 6.94 | 14.69 | 15.91

GBOOST 5.16 | 6.63 | 14.83 | 15.97
XGBOOST 5.30 | 5.44 | 15.19 | 16.50
RuleFit 5.14 | 6.10 | 14.63 | 15.87

Decision Trees 6.17 | 5.39 | 16.99 | 20.64
KNN Regression | 5.24 | 5.32 | 14.43 | 15.69

Table 5.2: RMSE Values for Regression Models

Features AT-V | AT-AP | AT-RH | V-AP | V-RH | AP-RH
Linear regression | 5.00 5.43 4.98 7.87 8.12 13.13
Random forest 4.12 4.92 4.51 6.19 6.78 12.79
GBoost 4.08 4.82 4.71 6.00 6.32 12.75
XGBOOST 3.47 4.96 4.89 4.81 4.83 13.19
RuleFit 4.07 4.82 4.70 5.84 6.00 12.88
Decision Trees 4.88 6.73 6.49 5.34 6.37 17.59
KNN regression 4.22 4.71 4.46 6.23 7.13 12.99

Table 5.3: Regression Model Performance for using two Features

Finally, the analysis delved into three-parameter combinations as shown in Table
5.3, and the optimal results were achieved by employing temperature, vacuum, and
pressure together. This outcome signifies the combined influence of these three factors

in predicting output power.

5.8 Using XAI Tools

The principal objective of this study revolves around the application of XAI techniques
to predict output power using the CCGT dataset, and subsequently, to render the
resulting explanations in a manner that is easily understandable for human audiences.
In pursuit of this goal, an exploratory journey through various XAl tools was embarked

upon, aiming to assess their efficacy and applicability to our specific problem.

5.8.1 Capabilities of XAI Tools

XAI tools provide robust frameworks for understanding model behaviour, particularly

in the context of tabular datasets like those used in the CCGT case study. Tabular
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Features AT-V- AT-V-AP | AT-V-RH AT-AP- V-AP-RH
AP-RH RH
Linear 4.43 4.82 4.72 4.64 7.52
regression
Random 3.98 3.86 4.015 4.39 6.064
forest
GBoost 3.55 3.74 3.94 4.29 5.73
XGBOOST 3.07 3.07 3.50 4.36 4.46
RuleFit 3.68 3.74 4.07 4.34 5.68
Decision 4.54 4.67 4.84 5.81 5.90
Trees
KNN 3.88 3.80 4.25 4.50 6.33
regression

Table 5.4: Regression Model Performance for Different Feature Combinations

data, characterised by rows representing individual instances and columns representing
features, aligns well with the capabilities of certain XAI tools designed for structured

data. The tools explored in this study include:

o SHAP[56]: SHAP offers both local and global explanations by computing Shap-

ley values, derived from cooperative game theory. SHAP excels in identifying:
— Feature importance rankings that are consistent across different model in-
stances.

— Interactions between features, providing a nuanced understanding of how

multiple variables jointly influence predictions.
— Instance-specific contributions, allowing users to understand the reasoning

behind individual predictions.

SHAP’s suitability for tabular data stems from its ability to handle structured

features effectively, producing interpretable outputs for domain experts.

o LIME [57]: generates instance-level explanations by approximating the original
complex model with a simple surrogate model within a local neighbourhood of the

instance being explained. LIME is particularly effective in scenarios requiring:

— Quick, localised insights into a model’s decision-making process.
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— Understanding specific predictions where global explanations might not suf-

fice.

o Permutation Importance [51]: This method assesses feature relevance by
evaluating the change in model performance after shuffling the values of a specific

feature. Its primary strengths include:

— Quantifying the global impact of each feature on model predictions.

— Providing an intuitive metric for stakeholders less familiar with complex

explanation methods.

Permutation Importance is highly compatible with tabular data, as the structured

format allows for straightforward permutation of individual features.

o PDP [156]: PDP visualises the relationship between a feature and the predicted

outcome while marginalising other features. This tool:

— Provides global insights into how a specific feature influences predictions

across the dataset.

— Allows domain experts to interpret non-linear relationships between features

and the target variable.

PDP is particularly valuable in tabular datasets, as its visual representation fa-

cilitates intuitive understanding for users.

These tools, tailored for tabular data, offer a comprehensive suite of capabilities to
enhance interpretability and usability in machine learning applications. Their ability
to generate actionable insights makes them ideal for the CCGT case study, where the
dataset’s structured nature aligns well with their strengths.

The following section outlines the implementation of the aforementioned XAI tools,
with a comparative analysis of their results to identify the most suitable option for

selection.
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5.8.2 LIME

In this research, the utilisation of LIME [57] is being considered. LIME is employed to
enable predictions made by any classifier or regressor to be explained faithfully. This
is achieved through the creation of a local approximation of the model’s behaviour for
a specific data sample. For this analysis, the LIME Tabular Explainer was utilised in
regression mode to interpret the relationships between individual input features—such
as temperature, vacuum, pressure, and humidity—and the predicted power output of
the CCGT dataset. This approach enables a detailed, instance-level explanation of
model predictions by highlighting feature contributions in a tabular data structure,
thus offering a comprehensive understanding of the model’s behaviour in predicting
continuous output values.
The feature values of an individual data point are systematically adjusted, and the
resultant impact on the model’s output is observed. In essence, LIME serves the role of
an ’explainer’ by illuminating the reasoning behind predictions for each individual data
point. The outcome of LIME’s process is a collection of explanations that succinctly
portray the influence of each feature on the prediction for that specific sample, thereby
providing a valuable form of local interpretability within the context of this research
[57].
Figure 5.6 provides an explanatory visual for a specific instance, as outlined in Ta-
ble 5.5. The interpretation is as follows: Within Figure 5.6, it can be discerned that
the predicted power value stands at 460.50. Within this localised explanation, it be-
comes evident that both Temperature (Temp) and Pressure exert a positive influence
on power, leading to an increase in the power value. Conversely, Vacuum and Humidity
exhibit a negative impact on power, resulting in a decrease in the power value. This
graphical representation aids in comprehending the factors influencing power prediction
for the given instance.

Moving to Figure 5.6b, the most influential features are Temp, Vacuum, Humid-
ity and lastly Pressure. LIME output presented below in Figure 5.6 can be explained
through its three distinct sections, each offering insights into the local interpretation of

specific predictions. It’s important to emphasise that LIME provides a localised under-
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(b) LIME explanation for a single instance.

Figure 5.6: LIME explanation for a single instance shown in Table 5.5

Feature | Value
Temp 15.45
Vacuum 61.27
Humidity | 79.21
Pressure | 1019.87

Table 5.5: Feature values for a single instance.

Feature binning Contribution to Prediction
13.55 < Temp <= 20.30 7.275039
52.08 <= Vacuum < 66.51 -1.855047
74.91 < Humidity <= 84.90 -1.222377
Pressure > 1017.22 0.596621

Table 5.6: Feature binning and corresponding contribution values for the selected in-
stance.
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standing of model predictions, encompassing both the direction (positive or negative)
and magnitude (weight) of feature impact.

In the Predicted Value, Figure 5.6a displays the model’s predicted median value for
the output power of the particular instance shown in Table 5.5. Within this Figure,
the prediction interval spans from a minimum of 418.95 to a maximum of 493.31.

Moving on to the Negative and Positive sections, insights into the features contribut-
ing to the increase or decrease of the predicted value are gained. Positive-weighted fea-
tures have a positive impact, elevating the prediction value, whereas negative-weighted
features have the opposite effect, diminishing it. LIME identifies these influential fea-
tures for the prediction related to the instance in Table 5.5. For example, as illustrated
in Figure 5.6b, the range "13.55 < Temp <= 20.30" is positively influencing the pre-
dicted value as shown in Table 5.6, while "52.08 < Vacuum <= 66.51" and "74.91 <
Humidity <= 84.90" are exerting negative influences

Lastly, the Feature Value section provides the actual values of the top features for
this instance. For instance, the Temp feature is recorded at 15.45, which falls within
the range of greater than 13.55 and less than 20.30, aligning with a positive influence
on the predicted value as per the model’s interpretation.

It has been observed that LIME exhibits instability. This instability arises because
LIME generates explanations by perturbing the input data and fitting a local surrogate
model around the instance. The randomness inherent in the sampling process results
in variations in the explanations provided for the same instance across repeated runs.

To evaluate the instability of LIME, an experiment was conducted by generating
explanations for the same test instance 100 times. For each run, the feature rankings
as determined by LIME were recorded. The variability in these rankings was assessed
using Kendall’s Tau, a statistical measure of rank correlation [293] [110].

Kendall’s Tau (7) is used as a measure of correlation between two ranked lists,
quantifying the degree of similarity in their orderings. Given two ranking vectors
X = (z1,22,...,2y) and Y = (y1,¥2,...,Yn), Kendall’s Tau is defined as shown in
Equation 5.2:
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(5.2)
where:

o C: number of concordant pairs, i.e., pairs (¢, j) such that the ordering of z;, z; in

X agrees with the ordering of y;,y; in Y.

e D: number of discordant pairs, i.e., pairs (i,7) where orderings in X and Y

disagree.

n(n—1)
2

. (Z) total number of pairs, equal to , where n is the number of observations.

The value of 7 ranges from —1 (perfectly reversed rankings) to +1 (perfect agree-
ment).

The experiment was conducted to evaluate the stability of LIME explanations.
First, the LIME explainer was initialised using the training dataset to ensure consistent
feature representations. A single test instance was then selected as the subject of
repeated explanations. For each iteration, LIME generated feature importance rankings
for the chosen test instance. These rankings, produced across 100 runs, were collected
and stored in a data frame to facilitate comparison. Pairwise Kendall’s Tau correlations
were computed between the rankings from all runs to measure the degree of agreement
among them. Finally, the average Kendall’s Tau value was calculated as a quantitative
indicator of the overall consistency of LIME’s explanations across repeated runs. The
average consistency of feature rankings across 100 runs, as measured by Kendall’s Tau,

was found to be:

Average Consistency (Kendall’s Tau) = 0.67

This result indicates moderate agreement between rankings, confirming that LIME
exhibits variability in its explanations. The inconsistency highlights the impact of
randomness in LIME’s perturbation-based approach, which causes different rankings of
feature importance to be produced even for the same input instance. Here is an example

illustrating the variability of LIME explanations. Figure 5.7 presents different expla-
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nations generated by LIME for the same instance across multiple runs, demonstrating

that LIME can produce inconsistent results for identical input data.

Predicted valus negatve positive
13.51 < Temp <= 2033
249.05 | | 491.52 7.08
{min)249 05 (max) Pressure > 84.86

.06
Humidity <= 100907
0.78

(a) Different explanation generated by LIME for the same single instance shown in Table 5.5.

Local explanation

1351 = Temp <= 20.35 1

Pressure = 84 .86 -

5205 < Vacuum <= 66.51

Humidity <= 1002.07

(b) LIME explanation for a single instance.

Figure 5.7: Different explanation generated by LIME for the same single instance shown
in Table 5.5

5.8.3 Permutation Importance

Permutation feature importance is a method employed to assess the significance of
individual features within an ML model. It operates by systematically permuting or
shuffling the values of a specific feature while observing the impact on the model’s per-
formance metrics, such as accuracy or error rate. The rationale behind this approach
lies in determining the extent to which altering a feature’s values disrupts the model’s

predictive ability. If shuffling a feature leads to a notable degradation in model perfor-
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Figure 5.8: Permutation importance scores

mance, it indicates that the feature plays a vital role in making accurate predictions.
Conversely, if the model remains largely unaffected by the permutation, it suggests
that the feature has lesser importance in the context of the model’s decision-making
process. In essence, permutation feature importance provides a quantitative measure
of a feature’s contribution to the model’s overall performance [51].

Figure 5.8 shows the output. The initial number in each row, appearing before the
plus and minus signs, quantifies the extent to which the model’s performance deterio-
rated due to the random shuffling of a particular feature. It’s important to emphasise
that you have the flexibility to determine how many times a feature undergoes random
shuffling as part of the process. Increasing the number of shuffles can enhance result
stability, but it does come with the trade-off of increased computational demands. The
value following the plus and minus sign serves to capture the randomness introduced
through multiple shuffles. Essentially, this number quantifies the level of variability in
the permutation importance calculation by conducting the process repeatedly with nu-
merous shuffles. In simpler terms, the value after the + sign measures how performance
fluctuated from one reshuffling iteration to the next.

Permutation Feature Importance (PIMP) relies on the accuracy of the underlying
model, making it less dependable when true outcome data is unavailable. In situations
where the original model’s predictions are not precise, there is a risk of incorrectly iden-
tifying certain features as important. Additionally, achieving feature independence can
be challenging in real-world scenarios, as correlated features may dilute the importance
assigned to each one. It’s crucial to strike a balance in the number of permutations per-
formed during feature importance computation, as too few can yield misleading results,

while an excessive number may entail extensive processing times. In summary, while
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PIMP serves as a valuable tool for model interpretability and feature importance assess-
ment, it should be used judiciously, especially in cases where comprehensive knowledge

of the feature set is lacking.

5.8.4 Partial Dependence

The partial dependence plot, often abbreviated as PDP or PD plot, provides a valuable
visual representation that elucidates the isolated impact of one or two specific features
on the predicted outcome generated by a ML model. This plot serves as a means to
discern and understand the individual or joint influence of selected features on the
model’s predictions. By examining a PDP, you can gain insights into how variations in
these chosen features correspond to changes in the predicted outcomes, offering a more
comprehensive understanding of the model’s behaviour and the significance of specific
input variables [51]. Figure 5.9 shows a valuable representation of the impacts of each
feature and also how two features like Temp, Vacuum and Temp and Humidity affect
the output as shown in the rightmost bottom part of the figure. This plot provides
valuable insights into the interplay between Temperature (Temp) and Humidity, shed-
ding light on their combined impact on our predictions. Notably, it becomes evident
that Humidity and Vacuum exert a comparatively weaker influence, as indicated by the
relatively stable colour patterns along the y-axis and x-axis, respectively. In contrast,
Temperature (Temp) emerges as a more dominant factor, as observed by the clear pos-
itive influence it exerts on the predicted power. As a consistent positive trend is noted
in the predictions while ascending along the y-axis and moving towards the right on
the x-axis in the rightmost plots, the substantial effect of Temp on the power output

is underscored.

5.8.5 SHAP

In this section, SHAP is utilised to elucidate the decision-making process of our model.
SHAP offers a powerful framework for interpreting model predictions by attributing
each feature’s contribution to the overall output.

Among the diverse XAl tools considered, SHAP emerged as a prominent choice. SHAP,
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Figure 5.9: Partial dependence plots showing a valuable representation of the impacts
of each feature and also how two features like Temp, Vacuum and Temp and Humidity
affect the output as shown in the rightmost bottom part of the figure.

renowned in the field of post-hoc XAI, stood out for its ability to provide both local
and global interpretability. It achieves this by generating explanations in the form of
visualisations. However, it is essential to acknowledge that these visualisations, while
rich in information, may at times appear intricate and less immediately intuitive, as
elaborated earlier in this thesis.

In Figure 5.10, a local explanation is depicted for a single prediction, utilising the fea-
ture values displayed in Table 5.7 and employing a Random Forest model. The local
interpretability plot presented in Figure 5.10 highlights the influence of various features
on the prediction of output power. Notably, features like Humidity are shown in red,
indicating their contribution to an increase in the output power prediction, while other
factors such as Temperature, Pressure, and Vacuum are displayed in blue, signifying
their role in decreasing the output power prediction. The visual size of the arrows
in the plot corresponds to the magnitude of each feature’s impact. According to this
local explanation, the most influential features, in descending order of importance, are
Temperature, Vacuum, Pressure and Humidity. Figure 5.11 provides an illustration of
the SHAP local interpretability plot, demonstrating the impact of each feature on the
output power prediction.

SHAP also possesses the capability of providing a global explanation, which is illus-
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higher 2 lower
f(x base value
425.5 130.5 432.45 435.5 440.5 145.5 450.5 155.5 460.5
Humidity = 55.8 Temp = 29.75 Vacuum =70.32 | Pressure = 1,007

Figure 5.10: SHAP local interpretability, also known as SHAP force plot for a single
instance, showing the most influential features Temp, Vacuum, Pressure and Humidity,
respectively, for this instance.

trated in Figure 5.12 as the SHAP summary plot. This visualisation, often referred to
as the SHAP summary plot, elucidates the most influential features contributing to the
model’s predictions. In the SHAP summary plot, each feature vector in the test dataset
is represented as a coloured dot, with red indicating high values and blue indicating low
values. This plot effectively communicates the impact of each feature on the predictive
model.

As depicted in Figure 5.12, the most significant features for this model, in descending
order of importance, are Temperature, Vacuum, Humidity, and Pressure. Additionally,
SHAP summary plots reveal the correlation between each feature and the output power.
For instance, elevated values of Temperature (indicated in red) exert a substantial
negative impact on the output power, as reflected in the negative SHAP values along the
X-axis. Similarly, higher Vacuum values negatively affect the output, while increased

Pressure values positively influence the output power.

Features | Values
Temp 29.75
Vacuum 70.32

Pressure | 1007.35
Humidity | 55.80

Table 5.7: Feature vector chosen and explained by SHAP local interpretability plot.
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Figure 5.11: Impact of each feature value on the output.
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Figure 5.12: SHAP global interpretability plot, also known as SHAP summary plot,
showing the most important feature on a global level,l which are Temp, Vacuum, Hu-
midity and Pressure.

Justification for Choosing SHAP as the XAI Tool

A similar test was conducted using SHAP to evaluate its stability in generating expla-
nations. As with LIME, SHAP was applied to the same single test instance across 100
runs. For each run, SHAP produced feature importance rankings, which were stored
in a DataFrame for analysis.

Pairwise Kendall’s Tau correlations were calculated between all rankings generated
by SHAP across the 100 iterations. Unlike LIME, the results revealed a perfect agree-
ment among the rankings, with an average Kendall’s Tau value of 1.0. This indicates

that SHAP explanations are stable, consistently providing identical feature rankings
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for the same instance across repeated runs. SHAP was ultimately selected based on

several distinguishing criteria:

o Data Type Compatibility and Variations [294]: SHAP includes multiple
variations tailored to different data types and models. For instance, Kernel SHAP
is model-agnostic and suitable for general applications, Tree SHAP is optimised
for tree-based models, and Deep SHAP works with deep learning models. This
versatility across tabular, image, text, and time series data makes SHAP adapt-
able to diverse applications, demonstrating flexibility to evolve with application

requirements.

e Output Format: Visual explanations were required to communicate complex
model outputs intuitively. SHAP provides highly informative visualisations, cap-
turing intricate relationships between features and predictions, which enhance

stakeholder comprehension [294].

e Local and Global Explanations: SHAP’s capability to provide both local
and global explanations supports a comprehensive understanding of individual
predictions while offering an overarching view of feature importance across the

model. This dual functionality was less effective in other tools reviewed.

e Theoretical Foundation: Unlike some alternative tools, SHAP is grounded in
solid theoretical principles based on cooperative game theory, offering a mathe-
matically sound framework for feature attribution. This theoretical robustness

instils confidence in SHAP’s reliability [56].

e Stability and Consistency: In contrast to LIME, which occasionally produced
inconsistent explanations for identical instances, SHAP consistently provided sta-
ble explanations, reinforcing its suitability for critical stakeholder applications

[295] [296].

e Post Hoc Flexibility: As a post hoc tool, SHAP provides flexibility in model

choice by offering explanations that are model-agnostic. This characteristic al-
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lowed for freedom in selecting the most suitable machine learning models for the

data without constraining the interpretability framework.

o Ease of Integration [56]: SHAP’s support for major machine learning libraries
(such as Scikit-Learn, TensorFlow) facilitates straightforward implementation,
which is valuable in environments where efficiency and integration into existing

workflows are essential.

o Versatility in Model Complexity [51]: SHAP’s applicability to both linear
and non-linear models adds versatility, accommodating a range of model com-
plexities. This flexibility allows SHAP to adapt if the analysis evolves to require

different model types.

Based on these comparisons and criteria, SHAP emerged as the preferred XAT tool,
delivering rich, stable, and theoretically grounded explanations suitable for the demands

of this analysis.

5.9 Generating Human-understandable Explanations

Effectively communicating explanations to stakeholders in the application domain who
lack expertise in ML is of paramount importance. Even for experienced engineers,
comprehending SHAP plots can be a non-trivial task. Consequently, there arises a
necessity to translate these intricate visualisations into an easily understandable format,
thereby bridging the knowledge gap between ML experts and stakeholders. A suite of
algorithms has been developed to fulfil the role of converting these visual plots into
text-based explanations that are accessible to a wider audience.

In Figure 5.13, an exemplar of the text-based explanations generated is presented to
convey both local and global insights derived from SHAP. Specifically, the text-based

local explanations correspond to the SHAP force plot illustrated in Figure 5.10.
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! Features affecting the output power in order are

: Temp

: Vacuum

* Pressure

: Humidity

: Impact of each feature value on output

éTemp 29.75 High value contributes to a lower output power
:Vacuum 78.32 High value contributes to a lower output power

. Pressure 1887.35 Low value contributes to a lower output power
{Humidity 55.8 Low value contributes to a higher output power

Figure 5.13: Text-based explanation corresponding to local explanation shown in Figure
5.10.

Moving forward to Figure 5.14, it depicts the most crucial global features influencing
the prediction model.
In Figure 5.15 statistics for each feature are provided, encompassing the following
aspects: the count of feature values that exert no influence on the output power; the
count of values categorized as high, and their corresponding positive impact on the
output, thereby increasing output power; and the count of values categorized as low,
along with their associated positive or negative impact on the output power, affecting

the prediction accordingly.

Most influential features on output power in order are
Temp
Vacuum
Humidity
Pressure i

Figure 5.14: Most influential features according to SHAP summary plot.
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Global interpretability for Temp

No of points that have no impact on output= % 0.0

% of points that have low values and positive impact on output = % 46.1337513861651
% of points that have high values and positive impact on output = % .0
% of points that have low values and Negative impact on output = % 1.4186583872160314
% of points that have high values and Negative impact on output = % 52.45559038662487
Global interpretability for Vacuum

No of points that have no impact on output= % @©.0

% of points that have low wvalues and positive impact on output = % 51.67189132706375
% of points that have high values and positive impact on output = % 0.8

% of points that have low values and Negative impact on output = % 0.2612330198537095
% of points that have high values and Negative impact on output = % 48.06687565308255
Global interpretability for Pressure

No of points that have no impact on output= % @.0

% of points that have low values and positive impact on output = % 0.0

% of points that have high values and positive impact on output = % 39.446185997910135
% of points that have low values and Negative impact on output = % 53.08254963427377
% of points that have high values and Negative impact on output = % 7.471264367816093
Global interpretability for Humidity

No of points that have no impact on output= % @.0

% of points that have low values and positive impact on output = % 46.23824451410658
% of points that have high values and positive impact on output = % ©.8881922675626124
% of points that have low values and Negative impact on output = % 0.0

% of points that have high wvalues and Negative impact on output = % 52.87356321839881

Figure 5.15: Additional Statistics derived for each feature.

5.10 Conclusions

In this case study, experiments have been conducted to evaluate the effectiveness of
different explainability tools. The objective was to assess the practical application of
various post-hoc XAI techniques, with SHAP being one of them. These tools were
applied to multiple prediction models designed for forecasting the output power of a
Combined Cycle Gas Turbine (CCGT) station. The primary focus of these experiments
was to harness XAl algorithms in order to generate easily comprehensible explanations
for the predictions made by these models.

The adoption of a post-hoc approach in this study has proven particularly advan-
tageous. It affords the flexibility to select and employ different ML prediction models
without being compelled to compromise their performance. Furthermore, the choice of

SHAP techniques stands out due to its inherent advantages over other post-hoc XAl
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methods, making it a suitable candidate for this investigation.

The dataset utilised throughout this case study is the publicly available CCGT
dataset. The transparency and accessibility of this dataset have enhanced the repro-
ducibility and credibility of our findings.

In Table 5.8, a comparative analysis of various XAl tools has been presented, including
SHAP, LIME, Permutation Importance, and Dependence Plot. The comparison high-
lights key attributes such as their theoretical foundations, local and global explanation
capabilities, provision of visual explanations, and overall reliability.

This comparative study demonstrates our methodical approach in selecting XAI tools
that not only reveal critical insights into feature influence but also support a wider un-
derstanding of model behaviour under varying environmental conditions. By choosing
tools like SHAP, we aim to meet the dual goals of accuracy and interpretability, mak-
ing it possible for practitioners to trust the model’s insights while supporting replicable
scientific findings.

Among these tools, SHAP emerges as the most comprehensive XAl solution, boast-
ing a solid theoretical background, the ability to offer both local and global explana-
tions, superior visual explanations, and a high level of reliability. In contrast, LIME
provides local explanations but suffers from instability and limited global explanatory
power, while Permutation Importance and Dependence Plot exhibit certain limitations

in their theoretical foundations and capabilities.

Table 5.8: Comparison of XAl Tools with Additional Details

XAI Tool

Background

Local

Global

Visual

Reliability / Limitations

SHAP [56]

Solid

Yes

Yes

Diverse visual.

Reliable; suitable for both indi-
vidual and feature-dependent
analyses, does not require in-

dependence assumptions

LIME [57]

Limited

Yes

Yes

Instability under feature corre-
lation; best for local explana-

tions [293]

Permutation Importance [51]

Limited

No

No

Moderate reliability; less effec-
tive for correlated features or

complex relationships [297]

Continued on next page
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XAI Tool

Background

Local

Global

Visual

Reliability / Limitations

Dependence Plot [156]

Limited

No

Yes

Reliable but mainly for visual
exploration; lacks theoretical

consistency in complex cases

[51]

The results of this endeavour underscore the remarkable utility of the SHAP tool
in furnishing explanations at both local and global levels. This capability facilitates
a profound understanding of the model’s features and their respective impacts on the
target variable.

It is worth noting that this case study has been designed as an open-access resource.
Its primary objective has been to serve as a guiding example for the application of XAl
tools, thereby paving the way for their seamless integration into various other case
studies and research endeavours. By doing so, the aim is to foster the broader adoption
and utilisation of XAI techniques in the scientific community, ultimately contributing
to more interpretable and trustworthy ML models.

In conclusion, our thorough exploration and comparative analysis of various XAl
tools have led us to a strong rationale for the preference of the SHAP tool as the
optimal choice for our predictive modelling and explanation generation tasks. First and
foremost, SHAP distinguishes itself with a robust theoretical foundation. Its underlying
principles and methodologies are well-established within the field of XAI, providing a
solid basis for the generation of meaningful explanations. This theoretical rigour instils
confidence in the reliability and interpretability of the explanations it produces.

Furthermore, one key aspect that sets SHAP apart is its consistency. Unlike some
other XAl tools that were evaluated, stable and coherent explanations were consistently
provided by SHAP. This reliability is critical in ensuring that the explanations generated
remain dependable across different runs and instances, reinforcing the trustworthiness
of the insights derived.

Perhaps most importantly, our deep understanding of the theoretical underpinnings
of SHAP has empowered us to transform its complex explanations into formats that
are readily understandable to domain experts. This translation of SHAP’s theoretical

foundations into user-friendly explanations is of paramount importance. It bridges
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the gap between ML experts and stakeholders in the application domain, facilitating
effective communication and decision-making.

In light of these considerations, SHAP emerges as not only a powerful and theoret-
ically sound XAI tool but also as the preferred choice for our specific case study. Its
consistency, combined with our ability to convey its insights in a comprehensible man-
ner, solidifies our confidence in SHAP as the optimal tool to enhance the interpretability

and utility of our predictive models.

5.11 Case Study 2: Gearbox in a Boiler Feed Pump

The dataset utilised in this case study captures operational data related to the gearbox
system of the main boiler feed pump. This gearbox plays a crucial role in the overall
functionality of the boiler feed pump, which is responsible for supplying pressurised
water to the boiler in power generation facilities. The efficient and reliable operation of
this gearbox is essential, as it directly impacts the pump’s performance and, ultimately,
the boiler’s efficiency.

The dataset under examination encompasses diverse valve positions and correspond-
ing RMS-vibration measurements. The primary aim of this case study is to employ XAl
tools to analyse these measurements and discern whether there exists a correlation be-
tween the valve position (particularly the closing of the valve) and RMS vibration levels.

The operational metrics utilised in this analysis are:

e Stop-Valve Position: This metric denotes the configuration of the stop-valve,
representing a critical parameter in our analysis. Changes in the valve position

are hypothesised to influence the vibration levels within the gearbox system.

e RMS Vibration: RMS vibration serves as a quantitative measure of vibration
magnitude, providing insights into the mechanical behaviour of the system under
varying operational conditions. High levels of vibration may indicate mechanical

stress or instability, which could compromise the gearbox’s performance.

The practical significance of this investigation lies in understanding how specific
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operational adjustments—such as altering the stop-valve position—can influence vi-
bration characteristics within the gearbox. Excessive vibrations not only impact the
mechanical efficiency of the gearbox but may also lead to component degradation, in-
creased maintenance costs, and reduced lifespan of the main boiler feed pump system.
Therefore, identifying patterns between stop-valve positioning and vibration metrics
could inform maintenance schedules, optimise operational settings, and enhance the
gearbox’s longevity.

In summary, this dataset provides a rich source of operational data that, when
analysed with XAI tools, can reveal critical insights into the factors influencing RMS
vibration in the gearbox system of the main boiler feed pump. By identifying and un-
derstanding these relationships, the study contributes valuable knowledge to predictive
maintenance and operational optimisation in mechanical systems involving gearboxes.

The following stages have been implemented on this dataset:

5.11.1 Pre-processing stage

In the initial stages of our analysis, data preprocessing was conducted to ensure the
integrity and usability of the dataset. The process commenced with a comprehensive
inspection of the data, revealing essential details such as data dimensions, data types,
and the presence of missing values. Subsequently, data cleaning was undertaken to
address any missing or duplicate data points. For data transformation, the appropriate
formatting of timestamp data into datetime objects was ensured. Additionally, feature
engineering was performed, extracting relevant temporal features from the timestamp,
such as the hour of the day and day of the week, to capture potential time-dependent
patterns. Descriptive statistics were computed, yielding key statistics for both stop-
valve positions and RMS-vibration, as demonstrated in the Table 5.9. Correlation
analysis was conducted to quantify relationships between the variables. The corre-
lation matrix in Table 5.10 illustrates a strong positive correlation (0.8955) between
"Stop-Valve Position" and "RMS-Vibration." This significant correlation indicates that
changes in stop-valve position tend to be accompanied by corresponding variations in

RMS-vibration. This insight will guide our further exploration of their relationship in
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Statistic Stop-Valve Position RMS-Vibration

Count 44,143 44,143
Mean 85.121 0.897
Std 29.668 0.297
Min 0.165 0.000
25% 79.199 846

50% 10840 1.007
5% 100.859 1.036
Max 100.902 1.968

Table 5.9: Descriptive Statistics for Stop-Valve Position and RMS-Vibration

the subsequent analysis.

Stop-Valve Position RMS-Vibration
Stop-Valve Position 1.0000 0.8955
RMS-Vibration 0.8955 1.0000

Table 5.10: Correlation Matrix between Stop-Valve Position and RMS-Vibration

The histogram of RMS Vibration shown in Figure 5.16 reveals a distinctive bimodal

distribution with two discernible components. The first component initiates at a value
of 0, encompassing nearly 3845 instances with RMS Vibration values clustered around
this low point. As values gradually increase from 0 to 0.7, this component represents
a significant portion of the data characterised by lower RMS Vibration levels. In con-
trast, the second component commences at approximately 0.7, forming a bell-shaped
distribution centred around a value near 1. This second component signifies a separate
group of data points with higher RMS Vibration values.
The bimodal distribution in RMS Vibration data is significant because it identifies
two distinct operational states in the gearbox system. The first component, with low
vibration levels, likely reflects normal operation or idle states, while the second, with
higher vibration, may indicate stress or altered conditions due to stop-valve positions.
Recognising these two states aids in diagnosing potential issues, optimising mainte-
nance, and preventing damage. Moreover, this insight supports the case study’s goal of
using XAl tools to develop predictive models that reliably highlight conditions leading
to increased vibration, improving system performance and reliability.

The histogram depicting 'Stop-Valve Position’ in Figure 5.17 unveils a multifaceted
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Figure 5.16: Histogram of RMS vibration revealing a distinctive bimodal distribution
with two discernible components

distribution characterised by several distinctive features. To begin, the distribution
initiates with a cluster of values around 0, indicating a notable presence of instances
where the "Stop-Valve Position’ is at its lowest point. The frequency of occurrences
then gradually diminishes as the values progress from 0 to around 70. At this juncture,
the distribution transitions into a bell-shaped pattern, with the peak centred around
this mid-range value. This central peak implies a significant concentration of data
points with ’Stop-Valve Position’ values near 70, signifying a mode within the data.
Beyond this central peak, the distribution exhibits a secondary rise, creating a par-
tial bell-shaped pattern again, and culminating with its highest peak at the maximum
"Stop-Valve Position’ value of 100. These features collectively portray a nuanced dis-
tribution, with distinct modes and regions of concentration, offering valuable insights
into the variability of ’Stop-Valve Position’ within the dataset.

Before employing ML prediction models, the time-series dataset was transformed
into a supervised learning problem, converting sequences into pairs of input and out-
put sequences. The dataset format is depicted in Table 5.11 and Table 5.12. Fol-
lowing this transformation, operational measurements were utilised to forecast rms-
vibration(t+1), encompassing Stop-valve-position(t-2), rms-vibration(t-2), stop-valve-
position(t-1), rms-vibration(t-1), Stop-valve-position(t), rms-vibration(t), and Stop-

valve-position(t+1).
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Figure 5.17: Histogram of Stop-Valve position unveils a multifaceted distribution char-
acterised by several distinctive features.

stop__valve_ position rms_ vibration

87.992363 1.035798
87.991951 1.006615
87.991325 1.006615

Table 5.11: Data before transforming

5.11.2 ML Model Selection

A comprehensive assessment was carried out regarding the selection of ML models
for the prediction of rms-vibration. To explore the relationship between RMS Vibra-
tion and stop-valve position, three different models were employed: Linear Regression,
XGBoost Regressor, and Random Forest Regressor. Each model was selected for its
unique strengths and ability to capture different aspects of the relationship between

the variables.
o Linear Regression (Baseline Model):

— Linear Regression is a straightforward, interpretable model, allowing for an
assessment of linear relationships between stop-valve position and RMS vi-
bration. This model serves as a baseline to compare against more complex

models, helping determine if non-linear relationships are significant.
e XGBoost Regressor:
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115
Table 5.12: Data after transforming

Stop RMS Stop RMS Stop RMS Stop RMS
Valve Vibra- Valve Vibra- Valve Vibra- Valve Vibra-

Posi- tion Posi- tion Posi- tion Posi- tion
tion (t-2) tion (t-1) tion (t) tion (t+1)
(t-2) (t-1) (t) (t+1)

87.992363 1.035798 87.991951 1.006615 87.991325 1.006615 87.990913 1.035798
87.991951 1.006615 87.991325 1.006615 87.990913 1.035798 87.990501 1.035798
87.991325 1.006615 87.990913 1.035798 87.990501 1.035798 87.990082 1.035798

— Capturing Complex Non-linear Relationships: XGBoost is well-suited
to handle complex, non-linear data patterns. Given the potential non-linear
interactions between stop-valve position and RMS Vibration, this model can

capture nuanced dependencies that may not be detected by simpler models.
e Random Forest Regressor:

— Handling Non-linear and Complex Interactions: Like XGBoost, Ran-
dom Forest is adept at capturing non-linear relationships. The model’s bag-
ging approach reduces overfitting, which is crucial when dealing with poten-
tial noise or outliers in the data. This characteristic makes Random Forest
particularly useful for capturing non-linear relationships without excessive

model complexity.

The hyperparameters for each model are as follows:

e Linear Regression:

— This model is initialised with default parameters.
e XGBoost Regressor:

— initialised with default parameters provided by the XGBRegressor class.
e Random Forest Regressor:

— max_depth =6
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— random_state = 0

— n_estimators = 100

Each model is trained on the training dataset, and predictions are made on the
validation dataset. Finally, the output is averaged across the predictions of all three
models to obtain the final result. Subsequently, an ensemble framework was employed,
where these models were combined using an averaging technique. This ensemble model
was crafted to harness the diversity offered by the individual models, with the primary
aim of achieving an improvement in overall predictive accuracy.

The Mean Squared Error (MSE) metric has been used to evaluate the models’ predic-
tion accuracy by calculating the average of the squared differences between actual and

predicted values, as shown in Equation 5.3

n

MSE = = > (i — 0)? (5.3)

i=1

where:

e n: number of observations,

e y;: actual value of the i-th observation,

o ¢;: predicted value for the i-th observation.

The results, as presented in Table 5.13, clearly indicate the effectiveness of the
ensemble model, as it outperforms the individual models with a lower Mean Squared
Error (MSE) of 0.001345. This outcome underscores the potential of ensemble mod-
elling in achieving superior predictive accuracy and hints at its promising applications
in practical scenarios. Furthermore, it suggests possibilities for future research on the
interpretability and generalisation capabilities of ensemble models, which could have
far-reaching implications for enhancing decision-making processes across various oper-

ational contexts.

148



Chapter 5. Navigating XAI in Condition Monitoring: Case Studies on Tool Selection
and Application

ML Model MSE
Linear Regression 0.0014
Random Forest 0.0014
XGBoost 0.0015
Ensemble Model (Averaging) | 0.001345

Table 5.13: Mean Squared Error (MSE) for Different ML Models

5.11.3 Applying XAI Technique

In our recent case study, a strategic decision was made to employ SHAP to gain in-
sights into the inner workings of our ML model. This tool proved instrumental in
shedding light on the predictions generated by our Random Forest model. In Figure
5.18, a local explanation is presented, focused on a single prediction, with the corre-
sponding feature vector values displayed in Table 5.14. Notably, the local explainability
plot in Figure 5.18 highlights the most influential feature for this specific prediction,
which is the rms-vibration at time ’t’. It’s depicted in red, signifying a positive corre-
lation with the output rms-vibration at time ’t+1’, indicating that an increase in the
former leads to a corresponding increase in the latter. The SHAP local explanation
further ranks the significance of features, revealing the following order of importance:
rms-vibration(t), rms-vibration(t-1), stop-valve-position(t+1), stop-valve-position(t-2),

stop-valve-position(t), and rms-vibration(t-2).

Feature Value
Stop-valve-position(t-2) 10.9
rms-vibration(t-2) 0.8802
stop-valve-position(t-1) | 100.8539
rms-vibration(t-1) 0.8802
Stop-valve-position(t) 100.85
rms-vibration(t) 0.8802

Stop-valve-position(t+1) | 100.8547

Table 5.14: Feature Values for the local shap force plot in Figure 5.18.

In addition, SHAP provides a broader view of model explanations, as demonstrated
in Figure 5.19, which presents the SHAP summary plot. This plot helps us understand
the main factors influencing our model’s predictions on a global scale. It displays SHAP

values for each feature, showing how they impact the model’s predictions. The most
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Figure 5.18: SHAP force plot for a single instance in the dataset showing the most im-
portant features locally, which are rms_ vibration(t), rms_ vibration(t-1) coming next.
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Figure 5.19: SHAP global interpretability plot, also known as SHAP summary plot,
showing the most important features.

important features, ranked in descending order, include rms-vibration(t-1), stop-valve-
position(t+1), stop-valve-position(t-2), stop-valve-position(t), stop-valve-position(t-1),
and finally rms-vibration(t-2). The SHAP summary plot also visually represents the
correlation between each feature and the output. For example, it clarifies that rms-
vibration(t) has a positive correlation with the output (rms-vibration(t+1)), meaning
that higher values of rms-vibration(t) correspond to higher values in the output, which
is a similar pattern observed for rms-vibration(t-1) and stop-valve-position(t+1).

In conclusion, the utilisation of both global and local SHAP explanations has greatly
enhanced our understanding of the ML models employed in predicting rms-vibration.
The global SHAP summary plot, as depicted in Figure 5.19, provided a comprehen-
sive overview of the key features influencing our model’s predictions. It allowed us to
discern the relative importance of each feature. Moreover, the local SHAP explana-

tions, as illustrated in Figure 5.18, offered insights into individual predictions. Notably,
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they highlighted the immediate impact of features such as rms-vibration(t) on specific
predictions. This dual approach of combining global and local explanations has not
only increased the interpretability of our models but also provided valuable insights for
optimising system performance and predictive accuracy in the context of rms-vibration

forecasting.

5.11.4 Generating Human-understandable Explanations

Novel algorithms have been developed with the specific aim of generating human-
understandable explanations. These novel algorithms will be explained in more detail
in Chapter 6 when the developed framework has been introduced.

In this phase, these algorithms have been employed to automatically generate text-
based explanations that are easily comprehensible. Figure 5.20 provides an example of
text-based explanations aligned with the SHAP local explanations plot depicted in Fig-
ure 5.18. Initially, the locally generated text-based explanations highlight the crucial
features for a specific instance. Subsequently, they depict the influence of each feature’s
value on the output, as depicted in the accompanying figure. Furthermore, Figure 5.21
showcases text-based explanations corresponding to the SHAP global interpretability
plot. It highlights the globally significant features for our prediction model.

Figure 5.22 presents basic statistics for each feature, including the count of values
having no impact on the output, the count of values considered high with a significant
positive impact on the output (resulting in an increase), and the count of values deemed
low with a notable positive/negative impact on the output, influencing the prediction
to decrease or increase.

In conclusion, this case study encompassed the use of various prediction models, sub-
ject to performance comparisons. It was discerned that Random Forest outperformed
the other ML models used. Feature importance analysis in the prediction model was
conducted by harnessing the SHAP tool. However, it’s worth noting that the XAI
algorithms developed are still in their nascent stages. There exist opportunities for

enhancements to yield more dependable and comprehensible explanations.
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Figure 5.20: Automated text-based explanation generated using X AT algorithms.
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Figure 5.21: Text-based explanations corresponding to SHAP summary plot in Figure
5.19.
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Figure 5.22: Simple Text-based statistics corresponding to SHAP summary plot 5.19.
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5.12 Conclusion

This chapter demonstrated how explainable Al can be systematically integrated into
condition monitoring workflows, with a focus on selecting and applying XAl tools that
generate explanations meaningful to engineering stakeholders. A set of key consider-
ations was first established—application goals, data characteristics, model selection,
stakeholder needs, required explainability level, and evaluation criteria—highlighting
that explainability should ideally be considered from the start of system design, while
still remaining feasible to retrofit into existing pipelines.

Building on these considerations, the chapter presented a structured set of stages for
operationalising XAl in practice: data pre-processing, prediction model development,
application of XAl tools, and the generation of human-understandable explanations.
This staged blueprint was then validated through two case studies that increased in
complexity and realism.

In Case Study 1 (CCGT power output prediction), multiple regression models were
evaluated and several post-hoc tools were compared, including LIME, permutation im-
portance, partial dependence plots, and SHAP. The comparison illustrated that while
LIME can offer intuitive instance-level explanations, it may produce inconsistent fea-
ture rankings across repeated runs due to its perturbation-based sampling. In contrast,
SHAP provided stable and theoretically grounded explanations and supported both lo-
cal and global interpretability, making it more suitable for safety-critical engineering
contexts where explanation consistency is essential. The case study also demonstrated
how SHAP outputs can be used to communicate both the dominant global drivers of
power output and the feature-level reasoning behind individual predictions.

Case Study 2 extended the investigation to a gearbox condition monitoring setting,
where time-series data were transformed into a supervised learning problem and mul-
tiple regression models were combined into an ensemble to improve predictive perfor-
mance. SHAP was again employed to interpret the model locally and globally, revealing
that recent vibration values and valve position dynamics were among the most influen-

tial factors driving the predicted vibration level. This case study confirmed that SHAP
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can remain effective even when feature representations reflect temporal dependencies
and operational sequences, reinforcing its applicability to industrial monitoring scenar-
ios.

Across both case studies, a key outcome emerged: producing explainability plots alone
is insufficient for real-world deployment when end users lack ML expertise. Even highly
informative visual explanations can be difficult to interpret without additional process-
ing and contextualisation. Therefore, the chapter motivated the need for methods that
translate complex XAI outputs into concise, stakeholder-oriented explanations. This
requirement directly leads to Chapter 6, where the proposed framework and the algo-
rithms for converting SHAP-based explanations into human-understandable text are

introduced and evaluated.
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Chapter 6

A Framework for user-friendly
Explanations in Industry and

Engineering Applications

6.1 Introduction

This chapter presents the proposed framework, developed as a direct extension of the
key stages outlined in Chapter 5 and originally established in [298]. Its development
builds upon the considerations discussed previously and extends the foundational stages
introduced earlier.

This framework is purpose-built for implementation within industrial and engineer-
ing contexts. Its central objective is to cater to individuals who may not possess exper-
tise in ML, ensuring accessibility and comprehensibility. This is achieved by providing
explanations that are not only accessible but also readily understandable to domain
experts. These explanations are thoughtfully presented in both human-readable text
and visual formats, effectively bridging the divide between intricate ML models and
domain experts. Thus, our framework not only reflects the foundational stages but
also integrates the considerations laid out in Chapter 5, forming a holistic approach to
designing XAI systems.

The framework is organised into five distinct yet interrelated explanatory stages, as
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illustrated in Figure 6.1. Each of these stages will be elaborated upon in the subsequent
sections, offering a more comprehensive understanding and building upon the concepts
introduced earlier.

In [299], authors focus on evaluating machine learning explanations through a compre-
hensive taxonomy across five key dimensions, aiming to compare and analyse different
XAI methods systematically. It highlights the theoretical vs. practical discrepancies
of these methods and introduces Explainability Fact Sheets for quick assessment. This
approach is rooted in academic analysis, offering tools for a broad evaluation of ex-
plainable systems.

The framework in this research is specifically designed for industrial and engineering
contexts, prioritising accessibility and comprehensibility for non-ML experts. It em-
phasises delivering explanations in formats that domain experts can easily understand,
using human-readable text and visuals to demystify complex ML models. This frame-
work aims to provide a practical, user-friendly approach to XAI, making it directly

applicable in professional settings where ML expertise might be limited.

6.2 A Framework Proposing Understandable Explanations
For Non-expert Users In Industrial and Engineering

Applications

After implementing XAl tools in the case studies discussed in the previous chapter, the
methodology was subsequently redefined and expanded. A comprehensive framework
has been developed specifically tailored to engineering applications. Furthermore, this
framework can be easily adapted to various other engineering and industrial contexts.
The primary aim of this framework is to meet the requirements of individuals who
are not necessarily experts in ML but are working within industrial and engineering
domains.

The central goal of this framework is to provide accessible and understandable ex-
planations, presented in both user-friendly text and graphical formats. By doing so,

it bridges the gap between intricate ML models and domain experts. The first four
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(5) Graphical representation

In this stage an algorithm has been
developed to provide human
understandable visual representation.

Visual-based (4) Explaining the explanations
explanations
In this stage, with the aid of novel

algorithms, XAl explanations produced
have been tranlated into text-based
human- undertsandable format.

Text-based explanations i
(3) Applying XAl tools

A widely adopted Post-Hoc tool
(SHAP) has been used to provide
explanations to ML predictions

SHAP (Explainability tool) models.

(2) Modelling
In this stage appropriate ML
prediction models are

chosen.
Machine learning Models (ML)

(1) Data pre-processing

First stage involving operations
like cleaning, scaling, and encoding

Data Pre-processing to prepare raw data for accurate
analysis and modeling.

Figure 6.1: Proposed framework for understandable ML explanations for non-ML ex-
pert users.

stages of our framework have been previously established and are briefly defined here
for context. Building upon these foundational elements, additional stages are intro-
duced, expanding our framework to encompass a comprehensive and interconnected
suite of explanatory strategies. This approach ensures a seamless integration of es-
tablished principles with new advancements, creating a robust framework tailored to
enhancing explainability within machine learning systems, as illustrated in Figure 6.1.

Subsequently, each of these stages will be explored in detail.

1. Data Pre-processing: In the initial stage, the focus is on preparing the data for
analysis. This involves evaluating the quality of the dataset and transforming
it into a more comprehensible format. The goal is to make the data easier to
understand, with clear definitions of its features. These preparatory steps are

crucial as they lay the foundation for subsequent ML or analytic models.

2. Prediction models: Moving to the second stage, the task is to choose an appro-
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priate ML prediction model. Many ML models are often considered "black-box,"
meaning that their inner workings are not easily interpretable. This opacity can
pose challenges for understanding how these models arrive at their predictions.
Hence, in this stage, it becomes imperative to incorporate XAl techniques that
can elucidate the reasoning behind the model’s predictions. This is essential for
industry stakeholders seeking transparency and comprehension of the adopted

ML models.

3. Application of XAI Tools: Building on the insights from [298], an additional
layer is introduced to the explanation framework. Here, XAl tools are utilised to
shed light on the inner workings of the ML models and to explain the rationale
behind their predictions. For instance, SHAP is applied to generate dependable
explanations. It provides both local explanations for individual predictions and a
holistic global explanation of how the ML model operates. However, SHAP often
produces intricate plots that can be daunting, especially for non-ML experts.
Therefore, the subsequent stages aim to translate these complex explanations

into a more user-friendly format.

4. Creation of Human-Understandable Explanations: Effectively communicating ex-
planations to individuals in the application domain who may lack expertise in ML
is a critical challenge. The visual plots generated by SHAP may be intricate and
time-consuming to interpret. Consequently, there is a need to convert these plots
into explanations that can be easily grasped by non-ML experts. Innovative algo-
rithms have been developed to transform SHAP’s local and global explanations
into text-based explanations that are more accessible to a broader audience.

In Figure 6.2 and Figure 6.3, the process of converting SHAP summary plots and
SHAP local plots into text-based explanations is depicted.

In Figure 6.2, the flowchart for converting SHAP summary plots to text-based
explanations is illustrated. The process begins by aggregating the SHAP values
for each feature. These aggregated SHAP values are then compared to deter-

mine the most important features. Finally, the features are ordered according
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to their aggregated SHAP values, ensuring that the most influential features are
highlighted first. This structured approach facilitates a clear and comprehensible
transformation of SHAP plots into textual explanations.

In Figure 6.3, the algorithm focuses on transforming SHAP local plots into text-

based explanations:

1. Comparison of SHAP Values and Feature Values: For each specific

prediction, the algorithm examines the SHAP value of each feature.
2. Determining Impact Based on SHAP Value:

e Negative SHAP Value:

2.1. If the SHAP value is negative, the algorithm checks the feature value
to determine its relationship to its mean value.

2.2. If the feature value is less than or equal to its mean, it is considered
to have a low value that negatively impacts the prediction or output
value.

2.3. Conversely, if the feature value is greater than its mean, it is identi-
fied as having a high value that negatively impacts the prediction.

o Positive SHAP Value:

2.1. If the SHAP value is positive, the algorithm again checks the feature
value against its mean.

2.2. If the feature value is less than its mean, it indicates a low value
that positively impacts the prediction.

2.3. If the feature value is greater than its mean, it indicates a high value

that positively impacts the prediction.
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Figure 6.2: Flowchart to transform SHAP summary plot to text-based explanations
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Figure 6.3: Flowchart to transform SHAP local plot to text-based explanations

5. Graphical Representation for Domain Experts: While many XAl approaches cater
primarily to ML experts, this framework introduces an additional layer of explain-
ability that specifically targets non-expert users. This stage focuses on providing
graphical representations tailored to domain experts who are associated with a
specific technical field or industry domain. In this context, a novel algorithm has
been developed to convert SHAP plots into graphical representations that align
with the expertise of non-ML users, particularly within the technical domain of
the case study, such as the prediction of mechanical pump degradation. These
graphical representations bridge the gap between complex ML models and do-

main experts, making Al more accessible and interpretable in specific application
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areas. In Figure 6.4, the process of obtaining these graphical representations is

depicted.
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Figure 6.4: Flowchart to transform SHAP local plot to graphical representations

This framework will be applied to a real condition monitoring case study, where each
stage will be visited and further explained. Additionally, it will be elucidated how
visual-based explanations have been generated specifically for this case study and how
an algorithm has been developed to accomplish this task. Furthermore, how this frame-
work can be reapplied to other case studies to facilitate a broader understanding of its

applicability will be outlined.
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6.3 Validating Explanations Generated from XAI Tools

Many scholarly studies have commonly employed human participants to validate the
explanations generated by XAI tools. For instance, in some cases, individuals were
randomly chosen from the general public, devoid of any prior technical or domain-
specific knowledge. These participants were instructed to interact with one or more
explanatory tools and offer their feedback through the completion of questionnaires
[300]. Additionally, domain experts were enlisted to provide informed assessments of
the explanations produced by these methods, along with verifying the consistency of
these explanations with domain-specific knowledge [301] .

In the realm of XAI research, it is a common practice to involve human participants in
the validation process of Al-generated explanations. This approach allows researchers
to gauge the effectiveness and comprehensibility of these explanations from the per-
spective of end-users or domain experts. Typically, individuals from the lay public,
who lack technical or domain-specific knowledge, are randomly selected to interact
with XAI tools and provide valuable feedback through various means, such as ques-
tionnaires. This human-in-the-loop evaluation process aids in assessing the clarity and
utility of the generated explanations, contributing to the refinement and improvement
of XAI techniques.

However, in this specific research domain, a unique challenge emerged. Unlike many
XAI studies that benefit from access to domain experts for evaluating the quality of
explanations, this research faced a scarcity of experts, as industrial condition moni-
toring specialists are few, widely dispersed, and typically unable to commit time to
research validation. This scarcity posed a significant hurdle in our efforts to determine
the quality and reliability of the explanations generated by our XAI methods.

To address this challenge, an innovative approach has been adopted. Instead of relying
on domain experts, existing domain knowledge has been leveraged as a substitute for
expert evaluations. This knowledge has been employed to validate the explanations
generated by our XAl tools. By comparing the explanations to the established domain

knowledge, the aim is to ascertain the accuracy and consistency of the Al-generated
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insights. This unconventional approach allowed for navigating the scarcity of domain
experts and still ensure the credibility and validity of explanations generated within
the context of the research domain.

In essence, while the utilisation of human assessments, especially by domain ex-
perts, is a prevailing practice in XAl research, our study demonstrates the adaptability
and flexibility of approaches when such expertise is not readily accessible. Leveraging
existing domain knowledge serves as a viable alternative, ensuring that the explana-
tions remain reliable and valuable in domains where domain experts may be scarce or

unavailable for evaluation.

6.4 Usability of XAI Framework

Assessing the usability of an XAI framework is a multifaceted process that involves
several key elements. One of the primary ways to determine its usability is through
user feedback and evaluation. This typically entails involving domain experts or end-
users who interact with the framework and provide feedback on their experience. Their
input helps gauge the framework’s effectiveness in delivering comprehensible explana-
tions and meeting their specific needs.

Additionally, usability testing often involves measuring the framework’s efficiency and
effectiveness in providing insights. This can include evaluating the time required for
users to grasp the explanations, the accuracy of the information conveyed, and the ease
of navigating the framework’s interface. Usability metrics and benchmarks may also
be employed to quantitatively assess the framework’s performance and identify areas
for improvement.

Furthermore, the adaptability and versatility of the framework in different use cases
and scenarios play a crucial role in determining usability. If the framework can be
readily customised and tailored to specific domains or applications without significant
modifications, it signifies its usability and flexibility.

Ultimately, a usable XAl framework should not only produce understandable expla-
nations but should also align with the unique requirements of its intended users and

contexts. The combination of user feedback, efficiency metrics, and adaptability as-
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sessments collectively contribute to the comprehensive evaluation of the framework’s
usability, ensuring that it effectively serves its purpose in delivering Al-generated ex-
planations to domain experts.

In the domain of XAI, the usability of a framework is a critical factor in its effectiveness
and practical application. Within the realm of condition monitoring for pump systems,
our framework is specifically crafted to provide XAl explanations accessible to engi-
neers and specialists who may not have a background in machine learning. It aims to
bridge the inner workings of ML models with the need for clear, actionable insights,
ensuring that engineers and specialists without ML expertise can readily understand
and apply these insights in their professional activities.

It is worth mentioning that the IEEE 2894-2024 Standard [85] outlines a set of assess-
ment metrics to evaluate the quality of explainable Al systems. These include fidelity
(how well the explanation reflects the model’s true behaviour), interpretability (the
ease with which users can understand the explanation), robustness (the stability of
explanations under small input perturbations), and fairness (the absence of discrimi-
natory bias in explanations). Although this standard was published toward the end
of this research, the proposed framework aligns with some of these principles—most
notably fidelity and interpretability—by validating explanations against established do-
main knowledge rather than relying on user feedback. This ensures consistency with
expert expectations, supporting trustworthy and usable model explanations in prac-
tice.

This framework has been employed to analyse real condition monitoring data from
pump systems operating under both normal and refuelling profiles. This practical
application demonstrates the framework’s adaptability and relevance in real-world sce-
narios, where accurate insights are crucial for informed decision-making.

Moreover, this research extends beyond a singular use case. The framework has been
applied to a diverse range of case studies, each with its unique characteristics and re-
quirements. This approach showcases the versatility and usability of the framework, as
it can be customised and adapted to different scenarios by making minor adjustments

to its stages. This flexibility allows the framework to align seamlessly with the specific
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demands of each case study, ensuring that it consistently delivers meaningful and un-
derstandable explanations to domain experts.

In essence, the usability of this XAl framework lies in its ability to provide actionable
insights to domain experts in a wide array of applications, from pump condition moni-
toring to other domains. By successfully applying this framework to multiple case stud-
ies and tailoring it to the unique needs of each scenario, its practicality and effectiveness
in empowering non-expert stakeholders with valuable Al-generated explanations have
been demonstrated. This usability underscores the framework’s potential to enhance

transparency and decision-making across various industries and applications.

6.5 Applying XAI to Condition Monitoring: Explaining
A Thrust Bearing Wear Predictive Model

The ability to comprehend the predictions of ML models is crucial, especially in in-
dustrial contexts where pivotal decisions hinge on these insights. The novel framework
proposed in this thesis is designed to make ML outputs accessible to domain experts,
fostering trust and enabling the practical application of these technologies in critical
scenarios. A prime example of its real-world impact is demonstrated in our case study
on centrifugal pump operations. These pumps are vital in many industries, optimising
fluid movement by converting kinetic energy into pressure. Our framework helped clar-
ify ML model predictions on pump degradation, leading to improved operations and
prolonged pump life. It emphasises the importance of operating pumps at their BEP
to reduce wear and extend durability, showcasing the framework’s utility in enhancing
industrial equipment’s operational efficiency and lifespan.

Understanding the rationale behind the predictions made by ML models holds sig-
nificant importance, particularly in industrial settings where critical decisions are at
stake. This framework serves as a valuable tool for domain experts, enabling them to
grasp the outputs generated by ML models, instil trust in these models, and facilitate
their responsible and effective deployment in real-world scenarios. The real-world im-

pact of this framework is made evident in our case study, where human-understandable
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Figure 6.5: Centrifugal pump performance curves showing the best efficiency point
(BEP) [4].

explanations were harnessed to elucidate a model’s predictions concerning pump degra-
dation. This application of the ML model resulted in enhanced pump operations and
an extended pump lifespan.

Centrifugal pumps, integral to key processes across various industries, function by
converting kinetic energy into pressure to move fluids. Their performance is described
by a performance curve, as depicted in Figure 6.5 [4], which outlines the relationship
between flow rates and pressure increase (Head). These pumps exhibit distinct physical
attributes tailored to specific applications. During the pump design phase, engineers
alm to minimise mechanical losses due to factors such as vibration, heating, or cavita-
tion [4]. Figure 6.5 [4] highlights the significance of the Best Efficiency Point (BEP),
where a pump operates converting energy into pressure increase in the most effective
manner possible, e.g. by minimising vibration and associated wear. Deviating from
the BEP can accelerate wear and lead to premature degradation [4]. This explanatory
case study leveraged real condition monitoring data from feed-water pumps to predict
thrust-bearing positions. Thrust-bearing movement is analogous to degradation, as it
results from unwanted pump operation effects. As the thrust-bearing moves, the asso-

ciated pads experience wear, emphasising the importance of minimising thrust-bearing
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movement to extend the pump’s operational life. In the context of this case study and
the associated analysis, the median thrust-bearing position is denoted as "median-TB"
[302].

The ML model’s objective is to predict the median-TB based on predetermined pump
operational profiles for flow (referred to as "mean-flow") and head (referred to as "mean-
head"). The ML model aims to identify the operational implications, i.e., predicted
pump degradation, arising from proposed plant operating profiles and subsequently
connect these findings with domain expertise. The prediction is presented in a clear
and readily understandable context for the end-users of ML outputs. Two datasets

were utilised:
1. Data collected during normal operation, representing operation near the BEP.

2. A profile associated with a power plant refuelling state, representing a pump

operating away from the BEP.

Now, the application of each stage of the proposed explainability framework in this

case study will be elaborated on.

6.5.1 Data pre-processing

A thorough examination of the dataset was conducted to assess the quality and com-
pleteness, with special attention given to the identification of missing values. Instances
of missing data were observed and subsequently addressed through the utilisation of the
forward-filling method. This technique, specifically tailored to the temporal nature of
the dataset, involved the replacement of missing values with the most recent available
observations, thereby ensuring the chronological continuity of the dataset. By applying
this method diligently, the dataset was rendered complete and consistent, allowing for
meaningful insights to be extracted and informed predictions to be made. The process
of handling missing values through forward filling played a crucial role in preserving
the temporal structure and enhancing the overall reliability of the research findings,
contributing significantly to the robustness of the research outcomes.

In scientific terms, stationarity in the context of time series data refers to the property
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where statistical properties such as mean and variance remain constant over time, thus
ensuring the reliability of subsequent analyses and conclusions drawn from the dataset.
The test presents the results as a test statistic and a p-value. A more negative test
statistic suggests the data is stationary, indicating no unit root is present. Critical
values for significance levels aid in interpreting this statistic. A low p-value (usually
below 0.05) further supports stationarity, indicating consistent statistical properties
over time. The stationarity of the dataset was assessed through the application of the
Augmented Dickey-Fuller (ADF) test, a statistical examination method employed to
ascertain the temporal stability of time series data. The results of this test indicated
that the dataset exhibited stationarity, signifying that there were no significant varia-
tions or trends observed over time. As a consequence of this stationary attribute, no
further processing or transformation was deemed necessary.

The datasets employed in this study consist of multivariate time series data encom-
passing flow and head measurements. These datasets play a pivotal role in forecasting
thrust-bearing positions. To enhance the predictive modelling, the time series data un-
derwent a restructuring process, converting them into a supervised learning framework
that incorporates the temporal aspect. This transformation was achieved by incorpo-
rating lagged observations of input features to forecast thrust-bearing positions. The
restructuring was executed through the utilisation of a shift function, aligning the
data with the principles of supervised learning. In supervised learning, models learn
from labelled training data, using this knowledge to predict outcomes for new, unseen
data. By incorporating past observations as part of the input features, the temporal
dynamics inherent in the time series data are preserved and utilised in the learning
process, thereby enhancing the model’s ability to make accurate predictions based on
the sequence of data points. This approach simplifies the prediction task by remov-
ing complexities, as referenced in [303]. Figure 6.6 provides a visual representation
of the data before and after this restructuring process. To predict median-TB(t), the
following operational measurements are leveraged: mean-Flow(t-1), mean-Head(t-1),

median-TB(t-1), mean-Flow(t), and mean-Head(t).
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Figure 6.6: Example of data before and after restructuring.

6.5.2 Modelling

In the context of our explainability case study, three well-known and well-understood
ML models were evaluated: linear regression, random forest, and XGboost. Linear
regression offers simplicity and interpretability, making it ideal for initial analyses.
Random Forest excels in handling complex data without intensive pre-processing and
highlights influential features. XGBoost, known for its efficiency and flexibility, ef-
fectively balances performance and interpretability, even in complex scenarios. This
selection spans from basic to advanced machine learning techniques, providing a broad
perspective on model performance and challenges in explainability, catering to users
with different levels of ML expertise. However, despite their simplicity, these models
pose challenges in terms of interpretability, especially for individuals not well-versed
in ML. These ML models have been applied to predict thrust-bearing positions. To
gauge their performance, three key performance metrics have been employed, which
can be found in Table 6.1 and Table 6.2. These metrics encompass the error magnitude
(RMSE), quantifying the model’s average prediction error; the R2 score, which assesses
the proximity of calculated values to actual data; and the MSE, detailed in equations
(6.1), (6.2), and (6.3).

Our findings revealed that, for the normal profile (as displayed in Table 6.1), the linear
regression algorithm exhibited superior performance, consequently being selected as
the predictive model for the normal profile dataset. Also, in the case of the refuelling
profile (as illustrated in Table 6.2), the metrics for linear regression surpassed those of
the random forest and XGboost regression models, boasting an R-squared value of 0.99

and an RMSE of 0.07. Therefore, linear regression was deemed the optimal predictive
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model for the refuelling profile dataset. (Refer to equations (6.1), (6.2) and (6.3) for
additional details.)

1 N

MSE = + ;(yi — i) (6.1)

where:
e N: total number of observations in the dataset,
e y;: actual value of the dependent variable for the i-th observation,

e ¢;: predicted value of the dependent variable for the i-th observation.

N

RMSE = VMSE = J ]‘b;(y — 9;)2 (6.2)

where:

N: total number of observations in the dataset,

y;: actual value of the dependent variable for the i-th observation,

9;: predicted value of the dependent variable for the i-th observation,

MSE: the Mean Squared Error, as defined in Equation 6.1.

N (o2
R2=1- ;l(y—y_)Q (6.3)
et (Yi — 1)

where:

N: total number of observations,

y;: actual value of the dependent variable for the i-th observation,

9;: predicted value of the dependent variable for the i-th observation,

e y: the mean of the actual values y;, calculated as ¢ = % f\il Yi-

171



Chapter 6. A Framework for user-friendly Explanations in Industry and Engineering
Applications

ML models R2 Score | MSE | RMSE
Linear regression | 0.99 0.0015 | 0.039
Random forest 0.77 0.085 0.29
XGBoost 0.76 0.09 0.3

Table 6.1: Comparison of ML models’ performances for the normal profile.

The following are the key hyperparameters chosen for each ML model used in this

study:

e Linear Regression:
— This model is initialised with default parameters.
e XGBoost Regressor:

— n_estimators: set to 100 (Default value), the number of boosting rounds,

typically ranging between 100 and 500 [291].

— learning_rate: set to 0.1 (Default value), controlling the contribution of

each tree, often reduced in practice for improved generalisation.

— max_depth: set to 6 (Default value), with values from 3 to 10 commonly

applied depending on dataset complexity.
e Random Forest Regressor:

— n_estimators: set to 100 (Explicit), the number of trees in the ensemble,

balancing accuracy with computation time [41].
— max_depth: set to 6 (Explicit), limiting tree growth to mitigate overfitting.

— random_state: set to 0, ensuring reproducibility of results.

Data Split: 80/20 train—test ratio.

Motivation for Explaining Linear Regression

The issue at the core of the thrust bearing wear case study is not merely about explain-

ing a transparent model like linear regression but about contextualising its explanations
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ML models R2 Score | MSE | RMSE
Linear regression | 0.99 0.005 | 0.07
Random forest 0.75 0.13 0.13
XGBoost 0.72 0.15 0.39

Table 6.2: Comparison of ML models’ performances for the refuelling profile.

for domain experts. While linear regression provides straightforward coefficients and
predictions, these outputs often lack the necessary operational context to resonate with
experts. The focus, therefore, is on translating these raw, mathematical outputs into
insights that align with the specific language, knowledge, and decision-making processes
used by experts in the domain [33].

This need for contextualization is reflected in broader discussions on explainability
in complex systems. For instance, as emphasised in [304], effective explainability re-
quires evaluating explanatory systems across dimensions such as usability, functional
requirements, and user-centred validation. Linear regression outputs, while mathemat-
ically interpretable, often fail to meet usability standards, particularly in providing
actionable and domain-specific insights.

A recent study in the biomedical domain demonstrated [305] that SHAP can be applied
not only to complex black box models but also to inherently interpretable regression
models, including linear and logistic regression. The analysis showed that even when
transparency is already present through model coefficients, SHAP adds explanatory
value by enabling visualisation, comparison, and contextualisation of feature effects.
This evidence supports the view that SHAP is not restricted to opaque models but can
also enrich understanding of linear models, which is directly relevant to the approach
taken in this thesis.

Another line of work [306] has shown that SHAP can reveal important nuances even
in simple models such as linear regression. In particular, it was demonstrated that
when features are dependent, naive interpretation of coefficients may be misleading,
while SHAP-based attribution helps to identify how these dependencies affect individ-
ual predictions. This illustrates that the value of SHAP is not limited to enhancing

transparency in complex models, but also lies in uncovering insights that coefficients
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alone cannot provide, thereby reinforcing its usefulness even in linear modelling con-
texts.

The challenge becomes even more pressing when considering that simple models like lin-
ear regression can also exhibit information leakage if not contextualised properly [304].
This leakage can lead to misinterpretations, especially in domains where operational
thresholds and domain-specific behaviours significantly influence decision-making. For
the thrust-bearing wear study, leveraging an operational framework such as Explain-
ability Fact Sheets could help align regression outputs with expert expectations and
operational realities.

Moreover, it is crucial to identify the role of domain-specific sanity checks and the
incorporation of common-sense knowledge bases to evaluate and justify system out-
puts [307]. This approach aligns closely with the challenge in the thrust-bearing wear
case study: creating explanations that are understandable and actionable within the
specific context of machinery wear and maintenance. For instance, presenting regres-
sion outputs alongside explanations grounded in known wear behaviours or operational
thresholds can significantly enhance their relevance and trustworthiness [28] [57].

In addition, a technique such as SHAP can provide visual aids to complement
numerical regression outputs. These visualisations can help bridge the gap between
mathematical outputs and actionable insights, especially when coupled with domain-
specific operational plots [304].

In summary, the motivation for introducing explanations in this case study is not
to address the transparency of the linear regression model itself but to ensure that its
outputs are contextualised and presented in a way that supports domain experts in their
decision-making. This perspective aligns with the broader principle of explainability as

a user-centred and domain-specific endeavour [28] [57] [304] [307].

6.5.3 XAI Tool Application

As previously discussed, the SHAP explainability tool is underpinned by a robust the-
oretical foundation, capable of furnishing both local and global explanations that are

notably more dependable than those offered by alternative explainability tools [56].
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The ensuing results stem from the application of SHAP techniques, elucidating the key
determinants of model predictions. In Figure 6.7, the SHAP summary plot for normal
profile data unveils the most influential features, namely median-TB(t-1), mean-Head(t-
1), mean-Head(t), mean-Flow(t-1), and lastly mean-Flow(t).

Similarly, Figure 6.8 portrays the SHAP summary plot for refuelling profile data, high-
lighting the pivotal features shaping model predictions within the context of operational
refuelling scenarios. These plots elucidate the SHAP values associated with each feature
and their impact on the model’s predictions. Furthermore, they present a global per-
spective by ranking the most crucial features, with median-TB(t-1), mean-Head(t-1),
mean-Head(t), mean-Flow(t-1), and lastly mean-Flow(t) emerging as the most signifi-
cant contributors, as illustrated in Figure 6.7 and Figure 6.8.

Analysing the SHAP summary plots for both profiles, it becomes evident that
median-TB(t-1) exhibits a positive correlation with the model’s output. An increase
in median-TB(t-1) corresponds to an increase in the model’s predictions.

For the normal profile, the SHAP force plot depicted in Figure 6.9 provides insights
into the most critical local features. Notably, median-TB(t-1), highlighted in blue,
emerges as the paramount feature, exhibiting a negative correlation with the model’s
output, signifying that an increase in median-TB(t-1) results in a decrease in thrust-
bearing positions.

Similarly, for the refuelling profile, the SHAP force plot presented in Figure 6.9b
unveils the salient local features pertaining to a specific instance, as described in the
accompanying text-based explanation in Figure 6.10b. Here, median-TB(t-1) assumes
the primary role as the most influential feature, denoted in blue, with a negative corre-
lation, indicating a reduction in thrust-bearing positions as median-TB(t-1) increases.
Additionally, mean-Head(t-1), also highlighted in blue, stands out as the second most
significant feature, contributing to a decrease in the model’s output for this particular

prediction.
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Figure 6.7: SHAP summary plot for the normal profile showing the most important
features globally.
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Figure 6.8: SHAP summary plot for the refuelling profile showing the most important
features globally. showing the most important features globally.

6.5.4 Generation of Human-understandable Explanations

The techniques elucidated in Section 6.2 have been employed to generate text-based
explanations, a novel approach aimed at facilitating quicker and more accessible com-
prehension for individuals without expertise in ML. Figure 6.10a showcases text-based
explanations corresponding to the normal profile, aligning with the SHAP force plot
depicted in Figure 6.9a. Similarly, Figure 6.10b provides an exemplar of text-based
explanations tailored for the refuelling profile, corresponding to the SHAP local expla-
nations plot presented earlier in Figure 6.9b.

Furthermore, Figure 6.11a offers text-based explanations in line with the SHAP

summary plot illustrated in Figure 6.7a, elucidating the most globally significant fea-
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Figure 6.9: SHAP force plots of instances taken from normal and refuelling profiles.

tures within the normal profile dataset. In contrast, Figure 6.11b furnishes text-based
explanations for the refuelling profile, aligning with the SHAP summary plot presented
in Figure 6.7b, highlighting the pivotal features within the refuelling profile.

It is worth noting that these algorithms are not designed as standalone software
applications but are intended to seamlessly integrate with existing software tools, as
detailed in [302]. The referenced software tool operates by delineating the consequences
of operational decisions using predictive features derived from domain expertise, specif-
ically focusing on the relationship between pump set point positions within a pump
curve (depicting the flow and head in efficiency terms) and the lateral movement of the
pump shaft. This tool partitions the pump curve into sectors and captures the duration
within these sectors—a crucial factor that affects wear. These sector-specific wear con-
sequences, known to pump asset experts but not discernible in raw data, are unveiled
through this tool. Importantly, this framework enhances the existing software’s func-
tionality by automatically predicting the consequences of operational decisions using
raw data, thereby expanding its capabilities and facilitating the delivery of comprehen-

sible explanations [302].
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6.5.5 Graphical Representation of Explanations

This section introduces a novel algorithm specifically designed to generate visually
intuitive representations that cater to non-ML experts. These graphical representations
establish a causal connection with explanations generated by SHAP. The output of this
algorithm superimposes a pump curve, with the primary objective of identifying safe
operational regions.

For each observation, the algorithm computes the sum of SHAP values across all
features. If the resulting sum is negative, it indicates an expected decrease in output
concerning the base value, which represents the average prediction within the training
dataset. Conversely, if the sum is positive, it signifies an expected increase in output.
To visually convey this information, the algorithm employs a colour scheme to annotate
the corresponding values of flow and head. Specifically, it employs the colour red when
the sum of SHAP values exceeds zero, signifying operational zones that deviate from
the optimal efficiency point, resulting in reduced efficiency and increased thrust-bearing
movement—undesirable outcomes that operators seek to avoid. In contrast, the colour
green is employed when the sum of SHAP values is less than zero, indicating safe oper-
ational regions where the pump operates at peak efficiency with minimal degradation.
Lastly, the colour cyan is used when the sum of SHAP values equals zero, denoting
semi-safe operational areas (as illustrated in Figure 6.4).

The algorithm described in the previous chapter in Figure 6.4 has been applied to
generate a graphical representation of the ML prediction that is familiar to a pump
engineer with their related domain expertise. Figure 6.12a shows the operating state
near the BEP overlaid by a schematic of the pump curve marked to show the areas of
normal operations and Best Efficiency flow (BEQ). Green and cyan markers represent
semi-safe and safe operational areas, respectively, as expected for data taken during
normal operation, at which the pump has the highest efficiency, less thrust-bearing
movement, and hence, less degradation.

In Figure 6.12b, the red markers in the graphical representation designate operating
away from the BEP, which means that the pump does not operate under the optimal

flow and head values and denotes operational values for head and flow that will lead to
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more thrust-bearing movement. Hence, more degradation operators aim to avoid. Cyan
markers depict semi-safe operational areas. Upon comparing this graphical representa-
tion with the real pump curves for the assets, the graphical representation provides a
causal link to the explanations provided. Hence, puts the explanations in context for a

non-ML expert, helping them trust the ML algorithm’s outputs more easily.

pesH

Flow

(a) Graphical representation for normal profile showing green and cyan markers denoting safe
and semi-safe operational areas near the best efficiency point representing optimal conditions in
terms of flow and head values, which result in higher efficiency rates and less degradation.

peaH

Flow

(b) Graphical representation for refuelling profile showing red markers operating away from the

best efficiency point, resulting in less efficiency and more degradation, green and cyan markers

represent operating towards the best efficiency point, which results in more efficiency and less
degradation.

Figure 6.12: Graphical representations for normal and refuelling profiles overlaid onto
a schematic of a pump curve.

6.6 Validating Explanations Generated from XAI Tools

against Domain Knowledge

In the traditional approach to validation, experts well-versed in the domain would
meticulously assess the explanations furnished by the SHAP explainability tool, ensur-

ing their alignment with established principles. However, in the unique context of this
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case study, the availability of such domain experts was limited or nonexistent.

To surmount this challenge, an alternative path was sought by drawing upon existing
and rigorously validated domain knowledge, particularly focusing on a set of principles
known as the pump affinity laws. These laws are foundational within the realm of fluid
mechanics and pump operation, providing precise insights into the inner workings of
pumps and how variations in operational conditions influence their performance.

A pivotal revelation stemming from the pump affinity laws centres on the inter-
play between power consumption and pump efficiency. As delineated by these laws,
an uptick in power consumption can serve as an indicator of inefficiency in the pump’s
operation. In practical terms, this suggests that when a pump consumes more power
than anticipated given specific conditions, it may be functioning sub-optimally, poten-
tially resulting in the wasteful expenditure of energy. Moreover, this inefficiency can
contribute to heightened wear and tear on the pump’s components, which is undesir-
able.

To validate the explanations generated by the SHAP tool, a thorough comparison
has been conducted against the forecasts and insights derived from the pump affinity
laws as denoted in Equations 6.4, 6.5 and 6.6 [308]. The assessment of whether the
explanations are harmonised with the well-established principles has been conducted by
scrutinising how alterations in input variables influenced the SHAP values and, subse-
quently, the model’s predictions. In instances where the SHAP explanations indicated
a notable increase in power consumption as a significant factor impacting predictions,
it concurred with the tenets of domain knowledge, further affirming the validity of the
generated explanations.

This methodology, rooted in a bedrock of extensively validated domain knowledge,
served as a resilient mechanism for validation. It ensured that the explanations pro-
duced by the SHAP tool remained in harmony with established principles, even in the
absence of direct input from domain experts. This validation framework bolstered the
dependability and credibility of the generated explanations, thus fortifying their effec-

tiveness in interpreting and comprehending the predictions of the ML model within the
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unique context of our case study.

2 _ <N2>2 (6.4)

H,y Ny
Where:
H; : Total head at the initial point, scalar.
Hy : Total head at the final point, scalar.
Nj : Initial speed or condition, scalar.
Ny : Final speed or condition, scalar.
P <N2>3 (6.5)
P \N '
Where:

P, : Power consumption at initial speed, scalar.
P, : Power consumption at final speed, scalar.
Ny : Initial speed or condition.

Ny : Final speed or condition.

Q2 _ o

Q1 N (6.6)
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Where:

(1 : Flow rate at initial speed, scalar.
Q- : Flow rate at final speed, scalar.
N7y : Initial speed or condition.

Ny : Final speed or condition.

6.6.1 Using Pump Affinity Laws to Predict the Performance of the
Pump.

Utilising the invaluable insights provided by the pump affinity laws, a methodical pro-
cess of categorising our datasets, encompassing measurements of head, flow, and thrust
bearing movement, was embarked upon. As elucidated in the previous section, these
principles served as our guiding compass. In particular, the pump affinity laws have
been applied to discern patterns within the data that spanned head, flow, and thrust
bearing movement measurements.

One pivotal observation that was gleaned from these laws was the correlation be-
tween power consumption and its potential consequences. According to the tenets
outlined in equation 6.4, an increase in power consumption could signify a scenario
where power is expended inefficiently, potentially leading to wastage. This inefficiency,
in turn, has the potential to exacerbate wear and tear on the pump.

In essence, Pump affinity laws have been used to categorise the datasets, focusing
on the measurements of head, flow, and thrust bearing movement as shown in Figure
6.13. This knowledge was leveraged to identify and interpret trends within the data,
with a particular emphasis on power-related aspects. This proactive approach detected
instances where elevated power consumption may indicate inefficiency and the potential
for power wastage, which, as outlined in [309], can contribute to increased wear and
tear in the system. The flowchart illustrates a step-by-step process for categorising a
dataset based on power changes observed in a pump system. This categorisation is
grounded in the principles of pump affinity laws and is aimed at identifying operational

efficiency.
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The process begins with the calculation of power changes across data points. This
involves analysing variations in power consumption over time or between specific mea-
surements. Once these individual power changes are determined, the next step is to
compute the average power change for the dataset. This average serves as a benchmark
to classify data points into distinct categories.

Each data point is then compared against the average power change. If the power
change for a given data point exceeds the average, it is classified as "Red", indicating a
scenario of potentially inefficient power usage. On the other hand, if the power change
is less than or equal to the average, further evaluation is conducted. Specifically, if
the power change is strictly less than the average, the data point is categorised as
"Green", signifying efficient or normal operation. However, if the power change equals
the average, the data point is classified as "Cyan", representing a neutral or balanced
state.

This classification process leverages the pump affinity laws to systematically identify
patterns in the data, focusing on power consumption changes. The categories—Red,
Green, and Cyan—provide valuable insights into the operational efficiency of the pump
system, enabling the identification of areas where power is either optimised or poten-
tially wasted. This method not only aids in understanding pump performance but also
serves as a foundation for further analysis and decision-making.

On the other hand, SHAP values generated by the SHAP explainability tool for
the same dataset were utilised for a corresponding dataset categorisation. This cate-
gorisation process replicated the one predicated on the pump affinity laws, resulting in
analogous categories represented by the colours red, green, and cyan. Consequently,
two distinct yet comparable data frames were created, each categorised independently
through different approaches.

Subsequently, a comparative analysis was conducted to evaluate the extent of
alignment between the SHAP-derived categorisations and those obtained from domain
knowledge (pump affinity laws). The objective was to determine how closely the SHAP-

generated explanations reflected established principles, thereby assessing their reliabil-

ity.
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Figure 6.13: Using pump affinity laws to categorise the dataset.

To achieve this, the overall accuracy or percentage agreement was adopted as the
primary measure of similarity. In this approach, each instance in the SHAP-derived
dataset was compared with the corresponding instance in the domain knowledge-based
dataset. A match was recorded when both datasets assigned the same category (Red,
Green, Cyan), and the accuracy was then calculated as the proportion of matching

instances relative to the total number of instances:
1 & sHap DK
Accuracy = N > SwMAY, yt) (6.7)
i=1

where:

e N is the total number of instances,
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. yiSHAP is the category assigned by the SHAP-based method for instance i,

. yPK is the category assigned by the domain knowledge-based method for instance

i,

e 0(a,b) is an indicator function defined as:

1, ifa=0b
d(a,b) =

0, otherwise
This measure provides an intuitive and interpretable indication of agreement between
the two categorisation methods, capturing the proportion of cases in which SHAP ex-

planations and domain knowledge were consistent.

Similarity Measure Score
Overall Accuracy (Percentage of Agreement) | 0.712

Table 6.3: Agreement between SHAP-based and domain knowledge-based categorisa-
tions

The resulting accuracy score of 0.712 indicated a moderate-to-high level of agree-
ment, reflecting substantial correspondence between the SHAP explanations and the
classifications derived from the pump affinity laws, while also highlighting areas where

the two approaches diverged.

6.6.2 How to Justify Similarity Measure

The recognition of the discrepancy between SHAP explanations and our findings un-
derscores the need for further investigation to elucidate and justify this divergence. To
address this, one plausible approach is to apply the same analytical framework to pub-
licly available datasets that are well-documented with established domain knowledge.
This comparative analysis would allow us to assess the viability and consistency of our
approach in a broader context. Through examination of how our approach performs on

datasets with established ground truth and domain principles, valuable insights into the
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robustness and generalizability of our methodology can be gained. This step is crucial
in ensuring the reliability and credibility of these research findings and will contribute
to a more comprehensive understanding of the applicability of SHAP explanations in

various domains.

6.6.3 Addressing Uncertainty and Limitations

SHAP is a valuable tool for interpreting ML model predictions, but it is not without
limitations. One significant limitation lies in its potential to contribute to discrepancies
observed in case studies, such as those involving thrust bearing wear analysis. These
discrepancies may arise due to SHAP’s inherent assumption of equal attribution among
features, which can oversimplify complex real-world relationships. This oversimplifica-
tion is a primary contributing factor to the disconnect between domain knowledge and
SHAP-based explanations in such scenarios.

In their study, [310] contend that SHAP values exhibit a noteworthy limitation stem-
ming from their inherent disregard for the intricate causal structures inherent in the
data. Specifically, this framework allocates equal attribution weight to all features
within the model explanation, mandating that attributions be uniformly distributed
across equally informative features.

The absence of a causal structure within the SHAP values framework can pose a sig-
nificant concern, potentially resulting in erroneous decisions in specific use cases. This
risk arises when attributing significance to a feature with substantial SHAP values, as
these values may primarily reflect the influence of other interconnected features rather
than the feature itself.

This limitation highlights a potential challenge in SHAP’s ability to accurately reflect
the underlying causal relationships within the data, particularly when certain features
are intricately interdependent.

In this work, the validation of SHAP explanations within the context of real-world
condition monitoring case studies has been undertaken, and this validation has been
extended to encompass various domains of knowledge. The assessment of the similarity

measure yielded a result of approximately 0.712. In this section, the factors contribut-
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ing to this similarity measure are shown and elaborate on the reasons for its relatively
modest value.

One notable aspect influencing the similarity measure is the inherent nature of the
SHAP tool itself. SHAP explanations, while insightful and valuable, may introduce a
level of dissimilarity due to their inherent properties and mechanisms. Understanding
these inherent limitations is crucial in interpreting the similarity measure.
Furthermore, the quality of the data used in the case studies plays a pivotal role in
determining the similarity measure. The data used in real-world condition monitoring
scenarios is often characterised by its complexity and may contain various forms of
noise, anomalies, and missing values. The "noisiness" of this data makes it significantly
challenging to achieve high similarity measures. These data imperfections can result in
inconsistencies in the SHAP explanations, leading to the observed lack of similarity.
One approach to overcoming the challenges of noisy data in real-world condition mon-
itoring is through the generation of synthetic data using GAN [44]. GANs can cre-
ate realistic synthetic samples that replicate the patterns found in original data while
minimising noise and inconsistencies. By incorporating these high-quality synthetic
samples into the dataset, GANs can help balance the data and reduce the influence of
noise, leading to more robust and reliable SHAP-based explanations. This approach
enhances the dataset’s overall quality, supporting more accurate and consistent model
interpretations, especially in complex, noisy environments.

To address sources of uncertainty and enhance the reliability of SHAP explanations,
an analysis is conducted using the well-known Iris dataset. This dataset serves as a
controlled environment, allowing for a focused examination of SHAP’s effectiveness un-
der ideal, well-structured conditions. By confirming SHAP’s expected performance in
this simplified context, the analysis establishes a baseline for its interpretability and
reliability, helping to isolate SHAP’s strengths and limitations before applying it to
more complex, noisy datasets.

This initial benchmarking aligns with a large body of SHAP-related literature but
adds a distinct perspective by explicitly demonstrating how SHAP explanations func-

tion within a low-uncertainty, well-understood dataset. Observing SHAP’s performance
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in such a controlled setting provides valuable insight into its stability, allowing for a
meaningful comparison when extending the analysis to real-world, condition monitor-
ing data, where challenges like noise, feature interdependencies, and data imperfections
are prevalent.

In this way, the analysis not only reaffirms SHAP’s reliability in ideal conditions but
also builds a foundation for exploring modifications (e.g., Weighted SHAP) and tech-
niques that enhance its applicability and robustness in more complex scenarios, which
is critical in industrial applications.

In summary, the similarity measure of 0.712 observed in the validation of SHAP expla-
nations within real-world condition monitoring case studies reflects both the limitations
of the SHAP framework and the challenges posed by noisy, real-world data. To im-
prove the reliability of SHAP explanations, controlled datasets, such as the Iris dataset,
have been used to establish a benchmark under ideal conditions, providing insight into

SHAP’s baseline performance.

Using IRIS data to Verify SHAP Explanations

To ensure credibility and reliability in the validation process, the Iris dataset was de-
liberately selected as the foundation for establishing a solid baseline. By using a well-
understood, controlled dataset, the baseline allows for a clear evaluation of SHAP’s
performance under ideal conditions. This helps differentiate between limitations inher-
ent to the SHAP framework and those introduced by data complexity. Such a baseline
provides a critical reference point, enhancing the robustness of subsequent validations
on more complex, real-world datasets, where noise and feature interdependencies pose
greater challenges.

To illustrate the methodology applied to the IRIS dataset, Figure 6.14 showcases the
approach undertaken. The Iris dataset holds a distinguished status in the field of data
analysis and ML, recognised as a benchmark dataset with well-defined characteristics.
It encompasses samples derived from three distinct species of iris flowers, and in total,
it comprises 150 instances.

What lends added confidence to our validation effort is the wealth of established
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Figure 6.14: Methodology used to verify SHAP explanations using the TRIS dataset.

knowledge and research that has been conducted on the Iris dataset over the years. Nu-
merous studies, as referenced in [311], have thoroughly explored and documented the
characteristics and patterns within this dataset. This extensive body of prior research
provides us with a well-structured foundation for our validation process.

Insights and results from these established sources are drawn upon to effectively bench-
mark our validation procedures against widely accepted standards. By this approach,
the credibility of our validation is enhanced, and it is ensured that our results can be
rigorously compared and validated within the broader context of the Iris dataset—a
dataset renowned for its reliability and extensive analysis history.

Initially, as part of the data pre-processing phase aimed at achieving a deeper
understanding and uncovering potential correlations, data visualisation was conducted.
In this process, the data was visualised using the sepal width and sepal length attributes
as shown in Figure 6.15. However, as shown in Figure 6.15a, it was observed that
the separation between the different iris species might not have been as distinct as

anticipated. This observation suggests that the influence of the sepal features alone in
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effectively distinguishing between the various iris species may not have been particularly
pronounced.

In essence, despite the exploration of the sepal width and sepal length attributes as
potential discriminators, it was inferred that other factors or features may have played
a more substantial role in the accurate differentiation of iris species. The significance
of considering a broader set of attributes or features in the analysis to ensure precise
species classification is underscored by this insight.

On the contrary, when visualising the data based on petal width and petal length
as shown in Figure 6.15b, distinct clusters for each species can be clearly discerned.
This serves as a compelling illustration that these two features possess a high level of
discriminative power when it comes to accurately classifying the various types of iris
flowers.

Following that, the Iris dataset was subjected to classification using a Random Forest
classifier, where instances were classified into one of three classes: Setosa, Versicolor
and Virginica. This ML algorithm, renowned for its versatility and robustness, was
employed to discern and allocate each instance to its respective class based on the
dataset’s features.

The Random Forest classifier works by building multiple decision trees, where each
tree plays a role in making classification decisions. By combining the predictions from
these individual trees, the classifier can deliver a robust and accurate classification
result.

By employing this classifier on the Iris dataset, the aim was to leverage its capabil-
ities in effectively distinguishing and classifying instances into the three distinct cate-
gories. This classification process relied on the underlying patterns and relationships
within the dataset, allowing informed and precise decisions regarding class assignments
to be made for each instance.

The feature importance analysis conducted using the Random Forest Classifier
yielded valuable insights into the discriminative power of each feature within the Iris
dataset. Among these features, petal length and petal width emerged as the most influ-

ential factors in classifying iris species, as shown in Table 6.4, both carrying substantial
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(a) Scatter plot of Iris dataset based on sepal values. (b) Scatter plot of Iris dataset based on petal value

Figure 6.15: Comparison of scatter plots based on sepal length and petal length in the
Iris dataset. The plot (a) shows the distribution of data points based on sepal length,
while plot (b) shows the distribution based on petal length. The significant separation
of data points in plot (b) suggests that petal length may be a more important feature
in distinguishing between Iris species.

importance values of 0.436130 and 0.436065, respectively. These high importance scores
underscore the pivotal role of petal characteristics in the classifier’s decision-making
process.

In addition to petal attributes, sepal length was also identified as a relevant discrim-
inative feature, albeit with a lower importance value of 0.106128. This indicates that
variations in sepal length contribute significantly to species classification, although to
a lesser extent compared to petal attributes.

Conversely, sepal width exhibited the lowest feature importance among the four
attributes, with a score of 0.021678. While its influence is relatively minor in comparison
to the other features, it still plays a role in the classification process.

Collectively, these feature importance values provide a clear hierarchy of the fea-
tures’ contributions to accurate species classification within the Iris dataset. The find-
ings highlight the significance of petal characteristics, especially petal length and width,
in differentiating iris species, offering valuable insights for further analysis and model
interpretation.

Utilising the SHAP explainability tool in conjunction with the Random Forest clas-
sifier, a comprehensive analysis of feature importance was conducted. The outcome of

this analysis is encapsulated in the SHAP summary plot in Figure6.16, as illustrated in
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Feature Importance
Petal Length (cm) 0.436130
Petal Width (cm) 0.436065
Sepal Length (cm) 0.106128
Sepal Width (cm) 0.021678

Table 6.4: Feature Importance by Random Forest Classifier
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Figure 6.16: SHAP summary plot to show the most important features.

the accompanying Figure. This plot succinctly underscores the paramount significance
of certain features, with petal width and petal length emerging as the most influential.
Following closely in importance are sepal length and sepal width, in that order.
Remarkably, the Random Forest classifier consistently and persistently identifies petal
width and petal length as the preeminent features in the classification process, as shown
in Table 6.4. This consistent recognition serves to underscore the pivotal role that
these attributes play in effectively discerning between various iris species. In essence,
these findings robustly reinforce the assertion that petal width and petal length are of
paramount importance when it comes to classifying iris species, as consistently demon-
strated by the Random Forest classifier.

SHAP, in addition to its role in feature importance analysis, offers valuable in-
sights into the individual contributions of features to model predictions. In the context
of this analysis, as exemplified in the provided figure, SHAP elucidates the specific
contributions of each feature to predictions as shown in Figure 6.17. In this case, it
unequivocally affirms the profound significance of petal characteristics in effectively

distinguishing between various types of iris flowers.
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Figure 6.17: SHAP force plot for one instance in the IRIS dataset showing the most
important features and their impact.

The figure vividly illustrates how petal characteristics, notably petal width and
petal length, exert a substantial influence on shaping the model’s predictions. These
insights reinforce the understanding that variations in petal attributes serve as key
discriminators in accurately classifying different iris species. SHAP’s ability to pro-
vide such granular insights enhances our comprehension of feature contributions within
the predictive model and underscores the pivotal role of petal characteristics in the
classification process.

After receiving SHAP explanations, domain knowledge rules were derived from es-
tablished references, delineating feature thresholds within the context of various species.
These rules encompassed feature thresholds pertinent to each species. Subsequently,
SHAP value extraction was carried out by applying a trained Random Forest classi-
fication model to the Iris dataset, yielding SHAP values for a specific instance. The
ensuing analysis of SHAP values for each feature within the given instance unveiled
that positive SHAP values signified a feature’s affirmative contribution to the predic-
tion, whereas negative SHAP values denoted a detrimental contribution. A crucial step
in this process involved comparing the effects of SHAP values on the prediction with
the predefined domain knowledge rules. This comparison elucidated whether the im-
pact of each feature, as indicated by the SHAP values, concurred with the predictions
made by the established domain knowledge.

In order to establish a robust baseline for measuring the alignment between SHAP
explanations and domain knowledge, the same methodology was applied to a controlled
dataset. The objective of this approach was to determine a satisfactory level of sim-
ilarity accuracy between SHAP explanations and domain knowledge, which not only

enhances our methodological confidence but also furnishes a valuable benchmark for
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assessing the degree of disparity observed within the original industrial context.

In analysing SHAP values, it is crucial to interpret their implications accurately.

Figure 6.18 shows how shap values are verified against rules extracted from domain
knowledge taken from [311]. Positive SHAP values for specific features indicate that
the presence of those features positively contributes to the likelihood of predicting the
corresponding class. For instance, a positive SHAP value associated with the "petal
width" feature in the "Setosa" class suggests that higher values of petal width increase
the probability of the model predicting the class as "Setosa." Conversely, negative SHAP
values for features imply a negative contribution to class prediction likelihood. If a
negative SHAP value is linked to the "sepal length" feature in the "Virginica" class, it
signifies that lower sepal length values elevate the probability of the model predicting
the class as "Virginica." Additionally, the magnitude of SHAP values reflects the extent
of a feature’s impact on the prediction. Larger magnitudes indicate stronger influence,
where a high positive SHAP value signifies a significant positive effect on class predic-
tion, while a high negative value denotes a substantial negative impact. These insights
are instrumental in comparing SHAP explanations with domain knowledge to assess
the congruence of their findings.
In Figure 6.19, a sample output from verifying SHAP values against domain knowledge
rules. For each data instance in our analysis, SHAP values are computed to understand
the impact of individual features on the model’s prediction. Specifically, the focus is
placed on the two most critical features, petal length and petal width, which have
consistently been found to be the most influential in our context.

Firstly, an assessment is made to determine whether the SHAP values for these
features in a given instance have a significant positive effect on the predicted output.
In other words, it is checked whether higher values of petal length and petal width
contribute positively to the likelihood of the model predicting a specific class. This
step assists in identifying which features are deemed crucial for the model’s decision
for that particular instance.

Once the impact of the SHAP values has been established, the next step involves

comparing these findings with our domain knowledge rules, which define specific bound-
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aries or thresholds for petal length and petal width based on established references.
These rules encapsulate our understanding of how these features should behave in re-
lation to the predicted class.

The crux of this analysis lies in determining whether the observed impact of petal
length and petal width aligns with what our domain knowledge rules predict. If the
SHAP values indicate that higher values of these features positively influence the pre-
diction, and our domain knowledge rules are in agreement with this observation, it
strengthens our confidence in both the model and the domain knowledge. Conversely,
if there is a misalignment, it prompts further investigation into potential discrepancies
or areas for improvement.

In summary, this analytical process involves the computation of SHAP values to as-
sess the impact of crucial features, a comparison of these values with domain knowledge
rules, and an evaluation of the degree of alignment between the two. This helps us val-
idate the model’s behaviour and gain insights into the consistency between data-driven

predictions and established domain expertise.

For each SHAP local
explanation, check Extract rules from

SHAP values for each domain_ I_(nowlec_:lge
feature and how it about iris species
affects the prediction

Compare if
the SHAP
values align
with the
domain
rules
extracted

Figure 6.18: How to verify SHAP values against rules extracted from domain knowledge.
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Instance 1:

Predicted Iris type: versicolor

Domain Knowledge: Petal Length: (2, 5)

Domain Knowledge: Petal Width: (8.5, 2)

SHAP Explanations: Petal Length SHAP Value: ©.3173
SHAP Explanations: Petal Width SHAP Value: ©.38@3
Aligned with Domain Knowledge: Yes

Instance 2:

Predicted Iris type: setosa

Domain Knowledge: Petal Length: (1, 2)

Domain Knowledge: Petal Width: (8.1, ©.7)

SHAP Explanations: Petal Length SHAP Value: ©.3247
SHAP Explanations: Petal Width SHAP Value: 9.3336
Aligned with Domain Knowledge: Yes

Figure 6.19: Sample of output to verify SHAP values against domain knowledge rules.

In this approach, the comparison between SHAP explanations and domain knowl-
edge was structured around a set of predetermined rules widely accepted within the
domain. These rules serve as a clear representation of expert insights, specifying how
various features should impact outcomes. Using these rules as a benchmark, each SHAP
explanation was systematically compared against the domain knowledge to evaluate its
accuracy.

The process entailed an examination of SHAP outputs to determine whether they
adhered to or deviated from these predefined rules. A SHAP explanation was considered
'right’ when it aligned with the expectations set forth by these rules, indicating a
correct identification of feature impacts. Conversely, explanations were deemed ’not
right’ whenever there was a divergence from these established guidelines.

The similarity measure was thus calculated by tallying instances of agreement
(where SHAP outputs conformed to the domain knowledge rules) versus instances of
disagreement. In this analysis, the objective was to evaluate the alignment between the
classifications generated by SHAP explanations and domain knowledge rules for the

Iris dataset. A step-by-step process was followed:
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Dataset and Model

The Iris dataset consists of 150 data points, each describing an Iris flower using features
such as sepal length, sepal width, petal length, and petal width. The dataset includes
three classes: Iris setosa, Iris versicolor, and Iris virginica. The dataset was divided

into training and testing subsets:

o Training set: 80% of the data (120 data points) was used to train a Random

Forest Classifier.
o Test set: 20% of the data (30 data points) was used to evaluate the model and
conduct similarity analysis.

Domain Knowledge Rules

Domain knowledge was defined in terms of expected ranges for petal length and width

for each class:
o Iris setosa: Petal length in [1, 2], petal width in [0.1,0.7].
o Iris versicolor: Petal length in [2,5], petal width in [0.5, 2].

o Iris virginica: Petal length in [3, 7], petal width in [1, 3].

Similarity Metric: Overall Accuracy (Percentage of Agreement)

To evaluate the alignment between SHAP-generated explanations and domain knowl-
edge, overall accuracy (also referred to as percentage of agreement) was employed.
This metric measures the proportion of instances where both categorisation methods

produced the same class label. Formally, it is defined as:

Number of matching instances

Accuracy =
Y Total number of instances

where:

e Matching instances: the number of data points for which SHAP and domain

knowledge assigned the same class label,
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e Total number of instances: the total number of data points evaluated.

Results

In the Iris test set of 30 data points, SHAP explanations were compared to domain
knowledge rules on an instance-by-instance basis. The resulting overall accuracy (per-

centage of agreement) indicated a very high level of concordance:

Similarity Measure Score
Overall Accuracy (percentage of agreement) | 0.97

Table 6.5: Overall accuracy (percentage of agreement) between SHAP explanations
and domain knowledge for the Iris dataset.

This high accuracy score of 0.97 demonstrates strong alignment between SHAP
classifications and domain knowledge. Such a high similarity measure reinforces the
validity of the SHAP explanations, showcasing their ability to accurately reflect the
nuanced interplay of features as encapsulated by domain-specific rules. This methodical
comparison underscores the robustness of our model in generating explanations that

are not only interpretable but also deeply rooted in domain expertise.

6.7 Conclusions

Our approach was initially validated against existing domain knowledge due to the un-
availability of domain experts. This validation yielded a similarity measure of 71.2%,
indicating a moderate to high alignment between the SHAP explanations and the ex-
isting domain knowledge. The observed dissimilarity between SHAP explanations and
domain knowledge could be attributed to several factors, with the complexities and
‘noisiness’ of real-world data being a primary consideration. Real-world data often
comes with inherent challenges, such as noise, missing values, outliers, and biases,
which can significantly impact the interpretability and reliability of ML models. These
data imperfections can lead to a mismatch between the model’s explanations and the
human expert’s expectations or understanding.

Furthermore, the SHAP method, while powerful, may have limitations in capturing and
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reflecting the multifaceted and nuanced nature of real-world data, potentially leading
to discrepancies in explanations. Recognising and addressing these challenges is crucial
in advancing the field of XAI, ensuring that the explanations generated are not only
technically accurate but also meaningful and reliable in the complex and often imper-
fect context of real-world applications.

To understand and address the discrepancies observed, our framework was applied to
the Iris dataset, an open-source dataset well-known in the ML community. Here, a 97%
similarity measure was achieved, suggesting a high degree of alignment between SHAP
explanations and the dataset’s inherent characteristics.

The moderate to high similarity measure in our initial validation highlights the
complexities involved in aligning machine-generated explanations with human domain
knowledge. This discrepancy could stem from several factors, including the inherent
limitations of the SHAP method, the complexity of the domain knowledge, or the
nuances of the dataset used.

Moreover, the high similarity measure with the Iris dataset underscores the effec-
tiveness of our framework in cases where the dataset characteristics are well-defined and
less complex. However, it also brings to light the challenge of applying such techniques
to more complex, real-world scenarios where domain knowledge is not as straightfor-
ward.

Moving forward, it is imperative to engage directly with domain experts to further
validate and refine our explanations. Their insights would be invaluable in bridging
the gap between ML explanations and practical, real-world applicability. Additionally,
exploring other explanation methods and comparing their effectiveness against SHAP
within our framework could provide deeper insights into the best practices for XAl

In conclusion, our study demonstrates the potential of using SHAP-based explana-
tions to make ML models more interpretable. However, it also highlights the challenges
and complexities inherent in this endeavour, especially when dealing with intricate do-
main knowledge. Continuous collaboration with domain experts and further research
into various explanation methods are essential steps towards achieving more reliable

and practical Al interpretability.
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Conclusions and Future Work

7.1 Conclusions

Throughout the course of this research, an in-depth exploration of various explainabil-
ity techniques has been conducted, going into great detail about how they function,
their strengths, and their limitations. It’s important to emphasise that in practical
applications, explainability is not an isolated concept; rather, it should be seen as an
integral part of a continually expanding set of tools for ML analysis.

This set of tools extends far beyond the scope of post hoc model analysis and offers a
valuable feature known as XAI. XAI can seamlessly integrate into the complete ML life
cycle, which encompasses a broad spectrum of activities. This integration encompasses
everything from the initial stages of data collection and preprocessing, through the
refinement and improvement of datasets, to model development, deployment, and the
ongoing monitoring of ML systems.

In essence, XAl is a versatile and indispensable resource that can enhance the trans-
parency, interpretability, and trustworthiness of the entire ML process, ensuring that
it is not limited to a single phase but is an integral part of the end-to-end journey from
data to actionable insights. This research began with the exploration of various XAl
tools, with the primary objective of identifying the most robust and dependable ones
to guide subsequent stages of research. During this initial phase, a set of considerations

was meticulously crafted to serve as guiding principles when designing XAl systems.
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As progress was made, the transition occurred into the practical phase of the re-
search, where these considerations were put into action. A series of case studies was
undertaken, spanning from open-source datasets to real-world applications. Through-
out these endeavours, a recurring challenge was encountered - the XAl tools employed
provided highly technical explanations, which, though informative, remained largely
inaccessible to non-technical users. Recognising that the ultimate goal of XAI is to
facilitate understanding of ML models, it was realised that presenting these technical
explanations in their raw form would not suffice.

To bridge this gap, a mission was embarked upon to make these explanations more
user-friendly. Novel algorithms were developed to transform the output of XAI tools,
particularly SHAP, into text-based explanations that could be readily comprehended
by anyone. This transformation marked a pivotal turning point in the journey.

Building on this foundation, a novel framework was then constructed, applicable
across various engineering domains. This framework is aimed at providing non-expert
users with a deeper understanding of ML applications within specific industrial do-
mains. The framework focuses on generating auto-generated explanations in both text-
based and visual formats. To achieve this, the widely recognised SHAP explainability
tool was employed, which inherently provides both local and global explanations. It’s
worth noting that most currently available ML explanation frameworks offer only one
level of explainability, whereas this framework introduces two levels. The first level of-
fers text-based explanations, while the second level provides a graphical representation
of these explanations.

Despite the limitation of not having immediate access to domain experts for valida-
tion, solid domain knowledge was harnessed to rigorously evaluate and validate these
explanations. This research was guided by a relentless pursuit of transparency, under-
standability, and trustworthiness in XAI.

These explanations were further cross-referenced with domain knowledge to estab-
lish a degree of causation for ML predictions, catering to a wide audience. However,
commitment to ensuring the trustworthiness and comprehensibility of these explana-

tions led to another crucial step - validation.
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One significant advantage of this XAl framework, designed to provide user-friendly
explanations, is that it can easily be integrated into the V-cycle of ML software develop-
ment. By aligning this framework with established software engineering standards, its
practical applicability throughout the development process is demonstrated. It aids in
feature selection, model development, testing, validation, deployment, and maintenance
phases, thereby promoting transparency and accountability at every stage.

However, it’s worth noting that even though SHAP offers more reliable explanations
compared to many XAl tools, it is not immune to adversarial attacks. This vulnerabil-
ity, where adversarial attacks can manipulate the local approximations of the black-box
by perturbing the neighbourhood of the explained data point, is an area acknowledged
as a potential concern for future work. Addressing these adversarial challenges is es-
sential for enhancing the robustness of explanation techniques like SHAP and ensuring
their reliability in various scenarios.

This framework represents a significant step toward providing user-friendly expla-
nations, and ongoing work will continue to refine and improve it, addressing potential
limitations and challenges in the field of XAl

In conclusion, not only has exploration and harnessing of XAl tools been under-
taken, but also paved the way for a more user-centric, accessible, and dependable ap-
proach to explaining ML models. This novel framework, born from this journey, stands
as a testament to the commitment to making the complex world of ML understand-
able and trustworthy for all. Despite some explanation approaches offering theoretical
assurances based on specific criteria, practical implementation may sometimes chal-
lenge these guarantees. In contrast, this approach has shown practical effectiveness,

reaffirming its reliability and performance in real-world scenarios.

7.2 Outcome of Research

This research has produced several key outcomes and contributions, which are sum-

marised below:

e« Comprehensive Exploration of Explainability Techniques: This research
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provides an in-depth examination of various explainability techniques used in
ML, including their functions, strengths, and limitations. It serves as a valuable

resource for understanding the landscape of XAl tools.

e Considerations for Designing XAI Systems: The research establishes a
set of considerations that serve as guiding principles for designing XAI systems.
These principles serve as a foundation for implementing XAI effectively and en-

suring transparency and trustworthiness.

o Transformation of Technical Explanations: To make XAI more accessible,
the research develops novel algorithms capable of transforming highly technical
explanations generated by XAl tools, such as SHAP, into user-friendly text-based
explanations. This transformation enhances the comprehensibility of XAI out-

puts.

¢ Development of a novel Framework: A novel XAl framework is introduced,
designed for use across various engineering domains. This framework generates
auto-generated explanations in both text-based and visual-based formats, offering
two levels of explainability. It facilitates a deeper understanding of ML applica-

tions for non-expert users.

¢ Recognition of limitations: The study recognises weaknesses in XAl tools,
especially regarding causality and susceptibility to adversarial attacks. It empha-
sises the importance of tackling these weaknesses to improve the robustness and

dependability of explanatory methods such as SHAP.

e Practical Effectiveness: The XAl framework developed in this research show-
cases practical effectiveness in real-world scenarios. It bridges the gap between
complex ML models and non-technical users, reaffirming its reliability and per-

formance.

¢ Commitment to Transparency and Trustworthiness: Throughout the re-

search, there is a consistent commitment to transparency, understandability, and
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trustworthiness in XAI. Explanations are rigorously cross-referenced with domain

knowledge to establish causation for ML predictions.

¢ Future directions: The research identifies future directions, including the need
for further exploration of vulnerabilities in XAI tools and ongoing refinement of
the developed framework. It emphasises the ongoing commitment to making XAl

accessible and dependable.

7.3 Future Work

This research can be taken in several directions, one of which involves a comprehensive
exploration into the vulnerabilities of SHAP and other perturbation-based XAI meth-
ods to adversarial attacks. This path is particularly intriguing as it delves deep into
the intricate dynamics between data models and the adversarial elements that seek to
exploit them. The journey begins with a thorough analysis aimed at understanding
the underlying reasons these methods are susceptible to such manipulations. It’s not
just about identifying the vulnerabilities but also about dissecting the nature of the ad-
versarial attacks, shedding light on the intrinsic properties of the data and the models
that make them prone to these threats.

A pivotal aspect of this research direction is the development and implementation
of robustness metrics. These metrics are crucial as they provide a means to measure
the vulnerability of these explanation techniques quantitatively and offer a benchmark
for tracking improvements over time. It’s not just about understanding the problem
but also about quantifying it and charting the progress in mitigating it.

Adding another dimension to this research is the involvement of domain experts
in validating XAI explanations. This collaboration is crucial as these explanations are
ultimately intended for these experts. Their insights can significantly enhance the rel-
evance and utility of the explanations, ensuring they are not just technically sound
but also practically meaningful and actionable. Domain experts can provide valuable
feedback, helping to refine the explanations and tailor them more effectively to spe-

cific needs and contexts. Their involvement ensures that the developed solutions are
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grounded in real-world applicability, enhancing the interpretability and trustworthi-
ness of Al systems in practice. While SHAP provides useful post-hoc attributions, its
standard formulation gives equal weight to feature coalitions/permutations and does
not encode causal structure. In datasets with strong interdependencies, this can yield
explanations that diverge from domain knowledge [148].

To mitigate these limitations, future work will investigate WeightedSHAP [312],
which relaxes the equal-coalition assumption by allowing unequal attribution weights
informed by feature importance or prior knowledge, thereby better reflecting plausible
causal mechanisms. Applying WeightedSHAP in complex industrial settings may im-
prove the faithfulness and interpretability of explanations, particularly where precise
assessments of feature importance are critical. Further enriching this research tra-
jectory is the validation of XAl explanations against user requirements and standard
regulations through the application of NLP techniques. This direction recognises the
significance of aligning Al explanations with the linguistic and conceptual frameworks
of the end-users, including adherence to prevailing regulatory standards. By harnessing
NLP, the research aims to automate the process of evaluating explanations for compli-
ance with user expectations and legal guidelines, thereby ensuring that the Al systems
are not only transparent and interpretable but also aligned with ethical norms and reg-
ulatory requirements. This validation process is crucial in building trust and ensuring
that Al systems are deployed responsibly and effectively in various domains.

Many XAI tools in contemporary applications primarily focus on identifying correla-
tions within data, rather than establishing causality. This prevalent approach presents
a notable drawback that warrants careful consideration and further exploration. In
this research, this challenge was addressed by introducing a novel approach within the
context of thrust bearing wear. Visual-based explanations were integrated into our
framework, aiming to bridge the gap between correlation and causality in this specific
case study.

Looking ahead to the future of XAlI, it is imperative to move beyond mere correla-
tion and focus on providing explanations that showcase cause-and-effect relationships

[313]. To achieve this, XAI must incorporate causal relationships, offering domain
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experts a deeper understanding of the fundamental mechanisms guiding Al-driven de-
cisions. One significant advantage of integrating causality into XAl is the potential to
uncover and address biases effectively [314].

In addition to the aforementioned research directions, a third level of explainability is
proposed by constructing knowledge graphs from text-based explanations generated
by XAI methods. This innovative approach leverages natural language processing
techniques to transform narrative explanations into structured, queryable knowledge
graphs. By doing so, it opens up new avenues for users to interact with and under-
stand AT decisions. Users can query these knowledge graphs to uncover relationships,
probe the reasoning behind Al decisions, and gain insights that are not immediately
apparent from linear explanations. This method not only enhances transparency but
also empowers users, allowing them to engage with Al systems more effectively and
ensuring that the explanations provided align closely with their specific information

needs and cognitive styles.
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