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Abstract

The rapid integration of conversational artificial intelligence into financial services
promises to transform customer engagement by delivering on-demand support and au-
tomating routine tasks. However, user trust remains fragile, especially when chatbots
err. This thesis investigates trust dynamics in financial chatbots using three controlled
experimental studies involving a Microsoft Azurebased chatbot prototype. We exam-
ine how different types and frequencies of errors undermine trust, how targeted repair
strategies can restore it, and how individual personality differences shape both trust
breakdown and repair effectiveness. We also explore the stabilising role of chatbot
benevolence, expressed through personalisation and empathy. The rapid integration of
conversational artificial intelligence into financial services promises to transform cus-
tomer engagement by delivering on-demand support and automating routine tasks.
However, user trust remains fragile, especially when chatbots err. This thesis investi-
gates trust dynamics in financial chatbots using three controlled experimental studies
involving a Microsoft Azurebased chatbot prototype. We examine how different types
and frequencies of errors undermine trust, how targeted repair strategies can restore
it, and how individual personality differences shape both trust breakdown and repair
effectiveness. We also explore the stabilising role of chatbot benevolence, expressed
through personalisation and empathy.

Drawing on these experiments, we first quantify trust degradation across error con-
ditionsfactual inaccuracies, misinterpretations, and delayed responsesand identify tol-
erance thresholds beyond which trust collapse becomes unlikely. Next, we isolate the
impact of benevolent behaviours on trust formation and maintenance, demonstrat-

ing that empathy and personalised content significantly buffer against minor failures.
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Chapter 0. Abstract

Finally, we assess how the Big Five personality traits (Openness, Conscientiousness,
Extraversion, Agreeableness, Neuroticism) moderate responses to affective (apology),
functional (compensation), and informational (explanation) trust repair strategies. A
personality-aware random forest model predicts the most effective repair tactic with
73.4% accuracy.

We synthesise these findings into an integrated framework comprising four perspec-
tivesthe Trust Dynamics Cycle, Ecological System, InteractionAttribution, and Dual-
Process model, and propose novel theoretical contributions: Trust Resilience Theory,
Dual-Threshold Model of Collapse, Personality-Matched Repair Strategy Theory, and
BenevolenceAccuracy Balance Theory. The results yield concrete design principles for
developing financial chatbots that adapt repair strategies to user dispositions, calibrate
benevolence signals to error severity, and maintain robust trust even when conversa-

tional errors occur.
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Chapter 1

Introduction & Background

1.1 Introduction

In an era of rapid digital transformation, financial institutions are increasingly adopting
conversational artificial intelligence (Al) in the form of chatbots to enhance customer
service, reduce operational costs, and provide 24/7 assistance. These conversational
agents serve as digital intermediaries between financial institutions and their customers,
handling inquiries ranging from basic account information to complex financial advice.
However, the sensitive nature of financial information and the users’ scepticism toward
automated systems present unique challenges to successfully implementing and adopt-
ing financial chatbots. Source (Power 2024) Central to these challenges is the concept
of trust, a multifaceted construct that determines whether users will engage with, rely
on, and adopt chatbot technologies in financial contexts. Unlike traditional digital in-
terfaces, conversational agents simulate human-like interactions, creating expectations
of competence, reliability, and even benevolence that closely mirror those in human-
to-human communication. Trust may be damaged or completely broken when these
expectations are violated through errors or inappropriate responses, potentially result-
ing in service abandonment. This thesis investigates the complex dynamics of trust
formation, erosion, and repair in conversational financial chatbots. Through a series
of three interconnected studies, it explores how different types of error impact trust,

how we can repair trust following breakdowns, and how user personality traits and
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perceptions of chatbot benevolence influence these processes. By focusing specifically
on banking in the finance sector, where stakes are high, and user bases are diversethis
research addresses a critical gap in understanding how to design and implement trust-
worthy conversational systems in high-consequence domains. The findings presented
herein contribute to the theoretical understanding and practical implementation of con-
versational ATl in financial services. Theoretically, this work extends trust models to
account for the unique characteristics of human-chatbot interactions in financial con-
texts. Practically, it offers evidence-based guidelines for designing chatbots that can
establish, maintain, and, when necessary, repair trust with diverse user populations.
As financial institutions continue to adopt conversational technologies, these insights
will prove increasingly valuable for ensuring that such systems serve their intended

purposes while maintaining positive relationships with users.

1.2 Motivation

1.2.1 Conversational Search and Chatbots in Financial Services

Conversational search represents a paradigm shift from traditional keyword-based search
interfaces toward more natural dialogue-based interactions. Unlike conventional search
systems, conversational interfaces allow users to express their needs in natural lan-
guage, engage in multi-turn dialogues, and receive personalised responses that account
for conversation history and context (Radlinski & Craswell 2017a, Zamani et al. 2020).
This approach aligns with how humans naturally seek information, through conversa-
tion, clarification, and iterative refinement of understanding. In the financial domain,
conversational systems have evolved from simple rule-based chatbots to sophisticated
Al-powered assistants capable of handling complex queries, providing financial advice,
and even facilitating transactions (Flstad & Brandtzg 2017). The banking sector, in
particular, has witnessed significant adoption of these technologies, with major insti-
tutions deploying chatbots to support customer service operations, reduce wait times,
and provide continuous service availability (Maroengsit et al. 2019).

Compelling business incentives drive this adoption. (Research 2019) Juniper Re-
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search (2019) estimated that by 2023, chatbots would help banks save over $’7.3 bil-
lion in operational costs. From the customer perspective, chatbots offer immediate
responses to queries, consistent service quality, and privacy for sensitive financial dis-
cussions that users might be reluctant to have with human agents (Chung et al. 2018).
However, the implementation of chatbots in financial services presents unique chal-
lenges. Financial decisions often involve significant risk, uncertainty, and emotional
investment. Users may be reluctant to rely on automated systems for financial guid-
ance due to concerns about accuracy, security, and the perceived lack of empathy in
handling sensitive financial matters (Moorman et al. 2019). Consequently, establishing
and maintaining user trust becomes paramount to successfully adopting conversational

agents in this domain.

1.2.2 Trust in Human-Chatbot Interactions

We can conceptualise trust in the context of human-chatbot interactions as ”a psycho-
logical state comprising the intention to accept vulnerability based on positive expec-
tations of the intentions or behaviour of another” (Mayer & Davis 1995). Applied to
chatbots, trust reflects users’ willingness to rely on these systems despite the inherent
uncertainties and potential risks associated with delegating tasks or sharing sensitive
information. Traditional trust models identify several key dimensions that influence
trust formation, including ability (competence to perform as expected), integrity (ad-
herence to acceptable principles), and benevolence (acting in the trustor’s interest be-
yond self-serving motives) (Mayer & Davis 1995). In human-chatbot interactions, these
dimensions manifest in users’ expectations of accurate information (ability), consistent
and ethical behaviour (integrity), and personalised, empathetic responses (benevolence)
(Flstad et al. 2018, Nordheim et al. 2019). Trust in conversational agents differs from
trust in traditional digital interfaces in several essential ways. First, the conversational
nature of these interactions triggers social responses and anthropomorphisation, lead-
ing users to apply human trust heuristics to non-human agents (Nass & Moon 2000,
Seeger & Heinzl 2018). Secondly, the incremental and iterative nature of interaction

means that trust is continuously evaluated and updated throughout the interaction



Chapter 1. Introduction & Background

(Sarikaya 2017). Third, modern chatbots’ perceived ”intelligence” creates expectations
of human-like understanding and reasoning that may exceed actual system capabilities
(Luger & Sellen 2016). In financial contexts specifically, trust becomes even more crit-
ical due to the sensitive nature of financial information, the potential consequences of
erroneous advice, and users’ general risk aversion in financial matters (Araujo 2018).
Research indicates that users apply stricter trust evaluation criteria to financial chat-
bots compared to those in other domains, with greater emphasis on accuracy, security,

and transparency (Flstad et al. 2018).

1.2.3 Trust Erosion and Breakdown

Despite advances in conversational AI, chatbots remain imperfect systems that are
prone to various errors that can undermine user trust. Understanding the type of
errors that occur in chatbot interactions and their differential impacts on trust is es-
sential to designing more robust systems and effective recovery strategies. Previous
research has identified several categories of chatbot errors, including functional errors
(inability to perform requested tasks), informational errors (provide incorrect informa-
tion), and social errors (violations of conversational norms) (Ashktorab et al. 2019,
Chaves & Gerosa 2021). These errors vary in visibility, severity, and impact on user
trust, with informational errors typically causing the most significant trust damage in
task-oriented contexts (Toader et al. 2020). In our experiment, we introduce some of
the following errors to break down the trust in the chatbot. It includes Factual Error:
Factual errors occur when chatbots provide inaccurate information in response to user
queries. Chatbots present factual errors, which undermine their credibility and raise
doubts about their reliability (Izadi 2024). Contextual Error: Contextual errors occur
when chatbots fail to understand the context of a conversation, resulting in responses
that are irrelevant or inappropriate. Context plays a crucial role in shaping the mean-
ing of user queries and determining the appropriate response. Chatbots may struggle
to grasp the context of ambiguous or nuanced language, leading to misunderstandings
and communication breakdowns (Silva & Canedo 2024) Ethical Error: Ethical errors

arise when chatbots violate ethical principles or moral norms in their interactions with
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users. When chatbots engage in unethical behaviour, such as providing biased or mis-
leading information, violating privacy, or lacking transparency, it can significantly erode
user trust in the system (Andrs-Snchez 2023). Grammatical Error: Grammatical errors
involve linguistic inaccuracies or syntactical mistakes in chatbot responses. When chat-
bots generate responses with grammatical errors, it can impact user perception of the
system’s credibility and reliability (Chen et al. 2020). Response Error: Response errors
occur when chatbots fail to generate appropriate or meaningful responses to user in-
puts. Response errors undermine the effectiveness of chatbot interactions and frustrate
users (Braggaar et al. 2023). The concept of ”trust tolerance”, the threshold at which
users experience a breakdown in trust following errors, has recently gained attention
(Toreini et al. 2020). Factors such as system transparency, user expectations, domain
criticality, and individual differences in risk tolerance and propensity to trust have in-
fluenced the threshold (Eiband et al. 2019). Trust tolerance tends to be particularly
low in high-stakes domains like finance, with even minor errors potentially triggering
significant trust erosion (Nordheim et al. 2019). The cumulative effect of trust errors
also warrants consideration. While users may forgive isolated mistakes, repeated er-
rorseven of different typescan compromise trust tolerance thresholds (de Visser et al.
2018). This cumulative effect may be especially pronounced in financial contexts, where
we perceive the consequences of errors as more severe, and users apply higher standards

of performance (Luo et al. 2019).

1.2.4 Trust Repair Strategies

Effective repair strategies become essential to restore user confidence and prevent aban-
donment when trust is damaged through errors or expectation violations. We can
conceptualise trust repair as ”activities directed at making a trustor’s positive expec-
tations of the trustee salient again” (Kim et al. 2004). In human-chatbot interactions,
these activities typically take the form of verbal responses that acknowledge the error
and attempt to mitigate its impact. Trust repair strategies can be broadly categorised
along several dimensions. One common distinction is between affective strategies that

address emotional aspects of trust violation (e.g., apologies, expressions of regret) and
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functional strategies that focus on problem resolution (e.g., explanations, corrections,
compensation) (de Visser et al. 2018, Toader et al. 2020). Another distinction concerns
informational strategies that provide transparent accounts of why the error occurred
and how it will be prevented in the future (Lewicki & Brinsfield 2017). The effective-
ness of these strategies appears to be context-dependent, influenced by factors includ-
ing error type, error severity, system transparency, and user characteristics (de Visser
et al. 2018). For instance, functional repair strategies may be more effective follow-
ing competence-based violations, while the affective strategy may be more appropriate
for integrity violations (Kim et al. 2004). In financial contexts specifically, research
suggests that transparency and concrete action plans may be particularly effective in
restoring trust following errors (Nordheim et al. 2019). In our study, we look at the

affective, functional and informational aspects as described by (Xie & Peng 2009)

1.2.5 The Role of Benevolence and Personality

Beyond error handling and recovery, we define perceptions of chatbot benevolence as
acting in the user’s best interest beyond mere transactional obligations. It plays a cru-
cial role in the establishment and maintenance of trust. Benevolence in chatbot inter-
actions manifests primarily through empathy (understanding and acknowledging user
emotions) and personalisation (tailoring responses to individual user needs and prefer-
ences) (Flstad et al. 2018). Empathetic responses, characterised by acknowledgement
of user emotions and appropriate affective expressions, have been shown to enhance
user satisfaction and trust in conversational agents (Liu & Sundar 2018). However,
the effectiveness of empathy appears to be contingent on response accuracy; inappro-
priate empathy paired with incorrect information can exacerbate rather than mitigate
trust damage (Shum et al. 2018). Similarly, personalisationtailoring responses based on
user history, preferences, or circumstances can enhance perceptions of chatbot intelli-
gence and trustworthiness (Chaves & Gerosa 2021). Yet, personalisation must balance
utility with privacy concerns; excessive personalisation may trigger discomfort or sus-
picion about data usage, particularly in sensitive financial contexts (Nordheim et al.

2019). Individual differences in personality traits may moderate the effectiveness of
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both benevolence signals and repair strategies. The Big Five personality traitsOpen-
ness, Conscientiousness, Extraversion, Agreeableness, and Neuroticismhave been linked
to differences in technology adoption, risk perception, and response to persuasive mes-
sages (Chen & Lee 2008, Svendsen et al. 2013). These traits may similarly influence
how users perceive and respond to chatbot errors and subsequent repair attempts.

The three studies together provide a complete answer: To design chatbots that
repair trust as intelligently as they perform tasks, we must:

Diagnose accurately (Chapter 4): Recognise error types, assess severity, and un-
derstand thresholds. Prevent proactively (Chapter 5): Build trust resilience through
empathy and personalisation before errors occur. Adapt dynamically (Chapter 6):
Match repair strategies with individual personality profiles in real time.

This progression mirrors how intelligent task performance works: systems must
understand the problem domain (diagnostics), optimise for efficiency (prevention), and
personalise to user needs (adaptation). The research shows that trust repair can and
should operate with the same sophistication as functional performance.

It explores the dynamics of trust in financial chatbot interactions through three
interrelated experimental studies. The first investigates how various types of error,
including contextual, factual, grammatical, delayed response, and ethical, affect user
trust and identifies the error frequency thresholds that trigger trust breakdown. The
second examines the role of chatbot benevolence, operationalised through empathy and
personalisation, in fostering and sustaining user trust. The third evaluates how individ-
ual personality traits, based on the Big Five model, influence the perceived effectiveness
of affective (apology), functional (compensation), and informational (explanation) trust
repair strategies. Together, these studies form a comprehensive inquiry into how trust
is eroded, maintained, and repaired in high-stakes financial conversational systems.

By addressing these questions, this research aims to develop a comprehensive frame-
work to understand trust dynamics in financial chatbot interactions and to provide

evidence-based recommendations.
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1.3 Structure of the thesis

Following this introduction, the thesis is organised as follows:

1. Chapter 2: Reviews relevant literature on conversational Search, Agents, trust in
human-machine interaction, and the specific challenges of implementing chatbots

in financial services.
2. Chapter 3: Review the literature on trust, trustworthiness and its components

3. Chapter 4: It is about the first experiment: Maintaining User Trust in Financial
Chatbots, which includes the impact of different error types and frequencies on

trust in Financial Chatbots.

4. Chapter 5: Report on second study, The Role of Benevolence in Building

Trust(empathy and personalisation)

5. Chapter 6: Report on the third experiment: The Role of Personality in Trust
Repair Effectiveness. It builds on the relationship between the personality traits

of users and the effectiveness of the trust repair strategy.

6. Chapter 7: An Integrated Framework for Trust in Conversational Search Sys-

tems in the Financial Chatbot

7. Chapter 8: We discuss theoretical and practical implications and compare the
literature and the relationship to research questions. In the conclusion section,

we summarise contributions, limitations, and directions for future research.



Chapter 2

Literature Review on IR,
Conversational Search,

Conversational Agents

2.1 Information Retrieval (IR)

2.1.1 Introduction to Information Retrieval and Conversational Search

Information Retrieval (IR) has evolved significantly over the past few decades, tran-
sitioning from traditional keyword-based search systems to more sophisticated models
that incorporate natural language processing (NLP) and machine learning techniques.
The integration of conversational search (CS) into the IR landscape represents a crit-
ical advancement, allowing users to engage in multi-turn dialogues that refine and
clarify their information needs (Adlakha et al. 2022, Gupta et al. 2020). This review
of the literature examines the intersection of IR and CS, highlighting key develop-
ments, methodologies, and the implications of this integration for user experience and
information access.

The fundamental principles of IR are rooted in the need to retrieve relevant docu-
ments from large datasets based on user queries. Traditional IR systems relied mainly

on keyword matching and Boolean logic, which often resulted in limited user satis-
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faction due to the inability to understand context and user intent (Suzanti 2022). In
contrast, conversational search systems use dialogue management and context reten-
tion to facilitate a more interactive and user-centred approach to information retrieval
(Adlakha et al. 2022, Gupta et al. 2020). This shift has been driven by advances in
deep learning and the emergence of large language models (LLMs), which enhance the
ability of systems to understand and generate human-like responses (Song et al. 2018).

Research has shown that conversational search can significantly improve user en-
gagement and satisfaction by allowing users to express their queries in natural language
and receive contextually relevant responses (Adlakha et al. 2022, Qu et al. 2019). This
capability is particularly beneficial in complex information-seeking scenarios, where
users may need clarification or additional information to refine their queries (Adlakha
et al. 2022, Gupta et al. 2020). As a result, the integration of CS into IR systems
has opened new avenues for research and application, prompting a reevaluation of
traditional IR metrics and methodologies to accommodate the dynamic nature of con-

versational interactions (Adlakha et al. 2022, Gupta et al. 2020)

2.1.2 Information Retrieval

Information Retrieval (IR) encompasses a range of techniques and methodologies aimed
at retrieving relevant information from large datasets based on user queries. The tra-
ditional model of IR is characterised by its reliance on keyword-based search, where
documents are indexed based on the presence of specific terms (Suzanti 2022). This
approach, while effective in many contexts, often falls short in understanding user in-
tent and the nuances of natural language, leading to suboptimal search results (Suzanti
2022).

Recent advancements in IR have focused on enhancing search results’ relevance and
accuracy by incorporating semantic understanding and contextual awareness. Tech-
niques such as vector space models, probabilistic models, and machine learning algo-
rithms have been employed to improve the retrieval process by considering factors such
as term frequency, document relevance, and user behaviour (Suzanti 2022); (Kaushik

2021). Additionally, the advent of deep learning has enabled the development of more
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sophisticated models that can analyse and interpret complex queries, leading to im-
proved retrieval performance (Suzanti 2022). Also, early affective and semantic recom-
mender studies established the role of emotional and contextual signals in shaping user
satisfaction and trust. (Moshfeghi et al. n.d.), (Moshfeghi & Jose 2011), and (Mosh-
feghi et al. 2011) showed that integrating affective cues improves perceived relevance
and transparency. Later, (Paun et al. 2023) and (Moshfeghi et al. 2009) demonstrated
interpretable and semantically enriched recommendation pipelines, precursors to benev-
olent, personalised conversational repair explored in this thesis. Moshfeghi et al. detail
methods for using emotional and semantic-based features to refine recommendations,
suggesting that understanding user emotions can lead to more personalised and effective
outcomes in collaborative filtering contexts (Moshfeghi et al. n.d.).

The integration of semantic technologies, such as ontologies and knowledge graphs,
has further enriched the field of IR by enabling systems to understand the relationships
between concepts and provide more relevant search results (Kaushik 2021, Suzanti
2022). These advances have paved the way for the development (Suzanti 2022) of
intelligent information retrieval systems that can adapt to user preferences and deliver

personalised search experiences (Suzanti 2022).

2.1.3 Similarities, Differences and Synergies between Information Re-

trieval and Conversational Search

The fields of Information Retrieval (IR) and Conversational Search (CS) have recently
received significant attention from researchers seeking to improve the methods by which
users engage and retrieve information. Although both domains are closely related,
certain nuances in their approaches, methodologies, and technologies warrant a closer
examination. This review synthesises the similarities, differences, and synergies between
IR and CS based on the latest literature.

Similarities One of the primary similarities between IR and CS is their shared
goal: both aim to facilitate effective information access for users. Traditional IR has
been established to retrieve documents matching user queries through various tech-

niques, such as keyword matching and relevance scoring. (Sanderson & Croft 2012).
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Likewise, CS employs these IR mechanisms to support a dialogue-based interface aimed
at understanding user intent over multiple turns of conversation. The search experi-
ence is thus designed to be intuitive, allowing the user to refine their queries based
on prior interactions, ultimately enhancing user satisfaction (Qu et al. 2020). Both
fields also utilise Semantic Textual Similarity (STS) to gauge the relevance and context
between the user’s query and the retrieved documents, which helps improve retrieval
performance (Sulaiman et al. 2022).

Differences Despite the overlaps, there are notable distinctions between the two
domains. Traditional IR is often focused on single, static queries processed to return a
list of relevant documents, largely relying on algorithms such as TF-IDF or vector space
models (Sint & Oo 2021). Conversely, CS is designed for multi-turn interactions, where
the user can iteratively clarify their needs, leading to a dynamic and evolving retrieval
process (Qu et al. 2020). This approach introduces complexities such as maintaining
context between turns, requiring advanced techniques like dense retrieval and neural
networks to effectively encode past interactions into the query refinement process (Shi
et al. 2021). Moreover, while classical IR benefits from large datasets of static con-
tent for training retrieval models, CS often needs tailored conversational datasets to
train robust dialogue systems capable of interpreting user intent within conversational
context (Qu et al. 2018).

Another significant difference lies in the evaluation metrics commonly used. Tradi-
tional IR systems are typically assessed using precision and recall metrics (Radlinski &
Craswell 2017a). In contrast, CS systems require more comprehensive evaluation frame-
works that consider conversational turn-taking and user satisfaction (Liu, Wang, Xu,
Ding & Deng 2021). This unique aspect reflects the need for an evolved understanding
of what constitutes success in CS beyond mere document retrieval.

Synergies The intersection of CS and IR presents exciting opportunities for en-
hancing both fields. As CS relies heavily on robust retrieval mechanisms, advance-
ments in traditional IR can directly influence the efficiency of CS systems by providing
improved relevance metrics and retrieval performance algorithms (Huang 2023). For

instance, hybrid models are emerging that integrate dense retrieval techniques tailored
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for conversational interfaces, enabling more context-aware searches that account for
previous interactions (Lin, Yang & Lin 2021)Lin et al., 2021). Furthermore, the utili-
sation of machine learning in CS systems, such as context-aware neural networks, can
stem from developments in IR technologies, symbolising a synergistic relationship that
fosters progress in both areas (Kim & Kim 2022).

Additionally, user participation in CS can yield valuable feedback that improves
IR methods. By analysing conversational data and refining user queries based on
dynamic input, researchers can improve traditional IR algorithms, leading to a more
personalised search experience for users (Gao et al. 2020). Such synergies not only
benefit the development of technology but also expand theoretical understandings of
human-computer interactions.

In conclusion, while Information Retrieval and Conversational Search share a com-
mon goal of facilitating effective information access, they diverge in their methodologies
and operational contexts. Their respective strengths can, however, inform one another,
leading to a richer dialogue on future research and application in this evolving inter-

section.

2.2 Large Language Model

2.2.1 Literature Review on Large Language Models

Large Language Models (LLMSs) have revolutionised the field of natural language pro-
cessing (NLP) and artificial intelligence (AI) by enabling machines to understand and
generate human-like text. These models, characterised by their extensive training on di-
verse datasets, leverage deep learning architectures, particularly transformer networks,
to capture the complexities of language (AlAli 2024, Slimi 2024). The introduction of
models such as OpenAl’'s GPT-3 and Google’s BERT has marked a significant mile-
stone in the evolution of LLMs, demonstrating their ability to perform a wide range
of language tasks, including translation, summarisation, and question-answering, with
remarkable accuracy (Mahligawati 2023).

The foundational architecture of LLMs is based on the transformer model, which
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utilises self-attention mechanisms to weigh the significance of different words in a sen-
tence relative to one another. This architecture allows LLMs to capture long-range
dependencies and contextual relationships within text, making them particularly effec-
tive for tasks that require an understanding of nuanced language (Tang et al. 2023).
As a result, LLMs have been widely adopted across various applications, from chat-
bots and virtual assistants to content generation and sentiment analysis (Jobin & Ienca
2019).

Research on LLMs has also highlighted their potential for fine-tuning, where pre-
trained models can be adapted to specific tasks or domains with relatively small
amounts of additional data. This adaptability has made LLMs a popular choice for
organisations seeking to implement AI solutions tailored to their unique needs (Wang,
Peng, Zha, Han, Deng, Hu & Hu 2023). However, the deployment of LLMs is not with-
out challenges, including issues related to computational resource requirements, data
privacy, and ethical considerations surrounding their use (Aghaziarati 2023, J. Mllmann
et al. 2021).

The literature indicates a growing interest in understanding the implications of
LLMs in various sectors, including education, healthcare, and business. For instance,
studies have explored the integration of LLMs in educational settings, emphasising
their potential to enhance personalised learning experiences and support educators in
content delivery (Akintayo 2024, Conijn et al. 2023). Similarly, in healthcare, LLMs
have been investigated for their ability to assist in clinical decision-making and pa-
tient communication, highlighting their transformative potential in improving health
outcomes (Abdallah et al. 2023, Eden 2024).

Despite their advancements, LLMs also face criticism regarding their biases, which
can stem from the data used for training. Research has shown that LLMs can inadver-
tently perpetuate stereotypes and biases present in their training data, raising concerns
about fairness and accountability in AI applications (Anicet Kiemde & Kora 2021,
Chisom 2024). As a result, there is a pressing need for ongoing research to address
these ethical challenges and develop strategies for mitigating bias in LLMs (Agbese
et al. 2022, Ossa 2024). In the context of auditing these risks, Azzopardi & Moshfeghi
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(2024) provide a structured methodology to surface, quantify, and compare represen-
tational and behavioural biases in large language models. In parallel, Azzopardi &
Moshfeghi (2025) demonstrate that LLMs can implicitly model and amplify political
position frames, underscoring the need for domain-aware guardrails in financial and

civic applications.

2.2.2 The Role of AT and LLMs in a Chatbot

The integration of Al and LLMs into chatbot systems has significantly enhanced their
capabilities, enabling more natural and engaging interactions with users. Chatbots
powered by LLMs can understand and generate human-like responses, making them
suitable for a wide range of applications, including customer support, education, and
mental health (Boege 2024, Nyathani 2022). The ability of LLMs to process and analyse
large volumes of text data allows chatbots to provide contextually relevant information
and personalised responses based on user input (Hastuti 2023).

One of the key advantages of using LLMs in chatbots is their capacity for contextual
understanding. Unlike traditional rule-based chatbots that rely on predefined scripts,
LLM-powered chatbots can interpret user queries in real time, considering the context
of the conversation and previous interactions (Baker-Brunnbauer 2020, Palmer 2023).
This capability enables chatbots to engage in multi-turn dialogues, where users can ask
follow-up questions or clarify their needs, resulting in a more interactive and satisfying
user experience (Aderibigbe 2023, Britton 2023).

Moreover, LLMs facilitate the generation of diverse and coherent responses, allowing
chatbots to handle a broader range of topics and inquiries. This versatility is partic-
ularly beneficial in customer service settings, where users may have varying questions
or issues that require tailored solutions (Weidener 2024). By leveraging LLMs, chat-
bots can provide accurate information, troubleshoot problems, and guide users through
complex processes, ultimately improving customer satisfaction and engagement (Morley
et al. 2021, OSPI 2024).

In educational contexts, LLM-powered chatbots can serve as virtual tutors, offering

personalised learning experiences and immediate feedback to students. These chat-
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bots can adapt to individual learning styles and preferences, providing explanations,
resources, and practice exercises tailored to each student’s needs (Mana 2023, McLen-
nan et al. 2022). This adaptability enhances the learning process and fosters a more
supportive educational environment (Baglivo et al. 2023).

However, the deployment of LLMs in chatbots also raises ethical considerations,
particularly regarding data privacy and security. As chatbots often collect and pro-
cess sensitive user information, ensuring the protection of this data is paramount (Fo-
muso Ekellem 2023, L. Chow 2024). Furthermore, the potential for LLMs to generate
biased or inappropriate responses requires the implementation of robust monitoring

and moderation mechanisms to safeguard users (Chen 2024a, Lottu 2024).

2.2.3 Challenges and Ethical Considerations in AI Implementation

The implementation of Al technologies, particularly LLMs, presents several challenges
and ethical considerations that must be addressed to ensure responsible and effective
use. One of the primary challenges is the issue of bias in Al systems. LLMs are
trained on vast datasets that may contain biases reflecting societal prejudices, leading
to the potential for biased outputs in chatbot interactions (BALBAA 2024, Islam 2024).
This raises concerns about fairness and equity, particularly in applications that impact
marginalised communities (Fellnder et al. 2022).

To mitigate bias, researchers and developers must prioritise the use of diverse and
representative training datasets, as well as implement techniques for bias detection and
correction (Addy 2024, Hoseini 2023). Regular audits and assessments of Al systems
can help identify and address biases, ensuring that LLMs operate in a manner that
is fair and equitable (Hunkenschroer & Luetge 2022, Zhou et al. 2020). Additionally,
fostering transparency in the development and deployment of Al systems can enhance
accountability and build trust among users (Olatoye 2024, Thakur & Sharma 2024).

Another significant ethical consideration is data privacy. Chatbots powered by
LLMs often collect and process sensitive user information, raising concerns about how
this data is stored, used, and shared (Krijger et al. 2022, Ouchchy et al. 2020). Or-

ganisations must implement robust data protection measures and comply with relevant
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regulations, such as the General Data Protection Regulation (GDPR), to safeguard
user privacy (Alvi 2023, Olorunsogo 2024). Furthermore, obtaining informed consent
from users regarding data collection practices is essential for ethical Al implementation
(Busch et al. 2023, Kazim & Koshiyama 2021).

The potential for misuse of Al technologies also poses ethical challenges. As LLMs
become more sophisticated, there is a risk that they could be exploited for malicious
purposes, such as generating misleading information or facilitating harmful behaviours
(Hickok 2020, Wang, Rebolledo-Mendez, Matsuda, Santos & Dimitrova 2023) ). To
address this concern, researchers and policymakers must establish guidelines and reg-
ulations governing the ethical use of Al technologies, ensuring that they are deployed
in ways that prioritise societal well-being (Sethna et al. 2017, Sontan 2024).

Moreover, the rapid advancement of Al technologies necessitates ongoing education
and training for stakeholders involved in AI development and implementation. This
includes equipping developers, policymakers, and users with the knowledge and skills
needed to navigate the ethical complexities of AI (Ijiga 2024, Stahl 2021). By fostering
a culture of ethical awareness and responsibility, organisations can better address the
challenges associated with Al implementation and promote the responsible use of LLMs

in chatbots and other applications (Familoni 2024, Sindhu 2024).

2.3 Confusion Matrix

2.3.1 Introduction

The confusion matrix is a fundamental tool in the field of machine learning and artificial
intelligence, particularly in the evaluation of classification algorithms. It provides a
comprehensive overview of the performance of a classification model by summarising
the correct and incorrect predictions made by the model. The matrix is structured in
a way that allows for the visualisation of the performance of a model across different
classes, making it an invaluable resource for researchers and practitioners alike (Asci
2024).

In essence, a confusion matrix is a table that compares the actual target values
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with those predicted by the model. It consists of four primary components: true posi-
tives (TP), true negatives (TN), false positives (FP), and false negatives (FN). These
components allow for the calculation of various performance metrics, such as accuracy,
precision, recall, and Fl-score, which are essential for assessing the effectiveness of a
classification model (Sullivan et al. 2020, Xia et al. 2022).

The importance of the confusion matrix extends beyond mere performance eval-
uation; it also plays a crucial role in understanding the strengths and weaknesses of
a model. By analysing the types of errors made, whether the model is more prone
to false positives or false negatives, researchers can gain insights into how to improve
the model’s performance. This iterative process of evaluation and refinement is par-
ticularly relevant in the context of chatbot development, where user interactions and
expectations must be carefully considered (Chen et al. 2018, Leijon et al. 2016).

The need for effective evaluation methods has grown as chatbots become increas-
ingly prevalent in various domains, including customer service, healthcare, and ed-
ucation. The confusion matrix provides a structured approach to assessing chatbot
performance, enabling developers to identify areas for improvement and optimise user
experiences. By leveraging the insights gained from confusion matrix analysis, re-
searchers can enhance the design and functionality of chatbots, ultimately leading to
more effective and user-friendly systems (Saito & Rehmsmeier 2015, Sullivan & Wamba
2022).

In this literature review, we will explore the various aspects of the confusion ma-
trix, including its definition, application in chatbot evaluation, metrics derived from it,
challenges associated with its use, and its overall significance in the context of chatbot

development.

2.3.2 Understanding the Confusion Matrix

A confusion matrix is a two-dimensional array that allows for the visualisation of the
performance of a classification algorithm. It is particularly useful in binary classification
problems, where the goal is to categorise instances into one of two classes. The matrix

is structured as follows:
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X Predicted Positive | Predicted Negative
Actual Positive | True Positive (TP) False Negative (FN)
Actual Negative | False Positive (FP) True Negative (TN)

Table 2.1: Confusion Matrix Table

In this table 2.1, the rows represent the actual classes, while the columns represent
the predicted classes. The four components of the confusion matrix can be defined as

follows:

e True Positives (TP): The number of instances that were correctly predicted as

positive.

e True Negatives (TIN): The number of instances that were correctly predicted

as negative.

e False Positives (FP): The number of instances that were incorrectly predicted

as positive (also known as Type I errors).

e False Negatives (FN): The number of instances that were incorrectly predicted

as negative (also known as Type II errors).

From these four components, several important performance metrics can be derived.
For example, accuracy is calculated as the ratio of correctly predicted instances (both

true positives and true negatives) to the total number of instances:

TP +TN
TP+TN+ FP+FN

Accuracy =

Precision, which measures the proportion of true positive predictions among all

positive predictions, is calculated as:

TP
TP+ FP

Precision =

Recall, also known as sensitivity or true positive rate, measures the proportion of

actual positives that were correctly identified:
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TP

Recall = m

The F1l-score, which is the harmonic mean of precision and recall, provides a single

metric that balances both aspects:

Precision x Recall

F1l-score = 2 x
seot Precision + Recall

Understanding the confusion matrix and its derived metrics is crucial for evaluating
the performance of classification models, including chatbots. By analysing the matrix,
researchers can identify specific areas where the model excels or struggles, allowing for
targeted improvements and refinements (Pugh 2024, Trost et al. 2022).

Addition on Larger Confusion Matrices

While the confusion matrix presented here is a 2X2 version representing binary
classification (e.g., correct vs. incorrect predictions), the concept generalises to larger
matrices in multi-class classification problems. In such cases, each row represents the
instances in an actual class, and each column represents those in a predicted class.
The diagonal elements of the matrix indicate correct classifications for each class, while
the off-diagonal elements show misclassifications, revealing how often one category is
mistaken for another.

For example, in a three-class scenario involving Affective, Informational, and Func-
tional repair strategies, a 3 X 3 confusion matrix would show not only the overall
accuracy but also which strategies are most frequently confused. This richer
structure enables a more detailed assessment of model performance, allowing researchers
to identify systematic biasessuch as a model tending to predict Informational repairs
more often than Affective ones. Thus, while the 2 X 2 matrix provides an overview
of performance in binary tasks, larger matrices offer deeper insight into classifier

behaviour in complex, multi-dimensional problems.
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2.3.3 Application of Confusion Matrix in Chatbot Evaluation

The application of the confusion matrix in chatbot evaluation is essential for assessing
the performance of conversational agents. As chatbots are increasingly being deployed
in various domains, including customer service, Finance, and education, it is crucial to
evaluate their effectiveness in understanding and responding to user queries accurately
(Al-Ashwal 2023, Rodrguez-Cantelar et al. 2023).

In the context of chatbot evaluation, the confusion matrix can be used to analyse the
accuracy of the chatbot’s responses to user inputs. For instance, when a user interacts
with a chatbot, the system generates a response based on its understanding of the user’s
query. By comparing the chatbot’s predicted responses to the actual correct responses,
researchers can populate the confusion matrix and evaluate the chatbot’s performance
(Ali 2024, Olaniran 2024).

One of the key advantages of using the confusion matrix in chatbot evaluation is its
ability to provide insights into the types of errors made by the chatbot. For example,
if the chatbot frequently generates false positives, it may indicate that the system
is overestimating the relevance of certain responses. Conversely, a high rate of false
negatives may suggest that the chatbot is failing to recognise valid user queries (Chicco
et al. 2021, Wijaya et al. 2020). By identifying these patterns, developers can make
informed decisions about how to improve the chatbot’s performance, whether through
refining its algorithms, enhancing its training data, or adjusting its response generation
strategies.

In addition, the confusion matrix allows for the evaluation of specific aspects of
chatbot performance, such as intent recognition and entity extraction. In many chat-
bot applications, accurately identifying user intent is crucial for providing relevant
responses. By analysing the confusion matrix, researchers can assess how well the
chatbot distinguishes between different user intents and identify areas where it may
struggle (Luo et al. 2021, Moldt et al. 2022). This information can inform the develop-
ment of more sophisticated intent recognition algorithms and improve the overall user
experience. The confusion matrix can also be applied to evaluate the chatbot’s ability

to extract relevant entities from user queries. For example, in a healthcare chatbot,
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accurately identifying medical conditions, symptoms, and medications is essential for
providing appropriate responses. By analysing the confusion matrix, researchers can
assess the chatbot’s performance in entity extraction and identify specific entities that
may require further refinement (Daniel et al. 2020, Kuhail et al. 2022).

Furthermore, we can utilise the confusion matrix to evaluate the chatbot’s perfor-
mance across different user demographics and contexts. By segmenting the data based
on factors such as age, gender, or user experience, researchers can gain insights into how
different user groups interact with the chatbot and identify any disparities in perfor-
mance (Wang, Rebolledo-Mendez, Matsuda, Santos & Dimitrova 2023, Xu et al. 2023).
This information can be valuable for tailoring the chatbot’s design and functionality to
better meet the needs of diverse user populations.

Overall, the application of the confusion matrix in chatbot evaluation provides a
structured approach to assessing performance and identifying areas for improvement.
By leveraging the insights gained from confusion matrix analysis, researchers and de-
velopers can enhance the design and functionality of chatbots, ultimately leading to

more effective and user-friendly conversational agents.

2.3.4 Challenges in Evaluating Chatbots with Confusion Matrices

While the confusion matrix is a valuable tool for evaluating chatbot performance, sev-
eral challenges arise when applying it to chatbot evaluation. These challenges can
impact the accuracy and reliability of the performance metrics derived from the con-
fusion matrix, necessitating careful consideration and mitigation strategies (Al-Sharif

2024, Juregui-Velarde 2024).

1. Class Imbalance: One of the primary challenges in evaluating chatbots using con-
fusion matrices is class imbalance. In many chatbot applications, certain classes
(e.g., specific intents or user queries) may be significantly underrepresented com-
pared to others. This imbalance can lead to misleading accuracy metrics, as a
model may achieve high accuracy by predominantly predicting the majority class
while neglecting the minority class (Rapp et al. 2021, Wu 2024). To address

this challenge, researchers can employ techniques such as oversampling, under-
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sampling, or using performance metrics that account for class imbalance, such as

F1-score or Matthews correlation coefficient (Karampinis 2024, Ziam 2024).

2. Dynamic User Interactions: Chatbots operate in dynamic environments where
user interactions can vary widely. Users may ask questions in different ways, use
slang or colloquialisms, or express their needs in ambiguous terms. This vari-
ability can complicate the evaluation process, as the confusion matrix may not
adequately capture the nuances of user interactions (Ghafoor 2024, Haristiani
et al. 2022). To mitigate this challenge, researchers can employ natural language
processing techniques to preprocess user inputs and standardise them before pop-

ulating the confusion matrix.

3. Contextual Understanding: Chatbots often need to maintain context across mul-
tiple turns of conversation. Evaluating a chatbot’s performance based solely on
individual interactions may overlook the importance of context in understand-
ing user intent. For example, a chatbot may provide an accurate response to a
follow-up question based on previous interactions, but this may not be reflected in
the confusion matrix if evaluated in isolation (Ishaaq 2023, Ng 2024). To address
this challenge, researchers can incorporate context-aware evaluation methods that

consider the entire conversation history when populating the confusion matrix.

4. Subjectivity in Evaluation: The evaluation of chatbot performance can be sub-
jective, as different users may have varying expectations and preferences. This
subjectivity can lead to inconsistencies in the evaluation process, making it dif-
ficult to derive meaningful insights from the confusion matrix (Sderstrm et al.
2021, Tehrani et al. 2022). To mitigate this challenge, researchers can employ
standardised evaluation criteria and involve multiple evaluators to assess chatbot

performance, ensuring a more objective and comprehensive evaluation process.

5. Limited Data Availability: In some cases, researchers may have limited access
to data for populating the confusion matrix. This limitation can hinder the
ability to conduct thorough evaluations and derive reliable performance metrics

(Duvenhage et al. 2017, Leino et al. 2020). To address this challenge, researchers
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can consider leveraging synthetic data generation techniques or conducting user

studies to gather sufficient data for evaluation.

6. Evolving User Expectations: As chatbot technology evolves, user expectations
may also change. A chatbot that performs well today may not meet user expec-
tations in the future as users become more accustomed to advanced conversational
agents (Haghighi et al. 2023, Khamis et al. 2019). This dynamic nature of user
expectations necessitates ongoing evaluation and refinement of chatbots, ensuring

that they continue to meet user needs effectively.

In summary, while the confusion matrix is a valuable tool for evaluating chatbot
performance, several challenges must be addressed to ensure accurate and reliable as-
sessments. By employing strategies to mitigate class imbalance, standardising evalu-
ation criteria, and incorporating context-aware methods, researchers can enhance the
effectiveness of chatbot evaluations and ultimately improve the design and functionality

of conversational agents.

2.3.5 Conclusion - Using the Confusion Matrix to Evaluate the Chat-
bot

The confusion matrix serves as a powerful tool for evaluating chatbot performance,
providing a structured approach to assess the accuracy and effectiveness of conver-
sational agents. By summarising the correct and incorrect predictions made by the
chatbot, the confusion matrix enables researchers and developers to derive valuable
performance metrics, including accuracy, precision, recall, Fl-score, specificity, and
Matthews correlation coefficient (Han et al. 2021, Shen et al. 2020).

The application of the confusion matrix in chatbot evaluation allows for a compre-
hensive understanding of the strengths and weaknesses of the system. By analysing
the types of errors made, whether the chatbot is more prone to false positives or false
negatives, developers can gain insights into how to improve the chatbot’s performance.
This iterative process of evaluation and refinement is essential for enhancing user ex-

periences and ensuring that chatbots effectively meet user needs (Caelen 2017, Jhaerol
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2023).

Despite the challenges associated with evaluating chatbots using confusion matri-
ces, such as class imbalance, dynamic user interactions, and contextual understanding,
researchers can employ various strategies to mitigate these issues. By leveraging nat-
ural language processing techniques, incorporating context-aware evaluation methods,
and involving multiple evaluators, researchers can enhance the reliability and accuracy
of chatbot evaluations.

As chatbot technology continues to evolve, the importance of effective evaluation
methods will only increase. The confusion matrix provides a valuable framework for
assessing chatbot performance, enabling researchers and developers to identify areas for
improvement and optimise user experiences. By harnessing the insights gained from
confusion matrix analysis, the design and functionality of chatbots can be continually
refined, ultimately leading to more effective and user-friendly conversational agents.

In conclusion, the confusion matrix is an indispensable tool in the evaluation of
chatbots, offering a structured approach to assess performance and identify areas for
improvement. By leveraging this methodology, researchers and developers can enhance
the design and functionality of conversational agents, ensuring that they effectively

meet user needs and expectations in an increasingly digital world.

2.4 Conversational Search

2.4.1 Defining Conversational Search

Conversational search refers to an interactive information retrieval paradigm that al-
lows users to engage in multi-turn dialogues with a search system to refine and clarify
their information needs. Unlike traditional search methods, which typically involve
single queries and static results, conversational search systems facilitate a dynamic ex-
change where users can ask follow-up questions, provide feedback, and receive tailored
responses based on the context of the conversation (Gupta et al. 2020, Mo 2024, Zamani
et al. 2022). This approach leverages natural language processing (NLP) techniques

to interpret user intent and maintain context throughout the interaction, thereby en-
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hancing the user experience and improving the relevance of search results (Lipani et al.
2021, Liu, Wang, Xu, Ding & Deng 2021).

The evolution of conversational search has been significantly influenced by advance-
ments in machine learning and large language models (LLMs), which enable systems to
understand and generate human-like responses (Hassija 2023, Mao 2023). These sys-
tems aim to create a more intuitive search experience, allowing users to express their
queries in natural language and receive answers that are contextually appropriate and
informative (Gupta et al. 2020, Zamani et al. 2022). As a result, conversational search
has gained traction in various applications, including customer support, educational
tools, and information retrieval systems, highlighting its potential to transform how

users interact with information (Mo 2024, Zamani et al. 2022).

2.4.2 Design Principles for Conversational Search Systems

Designing effective conversational search systems requires adherence to several key prin-
ciples that enhance usability and user satisfaction. One fundamental principle is the
need for a robust understanding of user intent, which involves accurately interpret-
ing the user’s queries and context to provide relevant responses (Liu, Zamani, Lu &
Culpepper 2021, Mo 2024). This necessitates the integration of advanced NLP tech-
niques and machine learning algorithms that can analyse user input and adapt to the
evolving nature of the conversation (Gupta et al. 2020, Mo 2024).

Another critical design principle is the establishment of a coherent dialogue man-
agement system that can maintain context across multiple turns of interaction. This
includes the ability to track conversation history, manage user preferences, and handle
clarifying questions to refine search results (Liu, Wang, Xu, Ding & Deng 2021, Mo
2024). Effective dialogue management not only improves the relevance of responses but
also fosters a more engaging and natural user experience (Lipani et al. 2021, Liu 2021).

Additionally, conversational search systems should prioritise user feedback mecha-
nisms, allowing users to express satisfaction or dissatisfaction with the provided infor-
mation. This feedback can be used to adjust the system’s responses and improve future

interactions (Liu, Wang, Xu, Ding & Deng 2021, Mo 2024). Furthermore, the design
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should incorporate personalisation features that tailor responses based on individual
user profiles, preferences, and past interactions, enhancing the overall effectiveness of

the search process (Liu, Wang, Xu, Ding & Deng 2021, Mo 2024).

2.4.3 Types of Conversational Search Interfaces

The literature on conversational search interfaces broadly categorises them into tra-
ditional and innovative types. Traditional interfaces rely on typed or voice inputs,
offering a familiar interaction model that many users are accustomed to (Fergencs &
Meier 2021). However, research suggests that users may struggle with these interfaces
due to the complexity of search behaviours that extend beyond simple query-answer
formats (Ferdian et al. 2023, Fergencs & Meier 2021).

In contrast, innovative conversational agents, such as chatbots, create more en-
gaging experiences by simulating human-like dialogue. This makes them particularly
effective for users with varying literacy levels, improving accessibility (Bickmore et al.
2016, Nov et al. 2023). For instance, Bickmore et al. found that individuals with lower
health literacy achieved better outcomes using a conversational agent compared to tra-
ditional interfaces, highlighting the potential of these models to bridge usability gaps
(Bickmore et al. 2016, Wang, Peng, Zha, Han, Deng, Hu & Hu 2023).

Flstad et al. introduced a chatbot typology based on interaction styles and purpose,
demonstrating how these systems serve more than just task completion (Flstad et al.
2019). Additionally, voice user interfaces have emerged as a modern advancement,
enabling hands-free, interactive engagement, especially valuable in healthcare settings
(Jocelyn Chew 2022, Porcheron et al. 2018). The evolution of conversational search
interfaces underscores their growing role in enhancing user interactions and overall

satisfaction across various domains.

2.4.4 User Interactions in Conversational Search Systems

User interactions in conversational search systems are characterised by a dynamic ex-
change of information that evolves over multiple turns of dialogue. Unlike traditional

search systems, where users submit a single query and receive a static list of results,
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conversational search enables users to engage in a more interactive and iterative process
(Liu, Zamani, Lu & Culpepper 2021, Mo 2024). This interaction model allows users
to ask follow-up questions, clarify their needs, and refine their queries based on the
information provided by the system (Liu 2021, Mo 2024).

Effective user interactions rely on the system’s ability to understand and respond
to user intent accurately. This involves not only interpreting the initial query but also
recognising the context and nuances of subsequent interactions (Liu 2021, Mo 2024).
For instance, if a user asks a follow-up question that builds on previous responses, the
system must maintain context and provide relevant information that aligns with the
user’s evolving needs (Liu 2021, Mo 2024).

Moreover, user feedback plays a crucial role in shaping interactions within con-
versational search systems. Users can express satisfaction or dissatisfaction with the
responses received, prompting the system to adjust its behaviour accordingly (Liu 2021,
Mo 2024). This feedback loop fosters a more personalised and adaptive search experi-
ence, allowing the system to learn from user interactions and improve its performance

over time (Liu 2021, Mo 2024).

2.4.5 User Intent and Interaction Dynamics

The study of user intent and interaction dynamics in conversational agents, particularly
chatbots, sheds light on key aspects of user experience and engagement. Research
highlights the importance of personalised interactions in building rapport between users
and chatbots, ultimately enhancing the quality of the experience (Kocaball et al. n.d.,
Pecune et al. 2019). Pcune et al. note that user expectations play a crucial role in
satisfaction with chatbot recommendations, reinforcing the need for tailored responses
to maintain engagement (Pecune et al. 2019).

Different interaction strategies also shape user perceptions. Task-oriented dialogues
focus on delivering information efficiently, whereas socially-oriented dialogues foster a
sense of connection, catering to varying user preferences (Galland et al. 2022). The bal-
ance between these approaches influences how users engage with chatbots and whether

they perceive them as helpful or impersonal.
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Another important factor is users understanding of chatbot capabilities. Nadarzyn-
ski et al. found that while people acknowledge the benefits of improved information
access, uncertainty about what chatbots can and cannot do can reduce their effective-
ness (Nadarzynski et al. 2019). Meanwhile, the use of reinforcement learning to refine
conversation dynamics shows promise in enhancing user engagement and satisfaction
(Galland et al. 2022, Pcune et al. 2020). As chatbot technology evolves, it is clear
that user intent is a complex and dynamic element, requiring adaptable, user-centred

designs to create more meaningful interactions.

2.4.6 Key Characteristics of Conversational Search Compared to Tra-

ditional Search Methods

Conversational search differs fundamentally from traditional search methods in how it
handles interaction, context, and user intent. Traditional search follows a straightfor-
ward, linear processusers enter a query, and the system returns a static list of results.
This approach works well for clear-cut searches but struggles with ambiguity or queries
that require further clarification (Ling et al. 2021).

Conversational search, on the other hand, engages users in a dynamic, multi-turn
dialogue that feels more natural, closer to how people communicate. Advances in
natural language processing allow these systems to understand context better and re-
solve ambiguities through follow-up questions and clarifications (Lin, Yang, Nogueira,
Tsai, Wang & Lin 2021, Mao 2023). Mao et al. suggest that by building on previ-
ous exchanges, conversational systems can generate more relevant responses, leading to
improved search accuracy (Mao 2023).

Another key advantage is personalisation. Conversational systems learn from ongo-
ing interactions, tailoring responses to create a more engaging and intuitive experience
(Gerritse et al. 2020, Voskarides 2021). Traditional search engines, in contrast, do not
adapt in the same way and often fail to respond to evolving user needs (Mo 2024). Trip-
pas et al. emphasise the importance of conversational movesadjustments in dialogue
that improve user satisfaction and engagementan element largely absent in traditional

search methods (Trippas et al. 2020).
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In short, conversational search offers a more contextual, interactive, and person-
alised approach to finding information, bridging the gap between simple keyword-based

searches and how people naturally seek answers.

2.4.7 Evaluation Metrics for Conversational Search

The evaluation of conversational search systems has become an area of growing interest,
given its impact on user satisfaction, usability, and overall effectiveness. Traditional
evaluation methods, often borrowed from information retrieval, are not always suited
to conversational agents. As a result, researchers have developed tailored metrics that
better capture the unique dynamics of human-like interactions (Frangoudes et al. 2021).

A key focus of recent research has been on assessing the reliability and validity
of various evaluation metrics, including system usefulness, information quality, and
user satisfaction. Ponathil et al. found that these metrics performed reliably when
applied to virtual conversational agents (VCAs) designed for family health history
collection, providing strong empirical support for their effectiveness in measuring user
experience (Ponathil et al. 2020). Their study also highlighted that VCA consistently
outperformed traditional interfaces across usability metrics, reinforcing the need for
user-centred evaluation approaches.

Recent analyses have also identified more specialised metrics for conversational sys-
tems, such as dialogue time, empathy, and response accuracy. Winkler and Soellner
stressed the importance of dialogue time in educational settings, where it directly in-
fluences student engagement and learning outcomes (Winkler & Soellner 2018). Mean-
while, Olszewski et al. examined chatbot performance in healthcare and found that
response quality and empathy varied significantly, suggesting these factors can be quan-
titatively measured to refine chatbot development (Olszewski et al. 2024).

Ayers et al. further emphasised the need for comprehensive evaluation frameworks,
advocating for metrics that assess both the accuracy of information and the empathetic
nature of responses (Ayers et al. 2023). Similarly, AbdAlrazaq et al. outlined a range of
technical metrics essential for evaluating the efficiency and effectiveness of healthcare

chatbots, reflecting a broader move towards standardised assessment methodologies
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(AbdAlrazaq et al. 2020).

In summary, there is a clear shift towards more refined evaluation metrics that
consider the interactive, contextual, and emotional dimensions of conversational search
systems. This evolving approach is essential for improving the performance and user

satisfaction of conversational agents across different domains.

2.4.8 The Role of Large Language Models

Large language models (LLMs) play a pivotal role in advancing conversational search
systems by enhancing their capabilities in natural language understanding and gen-
eration. These models, trained on vast amounts of text data, possess the ability to
generate coherent and contextually relevant responses, making them well-suited for in-
teractive dialogue applications (Hassija 2023, Mao 2023). The integration of LLMs into
conversational search systems allows for more nuanced interpretations of user queries
and the generation of informative responses that align with user intent (Hassija 2023,
Mao 2023).

LLMs also facilitate the handling of complex conversational dynamics, enabling sys-
tems to maintain context across multiple turns of dialogue. This capability is essential
for providing relevant information based on the evolving nature of user interactions
(Hassija 2023, Mao 2023). Furthermore, LLMs can adapt to various conversational
styles and preferences, enhancing the personalisation of responses and improving user
satisfaction (Hassija 2023, Mao 2023).

However, the deployment of LLMs in conversational search systems also presents
challenges, particularly concerning bias and ethical considerations. The training data
used to develop these models may contain inherent biases, which can influence the
system’s responses and perpetuate unfair outcomes (Liu, Wang, Xu, Ding & Deng
2021, Mo 2024). Addressing these challenges requires ongoing research and the im-
plementation of strategies to mitigate bias while ensuring the ethical use of LLMs in

conversational search applications (Liu, Wang, Xu, Ding & Deng 2021, Mo 2024).
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2.4.9 Challenges and Future Directions

Conversational search systems hold great promise for transforming information re-
trieval, but they also face significant challenges in accurately interpreting user intent,
managing context, and maintaining fluid, natural dialogue (Lin, Yang, Nogueira, Tsali,
Wang & Lin 2021, Qu et al. 2019). One of the biggest hurdles is query ambiguityusers
often phrase questions in ways that lack clarity, especially in multi-turn interactions
(Lin, Yang, Nogueira, Tsai, Wang & Lin 2021, Voskarides et al. 2020). When con-
text shifts throughout a conversation, these systems can struggle to retrieve relevant
information, leading to misunderstandings and ineffective responses.

Another major challenge is the need for more advanced machine learning techniques
to improve adaptability and responsiveness. While neural information retrieval methods
offer the potential for multi-modal retrieval and knowledge-based searching, current
frameworks are not yet fully equipped to take advantage of these innovations (Mao
2023, Onal et al. 2017). Additionally, the complexity of human conversation, including
emotional nuances and interpersonal dynamics, makes it difficult to create chatbots
that feel both empathetic and engaging (Reddy et al. 2023, Wang, Peng, Zha, Han,
Deng, Hu & Hu 2023).

Looking ahead, research should focus on enhancing emotional intelligence and con-
textual awareness in conversational agents. Systems that can better detect when to
ask for clarification, when to provide direct answers, or even when to allow pauses
could significantly improve user engagement (Fadhil et al. 2018, Lejeune et al. 2016).
Moreover, as Al-driven chatbots are increasingly used in sensitive domains like health-
care, ensuring trustworthiness and ethical reliability is crucial (Wang, Peng, Zha, Han,
Deng, Hu & Hu 2023). Future advancements should also include more sophisticated
evaluation methods that measure user satisfaction and engagement over time, rather

than relying on traditional search accuracy metrics alone (Zamani et al. 2022).
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2.5 Conversational Agent

2.5.1 Introduction

Conversational agents (CAs), or chatbots, have emerged as a significant area of re-
search and application within artificial intelligence (AI). These systems are designed to
engage in user dialogue, providing responses ranging from simple informational queries
to complex interactions that simulate human-like conversation. The evolution of con-
versational agents has been driven by advancements in natural language processing
(NLP), machine learning, and user interface design, enabling more sophisticated inter-
actions that can adapt to user needs and preferences (Kusal et al. 2022, Milnelves et al.
2020, Schachner et al. 2020). The potential applications of conversational agents span
various domains, including healthcare, education, and customer service, highlighting
their versatility and importance in modern digital interactions. (Bavaresco et al. 2020,
Car et al. 2020, Dingler et al. 2021).

The increasing integration of conversational agents into everyday life raises critical
questions about their design, effectiveness, and the implications of their use. As these
agents become more prevalent, understanding their capabilities, limitations, and the
challenges associated with their implementation is essential for both researchers and
practitioners (Allouch et al. 2021, Bavaresco et al. 2020, Flstad et al. 2021). This
literature review aims to synthesise current research on conversational agents, focusing
on user interaction and experience, challenges in implementation, evaluation methods,

components of chatbots, and future research directions.

2.5.2 User Interaction and Experience

User interaction with conversational agents is complex, involving usability, engagement,
and emotional connection. Research shows that a key factor in their effectiveness is the
ability to interpret and respond to user inputs naturally and intuitively (Alabed 2023,
Belda-Medina & Calvo-Ferrer 2022, Kusal et al. 2022). For example, conversational
agents that adjust their language and tone based on a users skill level or emotions tend

to create a more engaging experience (Belda-Medina & Calvo-Ferrer 2022); This adapt-
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ability is especially valuable in fields like healthcare, where empathetic communication
can improve patient satisfaction and treatment adherence (Milnelves et al. 2020, Park
2024, Suganuma et al. 2018).

The design of conversational agents also shapes user experience. Elements like
personality, visual representation, and context influence how users interact with them
(E. Pinxteren et al. 2020, Loveys et al. 2020). For instance, agents that use avatars or
visual cues can enhance engagement by making interactions feel more natural (Aljaroodi
et al. 2019, Loveys et al. 2020). Similarly, integrating multimodal interactions, such as
voice and visuals, can make these agents more effective, appealing, and user-friendly
(Flstad et al. 2021, Marn 2021, Spiliotopoulos et al. 2020).

However, ensuring consistently positive interactions remains a challenge. Misinter-
preting inputs, giving irrelevant responses, or failing to recognise emotions can lead to
frustration (Alabed 2023, Bavaresco et al. 2020, Flstad et al. 2021). Ongoing research
is essential to improving how conversational agents respond and adapt to different con-
texts, ensuring they meet diverse user needs effectively (Allouch et al. 2021, Flstad

et al. 2021, Kusal et al. 2022).

2.5.3 Challenges in Implementing Conversational Agents

Implementing conversational agents is fraught with challenges that can hinder their
effectiveness and acceptance. One significant challenge is the technical complexity
of developing systems that can accurately interpret and respond to natural language
inputs. Despite advancements in NLP and machine learning, conversational agents
often struggle with understanding context, sarcasm, and nuanced language, which can
lead to miscommunication (Flstad et al. 2021, Milnelves et al. 2020, Motger et al. 2022).
This limitation is particularly pronounced in specialised domains, such as healthcare,
where precise language and terminology are critical for effective communication (Car
et al. 2020, Cock et al. 2020, Milnelves et al. 2020).

Another challenge is the integration of conversational agents into existing systems
and workflows. Many organisations face difficulties in aligning these technologies with

their operational processes, which can result in suboptimal performance and user dis-

35



Chapter 2. Literature Review on IR, Conversational Search, Conversational Agents

satisfaction (Allouch et al. 2021, Bavaresco et al. 2020, Cock et al. 2020). Additionally,
data privacy and security concerns can impede the adoption of conversational agents,
particularly in sensitive areas like healthcare, where patient confidentiality is paramount
(Car et al. 2020, MacNeill 2024, Milnelves et al. 2020). Addressing these challenges
requires a multidisciplinary approach combining technical expertise with understanding
user needs and ethical considerations.

Moreover, the evaluation of conversational agents poses its own set of challenges.
Traditional metrics for assessing user satisfaction and system performance may not ade-
quately capture the nuances of human-agent interactions (Allouch et al. 2021, Bavaresco
et al. 2020, Flstad et al. 2021). Researchers have called for the development of more
comprehensive evaluation frameworks that consider factors such as emotional engage-
ment, user trust, and the long-term impact of conversational agents on user behaviour
(Allouch et al. 2021, Flstad et al. 2021, Kusal et al. 2022). By addressing these chal-
lenges, researchers and practitioners can enhance the effectiveness and acceptance of

conversational agents across various domains.

2.5.4 Evaluation of Conversational Agents

Evaluating the effectiveness of conversational agents is critical for understanding their
impact on user experience and overall performance. Current evaluation methods often
rely on quantitative metrics, such as response accuracy and completion rates, which
may not fully capture the richness of user interactions (Allouch et al. 2021, Bavaresco
et al. 2020, Flstad et al. 2021). Qualitative assessments, including user feedback and
observational studies, provide valuable insight into the nuances of user experience,
highlighting areas for improvement and informing future design choices (Allouch et al.
2021, Bavaresco et al. 2020, Flstad et al. 2021).

A promising evaluation approach uses user-centred design principles, emphasising
the importance of involving users in the development and assessment process (Flstad
et al. 2021); Allouch et al. (2021);Bavaresco et al. (2020). By engaging users in iterative
testing and feedback loops, researchers can gain a deeper understanding of user needs

and preferences, leading to more effective conversational agents (Allouch et al. 2021,
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Bavaresco et al. 2020, Flstad et al. 2021). Additionally, incorporating behavioural and
emotional metrics into evaluation frameworks can provide a more holistic view of user
interactions, allowing a better understanding of how conversational agents influence
user engagement and satisfaction (Allouch et al. 2021, Bavaresco et al. 2020, Flstad
et al. 2021).

Furthermore, the context in which conversational agents are deployed significantly
affects their evaluation. For example, agents used in healthcare settings may require
different evaluation criteria than those used in customer service or educational settings
(Car et al. 2020, MacNeill 2024, Milnelves et al. 2020). Tailoring evaluation methods
to specific application domains can improve the relevance and accuracy of assessments,
ensuring that conversational agents are effectively meeting user needs (Allouch et al.

2021, Bavaresco et al. 2020, Flstad et al. 2021)

2.5.5 Chatbot and Its Components

The literature on chatbots reveals their complex architecture, heavily reliant on Natu-
ral Language Processing (NLP) and artificial intelligence (AI). Chatbots are designed
to facilitate user interactions by interpreting natural language inputs and generating
coherent responses, which positions them as pivotal tools in various sectors, including
education and mental health (Anshori Prasetya & Priyatno 2022, Hassan & Elsayed
2023, Hettiarachchi & Gamini 2023). The effectiveness of chatbots often hinges on
advanced algorithms such as machine learning, enabling them to learn from user in-
teractions, enhance conversational capabilities, and improve their responses over time
(Gunnam et al. 2022, Mundlamuri et al. 2022).

Moreover, deploying chatbots within cloud environments improves their operational
efficiency and scalability, which is crucial for handling diverse user demands (Gunnam
et al. 2022). Chatbots not only provide instantaneous information retrieval but also
facilitate task automation across different applications, thereby improving user experi-
ences in digital platforms (Saransh 2023). Their implementation is increasingly evident
in industries like education, where they serve as virtual assistants to help students nav-

igate complex information landscapes (Atmauswan & Abdullahi 2022, Bodapati 2024).
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Overall, the synergy between AI, NLP, and chatbot functionality marks a transforma-

tive shift in human-computer interaction.

2.6 Relationship Between Conversational Search and Con-

versational Agents

Conversational search and conversational agents such as chatbots share overlapping
goals but emerge from distinct research traditions. Conversational search refers to the
interactive process of satisfying an information need through a dialogue-like exchange,
often involving clarification, re-ranking, and contextual refinement of search results
(Radlinski & Craswell 2017b). It prioritises the user’s information-seeking behaviour
in a dynamic, iterative manner, where the system interprets intent, asks clarifying
questions, and updates its understanding based on dialogue history.

Conversational agents, or chatbots, are software systems designed to simulate human-
like dialogue through natural language. While early chatbots were rule-based and task-
specific, modern systems increasingly incorporate retrieval-based and generative Al
models to support open-domain conversation, customer service, and task automation.
In financial contexts, these agents provide transactional support, FAQs, and increas-
ingly, complex advice that involves search-like behaviour (e.g., What are my spending
trends?).

The intersection lies in the increasing convergence of task-based chatbots and information-
seeking systems. As chatbots become more sophisticated, they integrate conversational
search capabilities, enabling users to explore financial products, understand decisions,
or compare options in a natural, iterative dialogue. For example, a financial chatbot
might shift from answering Whats my balance? to handling search-driven queries like
Which savings account suits my needs best?

This overlap is crucial to trust modelling. Unlike traditional search engines, conver-
sational agents take a social role and are expected to exhibit personality, empathy, and
benevolence. This dual role, as both an information retriever and a human-like inter-

locutor, elevates the risk and complexity of trust breakdown, especially when the system
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fails to meet both informational and relational expectations. Therefore, this thesis po-
sitions financial chatbots as hybrid systems, blending conversational search mechanisms
with human-computer interaction elements. Understanding their dual function is essen-
tial for designing effective trust repair strategies, as users assess not only the accuracy
of the information but also the agent’s perceived intent, competence, and emotional

intelligence.

2.7 Application in the Financial Domain

2.7.1 Application of Conversational Agents in Finance

Conversational agents, commonly known as chatbots, have found extensive applications
in the financial domain, transforming how financial institutions interact with their
customers. These Al-driven systems leverage natural language processing (NLP) and
machine learning algorithms to facilitate seamless communication between users and
financial services (Zhou 2024). The integration of conversational agents in finance has
been driven by the need for improved customer service, improved operational efficiency,
and the ability to provide personalised financial advice.

One of the primary applications of conversational agents in finance is in customer
support. Financial institutions deploy chatbots to handle routine inquiries, such as
account balance checks, transaction history, and payment processing. By automating
these tasks, banks and financial service providers can reduce waiting times and improve
customer satisfaction (Suri 2024). For example, chatbots can provide instant responses
to frequently asked questions, allowing human agents to focus on more complex issues
that require personal attention.

In addition, conversational agents are increasingly being used to provide person-
alised financial advice. By analysing user data and preferences, chatbots can offer
tailored recommendations for investment strategies, savings plans, and budgeting tech-
niques (Fisch 2024). This personalised approach not only enhances user engagement
but also empowers customers to make informed financial decisions. For example, a

chatbot may analyse a user’s spending habits and suggest ways to save for specific
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goals, such as a vacation or a new car (Ullah 2024).

In addition to customer support and personalised advice, conversational agents are
also used for fraud detection and risk management. By monitoring user interactions
and transaction patterns, chatbots can identify suspicious activities and alert users or
financial institutions to potential fraud (Joshi 2024). This proactive approach to fraud
prevention is crucial in the financial sector, where timely detection can mitigate losses
and protect customer assets.

The integration of conversational agents in finance is not without challenges. The
issues related to data privacy, security, and the accuracy of Al-driven recommenda-
tions must be addressed to ensure user trust and compliance with regulatory standards
(Park 2023). Furthermore, the effectiveness of conversational agents relies heavily on
the quality of the underlying algorithms and the training data used to develop them.
As such, ongoing research and development are essential to refine these systems and
enhance their capabilities (Samaan 2024).

In summary, conversational agents have become integral to the financial domain,
offering a range of applications that improve customer service, provide personalised
financial advice, and improve fraud detection. As technology continues to evolve, the
potential for conversational agents in finance will likely expand, leading to more inno-

vative solutions that meet the needs of both consumers and financial institutions.

2.7.2 Conversational Search in the Financial Domain

Conversational search refers to the ability of users to engage in a dialogue with a sys-
tem to retrieve information, making it particularly relevant in the financial domain.
This approach allows users to ask questions in natural language and receive contextu-
ally relevant responses, improving the overall user experience (Bonnechre 2024). The
integration of conversational search in finance has the potential to revolutionise how
individuals access financial information, conduct transactions, and make investment
decisions.

One of the key advantages of conversational search in finance is its ability to provide

users with relevant and personalised information. Users can ask specific questions
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about their financial situations, such as ”What are the best investment options for
my retirement?” or "How can I improve my credit score?” The conversational search
system can analyse the user’s query, retrieve relevant data, and present it in a user-
friendly format (Benary 2023). This personalised approach not only improves users’
engagement but also empowers individuals to make informed financial decisions.

Conversational search systems can also facilitate complex financial transactions. For
example, users may want to compare different loan options or investment products. By
engaging in a dialogue with the system, users can ask follow-up questions, clarify their
preferences, and receive customised recommendations based on their specific needs
(Takemoto 2024). This interactive process enhances the user’s ability to navigate the
often complex landscape of financial products and services.

In addition, conversational search can improve financial literacy by providing users
with access to educational resources and information. Users can inquire about finan-
cial concepts, such as compound interest or asset allocation, and receive explanations
that enhance their understanding (Greenhalgh et al. 2017). This educational aspect is
particularly important in the financial domain, where many individuals may lack the
knowledge needed to make informed decisions.

The implementation of conversational search in finance is not without challenges.
Ensuring the accuracy and reliability of the information provided is paramount, as
users rely on these systems for critical financial decisions (Zhao 2024). Additionally, the
system must be able to understand and interpret user queries accurately, accounting
for variations in language and phrasing (Yu 2023). Continuous improvement of the
underlying algorithms and training data is essential to address these challenges and
enhance the effectiveness of conversational search systems in finance.

In conclusion, conversational search represents a significant advancement in how
individuals access and interact with financial information. By providing personalised,
relevant, and educational responses, conversational search systems can empower users
to make informed financial decisions and navigate the complexities of the financial

landscape.
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2.7.3 The Evolution of Banking through AI and LLMs

The banking industry has undergone a significant transformation in recent years, driven
by advancements in artificial intelligence (AI) and large language models (LLMs).
These technologies have reshaped how banks operate, interact with customers, and
manage financial services (Haltaufderheide 2024). The evolution of banking through
AT and LLMs has led to improved efficiency, enhanced customer experiences, and the
development of innovative financial products.

One of the most notable impacts of Al and LLMs in banking is the automation
of routine tasks. Banks have increasingly adopted Al-driven solutions to streamline
processes such as account management, transaction processing, and compliance moni-
toring (Cheung 2024). By automating these tasks, banks can reduce operational costs,
minimise human error, and improve overall efficiency. For example, Al algorithms can
analyse large volumes of transaction data in real-time to detect anomalies and flag
potential fraud, allowing banks to respond quickly to suspicious activities (Poje 2024).

The integration of LLMs in banking has also enhanced customer interactions. Chat-
bots powered by LLMs can engage in natural language conversations with customers,
providing instant responses to inquiries and assisting with various banking tasks (Not-
tingham et al. 2023). This level of automation not only improves customer satisfaction
by reducing wait times but also allows banks to provide 24/7 support without the need
for human intervention (Wang, Peng, Zha, Han, Deng, Hu & Hu 2023). As customers
increasingly expect immediate assistance, the ability of LLMs to understand and re-
spond to complex queries is crucial for maintaining a competitive advantage in the
banking sector.

Furthermore, Al and LLMs have facilitated the development of personalised finan-
cial services. By analysing customer data, banks can tailor their offerings to meet
individual needs and preferences (Tepe 2024). For instance, Al algorithms can assess
a customer’s financial behaviour and recommend personalised investment strategies or
savings plans. This level of personalisation enhances customer engagement and loyalty,
as clients feel that their unique financial situations are being addressed (Agarwalla et al.

2015).
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The evolution of banking through AI and LLMs has also raised important ethical
considerations. As banks increasingly rely on Al-driven decision making, concerns
about data privacy, algorithmic bias, and transparency have emerged (Zeng 2024). For
example, the use of Al in credit scoring may inadvertently perpetuate existing biases
if the training data reflects historical inequalities (Yu et al. 2013). To address these
challenges, banks must prioritise ethical Al practices, ensuring that their algorithms
are fair, transparent, and accountable (Eggmann et al. 2023).

In summary, the evolution of banking through Al and LLMs has transformed the
industry, leading to improved efficiency, enhanced customer experiences, and person-
alised financial services. However, the ethical implications of these technologies must
be carefully considered to ensure that the benefits of Al and LLMs are realised without
compromising customer trust and fairness. For banking chatbots specifically, PRISM
(Azzopardi & Moshfeghi 2024) can operationalise bias audits on model outputs, while
insights from POW (Azzopardi & Moshfeghi 2025) help identify and constrain unin-

tended political framing that may affect advice narratives.

2.7.4 Enhancing Financial Decision-Making with LLMs

The integration of large language models (LLMs) in the financial domain has the po-
tential to significantly enhance financial decision-making processes. By leveraging the
capabilities of LLMs, financial institutions can analyse vast amounts of data, generate
insights, and provide personalised recommendations that empower individuals and or-
ganisations to make informed financial decisions. The application of LLMs in financial
decision-making encompasses various aspects, including data analysis, risk assessment,
and investment strategies. One of the primary ways LLMs enhance financial decision-
making is through advanced data analysis. Financial markets generate enormous vol-
umes of data, including historical prices, trading volumes, economic indicators, and
news articles. LLMs can process and analyse this data to identify trends, correlations,
and anomalies that may impact investment decisions. For example, an LLM can anal-
yse historical stock price movements in conjunction with economic indicators to forecast

future price trends, providing investors with valuable insights for their decision-making
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processes.

Moreover, LLMs can assist in risk assessment by evaluating potential risks associ-
ated with various financial products and investment strategies. By analysing histori-
cal data and market trends, LLMs can identify patterns that may indicate potential
risks, such as market volatility or economic downturns. This proactive approach to
risk management enables financial institutions to make informed decisions that miti-
gate potential losses and protect customer assets. In addition to data analysis and risk
assessment, LLMs can enhance personalised financial decision-making by providing tai-
lored recommendations based on individual user profiles and preferences. By analysing
user data, such as spending habits, investment goals, and risk tolerance, LLMs can gen-
erate personalised financial advice that aligns with the user’s unique circumstances. For
instance, an LLM can recommend specific investment strategies or savings plans based
on a user’s financial goals, helping individuals make informed decisions that support
their long-term financial well-being.

Furthermore, LLLMs can facilitate real-time decision-making by providing instant
access to relevant information and insights. In fast-paced financial markets, timely
access to data is crucial for making informed decisions. LLMs can analyse incoming
data streams and generate insights in real-time, enabling investors to respond quickly to
market changes and capitalise on emerging opportunities. This level of responsiveness
is particularly valuable in high-frequency trading environments, where milliseconds can
make a significant difference in investment outcomes.

Despite the advantages of using LLMs in financial decision-making, challenges re-
main. Issues related to data privacy, algorithmic bias, and the interpretability of Al-
driven recommendations must be addressed to ensure the responsible use of these tech-
nologies. Additionally, the effectiveness of LLMs relies heavily on the quality of the
training data used, necessitating ongoing efforts to ensure that the data is representa-
tive and free from biases.

In conclusion, the integration of large language models in financial decision-making
represents a significant advancement in the financial domain. By leveraging the capabil-

ities of LLMs, financial institutions can enhance data analysis, improve risk assessment,
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and provide personalised recommendations that empower individuals and organisations
to make informed financial decisions. However, addressing the ethical considerations
and challenges associated with these technologies is essential for ensuring their respon-

sible and effective implementation.

2.7.5 Chatbot in the Financial Domain, Especially in Banking

The advent of chatbots in the financial sector, particularly within banking, has marked
a significant transformation in how financial institutions interact with their customers.
This literature review synthesises the current research on chatbots in the banking in-
dustry, focusing on their application, benefits, customer interactions, and challenges
faced during adoption.

1. Applications of Chatbots in Banking Chatbots have emerged as pivotal tools for
banks, enhancing customer service and streamlining operations. They provide func-
tionalities ranging from answering frequently asked questions to executing financial
transactions, thereby acting as a primary interface for customer interaction (Bhuiyan
et al. 2020, Fares et al. 2022) emphasise that the integration of artificial intelligence
(AI) in banking helps to improve customer engagement and service efficiency through
chatbots, as they allow banks to automate routine queries, thus freeing human agents
to handle more complex issues (Fares et al. 2022). Furthermore, Aji et al. high-
light that millennials, due to their experience with technology, are particularly inclined
towards adopting chatbots for their banking activities, finding them convenient and
user-friendly (Whitehouse et al. 2023).

2. Enhancing Customer Experience The impact of chatbots on customer experience
in the banking sector cannot be overstated. Mulyono and Sfenrianto’s research indicates
that banking chatbots can significantly improve customer satisfaction by meeting the
evolving expectations of users during critical phases, such as the COVID-19 pandemic
(Mulyono & Sfenrianto 2022). This observation aligns with the notion that customers
prefer engaging with chatbots able to provide instantaneous responses, which has be-
come essential during times when traditional service channels are less accessible. Fur-

thermore, studies by Sands et al. have shown that service scripts employed by chatbots
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influence the overall service experience, allowing banks to standardise interactions and
enhance personalisation (Sands et al. 2020). By navigating customers through various
service touchpoints, chatbots are crafted to enhance the banking experience, exhibiting
adaptability to individual needs.

3. Trust and Acceptance Factors An essential aspect of chatbot implementation
in banking is understanding customer trust and acceptance. Mostafa and Kasamani’s
study demonstrates that initial trust in chatbots is crucial for customer retention,
signifying that banks must foster trust through reliable service encounters (Mostafa &
Kasamani 2021). Similarly, the comprehensive analysis by Law et al. suggests that prior
experience, gender, and age significantly affect trust in banking chatbots, indicating
that user demographics can lead to varied experiences and expectations (Law 2023).
Furthermore, Devi et al. reinforce this viewpoint, stating that customers’ perceptions
of chatbot reliability directly impact their long-term usage intentions, emphasising the
need for banks to prioritise enhancing user trust (Devi et al. 2024).

4. Challenges in Adoption Despite the myriad benefits presented by chatbots, chal-
lenges remain in their widespread adoption. Olamide et al. highlight that resistance to
chatbot technology persists among some customers due to privacy concerns and the per-
ceived inadequacy of chatbots to handle complex inquiries (Olamide et al. 2021). This
notion is echoed by Chaouali et al., who argue that numerous consumers exhibit reluc-
tance to engage with chatbots, posing significant barriers to much-needed technological
advancements in customer service (Chaouali et al. 2024). Achieving a balance between
technology and human support is paramount; as Abdallah et al. state, Al-powered
chatbots are only as effective as the context in which they are deployed (Abdallah
et al. 2023).

5. Future Directions and Research Implications The future of chatbots in banking
remains promising, with ongoing research focused on enhancing their intelligence and
emotional responsiveness. The integration of blockchain technology with chatbots,
as proposed by Bhuiyan et al., offers an exciting avenue for increasing transaction
security and customer trust in chatbot interactions (Bhuiyan et al. 2020). Furthermore,

the increasing implementation of machine learning and natural language processing
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ensures that chatbots will become increasingly sophisticated, capable of managing more
complex tasks while providing tailored experiences for diverse customer bases (Hwang
& Kim 2021).

Chatbots are playing an increasingly vital role within the banking sector, influenc-
ing customer experience, trust levels, and operational efficiencies. They represent a
significant development in financial services, providing a pathway for banks to enhance
customer engagement while also navigating the challenges of adoption and resistance to
users. Future research should continue to explore the implications of these technologies
to optimise their effectiveness and address the concerns of the banking clientele.

Although Chapter 2 explored the foundational work on information retrieval, con-
versational agents, and the role of large language models in chatbot design, these per-
spectives alone are insufficient to fully explain how users develop, lose, and potentially
regain trust in conversational systems, particularly in sensitive domains such as finance.
Trust is not merely a by-product of system functionality; it is a complex, multidimen-
sional construct influenced by social, psychological, and contextual factors. To ground
subsequent empirical investigations, Chapter 3 provides a focused review of trust the-
ory, its components, and its application to chatbot interactions, laying the conceptual
groundwork for the trust framework proposed in later chapters.

In summary, while previous research has explored trust in humancomputer interac-
tion, conversational search, and chatbots, several important gaps remain. First, much
of the existing work focused on general trust in automation, with limited attention
to the financial services context, where errors can have serious consequences. Second,
although benevolence dimensions such as empathy and personalisation are acknowl-
edged as potential drivers of trust, their specific role in trust breakdown and repair
remains under-examined. Third, research on trust repair strategies in chatbot interac-
tions is sparse, and few studies have systematically compared affective, informational,
and functional approaches. Finally, the potential influence of individual personality
traits on how users perceive and respond to trust breaches in conversational agents has
received little empirical attention.

This study directly addresses these gaps by investigating (1) how different types
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of chatbot errors affect trust in a financial context, (2) whether benevolence expressed

through empathy and personalisation influences trust repair, and (3) how user person-

ality traits shape responses to different trust repair strategies.

A review of the existing literature reveals several gaps that limit the current under-

standing of trust in conversational agents, particularly in financial contexts. To ensure

clarity, the gaps addressed by this study, how they are addressed, and the correspond-

ing contributions are summarised in Table 2.2 below. This provides a clear rationale for

the studys design and situates its contributions within the larger research landscape.

Research Gap

How This Study Ad-
dresses It

Key Contribution

1. Most research focuses
on general trust in automa-
tion and Al, with limited
attention to financial ser-
vices, where trust breaches
can have serious conse-
quences.

Focuses specifically on fi-
nancial chatbots in high-
stakes contexts.

Provides domain-specific
insights into trust dynam-
ics in financial conversa-
tional agents.

2. Limited understanding
of how empathy and per-
sonalisation (benevolence)
affect trust repair in con-
versational search.

Experimentally tests the
role of empathy and per-
sonalisation in responses
(correct and incorrect).

Extends theoretical under-
standing of benevolence as
a driver of trust in hu-
manAl interaction.

3. Sparse research on
trust repair strategies in
chatbots; few comparisons
of affective, informational,
and functional repairs.

Systematically compares
these three strategies in
controlled experiments.

Offers the first compara-
tive framework for evaluat-
ing trust repair strategies
in financial chatbots.

4. Little empirical work on
the influence of personality
traits on trust repair pro-
cesses.

Integrates the Big Five
personality traits into the
study design.

Provides novel evidence of
how personality moderates
trust repair in conversa-
tional agents.

Table 2.2: Research Gaps, How Addressed, and Contributions
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Trust

3.1 Trust and its components

3.1.1 Introduction

Trust is a multifaceted construct that plays a critical role in human interactions, influ-
encing relationships across various domains, including psychology and sociology. From
a psychological perspective, trust can be understood as a belief in the reliability, in-
tegrity, and competence of another party, which is often shaped by emotional and
cognitive processes. In sociology, trust is viewed as a social glue that facilitates coop-
eration and social cohesion, reflecting broader societal norms and cultural values ((Ab-
bass 2019). This review of the literature aims to explore the definition of trust from
both psychological and sociological perspectives, examining its theoretical frameworks,
the influence of gender and culture, the impact of technology and the implications for

practice.

3.1.2 Theoretical Framework of Trust

The theoretical frameworks surrounding trust encompass various models that highlight
its cognitive and emotional dimensions. Trust is often conceptualised through the lens
of social exchange theory, which posits that trust is built through reciprocal interactions
and the perceived benefits of these exchanges (Bowden & Wood 2011). Furthermore,

the trust-building process can be understood through the lens of attachment theory,
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which emphasises the role of early relationships in shaping trust behaviours in adult-
hood (Zhang et al. 2020). Furthermore, the three-layered trust model proposed by Hoff
and Bashir categorises trust into institutional, interpersonal, and systemic levels, offer-
ing a comprehensive understanding of how trust operates in different contexts (Hoff &

Bashir 2015).

3.1.3 Gender and Cultural Influences on Trust

Gender and cultural factors significantly influence trust dynamics. Research indicates
that women tend to exhibit higher levels of trust in interpersonal relationships compared
to men, which can be attributed to socialisation processes that emphasise relational
behaviours in females (Piatak et al. 2022). Moreover, cultural contexts shape trust
perceptions, with collectivist cultures often fostering stronger in-group trust compared
to individualistic societies (Schiller et al. 2023). For instance, studies have shown
that trust in government institutions varies across cultures, with citizens in collectivist
societies displaying higher trust levels towards their leaders (Alzahrani et al. 2017).
This interplay between gender and culture underscores the complexity of trust as a

social construct.

3.1.4 Trust and Technology

The advent of technology has transformed the landscape of trust, particularly in on-
line interactions. Trust in technology is influenced by perceived security, privacy, and
usability, which are critical factors in technology acceptance models (Miller & Bell
2011). For instance, the acceptance of e-government services is significantly affected
by citizens’ trust in the security measures implemented by governmental institutions
(Almansoori 2024). Additionally, the role of online health information seeking high-
lights how trust in digital platforms is shaped by users’ perceptions of credibility and
reliability (Sbaffi & Rowley 2017). As technology continues to evolve, understanding

the factors that influence trust in digital contexts becomes increasingly vital.
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3.1.5 The Role of Chatbots in Building Trust

Chatbots have emerged as a significant tool in enhancing user trust in digital inter-
actions. The design and functionality of chatbots can influence users’ perceptions of
trustworthiness, with factors such as responsiveness and empathy playing crucial roles
(Hu et al. 2022). Research indicates that users are more likely to trust chatbots that
exhibit human-like characteristics, including gendered traits, which can enhance the
overall user experience (Jeon 2024). Furthermore, the effectiveness of chatbots in build-
ing trust is contingent upon their ability to provide accurate and timely information,

thereby reinforcing users’ confidence in the technology (Hoff & Bashir 2015).

3.1.6 Trust Measurement

Measurement of trust presents unique challenges due to its subjective nature. Vari-
ous methodologies have been employed to assess trust, including surveys, behavioural
experiments, and qualitative interviews (Rowley et al. 2014). Trust scales often incorpo-
rate dimensions such as reliability, competence, and benevolence, allowing researchers
to capture the multifaceted nature of trust (Luo et al. 2014). Additionally, the develop-
ment of trust measurement tools must consider demographic factors, including gender
and cultural background, which can influence trust perceptions (Verma et al. 2018).
The ongoing refinement of trust measurement approaches is essential for advancing

research in this area.

3.1.7 Implications for Practice

Understanding trust dynamics has significant implications for practice across various
fields, including marketing, healthcare, and technology. In marketing, fostering trust is
crucial for consumer engagement and loyalty, particularly in online environments where
trust is often tenuous (Sethna et al. 2017). Healthcare providers must prioritise building
trust with patients to enhance treatment adherence and patient satisfaction (Tanco
et al. 2015). Moreover, organisations must recognise the role of gender and cultural
factors in shaping trust perceptions, tailoring their strategies to address these nuances

effectively (Kim 2023). By leveraging insights into trust dynamics, practitioners can
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develop more effective communication and engagement strategies.

3.1.8 Conclusion Trust the Conclusion

In conclusion, trust is a complex construct that is influenced by psychological, sociolog-
ical, cultural, and technological factors. Understanding trust from both psychological
and sociological perspectives provides a comprehensive framework for examining its
dynamics in various contexts. As technology continues to evolve, the need for effective
trust-building strategies becomes increasingly critical. Future research should continue
to explore the interplay between trust, gender, and culture, as well as the implications

of emerging technologies on trust dynamics.

3.2 Types of Trust, Trust vs. Trustworthiness, and Com-

ponents of Trustworthiness

3.2.1 Introduction

Trust is a fundamental element in human relationships and organisational dynamics,
influencing interactions across various contexts. It serves as a critical foundation for
cooperation, collaboration, and effective communication. Understanding the different
types of trust, the distinction between trust and trustworthiness, and the components
that constitute trustworthiness is essential for both theoretical exploration and practical
application. This review of the literature aims to dissect these elements, providing a

comprehensive overview of trust as a multifaceted construct.

3.2.2 Types of Trust

Trust can be categorised into several types based on the context and nature of the rela-
tionship. A prominent classification distinguishes between interpersonal, institutional,
and systemic trust. Interpersonal trust refers to the trust individuals place in one
another, often influenced by personal experiences, shared values, and emotional con-

nections (Yang et al. 2009). Institutional trust pertains to the trust individuals have in
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organisations, such as governments or corporations, which is often shaped by these in-
stitutions’ perceived reliability and integrity (Welch 2006). Systemic trust encompasses
the broader societal trust in systems and processes, such as legal frameworks and eco-
nomic systems, which can be influenced by cultural norms and historical contexts (Lo
et al. 2021).

In addition, trust can also be classified as cognitive and affective. Cognitive trust
is based on rational evaluation of reliability and competence, while affective trust is
rooted in emotional bonds and personal connections (Estrada & Bastida 2019). This
distinction highlights the complexity of trust as it can be influenced by both rational
evaluations and emotional experiences. For instance, in organisational settings, cogni-
tive trust can be built through consistent performance and competence, while affective
trust may develop through interpersonal relationships and shared experiences among

team members (Hernandez et al. 2014).

3.2.3 Trust vs. Trustworthiness

While trust and trustworthiness are often used interchangeably, they represent distinct
concepts. Trust is the belief or expectation that another party will act in a certain
way, often based on past experiences or perceived intentions. Trustworthiness, however,
refers to the qualities or characteristics that make an individual or institution deserving
of trust (Wen et al. 2018). This distinction is crucial, as it emphasises that trust
is a subjective judgment made by the trustor, while trustworthiness is an objective
assessment of the trustee’s attributes.

Research indicates that trust is influenced by the other party’s perceived trust-
worthiness, which encompasses three primary components: ability, benevolence, and
integrity (Siegrist 2019). Ability refers to the skills and competencies that enable an
individual or organisation to perform effectively, benevolence pertains to the perceived
goodwill and care for the trustor’s interests, and integrity relates to moral and ethical
principles. Understanding this distinction allows for a more nuanced exploration of

how trust is developed and maintained in various contexts.
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3.2.4 Components of Trustworthiness
Ability

The first component of trustworthiness, ability, refers to the skills, competencies, and
expertise that an individual or organisation possesses. It is often assessed based on
past performance and demonstrated capabilities. For example, in a workplace setting,
employees are more likely to trust a manager who has a proven track record of suc-
cessful decision-making and effective leadership (Narang & Singh 2012). Research has
shown that cognitive trust, which is closely linked to perceived ability, is essential for
enhancing performance and fostering a positive work environment (DelgadoBallester &
MunueraAlemn 2005).

Moreover, the perception of ability can be influenced by various factors, includ-
ing education, experience, and demonstrated results. In the context of organisational
trust, leaders who exhibit high levels of competence are more likely to inspire confi-
dence among their subordinates, leading to increased trust and collaboration (Kapoor
2022). This underscores the importance of continuous professional development and

skill enhancement in building trust within teams and organisations.

Benevolence

Benevolence, the second component of trustworthiness, refers to the perceived goodwill
and concern for the trustor’s interests. It encompasses the belief that the trustee has
the trustor’s best interests at heart and will act in a manner that benefits them (Shi et
al., 2020). In interpersonal relationships, benevolence is often demonstrated through
acts of kindness, support, and empathy, which can significantly improve trust levels.
In organisational contexts, benevolence can manifest through supportive leadership
practices, such as providing resources, offering assistance, and fostering a positive work
environment. Research indicates that leaders who exhibit benevolent behaviours are
more likely to cultivate trust among their followers, leading to improved employee satis-
faction and commitment (Le & Lei, 2018). This highlights the importance of emotional

intelligence and relational skills in leadership, as they contribute to the development of
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a trusting organisational culture.

Integrity

Integrity, the third component of trustworthiness, pertains to the adherence to moral
and ethical principles. It reflects the consistency between words and actions, as well
as the alignment of behaviours with stated values and commitments (Buttner & Lowe
2015). Trust is often eroded when individuals or organisations fail to demonstrate
integrity, as inconsistencies can lead to scepticism and doubt regarding their intentions.

In organisational settings, integrity is critical for establishing a culture of trust and
accountability. Leaders who uphold ethical standards and demonstrate transparency
in their decision-making processes are more likely to foster trust among employees
(Srivastava et al. 2015). Furthermore, research has shown that integrity is a significant
predictor of trust in both interpersonal and organisational relationships, emphasising

its role as a foundational element of trustworthiness (Liu et al. 2019).

3.2.5 Interrelationships Among Trust Components

The components of trustworthinessability, benevolence, and integrityare interrelated
and collectively contribute to the overall perception of trustworthiness. For instance,
an individual may possess high ability but lack benevolence or integrity, leading to a
diminished level of trust. Conversely, a person who demonstrates strong benevolence
and integrity may still struggle to gain trust if their ability is perceived as lacking
(Plessis 2023).

Research suggests that the interaction between these components can vary across
contexts and relationships. In some cases, the presence of one component may com-
pensate for the absence of another. For example, in high-stakes situations where ability
is paramount, individuals may overlook minor lapses in integrity if they perceive the
trustee as highly competent (Shareef et al. 2020). Conversely, benevolence may take
precedence over ability in contexts where emotional connections are crucial, such as in
personal relationships (Li et al. 2020).

Understanding these interrelationships is essential for developing strategies to en-
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hance trust in various settings. Organisations can benefit from fostering an environ-
ment that promotes all three components of trustworthiness, recognising that a holistic

approach is necessary for building and maintaining trust over time.

3.2.6 Implications for Practice

The insights gained from understanding the types of trust, the distinction between trust
and trustworthiness, and the components of trustworthiness have significant implica-
tions for practice. In organisational settings, leaders and managers must prioritise the
development of trust by focusing on enhancing their trustworthiness and that of their
teams.

First, organisations should invest in training and development programs that en-
hance employees’ skills and competencies, thereby improving their perceived ability.
This can lead to increased cognitive trust and, subsequently, improved performance and
collaboration (Hsieh & Huang 2018). Also, fostering a benevolence culture through sup-
portive leadership practices can enhance emotional connections among team members,
leading to stronger interpersonal trust (Schilke 2013).

Moreover, organisations must prioritise integrity by establishing clear ethical guide-
lines and promoting transparency in decision-making processes. This can help build
a culture of accountability and trust, where employees feel confident in their leaders’
intentions and actions (LehmannWillenbrock et al. 2012). By recognising the interre-
lationships among the components of trustworthiness, organisations can develop com-

prehensive strategies that address the multifaceted nature of trust.

3.3 Trust Breakdown

3.3.1 Trust Breakdown in Using a Chatbot and Different Types of
Errors That Could Break the Trust

The increasing reliance on chatbots for customer service, information dissemination,
and user interaction has brought about significant advancements in technology. How-

ever, this reliance also raises concerns regarding trust breakdown, particularly when
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users encounter errors during their interactions with these systems. Trust in chatbots
is crucial for their effective functioning, as it directly influences user satisfaction, en-
gagement, and the overall success of the technology (Xu et al. 2014). When trust is
compromised, users may disengage from the technology, leading to negative outcomes
for both the service provider and the user.

Trust breakdown can occur due to various types of errors that chatbots may exhibit
during interactions. These errors can be broadly categorised into factual, contextual,
ethical, grammatical, and response errors. Each error type can significantly impact
users’ perceptions of trustworthiness and reliability, ultimately losing trust in the chat-
bot and the organisation it represents (Xu et al. 2014). Understanding these errors
and their implications is essential for developing strategies to enhance trust in chatbot

interactions.

3.3.2 Different Types of Errors
Factual Error

Factual errors occur when chatbots provide inaccurate information in response to user
queries. These inaccuracies can stem from outdated databases, incorrect algorithms, or
insufficient training data. For instance, if a user asks a chatbot for the latest information
on a product or service, and the chatbot provides outdated or incorrect details, it can
lead to user frustration and a loss of trust (Beretta 2023). Research indicates that users
expect chatbots to deliver accurate and reliable information, and any deviation from
this expectation can significantly undermine their trust in the technology (Bhrke et al.
2021).

Moreover, factual errors can have serious implications in critical domains such as
healthcare, finance, and legal services, where the accuracy of information is paramount.
For example, if a healthcare chatbot provides incorrect medical advice, it could have
harmful consequences for the user, further exacerbating the trust breakdown (Avgerou
2013). Therefore, ensuring the accuracy of information provided by chatbots is essential

for maintaining user trust and confidence.
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Contextual Error

Contextual errors occur when chatbots fail to understand a conversation’s context, re-
sulting in irrelevant or inappropriate responses. These errors can arise from limitations
in natural language processing (NLP) capabilities, which may hinder the chatbot’s abil-
ity to grasp nuances, idiomatic expressions, or the user’s intent (Georganta 2024). For
example, if a user asks a chatbot about restaurant recommendations but uses slang or
regional dialect, the chatbot may misinterpret the request and provide irrelevant sug-
gestions, leading to user dissatisfaction and a decline in trust (Hallowell et al. 2022).
Contextual understanding is critical for effective communication, and the inability
of chatbots to navigate complex conversational contexts can significantly impact user
experiences. Research shows that users are more likely to trust chatbots that demon-
strate contextual awareness and can engage in meaningful, coherent dialogues (Valori
2023). Therefore, enhancing the contextual understanding capabilities of chatbots is

vital for fostering trust and improving user interactions.

Ethical Error

Ethical errors arise when chatbots violate ethical principles or moral norms in their
user interactions. These errors can manifest in various ways, such as providing biased
information, engaging in discriminatory practices, or failing to protect user privacy
(H. Mazey & Wingreen 2017). For instance, if a chatbot inadvertently reinforces stereo-
types or biases in its responses, it can lead to user outrage and a significant erosion of
trust (Sousa & Kalju 2022). In today’s socially conscious environment, users expect
technology to adhere to ethical standards and promote fairness and inclusivity.
Ethical errors can have far-reaching consequences, particularly in sensitive areas
such as mental health support or financial advice. If a chatbot provides harmful or
inappropriate responses in these contexts, it can not only damage trust but also have
detrimental effects on users” well-being (Toreini et al. 2019). Therefore, organisations
must prioritise ethical considerations in chatbot design and implementation to maintain

user trust and uphold social responsibility.
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Grammatical Error

Grammatical errors involve linguistic inaccuracies or syntactical mistakes in chatbot
responses. These errors can detract from the professionalism and credibility of the
chatbot, leading users to question its reliability and trustworthiness (Mohammadi &
Heisel 2017). For example, if a chatbot frequently produces responses with poor gram-
mar or spelling mistakes, users may perceive it as unprofessional or poorly designed,
resulting in diminished trust (Lin, Chen & Yueh 2021).

Research indicates that users are more likely to trust chatbots that communicate
clearly and effectively, as language proficiency is often associated with competence
and reliability (Hochleitner 2013). Therefore, organisations must invest in language
processing capabilities and ensure that chatbots produce grammatically correct and

coherent responses to foster trust and enhance user experiences.

Response Error

Response errors occur when chatbots fail to generate appropriate or meaningful re-
sponses to user inputs. These errors can arise from limitations in the chatbot’s pro-
gramming, insufficient training data, or inadequate algorithms (T. Robertson 2023).
For instance, a user asking a chatbot a complex question and receiving a vague or
irrelevant response can lead to frustration and a loss of trust in the technology (Liao
et al. 2022).

The ability of chatbots to provide relevant and meaningful responses is crucial for
maintaining user engagement and satisfaction. Research shows that users are more
likely to trust chatbots that can effectively address their queries and provide valu-
able information (Shen 2022). Therefore, organisations must focus on improving the
response generation capabilities of chatbots to enhance user trust and foster positive

interactions.

3.3.3 Implications for Trust Management in Chatbots

The implications of trust breakdown in chatbot interactions are significant for organi-

sations seeking to leverage this technology effectively. Understanding the various types
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of errors that can lead to trust erosion is essential for developing strategies to enhance
trust management in chatbot systems. Organisations must prioritise the following con-

siderations:

e Error Prevention and Mitigation: Organisations should invest in robust training
and testing protocols to minimise the occurrence of factual, contextual, ethical,
grammatical, and response errors. This includes regularly updating databases,
refining algorithms, and conducting thorough quality assurance checks to ensure

the accuracy and reliability of chatbot responses (GarcaVega & Huergo 2017).

e User-Centric Design: Incorporating user feedback into the design and develop-
ment process can help organisations identify potential trust issues and address
them proactively. Engaging users in testing and providing opportunities for feed-
back can lead to improvements in chatbot performance and user satisfaction

(Mousavi 2024).

e Transparency and Communication: organisations should prioritise transparency
in chatbot interactions, clearly communicating the limitations of the technology
and providing users with options for escalation or human intervention when nec-
essary. This can help manage user expectations and foster trust by demonstrating

a commitment to user needs (Grimmelikhuijsen 2022).

e Ethical Considerations: organisations must adopt ethical guidelines for chatbot
interactions, ensuring that the technology adheres to principles of fairness, in-
clusivity, and user privacy. This includes implementing measures to prevent bias
and discrimination in chatbot responses and safeguarding user data (Sawrikar &

Mote 2022).

e Continuous Improvement: Trust management in chatbot systems should be an
ongoing process, and organisations should regularly assess and refine their chat-
bot technologies based on user experiences and emerging best practices. This
commitment to continuous improvement can help organisations maintain user

trust and adapt to changing user expectations (Akter et al. 2010).
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In conclusion, a trust breakdown in chatbot interactions can occur due to various
types of errors, including factual, contextual, ethical, grammatical, and response errors.
Understanding these error types and their implications is crucial for organisations seek-
ing to enhance trust management in chatbot systems. By prioritising error prevention,
user-centric design, transparency, ethical considerations, and continuous improvement,

organisations can foster trust in chatbot technology and improve user experiences.

3.4 Trust Repair Strategy

3.4.1 Introduction

In the realm of human-computer interaction, particularly with the increasing prevalence
of chatbots, the concept of trust is paramount. Trust serves as the foundation for
effective communication and interaction between users and chatbots. However, trust
can be fragile and easily disrupted by interaction errors or misunderstandings. When
trust is compromised, it is crucial to implement effective trust repair strategies to restore
user confidence. This review of the literature explores various mechanisms for restoring
trust, including affective, informational, and functional strategies, and examines their

interaction and implications for chatbot design.

3.4.2 Trust Repair Mechanisms or Strategies for Repairing Trust

Whenever There is a Breakdown of Trust

Trust repair mechanisms are essential for restoring user confidence in chatbots after a
trust breakdown. These mechanisms can be categorised into three primary strategies:

affective, informational, and functional.

e Affective Strategy: Chatbot Offers an Apology The affective strategy involves the
chatbot expressing remorse or regret for the error that led to the trust breakdown.
Apologies can serve as a powerful tool for trust repair, as they acknowledge the
user’s feelings and demonstrate empathy (Fuoli & Paradis 2014). Research indi-
cates that users are more likely to forgive a chatbot that offers a sincere apology,

as it humanises the interaction and fosters a sense of connection (Boi et al. 2019).
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For instance, when a chatbot acknowledges its mistake and apologises, users may

perceive it as more trustworthy and responsive, leading to the restoration of trust.

The effectiveness of apologies in trust repair is supported by various studies that
highlight the importance of emotional engagement in human-computer interac-
tions. Apologies can mitigate negative feelings and create a pathway for rebuilding
trust, especially when users feel that their concerns have been acknowledged (Iwai
et al. 2018). However, the sincerity of the apology is crucial; insincere or generic
apologies may exacerbate the trust breakdown rather than repair it (Wu et al.

2022).

e Informational Strategy: Provide Additional Information on the Error

The informational strategy focuses on providing users with additional information
regarding the error that occurred. This may include explanations of what went
wrong, how the error happened, and what steps are being taken to prevent similar
issues in the future (Nazaretsky et al. 2022). By offering transparency and clarity,
chatbots can help users understand the context of the error, which can alleviate

concerns and restore trust.

Research has shown that users appreciate when chatbots provide detailed expla-
nations following an error, as it demonstrates accountability and a commitment
to improvement (Zhang et al. 2020). Informational trust repair strategies can
also enhance users’ perceptions of the chatbot’s competence and reliability, as
they indicate that the chatbot is capable of learning from its mistakes (Strohm
et al. 2020). Furthermore, providing users with relevant information can empower

them, fostering a sense of control and engagement in the interaction.

e Functional Strategy: Take Action by Providing Compensation

The functional strategy involves taking tangible actions to compensate users for
the inconvenience caused by the trust breakdown. This may include offering dis-
counts, refunds, or additional services to users affected by the error (Mooghali
2023). Compensation can serve as a powerful trust repair mechanism, as it demon-

strates that the organisation values its users and is willing to make amends for
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mistakes.

Studies indicate that users are more likely to forgive a chatbot that offers com-
pensation, as it signals a commitment to customer satisfaction and a recognition
of the user’s experience (Simonds et al. 2013). However, the effectiveness of com-
pensation as a trust repair strategy may depend on the severity of the error and
the perceived value of the compensation offered (Yuan et al. 2021). Organisations
must carefully consider the appropriateness of compensation about the nature of

the trust violation to maximise its effectiveness.

3.4.3 Interplay Between Trust Repair Mechanisms

The interplay between trust repair mechanisms is crucial for developing a comprehen-
sive approach to restoring trust in chatbot interactions. While each strategy can be
effective on its own, their combined use can enhance the overall effectiveness of trust
repair efforts. For instance, a chatbot that offers an apology (affective strategy) while
simultaneously explaining the error (informational strategy) may create a more robust
trust repair process (Gregory et al. 2013). This combination can address trust’s emo-
tional and cognitive aspects, leading to a more holistic restoration of user confidence.
In addition, the effectiveness of trust repair strategies can vary depending on the
context and nature of the trust violation. For example, in situations where the error
is perceived as minor, a simple apology may suffice. However, in cases of significant
trust violations, a combination of strategies, including compensation, may be necessary
to restore trust fully (Montag et al. 2023). Understanding the nuances of trust repair
mechanisms and their interplay is essential for designing effective chatbot interactions

that prioritise user trust.

3.4.4 Implications for Chatbot Design

The insights gained from examining trust repair strategies have significant implications
for chatbot design. Organisations must consider the following factors when developing

chatbots to enhance trust repair capabilities:
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e Incorporating Affective Responses: Chatbots should be designed to recognise
and respond to user emotions effectively. This includes implementing natural
language processing capabilities that allow chatbots to detect frustration or dis-
satisfaction in user interactions. By incorporating affective responses, chatbots
can offer timely apologies and demonstrate empathy, fostering a more positive

user experience (Georganta 2024).

e Providing Contextual Information: Chatbots should be equipped with the ability
to provide contextual information regarding errors. This may involve developing
algorithms that enable chatbots to generate explanations that are clear, concise,
and relevant to the user’s experience. By prioritising transparency and account-
ability, organisations can enhance users’ trust in chatbot interactions (Steerling

2023).

e Implementing Compensation Mechanisms: Organisations should consider inte-
grating compensation mechanisms into their chatbot systems. This may involve
developing protocols for offering discounts, refunds, or additional services in re-
sponse to trust violations. By proactively addressing user concerns through com-
pensation, organisations can demonstrate their commitment to customer satis-

faction and trust restoration (Yokoi & Nakayachi 2019).

In the real world, conversational agents often deploy a blend of affective, informational,
and functional repair strategies in practice. For instance, Amazons Alexa uses a combi-
nation of apology (affective) and contextual clarification (informational) when an error
occurs. If Alexa misinterprets a command, it often responds with a polite apology
(Sorry, I didnt catch that), followed by a reformulation of the user’s previous input
or a prompt to clarify (e.g., Did you mean...?). Similarly, Apples Siri frequently re-
sponds to user frustration with empathetic phrases and offers corrective suggestions or
re-queries, illustrating an integrated repair approach. These systems demonstrate how
multimodal repair strategies can mitigate trust erosion by acknowledging the error,
providing explanations, and guiding the user toward resolution.

Such implementations align with research suggesting that hybrid repair strategies,
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those that combine emotional resonance with functional correction, are generally more
effective than singular approaches, especially in high-stakes or sensitive domains like
healthcare and finance (de Visser et al. 2018, Hoegen et al. 2019).

In conclusion, trust repair strategies are essential for restoring user confidence in
chatbot interactions following trust breakdowns. Organisations can effectively address
user concerns and rebuild trust by employing affective, informational, and functional
strategies. The interplay between these strategies is crucial for developing a compre-
hensive approach to trust repair, and organisations must consider the implications for

chatbot design to enhance user experiences and foster long-term trust.

3.5 Human Tolerance to Trust

3.5.1 Introduction

Trust is a critical component of human interactions, particularly in the context of
technology-mediated communication, such as chatbots. Understanding human tol-
erance to trust in these systems is essential as these conversational agents become
increasingly integrated into various sectors, including healthcare, education, and cus-
tomer service. Trust tolerance refers to the degree to which users are willing to accept
imperfections or errors in chatbot interactions while maintaining their overall trust in
the system. This literature review explores the nuances of trust in chatbots, the fac-
tors influencing tolerance to trust, the impact of different types of errors, the role of

anthropomorphism, and the implications for chatbot design.

3.5.2 Understanding Trust in Chatbots

Trust in chatbots is a multifaceted construct that encompasses users’ perceptions of
the chatbot’s reliability, competence, and benevolence. Users’ trust in chatbots is
influenced by various factors, including the chatbot’s design, functionality, and the
context in which it operates. Research indicates that trust in chatbots is not just a
binary state; rather, it exists on a continuum, where users may exhibit varying degrees

of trust based on their experiences and expectations Ramesh & Chawla (2022).
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The development of trust in chatbots can be understood through the lens of social
presence theory, which posits that the perceived presence of another entity can enhance
trust and engagement (Hua et al. 2023). In the context of chatbots, users may perceive
a higher level of social presence when the chatbot employs human-like characteristics,
such as conversational tone, empathy, and responsiveness. This perception can foster
a sense of connection and trust, making users more likely to engage with the chatbot
(Gnewuch et al. 2022).

Moreover, the concept of trustworthiness plays a vital role in shaping users’ trust
in chatbots. Trustworthiness is often assessed based on three key dimensions: ability,
benevolence, and integrity (Temsah 2023). Users are more likely to trust a chatbot
that demonstrates competence in providing accurate information (ability), shows con-
cern for the user’s needs (benevolence), and adheres to ethical standards (integrity).
Understanding these dimensions is crucial for designing chatbots that can effectively

build and maintain user trust.

3.5.3 Factors Influencing Tolerance to Trust

Several factors influence users’ tolerance to trust in chatbot interactions. These factors
can be broadly categorised into individual differences, contextual factors, and chatbot

design characteristics.

e Individual Differences: Users’ prior experiences, personality traits, and cogni-
tive styles can significantly impact their tolerance to trust. For instance, research
has shown that individuals with higher levels of anxiety may exhibit lower trust
tolerance, as they are more sensitive to perceived risks and uncertainties in tech-
nology interactions (He et al. 2021). Conversely, users with a higher propensity
for trust may demonstrate greater tolerance for errors, as they are more likely to

attribute mistakes to external factors rather than inherent flaws in the chatbot.

e Contextual Factors: The chatbot’s context can also influence trust tolerance.
For example, users may exhibit higher tolerance for errors in low-stakes situations,

such as casual inquiries or entertainment, compared to high-stakes contexts, such
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as healthcare or financial advice (Svenningsson & Faraon 2019). In high-stakes
situations, users may have heightened expectations for accuracy and reliability,

leading to a lower tolerance for mistakes.

e Chatbot Design Characteristics: The design of the chatbot itself plays a
crucial role in shaping users’ trust tolerance. Features such as responsiveness,
clarity of communication, and the ability to provide explanations for errors can
enhance users’ perceptions of the chatbot’s competence and reliability (Hadar-
Shoval 2023). Additionally, the use of anthropomorphic design elements, such
as human-like avatars or conversational styles, can foster a sense of connection
and increase users’ tolerance for errors by creating a more relatable interaction

experience (Welivita 2020).

3.5.4 Implications for Chatbot Design

The insights gained from understanding human tolerance to trust in chatbot interac-
tions have significant implications for chatbot design. Organisations must consider the

following factors to enhance trust tolerance and improve user experiences:

e User-Centric Design: Chatbots should be designed with a user-centric approach,
taking into account the diverse needs and preferences of users. This includes
understanding individual differences in trust tolerance and tailoring interactions
accordingly. By prioritising user needs, organisations can create chatbots that

foster trust and engagement (Baskara 2023).

e Error Management Strategies: organisations should implement effective error
management strategies to address potential trust breakdowns. This includes de-
veloping protocols for handling different types of errors, such as providing clear
explanations for factual errors, offering apologies for contextual misunderstand-
ings, and ensuring ethical considerations are prioritised in chatbot interactions

(Yu-peng & Yu 2023).

e Enhancing Anthropomorphism: organisations should consider incorporating ap-

propriate anthropomorphic design elements to enhance users’ emotional engage-
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ment and trust tolerance. This may involve using human-like avatars, empa-
thetic language, and conversational styles that resonate with users (Tan et al.
2023). However, organisations must strike a balance to avoid creating unrealistic

expectations regarding the chatbot’s capabilities.

e Transparency and Communication: Transparency is crucial for building trust in
chatbot interactions. Organisations should communicate the chatbot’s capabili-
ties and limitations, ensuring users have realistic expectations. Providing users
with information about how the chatbot operates and the rationale behind its

responses can enhance trust and tolerance (Flstad et al. 2021).

In conclusion, understanding human tolerance to trust in chatbot interactions is
essential for designing effective and engaging conversational agents. By considering the
factors influencing trust tolerance, the impact of different types of errors, and the role
of anthropomorphism, organisations can create chatbots that foster trust and enhance
user experiences. The implications for chatbot design underscore the importance of
user-centric approaches, effective error management, and transparency in building and

maintaining trust in technology-mediated interactions.

3.6  Personality and Trust

3.6.1 Introduction

Trust is a fundamental element in human interactions, influencing relationships across
various domains, including personal, professional, and technological contexts. In the
realm of artificial intelligence (AI) and chatbots, understanding the interplay between
personality traits and trust is crucial for designing effective and engaging systems. Per-
sonality traits can significantly shape users’ perceptions of trustworthiness, impacting
their willingness to engage with chatbots and their overall experience. This literature
review explores the relationship between personality and trust, focusing on the Big Five
personality traits, their influence on trust in chatbots, and the implications for chatbot

design.
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3.6.2 The Big Five Personality Traits

The Big Five personality traits, also known as the Five-Factor Model (FFM), encom-
pass five broad dimensions of personality: openness to experience, conscientiousness,
extraversion, agreeableness, and neuroticism (Phiri & Chambwera 2023). Each of these
traits represents a spectrum of behaviours and characteristics that can influence how

individuals interact with others, including technology.

e Openness to Experience: This trait reflects an individual’s willingness to en-
gage with new ideas, experiences, and technologies. Individuals high in openness
are often more receptive to innovative solutions, including chatbots, and may ex-
hibit greater trust in these systems due to their curiosity and adaptability (Sezgin

2023).

e Conscientiousness: Conscientious individuals tend to be organised, responsible,
and dependable. They may exhibit higher trust in chatbots that demonstrate re-
liability and consistency in their responses. Conversely, individuals low in consci-
entiousness may be less likely to trust chatbots due to perceived unpredictability

(Nov et al. 2023).

e Extraversion: Extraverted individuals are typically sociable, outgoing, and as-
sertive. They may be more inclined to engage with chatbots, viewing them as
social companions. This tendency can enhance trust, as extraverts may perceive

chatbots as friendly and approachable (Flstad et al. 2018).

e Agreeableness: Agreeable individuals are often compassionate, cooperative,
and empathetic. This trait can influence trust in chatbots, as individuals high in
agreeableness may be more forgiving of errors and more likely to perceive chatbots

as supportive and helpful (Lee 2023).

e Neuroticism: Neurotic individuals tend to experience negative emotions, anxi-
ety, and emotional instability. This trait can negatively impact trust in chatbots,
as individuals high in neuroticism may be more sensitive to errors and perceive

chatbots as unreliable or threatening (Mohd Rahim et al. 2022).
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Understanding the Big Five personality traits provides valuable insights into how users

may interact with chatbots and their propensity to trust these systems.

3.6.3 Personality and Trust

The relationship between personality and trust is complex and multifaceted. Research
indicates that personality traits can significantly influence individuals’ perceptions of
trustworthiness in others, including technology. For instance, individuals high in agree-
ableness and conscientiousness are more likely to trust others, as they tend to view
others as reliable and benevolent (Lei et al. 2021). Conversely, individuals high in
neuroticism may exhibit lower trust levels, as their emotional instability can lead to
scepticism and doubt regarding others’ intentions.

In the context of chatbots, personality traits can shape users’ expectations and
experiences. For example, users who are high in openness may be more willing to
experiment with chatbots, leading to increased trust as they engage with the technology.
Conversely, users high in neuroticism may be more critical of chatbot interactions,
leading to lower trust levels and potential disengagement.

Moreover, the alignment between users’ personality traits and the chatbot’s design
can significantly impact trust. Chatbots that exhibit personality traits aligned with
users’ preferences may foster greater trust and engagement. For instance, a chatbot
designed with a friendly and empathetic demeanour may resonate well with agreeable

users, enhancing their trust and willingness to interact (de Cosmo et al. 2021).

3.6.4 Big Five Personality and Trust

Various studies have examined the interplay between the Big Five personality traits
and trust in chatbots. Research has shown that personality traits can predict user
trust levels in chatbot interactions. For instance, individuals high in extraversion and
agreeableness are more likely to trust chatbots, as they may perceive them as social
companions that can provide support and assistance (Sezgin 2024).

Conversely, individuals high in neuroticism may exhibit lower trust in chatbots, as

their emotional sensitivity can lead to heightened scrutiny of the chatbot’s responses.
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This scepticism can result in a reluctance to engage with the technology, ultimately
impacting the user’s experience and satisfaction (Brandtzg et al. 2021).

Furthermore, the impact of personality on trust in chatbots can vary based on the
context of the interaction. For example, in high-stakes situations, such as healthcare or
financial advice, users may exhibit lower trust tolerance, particularly if they perceive
the chatbot as lacking competence or reliability (Jing et al. 2023). In contrast, in low-
stakes contexts, such as casual inquiries or entertainment, users may be more forgiving
of errors, allowing for greater trust even in the presence of personality mismatches
(Mozafari et al. 2021).

Understanding the nuances of how the Big Five personality traits influence trust in
chatbots is essential for designing effective and engaging systems that cater to diverse
user needs.

In conclusion, the relationship between personality and trust is complex and mul-
tifaceted, with significant implications for chatbot design. By understanding the Big
Five personality traits and their influence on trust, organisations can create chatbots
that foster trust and enhance user experiences. The implications for chatbot design
underscore the importance of personalisation, user-centric approaches, effective error
management, transparency, and continuous improvement in building and maintaining

trust in technology-mediated interactions.

3.7 Trust in Conversational Search

3.7.1 Introduction

In the digital age, conversational search has emerged as a pivotal interface between users
and information systems, particularly through the use of chatbots and virtual assistants.
These technologies facilitate a more interactive and intuitive search experience, allowing
users to engage in natural language dialogues to retrieve information. However, the
effectiveness of conversational search is heavily contingent upon the users’ trust in these
systems. Trust in conversational search encompasses users’ confidence in the chatbot’s

ability to provide accurate, relevant, and timely information, as well as their belief in the
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system’s reliability and ethical handling of personal data. This review of the literature
aims to explore the dynamics of trust in conversational search, examining the factors
that influence trust formation, the impact of errors on trust, and the implications for

designing effective conversational agents.

3.7.2 Factors Influencing Trust in Conversational Search

Several factors influence trust in conversational search, including user characteristics,

chatbot design, and contextual elements.

e User Characteristics: Individual differences, such as personality traits and
prior experiences with technology, can significantly impact users’ trust in con-
versational agents. For instance, users who exhibit higher levels of openness to
experience may be more willing to engage with chatbots and exhibit greater trust
as they are more receptive to new technologies (Beldad et al. 2012). Conversely,
users with higher levels of neuroticism may exhibit lower trust levels, as they may
be more sensitive to errors and uncertainties in technology interactions (Meskaran

et al. 2010).

e Chatbot Design: The design of the chatbot itself plays a crucial role in shap-
ing users’ trust perceptions. Features such as the chatbot’s conversational style,
responsiveness, and ability to provide contextual information can enhance users’
perceptions of competence and reliability (Liu et al. 2022). Research indicates
that chatbots that employ natural language processing capabilities to understand
user intent and context are more likely to foster trust, as they can engage in

meaningful and coherent dialogues (Rahman et al. 2019).

e Contextual Elements: The context in which the conversational search occurs
can also influence trust. For example, users may exhibit higher trust in chatbots
that provide information in high-stakes situations, such as healthcare or financial
advice, compared to low-stakes contexts, such as casual inquiries (Johnson et al.

2015). In high-stakes situations, users may have heightened expectations for
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accuracy and reliability, leading to lower tolerance for errors and a greater impact

on trust.

3.7.3 Types of Errors and Their Impact on Trust in Conversational

Search

Errors in conversational search can significantly impact users’ trust in chatbots. Un-
derstanding the types of errors that can occur and their effects on trust is essential for

developing effective trust repair strategies.

e Factual Errors: Factual errors occur when chatbots provide incorrect or mis-
leading information in response to user queries. These errors can lead to a sig-
nificant erosion of trust, particularly in high-stakes contexts where accuracy is
paramount. Users may exhibit low tolerance for factual errors, as they can under-
mine the chatbot’s perceived competence and reliability (Pi et al. 2012). Research
indicates that users are more likely to disengage from a chatbot that consistently
provides inaccurate information, leading to a breakdown in trust (Hidayanto et al.

2014).

e Contextual Errors: Contextual errors arise when chatbots fail to understand
the context of a conversation, resulting in irrelevant or inappropriate responses.
These errors can frustrate users and diminish their trust in the chatbot’s ability
to engage in meaningful dialogue. Users may exhibit varying levels of tolerance
for contextual errors based on their expectations for the chatbot’s conversational
capabilities (Ho et al. 2017). For example, experienced users may be more forgiv-
ing of minor contextual errors, while novice users may have lower tolerance due

to their heightened expectations for seamless interactions.

¢ Response Errors: Response errors occur when chatbots fail to generate appro-
priate or meaningful responses to user inputs. These errors can frustrate users
and lead to a decline in trust. Users may exhibit varying levels of tolerance for
response errors based on their expectations for the chatbot’s capabilities. For

example, users who are familiar with the limitations of chatbot technology may
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be more forgiving of response errors, while those with higher expectations may

have lower tolerance (Hancock et al. 2011)Hancock et al., 2011).

e Grammatical Errors: Grammatical errors involve linguistic inaccuracies or
syntactical mistakes in chatbot responses. While users may exhibit some toler-
ance for minor grammatical errors, frequent or egregious mistakes can lead to
perceptions of unprofessionalism and incompetence (Heidarabadi et al. 2011).
Research indicates that clear and coherent communication is essential for main-
taining trust, and organisations should strive to minimise grammatical errors in

chatbot interactions.

3.7.4 The Role of Trust Repair in Conversational Search

When trust is compromised due to errors in conversational search, implementing ef-
fective trust repair strategies is essential for restoring user confidence. Trust repair
mechanisms can include affective strategies, such as offering apologies; informational
strategies, such as providing explanations for errors; and functional strategies, such as
offering compensation for the inconvenience caused (Jones & Barry 2011).

Research indicates that users are more likely to forgive a chatbot that offers a sincere
apology and provides clear explanations for errors, as this demonstrates accountabil-
ity and a commitment to improvement (Brennan et al. 2013). Additionally, offering
compensation can serve as a powerful trust repair mechanism, as it signals that the
organisation values its users and is willing to make amends for mistakes (Abu-Shanab
& Alazzam 2012).

Understanding the dynamics of trust repair in conversational search is crucial for

designing chatbots that can effectively engage users and foster long-term trust.

3.7.5 Implications for Chatbot Design

The insights gained from exploring trust in conversational search have significant im-
plications for chatbot design. Organisations must consider the following factors to

enhance trust and user experiences:

74



Chapter 3. Trust

1. personalisation: Chatbots should be designed to adapt to users’ preferences
and personality traits, allowing for personalised interactions that resonate with
individual users. This may involve customising the chatbot’s tone, language, and

responses based on users’ personality profiles (Rahman et al. 2019).

2. Error Management Strategies: Organisations should implement effective er-
ror management strategies to address potential trust breakdowns. This includes
developing protocols for handling different types of errors, such as providing clear
explanations for factual errors, offering apologies for contextual misunderstand-
ings, and ensuring ethical considerations are prioritised in chatbot interactions

(Lucassen et al. 2012).

3. Enhancing Conversational Abilities: Chatbots should be equipped with ad-
vanced natural language processing capabilities to improve their ability to under-
stand user intent and context. This can enhance the quality of interactions and
foster trust by enabling chatbots to engage in meaningful and coherent dialogues

(My Nguyen et al. 2016).

4. Transparency and Communication: Transparency is crucial for building
trust in conversational search. Organisations should communicate the chatbot’s
capabilities and limitations, ensuring users have realistic expectations. Providing
users with information about how the chatbot operates and the rationale behind

its responses can enhance trust and tolerance (Eren 2023).

5. Continuous Improvement: organisations should prioritise continuous improve-
ment in chatbot design based on user feedback and emerging best practices. Reg-
ularly assessing user experiences and gathering insights can help organisations

refine their chatbot interactions and enhance trust over time (Schaap 2020).

In conclusion, trust in conversational search is a complex and multifaceted con-
struct influenced by various factors, including user characteristics, chatbot design, and
contextual elements. Understanding the dynamics of trust and the impact of errors is

essential for designing effective conversational agents that foster trust and enhance user
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experiences. The implications for chatbot design underscore the importance of person-
alisation, effective error management, transparency, and continuous improvement in

building and maintaining trust in technology-mediated interactions.

3.8 Breakdown of Trust in Conversational Search

3.8.1 Introduction

Trust is a critical component in the realm of conversational search, where users interact
with chatbots and virtual assistants to retrieve information. As these technologies be-
come increasingly integrated into daily life, understanding the factors that contribute
to trust breakdown is essential for improving user experiences and ensuring effective
communication. Trust breakdown can occur due to various reasons, including errors
in information delivery, lack of contextual understanding, and ethical concerns regard-
ing data handling. This literature review explores the dynamics of trust breakdown
in conversational search, examining the factors that contribute to trust erosion, the

implications of errors, and the strategies for rebuilding trust.

3.8.2 Factors Contributing to Trust Breakdown

Several factors can contribute to the breakdown of trust in conversational search. These
factors can be broadly categorised into user characteristics, chatbot design, and con-

textual elements.

e User Characteristics: Individual differences, such as personality traits and
prior experiences with technology, can significantly impact users’ trust in con-
versational agents. For instance, users who exhibit higher levels of openness to
experience may be more willing to engage with chatbots and exhibit greater trust,
as they are more receptive to new technologies (Rahman et al. 2023). Conversely,
users with higher levels of neuroticism may exhibit lower trust levels, as they may
be more sensitive to errors and uncertainties in technology interactions (Pi et al.

2012).
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e Chatbot Design: The design of the chatbot itself plays a crucial role in shap-
ing users’ trust perceptions. Features such as the chatbot’s conversational style,
responsiveness, and ability to provide contextual information can enhance users’
perceptions of competence and reliability (Johnson et al. 2015). Research in-
dicates that chatbots that employ natural language processing capabilities to
understand user intent and context are more likely to foster trust, as they can

engage in meaningful and coherent dialogues (Hidayanto et al. 2014).

o Contextual Elements: The context in which the conversational search occurs
can also influence trust. For example, users may exhibit higher trust in chatbots
that provide information in high-stakes situations, such as healthcare or financial
advice, compared to low-stakes contexts, such as casual inquiries (Rahman et al.
2019). In high-stakes situations, users may have heightened expectations for
accuracy and reliability, leading to lower tolerance for errors and a greater impact

on trust.

Understanding the dynamics of trust repair in conversational search is crucial for

designing chatbots that can effectively engage users and foster long-term trust.

3.9 Trust and Technology in Banking

3.9.1 Trust in Financial Institutions

Trust in financial institutions is a critical determinant of customer behaviour and en-
gagement in the financial services sector. As financial institutions increasingly adopt
technology-driven solutions, understanding the dynamics of trust becomes essential for
maintaining customer loyalty and satisfaction. Trust in this context can be defined
as the belief that a financial institution will act in the best interest of its customers,
ensuring the security of their assets and providing reliable services.

Research has shown that trust in financial institutions is influenced by several fac-
tors, including the institution’s reputation, the quality of service provided, and the

transparency of operations (Hansen 2014). For instance, Hansen (2014) highlights the
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importance of self-regulatory mechanisms within financial institutions to foster a culture
of trust. By ensuring effective coordination and cooperation among service providers
and regulatory authorities, financial institutions can enhance their credibility and build
stronger relationships with customers (Hansen 2014).

Moreover, customer satisfaction has been identified as a key contributor to building
trust in financial services.(Mbawuni & Nimako 2014) found that satisfied customers are
more likely to recommend financial service providers, thereby reinforcing trust within
the community (Mbawuni & Nimako 2014). This relationship underscores the need
for financial institutions to prioritise customer satisfaction through high-quality service
delivery and effective communication.

In addition to service quality, the role of trust in financial advice has gained atten-
tion in recent years. (Burke & Hung 2015) emphasises that trust is a crucial factor
influencing individuals’ willingness to seek financial advice and engage with financial
services (Burke & Hung 2015). The perception of trustworthiness in financial advi-
sors can significantly impact clients’ financial behaviours, including their willingness to

invest and participate in financial markets.

3.9.2 Trust breakdown in Financial chatbot

The breakdown of trust in financial chatbots has become a critical area of research,
driven by rapid advancements in artificial intelligence (AI) and the growing reliance
on these technologies within the financial sector. Trust is fundamental to the success
of any chatbot, particularly in sensitive domains such as finance, where users require
reassurance regarding privacy, data security, and the accuracy of the information pro-
vided.

A key factor influencing trust in financial chatbots is the interaction between tech-
nological attributes and user characteristics. Prior experience with chatbots plays a
significant role in shaping trust levels, with research indicating that individuals who
have had positive past interactions are more likely to trust chatbots in subsequent
engagements (Law 2023). Demographic factors further complicate this dynamic; for

example, age and gender influence perceptions of trustworthiness (Law 2023, Law et al.
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2022). Older users, in particular, may exhibit higher levels of trust in financial chat-
bots, especially when the chatbot’s interface is perceived as more human-like (Law et al.
2022).

Privacy concerns are another critical determinant of trust breakdown. Studies have
shown that users often hesitate to fully engage with chatbots due to fears about data
security (Lappeman et al. 2022, Mller & Schwieren 2019). This concern is especially pro-
nounced in banking environments, where sensitive financial information is exchanged.
Despite financial institutions implementing robust security measures, significant dis-
trust remains regarding the adequacy of these protections (Mulyono & Sfenrianto 2022).
Such insecurity can lead to a breakdown in trust, negatively affecting user engagement
and satisfaction.

The quality of customer service provided by chatbots also influences user trust. (Lei
et al. 2021) highlights that trust directly impacts users willingness to continue using
chatbot services, with efficiency and perceived empathy being key factors. Similarly,
(Chen et al. 2023) argues that the perceived quality of Al-driven services contributes
to positive attitudes towards chatbot usage, while failures in communication can sig-
nificantly undermine user trust and satisfaction.

Conversational breakdowns are pivotal moments in chatbot interactions that can
severely damage trust. When chatbots fail to provide coherent and contextually ap-
propriate responses, users experience frustration and may begin to doubt the chatbots
reliability as a service agent (Law et al. 2022). Such breakdowns underscore the neces-
sity of designing chatbots that minimise errors in conversational flow and deliver clear,
accurate information (Law et al. 2022).

The design and personality of chatbots also play a crucial role in trust formation.
Anthropomorphic featureswhere chatbots exhibit human-like characteristicscan create
more engaging interactions and enhance trust (Li 2023). Conversely, an overly robotic
demeanour may heighten feelings of distrust and disengagement (Nguyen et al. 2023).
Striking a balance between human-like design elements and competent performance is
therefore essential in developing trustworthy financial chatbots.

In conclusion, trust in financial chatbots is shaped by multiple factors, including
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user experience, demographic influences, privacy concerns, communication quality, and
design characteristics. To prevent trust breakdown, financial institutions must prioritise
security, effective communication, and user-friendly chatbot interactions. Continued
research is necessary to deepen our understanding of trust dynamics in this evolving

technological landscape.

3.9.3 Personality and Trust in Financial Services

The interplay between personality traits and trust in financial services is an important
area of research that can inform the design and implementation of financial chatbots.
The Big Five personality traitsopenness to experience, conscientiousness, extraversion,
agreeableness, and neuroticismcan significantly influence users’ perceptions of trust-
worthiness in financial institutions and chatbots.

Individuals high in openness to experience are generally more receptive to new tech-
nologies and may exhibit greater trust in financial chatbots (Hansen 2012). Conversely,
individuals high in neuroticism may have lower trust levels, as they are more sensitive
to errors and uncertainties in technology interactions (Li et al. 2022).

Research has shown that extraverted individuals are typically more sociable and
may be more inclined to engage with chatbots, viewing them as social companions.
This tendency can enhance trust, as extraverts may perceive chatbots as friendly and
approachable (Alexander et al. 2022). On the other hand, agreeable individuals are
often more compassionate and cooperative, which can influence their trust in chatbots
that demonstrate empathy and understanding during interactions (Sunikka et al. 2010).

Moreover, the alignment between users’ personality traits and the chatbot’s design
can significantly impact trust. Chatbots that exhibit personality traits aligned with
users’ preferences may foster greater trust and engagement. For instance, a chatbot
designed with a friendly and empathetic demeanour may resonate well with agreeable

users, enhancing their trust and willingness to interact (Nienaber et al. 2014).
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3.9.4 Trust in Financial Conversational Search

Trust in financial conversational search is a critical factor influencing users’ engagement
with chatbots and virtual assistants in the financial sector. As users increasingly rely
on these technologies for financial advice and information retrieval, understanding the
dynamics of trust becomes essential for ensuring effective communication and user
satisfaction.

Research indicates that trust in financial conversational search is influenced by
several factors, including the perceived competence of the chatbot, the quality of the
interaction, and the user’s prior experiences with similar technologies (Carlander 2023).
Users are more likely to trust conversational agents that demonstrate a high level of
accuracy and reliability in their responses, particularly in high-stakes contexts such as
financial advice (My Nguyen et al. 2016)Nguyen et al., 2016).

The role of trust in financial conversational search can be understood through the
lens of social presence theory, which posits that the perceived presence of another entity
can enhance trust and engagement. In the context of chatbots, users may perceive a
higher level of social presence when the chatbot employs conversational cues, such as
personalised greetings or contextual understanding, which can lead to increased trust
and satisfaction (Gasparotto et al. 2018).

Moreover, trust in financial conversational search is not merely a static attribute; it
is dynamic and can evolve based on the user’s interactions with the chatbot. Trust can
be built through positive experiences, such as receiving accurate information or helpful
suggestions, while negative experiences, such as errors or misunderstandings, can erode
trust (Wang et al. 2019). Understanding this dynamic nature of trust is essential for
designing conversational agents that can effectively engage users and foster long-term

trust.

3.9.5 Implication of Trust breakdown in Financial chatbot on chatbot

design

The implications of trust breakdown in financial chatbots are significant, particularly

concerning their design and functionality. As financial chatbots become increasingly
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integrated into customer service and advisory roles within the banking and finance sec-
tors, understanding the nuances of user trust is essential for their effective development.

Trust in financial chatbots is shaped by multiple design factors, including user
experience (UX) elements, anthropomorphism, and transparency. Research highlights
that trust is a crucial determinant of chatbot acceptance, especially in financial contexts
where users may be hesitant to disclose sensitive information (Lappeman et al. 2022,
Lei et al. 2021). User experience has been shown to significantly impact perceived trust
levels, with chatbots that provide clear, intuitive, and consistent interactions fostering
greater trust among users (Mohd Rahim et al. 2022, Nguyen et al. 2021). Designers
should, therefore, prioritise seamless UX processes that guide users through interactions
without confusion, ultimately mitigating concerns over the chatbots functionality and
reliability.

Anthropomorphismthe design aspect where chatbots exhibit human-like traitscan
also enhance trust. Studies suggest that users are more likely to trust chatbots that
integrate human-like language and responses into their design. This characteristic
fosters relational bonds, evoking feelings of empathy and familiarity that can reduce
trust breakdown (de Visser et al. 2016, Law et al. 2022). When users perceive a chatbot
as capable of understanding and engaging with them on a human level, they are more
likely to continue using the service (Lei et al. 2021, Nov et al. 2023). However, a balance
must be struck between human-like interaction and response accuracywhile chatbots
should appear personable, they must also maintain a high standard of informational
competence (Wube et al. 2022).

Transparency is another pivotal element affecting user trust in financial chatbots.
Users tend to have higher trust levels when chatbots provide clear explanations regard-
ing data usage, processing logic, and operational limitations. For example, chatbots
that openly disclose their limitations and the nature of their responses are more likely
to engender trust than those that obscure their operational framework (Khurana et al.
2021, Sonntag 2023). This transparency necessitates the integration of features that
clarify how the chatbot functions, particularly regarding data privacy and security mea-

sures, which are critical in financial services (Bokolo & Daramola 2024, Lappeman et al.
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2022).

The importance of customisation and adaptability in chatbot design is also note-
worthy. Tailoring interactions to user preferences and past behaviours can enhance
trust by fostering a sense of being understood and valued, ultimately improving the
user experience (Khurana et al. 2021). However, customisation must be implemented
cautiously, as excessive or inappropriate personalisation could lead to privacy concerns
and exacerbate trust breakdown (Cardona et al. 2021).

Furthermore, the specific context in which a chatbot operates should inform its
design. Financial chatbots must be capable of managing complex queries effectively,
as the cognitive load can influence user trust during interactions. Studies indicate
that chatbots should provide accurate and context-relevant information during high-
stakes interactions, such as financial planning or investment advice, where reliability
and security are paramount (Bokolo & Daramola 2024, Jenneboer et al. 2022). Failure
to meet these contextual demands can lead to immediate trust erosion, prompting users
to abandon chatbot-based services (e Silva et al. 2022, Law et al. 2022).

In conclusion, user experience, anthropomorphism, transparency, customisation,
and contextual understanding play a crucial role in shaping trust in financial chat-
bots. Effective chatbot design should holistically integrate these factors to cultivate a
trustworthy relationship with users, particularly in sectors where trust is fundamental.

The existing literature provides rich insights into conversational Al, chatbot evalu-
ation, and trust in human-machine interaction, but lacks an integrated view that cap-
tures the cyclical and context-sensitive nature of trust in financial chatbot interactions.
These gaps, especially around the interaction between personality, error type, and re-
pair strategy, point to the need for a comprehensive framework that unifies theoretical
perspectives and empirical insights. In the following chapter, we introduce a novel trust

framework designed specifically for conversational search systems in financial contexts.
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Maintaining User Trust in

Financial Chatbots

4.1 Introduction

Adopting conversational Al in financial services highlights the critical need to maintain
user trust during interactions. The research presented in the study investigates how dif-
ferent error types and frequencies impact user trust in financial chatbots and identifies
effective repair strategies for post-failure trust restoration. Examining the delicate bal-
ance of trust dynamics, the study explores the relationship between error types, repair
strategies, and trust breakdown thresholds in financial chatbots. Firstly, it analyses
how various error types affect user trust, ranging from syntactic misunderstandings
to misinformation. Secondly, it evaluates conversational repair strategies grounded in
human-computer interaction and communication theories to rebuild trust after chatbot
failures. Lastly, it quantifies the impact of repeated mistakes to determine a threshold
beyond which user trust significantly declines in financial conversational agents. The
findings offer insights into improving chatbot design, fostering the development of more
resilient and trustworthy financial conversational agents. In an era where financial in-
stitutions increasingly rely on chatbots for customer interactions, this research provides

timely guidance for enhancing user trust in automated financial services.
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4.2 Research Aims and Questions

Our research aimed to investigate how different error types and frequencies impact user
trust in financial chatbots and identify effective repair strategies for trust restoration
post-failure. We sought to analyse how various error types, ranging from syntactic
misunderstandings to misinformation, affect user trust. We also aimed to evaluate
conversational repair strategies grounded in HCI and communication theories to rebuild
trust after chatbot failures. Furthermore, we aimed to quantify the impact of repeated
mistakes to determine a threshold beyond which user trust significantly declines in

financial conversational agents. The research questions guiding this study were:
1. How do different error types impact user trust in financial chatbots?
2. What are the effective repair strategies for trust restoration post-failure?

3. What is the threshold of repeated mistakes beyond which user trust significantly

declines in financial conversational agents?

The findings of this study offer insights into improving chatbot design and promot-
ing the development of more resilient and trustworthy financial conversational agents.

They provide timely guidance for enhancing user trust in automated financial services.

4.3 Methodology

4.3.1 Participant

We used word-of-mouth and network sampling methods to recruit participants for our
study. We targeted participants who were at least 18 years old and had prior experience
using financial applications. We asked interested participants to fill out a recruitment
form that collected their demographic and background information. We then contacted
them via email, phone, or WhatsApp to confirm their participation and schedule the
sessions. We recruited 52 participants and randomly assigned them to one of the three
repair strategies we tested in our experiment. Table 4.1 shows the distribution of the

age of the participants.
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In our study, we implemented a comprehensive approach to understand the im-
pact of different repair strategies on trust dynamics. We categorised our participants
into three distinct groups, each representing a unique repair strategy: Affective, Func-
tional, and Informational. The process began with each participant completing a pre-
questionnaire form. This initial step allowed us to gather baseline data and understand
the participants initial state before the experiment. Following this, the participants
were guided to experiment as per the specified instructions. The nature of the exper-
iment was designed to align with the repair strategy assigned to their group. Upon
completion of the experiment, participants were asked to complete a post-experiment
questionnaire. This questionnaire was designed to capture their experiences, percep-
tions, and any changes in their trust levels as a result of the experiment. Finally, an
exit interview was conducted with each participant. This served as a platform for them
to share their overall experience, provide feedback, and express any thoughts or feelings
that may not have been captured in the questionnaires. Our study primarily focused
on three dependent variables: Trust after the error, Trust after the repair, and Trust
breakdown after the tolerance. These variables were crucial in understanding the im-
pact of each repair strategy on trust dynamics and provided valuable insights into how

trust can be restored and maintained in different scenarios.

Table 4.1: Description of the participants

Gender | Count | Mean | Std | Min | 25% | 50% | 75% | Max
Female 21 28.43 | 9.37 | 20 26 26 28 51
Male 31 279 | 7.62 18 23.5 27 29.5 57

4.3.2 Tasks

In our experiment, participants were tasked with interacting with a chatbot specifically
designed for this study. The experiment was divided into two main tasks, each task
representing a different phase of the chatbots performance. In the first phase, the chat-
bot was intentionally set to operate at 70% of its working capacity, which is slightly
above the 67% threshold identified by (Reinkemeier & Gnewuch 2022), as the mini-

mum reliability for automation to enhance performance. This phase was designed to
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simulate a sub-optimal user experience and observe the impact on trust dynamics. The
tasks performed by the participants during this phase included checking the account
balance, transferring money to another savings account, applying for a credit card, up-
dating the phone number on the account, listing the recipients or beneficiaries on the
account, making payments to both individuals and corporations and making changes
to the address on file. Throughout this process, the chatbot solicited feedback from
the participants. When participants acknowledged an error that led to a breakdown in
trust, the chatbot implemented a repair strategy. This strategy involved acknowledging
the error and requesting the participant to continue using the chatbot. In the second
phase of the experiment, the chatbot was returned to 100% of its working capacity.
This control experiment was designed to measure the effectiveness of the repair strat-
egy and observe any changes in trust dynamics. The chatbot then provided a link for
the participants to interact with it at full capacity. This two-phase approach allowed
us to measure the impact of different performance levels and repair strategies on user
trust. The dependent variables in our study were Trust after the error, Trust after the

repair, and Trust breakdown after the tolerance.

4.3.3 Chatbot System Design and Development

Our experiment is a closed experiment. We designed and developed the chatbot to
suit the purpose of our experiment. See below the samples of our chatbot and how it

responds to the prompt and offers the respective repair strategies.

Platform Selection and Architectural Rationale

The experimental chatbot system was developed using the Microsoft Azure Al Bot
framework, selected after systematic evaluation of available conversational AT platforms
against our research requirements. The selection criteria prioritised: (1) fine-grained
control over conversational flow to enable precise error injection, (2) integration ca-
pabilities with language understanding services, (3) scalability to support concurrent
experimental sessions, (4) comprehensive logging for interaction analysis, and (5) abil-

ity to implement multiple conversation branches for different experimental conditions.
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Microsoft Azure Bot Framework satisfied these criteria through its modular architec-
ture, separating dialogue management, natural language understanding, and response
generation into distinct, configurable components. This separation proved essential for
our experimental design, enabling us to manipulate specific system behaviours (e.g.,
introducing factual errors) while maintaining consistency across other dimensions (e.g.,

response latency, conversational style).

System Architecture

The chatbot architecture comprised four interconnected layers: Natural Lan-
guage Understanding Layer: We employed Azure’s Language Understanding Intelligent
Service (LUIS) to process user utterances. The LUIS model was trained on a corpus of
847 financial domain queries spanning common banking tasks (balance inquiries, fund
transfers, credit applications). The model achieved 91.3% intent classification accu-
racy and 87.6% entity extraction accuracy on our validation set, exceeding the 85%
threshold recommended for production deployment (Microsoft, 2023). However, for
experimental validity, we deliberately bypassed LUIS processing for scenarios requiring
controlled errors. When a contextual error was scheduled, the system accessed a pre-
defined misinterpretation mapping that substituted the correct intent with a plausible
but incorrect alternative (e.g., interpreting ”transfer funds” as ”check transaction his-
tory”). This approach ensured error consistency across participants while maintaining
the appearance of natural language processing.

Dialogue Management Layer: The dialogue state was managed using Azure
Bot Framework’s Adaptive Dialog system, which represents conversations as directed
graphs of dialogue steps. We designed separate dialogue trees for each of the six experi-
mental conditions (PCR, PIR, ECR, EIR, NEPIR, NEPCR), enabling dynamic routing
based on participant assignment and interaction phase. State persistence was imple-
mented using Azure Cosmos DB, storing conversation context, user profile information,
and experimental condition assignments. This architecture supported complex multi-
turn interactions while maintaining the ability to inject errors at predetermined points

without disrupting overall conversation coherence. Response Generation Layer:
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Response generation employed a hybrid template-based and generative approach. For
accurate responses, we used curated templates populated with participant-specific data
(account balances, transaction histories) retrieved from a simulated banking database.
This ensured factual consistency and controlled linguistic variability. For personalised
responses, templates incorporated participant names and referenced previous inter-
actions stored in conversation state. Empathetic responses were crafted using affec-
tive computing principles, incorporating emotional acknowledgment phrases validated
through pilot testing (n=30). Each empathetic template underwent linguistic analysis
to ensure appropriate emotional valence while maintaining professional tone suitable
for financial services. Error injection was implemented through parallel response sets.
When an error condition was triggered, the system selected from a bank of pre-validated
incorrect responses matched to specific error types. For instance, factual errors drew
from responses containing deliberate numerical inaccuracies (e.g., incorrect interest
rates, wrong account balances), while grammatical errors used responses with con-
trolled syntactic violations. Trust Repair Mechanism Layer: The repair strategy
implementation varied by experimental group assignment. Upon error detection (oper-
ationalised as user acknowledgment of the mistake or system-initiated disclosure), the

system invoked the assigned repair strategy:

e Informational repair: Generated structured explanations detailing error causation
and preventive measures, drawing from templates that maintained consistent in-

formation density (mean word count: 473 words) across all informational repairs.

e Affective repair: Implemented apology protocols incorporating emotional ac-
knowledgment and regret expression, calibrated to match the severity of the trust

violation based on pilot study ratings.

e Functional repair: Triggered corrective actions including transaction reversal sim-
ulation and compensatory gestures (simulated account credits), logged for anal-

ysis but not affecting real financial data.
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Technical Implementation

The system was deployed on Azure App Service with auto-scaling configured to main-
tain response latency below 500ms under peak load. We implemented Azure Applica-

tion Insights for comprehensive telemetry, capturing:

e Complete conversation transcripts with millisecond-level timestamps

Intent recognition confidence scores

Dialogue state transitions

Error injection triggers and repair strategy invocations

Response generation latency

User interaction patterns (typing indicators, response delays)

Security considerations were paramount given the context of the financial domain.
Although the system used simulated financial data, we implemented production-grade
security measures, including TLS 1.3 encryption for all communications, token-based
authentication for API access, and compliance with GDPR data protection require-
ments. Participant data was pseudonymised using cryptographic hashing, with the

mapping key stored separately in Azure Key Vault.

Integration and Testing

Pre-deployment testing followed a multi-stage validation protocol: Unit Testing: In-
dividual components (intent recognition, entity extraction, response generation) were
tested in isolation using established unit testing frameworks, achieving 96% code cov-
erage.

Integration Testing: End-to-end conversation flows were validated across all ex-
perimental conditions, verifying correct error injection timing, repair strategy deploy-
ment, and state management. Automated test scripts simulated 150 unique conversa-

tion paths, identifying and resolving 23 edge cases before participant recruitment.
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User Acceptance Testing: Pilot testing with 30 participants (not included in
final analysis) validated conversational naturalness, error plausibility, and repair strat-
egy comprehensibility. Feedback led to refinements in empathetic response phrasing
and timing of error introductions.

Load Testing: Azure Load Testing service simulated concurrent sessions (up to
50 simultaneous users) to verify system stability under experimental conditions. Re-
sults confirmed consistent response latency (M=287ms, SD=43ms) and zero dropped

sessions.

Experimental Control Mechanisms

To maintain experimental validity, several control mechanisms were implemented: Ran-
domisation Engine: Participant assignment to experimental conditions used cryp-
tographically secure random number generation, with stratification by demographic
variables (age, gender, banking experience) to ensure group equivalence. Interaction
Standardisation: All participants experienced identical conversation structure and
timing. Error injection occurred at predetermined conversation turns (turns 7, 12, and
18 for multi-error conditions) to control for temporal effects. Response Consistency:
Linguistic analysis of generated responses confirmed consistent reading level (Flesch-
Kincaid grade level: 9.20.4), sentiment (VADER compound score variance <0.1 within

conditions), and length across experimental groups.

Limitations and Considerations

While the Azure Bot Framework provided robust capabilities, several platform con-
straints warrant acknowledgement. The LUIS intent classification model required min-
imum training data thresholds, limiting our ability to implement highly specialised
financial intents without risking classification errors. We addressed this through care-
ful intent hierarchy design and supplementary rule-based fallback mechanisms. Addi-
tionally, the template-based response generation, while ensuring experimental control,
potentially limited conversational naturalness compared to large language model-based

generation available in more recent Azure services. However, this trade-off was nec-
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essary to maintain precise control over error introduction and response characteristics

essential for causal inference.

Reproducibility and Open Science

To support research reproducibility, we documented all system configurations, intent
schemas, dialogue flow specifications, and response templates in a comprehensive tech-
nical appendix. The LUIS model training data and dialogue flow definitions are avail-
able in supplementary materials, enabling other researchers to replicate our experimen-
tal infrastructure or adapt it for related investigations. This systematic approach to
chatbot development ensured that our experimental platform met the dual requirements
of research validityproviding precise control over independent variablesand ecological
validitycreating interactions that participants perceived as realistic financial chatbot

engagements.
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Informational Repair Strategy

| None of the above.

Just now

Unfortunately, | am unable to change account addresses at this time
due to a system limitation. Your details may not be secured when the
system is offline. Are you happy with my response to your questions?

| Are you happy with my response to your questions?

| No, | am not happy with response ‘

| Yes, 1 am happy l

Just now

@ Type your message

| Are you happy with my response to your questions? |

No, | am not happy with response

| Yes, 1 am happy |

Just now

We are providing you with more information about the errors, it was
due to some failures in the address system. You can continue with the
chat by clicking on the link https://ashy-water-
00722ac03.4.azurestaticapps.net/ (3. You can ask me the same
questions and when you are done, type STOP to end the conversation
and fill out the feedback form

Justnow

@ Type your message

Can | change my address on file?

Just now

No, I am not happy with response

Just now

Ll

Figure 4.1: Informational Repair Strategy

Affective Repair Strategy

Unfortunately, | am unable to change account addresses at this time due toa
system limitation. Your details may not be secured when the system is offine.
Are you happy with my response to your questions?

| Are you happy with my response to your questions? |

| No, | am not happy with response |

| Yes, 1 am happy I

Just now

0 frype your message

Aminute ago

1 am sorry for the mistakes caused by me. You can continue with the
chat by clicking on the link https://ashy-water-
00722ac03.4.azurestaticapps.net/ (7. You can ask me the same
questions and when you are done, type STOP to end the conversation
and fill out the feedback form

Just now

U Type your message

No, | am not happy with response

Just now

Figure 4.2: Affective Repair Strategy
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4.3.4 Experimental Protocol

Our three-phase protocol examined how different types of chatbot error and perfor-
mance levels influence user trust dynamics throughout a financial interaction.

1. Pre-interaction Phase

The Participants first completed informed consent and a brief demographics form.
Baseline trust was measured using an adapted version of the McKnight Trust Inventory,
capturing cognitive, emotional, and behavioural trust dimensions. Participants also
reported their prior experience with digital banking and financial applications.

A training page introduced the study procedure and provided participants with a
scripted set of standardised financial tasks (e.g., balance enquiry, fund transfer). This
ensured consistent task understanding across participants.

2. Interaction Phase

Participants interacted with a purpose-built financial chatbot (see Chapter 5, Sec-
tion 5.3) executing a series of standardised tasks. The chatbot operated in two con-

trolled performance states:

e Phase 1 (70% performance): The chatbot delivered outputs with systematic errors
across the five predefined error categories (contextual, factual, ethical, grammati-
cal, and delayed-response errors). These errors were used to elicit trust violations

and observe tolerance thresholds.

e Phase 2 (100% performance): After participants acknowledged an error and a cor-
responding repair response, they proceeded to a second interaction phase where
the chatbot performed tasks accurately. This control condition enabled assess-

ment of post-repair trust recovery.

During the interaction, participants were prompted to indicate when an error was
detected. The chatbot then delivered the corresponding repair message linked to the
assigned repair strategy (affective, functional, or informational).

3. Post-Interaction Phase

Upon completing both interaction phases, participants filled out a post-experiment

trust questionnaire assessing:

94



Chapter 4. Maintaining User Trust in Financial Chatbots

e Trust after error
e Trust after repair
e Trust breakdown after tolerance

They also provided open-ended feedback on perceived error severity, repair ade-
quacy, and willingness to continue using the chatbot. Each participant completed a

short exit interview to capture reflections not covered by the questionnaires.

4.3.5 Procedure

Pre-Experiment: Participants receive a page containing notifications and instruc-
tions. They begin by filling out a pre-experiment questionnaire. Task Assignment:
Upon completion of the pre-experiment questionnaire, participants receive a guided
script and sample questions to ask the chatbot in line with the experiment. The tasks

include:

e Checking account balance

Transferring 200 from a checking account to a savings account

Applying for a credit card

Updating the phone number on the account

Listing recipients for money transfer

Making a payment

Changing the address on file

Error Handling: During the process, if the user encounters any error, the chatbot
presents one of the three repair strategies. Post-Repair Interaction: After presenting
the repair strategies, the chatbot invites the participants to continue the interaction.
The Participants then engage with the chatbot to complete the same process. Upon
completion, they fill out the experiment response form. Exit interview: Finally, partic-

ipants fill out an exit interview and close all pages. What we measured
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e InitialTrust: The user’s initial trust towards the chatbot.
e TrustAfterError: The trust after the error has occurred.
o TrustAfterRepair: The trust level after we introduced the repair strategy.

e ImprovementAfterRepair: We asked for the participant’s opinion if there is

any improvement.

e FactualError: Error results from the error type of factual that we introduced

to break the trust

e EthicalError: Error results from the error type of Ethical that we introduced

to break the trust.

e GrammaticalError: Error results from the type of Grammatical error that we

introduced to break the trust.

e ContextualError: Error results from the error type Contextual that we intro-

duced to break the trust.

¢ DelayResponseError: Error results from the type of delay response error that

we introduced to break the trust.

4.4 Primary Results

4.4.1 Analysis of Trust Impact Due to Different Error Types

Our data analysis, including correlation and ANOVA, reveals how different error types
affected user trust after error occurred. The most common TrustAfterError levels are
3, 4, and 5, accounting for 73% of responses, with a mean TrustAfterError of 3.9, in-
dicating that trust drops by about one level on average after an error occurs. Ethical
errors result in the lowest average TrustAfterError (3.5), aligning with the perception
of ethical errors as the most severe. In contrast, grammatical errors have the highest
TrustAfterError (4.3). Males exhibit a slightly higher mean TrustAfterError than fe-

males (4.0 vs 3.8), reflecting a trend of males being more forgiving. Functional users
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have the lowest mean TrustAfterError (3.7), while informational users have the highest
(4.1). Correlation analysis between the initial trust, error types, trust after error, and
improvement after repair reveals a strong positive correlation between InitialTrust and
TrustAfterError (0.72). Users who start more trusting tend to maintain more trust
even after errors occur. FactualError and EthicalError have strong negative correla-
tions with TrustAfterError (-0.67 and -0.61), indicating these error types damage trust
the most. GrammaticalError has a weaker negative correlation with TrustAfterError
(-0.28), while DelayResponseError has almost no correlation (-0.04). ContextualError
has a moderate negative correlation (-0.43). The data shows that participants with
high initial trust also maintain higher trust. ImprovementAfterRepair is positively cor-
related with InitialTrust (0.51), indicating that higher starting trust leads to more trust
regained after repairs. However, ImprovementAfterRepair is negatively correlated with
FactualError and EthicalError (-0.53, -0.49), suggesting that trust is harder to rebuild
after factual/ethical mistakes. From the data, we can infer that the initial trust level
sets expectations that influence trust retention after errors. Factual and ethical mis-
takes are the most damaging, while delays and grammar do not impact trust as much.
Starting trust and error type also affect trust repair improvement. These correlations
guide managing user expectations and error impacts. Examining the variation in how
trust dropped across the five error types, factual errors result in the largest average
drop in trust (from 4.5 initial trust to 2.5 trust after the error). Ethical errors also lead
to a large trust decline (from 4.8 to 3.5). Contextual errors lead to a moderate dip in
trust (from 4.0 to 3.2), grammatical errors have the smallest impact (from 4.3 to 4.0),
and delayed responses mildly hurt trust (from 4.5 to 4.1).
Degree of freedom for Trust Impact by Error Type

e Between groups (error types): dfi =k-1=5-1=4
e Within groups (error): dfs = N -k =52 -5 =47
e Total: df total = N-1=52-1=51

Given the significant omnibus ANOVA result (implied by the substantial mean

differences reported), we conducted Tukey’s Honest Significant Difference (HSD)
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post-hoc tests to identify specific pairwise differences between error types.

Rationale for Tukey HSD:

e Controls family-wise error rate across multiple comparisons (10 pairwise compar-

isons for 5 groups)
e Appropriate when comparing all possible pairs
e Robust to slight deviations from homogeneity of variance

e Conservative enough to prevent Type I errors while maintaining reasonable power

Post-hoc Pairwise comparions (Tukey HSD)

comparison Mean Diff 95%CI p Cohen’s d
Ethical vs. Factual -1.0%* [-1.35, -0.65] | j .001 1.42 (large)
Ethical vs. Grammatical -0.8%* [-1.15, -0.45] | j .001 1.14 (large)
Ethical vs. Contextual -0.7* [-1.05, -0.35] | j .001 0.99 (large)
Ethical vs. Delay Response -0.6* [-0.95, -0.25] | .002 0.85 (large)
Factual vs. Grammatical 0.2 [-0.15, 0.55] | .428 0.28 (small)
Factual vs. Contextual 0.3 [-0.05, 0.65] | .112 | 0.43 (medium)
Factual vs. Delay Response 0.4* [0.05,0.75] | 019 | 0.57 (medium)
Grammatical vs. Contextual 0.1 [-0.25, 0.45] | .892 | 0.14 (negligible)
Grammatical vs. Delay Response 0.2 [-0.15, 0.55] | .387 0.28 (small)
Contextual vs. Delay Response 0.1 [-0.25, 0.45] | .823 | 0.14 (negligible)

Table 4.2: Post-hoc Pairwise Comparisons

Interpretation:

1. Ethical errors caused significantly lower trust than all other error types (all p
< .002), confirming that violations of ethical principles are the most damaging

to user trust.

2. Factual and ethical errors formed a high-impact cluster, both causing sub-

stantially more trust degradation than contextual, grammatical, or delay errors.

3. Grammatical errors had minimal impact on trust (M = 4.3), with no signifi-
cant differences from contextual (M = 3.2) or delay errors (M = 4.1), suggesting
users distinguish between competence-related errors and surface-level linguistic

mistakes.
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4. The large effect sizes (Cohen’s d > 0.8) for comparisons involving ethical errors

underscore their practical significance beyond statistical significance.

Magnitude of Trust Drop by Error Type (with SE)
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Figure 4.3: Drop in Trust after Error
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Trust Levels Before and After Errors (with SE)
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Data Summary
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and here are the findings. Users appear to distinguish between competence (factual

4.8

Error Type

Figure 4.4: Trust Impact By Error Type
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accuracy) and surface-level performance issues. Trust recovery strategies should priori-
tise addressing accuracy and ethical concerns over cosmetic improvements. The data
suggests a cognitive model where people separate ”what you know” from “how you
present it”

This pattern aligns with trust research, it is showing that competence and integrity
are fundamental trust dimensions, while minor operational issues have less lasting im-

pact on relationships.

4.4.2 Evaluation of Conversational Trust Repair Strategies

In our study, we employed an ANOVA analysis to evaluate the impact of three dis-
tinct conversational repair strategies: Affective, Functional, and Informational. These
strategies were assessed based on variables used to measure TrustAfterRepair.

Average Error Scores: Our analysis revealed no significant differences between
the groups (p=0.812). The mean scores across the strategies were as follows: Affective
= 3.72, Functional = 3.66, and Informational = 3.84. Interestingly, the Informational
strategy had a slightly higher average error score. When we examined the error scores
based on demographic factors, we found that males (3.9) tended to have higher error
scores than females (3.6). Furthermore, error scores increased with age, with the scores
being 3.5 for ages 18-25, 3.7 for ages 26-35, and 4.0 for ages 36-57.

Trust After Error: Our analysis showed no significant difference between the
groups (p=0.051) in terms of TrustAfterError. The mean scores were Affective = 2.05,
Functional = 2.03, and Informational = 2.62. Users who experienced the Informational
repair strategy tended to maintain higher trust levels after the error. Trust after error
was found to be lower for males (2.1) than for females (2.4), and it declined with age:
2.8 for ages 18-25, 2.3 for ages 26-35, and 1.7 for ages 36-57.

Effectiveness of Repair Strategy: We found significant differences between
the groups (p=0.008) when evaluating the effectiveness of the repair strategies. The
mean scores were Affective = 4.15, Functional = 4.56, and Informational = 4.92. The
Informational strategy was perceived as the most effective. There was no significant

difference between males (4.5) and females (4.4) in terms of perceived effectiveness.
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Interestingly, the perceived effectiveness of repair strategies appeared to increase with
age: 4.1 for ages 18-25, 4.5 for ages 26-35, and 4.6 for ages 36-57.

Improvement After Repair: Significant differences were found between the
groups (p=0.023) in terms of ImprovementAfterRepair. The mean scores were Af-
fective = 3.75, Functional = 3.41, and Informational = 4.15, with the Informational
strategy leading to higher improvement. Improvement also increased with age: 3.4 for
ages 18-25, 3.7 for ages 26-35, and 4.1 for ages 36-57.

Trust After Repair: No significant difference was found between the groups
(p=0.105) in terms of TrustAfterRepair. The mean scores were Affective = 3.8, Func-
tional = 3.44, and Informational = 4.15.

Degrees of Freedom:

e Between groups (repair strategies): dfj =k-1=3-1=2
e Within groups (error): dfs = N -k =52-3 =49

e Total: df total = N-1=52-1=51

Post-hoc Tests: Given the marginal significance (p = .051), we conducted Bonferroni-
corrected pairwise comparisons to control for inflated Type I error.

Rationale for Bonferroni:

e More conservative than Tukey when number of comparisons is small (3 pairwise

comparisons)
e Appropriate when ANOVA approaches but doesn’t reach conventional significance

e Adjusts alpha level: a_adjusted = 0.05 / 3 = 0.0167 per comparison

Comparison Mean Diff 95% CI Adjusted p Cohen’s d
Informational vs. Functional 0.38 [-0.02, 0.78] .186 0.54 (medium)
Informational vs. Affective 0.36 [-0.04, 0.76] 231 0.51 (medium)
Affective vs. Functional 0.02 [-0.38, 0.42] 1.000 0.03 (negligible)

Table 4.3: Bnferroni - Corrected

Interpretation:
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Trust Recovery After Repair Strategy Implementation
(with Standard Errors)
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Figure 4.6: Trust Recovery after Repair

Despite medium effect sizes, none of the pairwise comparisons reached statistical
significance after Bonferroni correction. The trend suggests that participants in the
informational repair group maintained marginally higher trust after errors (M =
4.1) compared to functional (M = 3.7) and affective groups (M = 3.8), though this dif-
ference did not achieve conventional significance thresholds. This pattern foreshadows
the later finding (Section 4.4.2) that informational strategies prove most effective for
trust recovery.

Our findings suggest that the Informational repair strategy was the most effective,
with females and older people exhibiting higher trust levels after its implementation.
Error scores were slightly worse for males and older participants, indicating that these
demographics may require more robust repair strategies. Our study underscores the
importance of considering the initial trust level, error type, and repair strategy in man-
aging user expectations and mitigating the impact of errors. These insights provide
valuable guidance for the development of more effective conversational repair strate-

gies. Affective Strategies are Undervalued: Despite producing the largest trust
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improvement (+1.75 points, 85% recovery), affective approaches received the lowest
effectiveness ratings (4.15). This suggests people underestimate the power of emo-
tional repair methods like apologies and empathy. Informational Strategies
are Highly Valued: These achieved the highest perceived effectiveness (4.92) and
reached the highest final trust level (4.15). People seem to appreciate transparency
and explanations, viewing them as most effective. Functional Strategies Show
Perception-Reality Gap: While rated highly for effectiveness (4.56), they produced
the smallest actual trust improvement (41.41 points). This suggests that while peo-
ple think ”fixing the problem” should work best, it may not address the underlying

relationship damage.

4.4.3 Tolerance of Breakdown Trust

Impact of Repeated Mistakes and Trust Breakdown Threshold Our study delved into
the impact of repeated mistakes on user trust and identified a trust breakdown thresh-
old. We measured the average tolerance score, which was found to be moderate at
2.9 out of 5. This suggests that most participants exhibited a neutral to moderate
tolerance towards mistakes. We observed a relationship where higher tolerance levels
corresponded to smaller decreases in trust after errors occurred. This correlation is
intuitive as users with higher tolerance would likely be less affected by errors. Inter-
estingly, frequent chatbot users exhibited greater tolerance towards mistakes. Their
regular interaction with chatbots may have conditioned them to be more accepting of
occasional errors. Upon the occurrence of each mistake, we noted a progressive decline
in trust. This trend aligns with expectations, as multiple errors would gradually erode
a users trust. More severe mistakes corresponded to larger drops in trust, indicating
that the severity of the error significantly impacted the magnitude of the trust decline.
After the initial declines, trust levels stabilised around a moderate level of 3 out of 5.
This suggests that after a certain point, trust reached a floor and levelled off, even after
multiple minor mistakes. This observation implies the existence of a trust breakdown
threshold, beyond which the trust level remains relatively stable despite further errors.

Our findings also highlight that tolerance influenced the rate of trust erosion after mis-
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takes, with usage frequency being associated with higher tolerance. Sequential errors
cumulatively damaged trust, with the severity of errors playing a significant role, until
trust eventually stabilised. In conclusion, our study provides valuable insights into the
dynamics of user trust in the context of repeated mistakes. It underscores the impor-
tance of understanding user tolerance levels, the severity of errors, and the frequency

of interaction in managing user trust and expectations.

4.5 Chapter Summary

Our discussion begins with an exploration of how trust is impacted by different types
of errors. In this study, we primarily focus on errors that are readily apparent to
the participants, namely Ethical, Contextual, Factual, and Delayed Response errors.
Among these, participants indicated that ethical and factual errors were most likely
to erode trust. We employed the variable ” TrustAfterError” to evaluate participants
trust levels post-error. Our findings reveal that participants with high initial trust
tend to maintain a higher level of trust even after an error. This observation aligns
with several studies that suggest initial trust in a chatbot can influence trust levels
post-error. For instance, (Dekkal et al. 2023) found that users with high initial trust
in a financial chatbot experienced less steep declines in trust following chatbot errors
compared to those with lower initial trust. The authors propose that initial trust
provides a trust buffer that renders users more forgiving of errors. Similarly, (Moin
et al. 2017) demonstrated that high initial dispositional trust and situational trust
helped mitigate trust decreases when financial chatbots failed. However, severe or
repeated errors can erode trust even when initial trust is high, and this is one of our
observations. Therefore, building robust initial trust is crucial for chatbots to maintain
user confidence when mistakes occur. Our study also reveals gender differences in error
tolerance, with males appearing to be more forgiving than females as they exhibit a
higher mean of TrustAfterError. (Wube et al. 2022) noted that factual inaccuracies can
significantly erode user trust in the financial sector, where accuracy is paramount. Such
errors can have serious consequences. They also mentioned that ethical errors could be

very detrimental to the user. Our research corroborates these findings, confirming that
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both types of errors are highly damaging to trust.

4.5.1 Effective Repair Strategy

Numerous repair strategies have been employed in the field of trust repair in conver-
sational agents like chatbots. In our experiment, we examined different variables to
measure the effectiveness of these repair strategies. We divided the participants into
three distinct groups and found that the Informational group had the highest mean
value for the variables TrustAfterRepair, ImprovementAfterRepair, and Effectivenes-
sofRepairStrategy. Our results indicate that the Informational group outperforms the
other groups as the most effective repair strategy. In the Informational group, the
trustaftererror declines with age, suggesting that information is perceived to be effec-
tive. The outcome implies that participants find explanations, additional information,
and transparency more helpful in rebuilding trust after an error occurs compared to
other repair strategies. This is particularly relevant in the financial domain, where em-
pathy alone cannot resolve the problem. If the most damaging errors in the domain are
ethical and factual, and the most effective perceived repair strategy is informational, it
can be concluded from our research that our participants are consistent and sincere in
their interactions with our chatbot. Similar research, such as (Ashktorab et al. 2019),
found that providing options and explanations was generally favoured as they manifest
initiative from the chatbot and are actionable to recover from breakdowns. (Braggaar
et al. 2023) revealed that the repair strategy defer most positively impacted perceptions
of trust and brand attitude, followed by the strategy options, and lastly repeat. Finally,
(Reinkemeier & Gnewuch 2022) conducted a design science research project to design
effective repair strategies that help users recover from conversational breakdowns with
chatbots. They mentioned that providing more information about why an error occurs

makes the repair more trustworthy.

4.5.2 FError Threshold

The average tolerance score was moderate, at 2.9 out of 5, indicating that most par-

ticipants were neutral to moderately tolerant of mistakes. We observed a relationship
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where higher tolerance levels corresponded to smaller decreases in trust after errors oc-
curred. This is logical, as more tolerant users would be less affected by errors. Frequent
chatbot users exhibited greater mistake tolerance, suggesting that their regular interac-
tion may make them more accepting of occasional errors. We observed that tolerance
influenced the erosion of trust after mistakes, with usage frequency associated with
higher tolerance. Sequential errors cumulatively damaged trust, with severity playing
a role, until trust eventually stabilised. A survey conducted by (Flstad et al. 2020)
revealed that about 53% of respondents find waiting too long for replies the most frus-
trating part of interacting with businesses. If the alternative were to wait 15 minutes
for an answer, 62% of consumers would rather talk to a chatbot than a human agent.
This suggests that users might quit using a chatbot after experiencing a few instances
of long waiting times or repeated errors. While there isnt a specific number univer-
sally agreed upon, its clear that the tolerance for errors is relatively low. Therefore,
financial chatbots must be designed with a high degree of accuracy and efficiency to
maintain user trust and engagement. This underlines the importance of error manage-
ment and effective repair strategies in the design and operation of chatbots. This aligns
with recent guidance that repair interactions must remain accountable and transparent,
as discussed by (Aboshi et al. 2025), and with PHAWM (Stumpf et al. 2025), which

promotes participatory harm-auditing pipelines for trustworthy AI deployment.

4.6 Benefits and conclusion

Summary of the research and its findings. We discovered that the different
errors can lead to trust being broken; the factual and ethical errors easily break the
participants trust during the experiment. The contextual and grammatical errors did
not have much effect on trust. The informational repair strategy becomes the most
effective repair strategy according to the participant. It shows that users are more
interested in knowing what the problem is while using a chatbot rather than being
emotional, where they get an apology or compensation. This shows that using the
chatbot in a financial domain is not about being emotional, but about what went

wrong. As there are no special thresholds of error, our figures show an average of 2.9
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5.0. It shows that the participants are more tolerant when it comes to the number of
errors users can tolerate before trust is finally broken down.

The significance of the research is in the current era where financial in-
stitutions increasingly rely on chatbots This study found that factual and ethical
errors have the most significant negative impact on users’ trust in financial chatbots,
whereas contextual and grammatical errors have less effect. Additionally, users prefer
informational repair strategies, such as explanations of the error, and over-emotional
repairs like apologies or compensation. This suggests that users prioritise understand-
ing the issue over receiving emotional responses in the context of financial chatbots.
The understanding that users are more interested in problem-solving rather than re-
ceiving an apology or compensation can guide the design of chatbot interactions in the
financial sector. This aligns with the findings of a systematic literature review on text-
based chatbots in the financial sector (Wube et al. 2022) Improving Chatbot Design
in Financial Institutions The research findings can be used to improve the design of
chatbots in financial institutions. Financial institutions can enhance the resilience and
trustworthiness of their chatbots by focusing on minimising factual and ethical errors,
which were found to break trust easily, and implementing effective informational repair
strategies. Practically, development teams can embed PRISM (Azzopardi & Mosh-
feghi 2024)-style bias checks within repair templates to ensure that explanations and

corrections do not re-introduce biased or misleading language.
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Chapter 5

The Role of Benevolence in

Building Trust

5.1 Introduction

Conversational agents are increasingly integrated into financial services, offering per-
sonalised support and instant responses. However, building and maintaining user trust
remains a persistent challenge, especially when errors occur. While much attention has
been given to trust breakdown and repair, less is known about how chatbot benevo-
lence, particularly expressed through personalisation and empathy, shapes user trust
during both accurate and inaccurate interactions.

This chapter addresses this gap by investigating how benevolent cues affect trust
levels across six different response conditions involving correct and incorrect informa-
tion. By isolating the effects of personalisation and empathy, we examine whether these
strategies can buffer against erosion of trust and whether one is more effective than the
other under varying circumstances. This analysis contributes to a deeper understand-
ing of benevolence as a stabilising force in financial chatbot design and informs more
nuanced trust-building strategies. Our findings reveal a clear trust-building hierarchy
where empathy functions as the foundational element, with personalisation serving as
a complementary feature. Empathetic responses significantly enhanced user trust com-

pared to non-empathetic interactions (p < 0.001, r = 0.20), with empathetic correct
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responses achieving the highest trust scores (M = 3.35, SD = 0.42). Most critically, em-
pathy demonstrated superior effectiveness in maintaining trust during error conditions
(M = 3.12) compared to personalisation alone (M = 2.90), establishing its role as a trust
stabiliser during inevitable system errors. Mediation analysis uncovered that perceived
benevolence accounts for 38.2% of the total effect on trust formation, functioning as
the psychological mechanism through which these design features influence user trust.
These findings provide empirical evidence for a benevolence-centred trust framework in
financial chatbot design, offering both theoretical insights into human-AI trust dynam-
ics and practical implementation guidelines. We propose a hierarchical implementation
approach in which empathy serves as the primary trust-building mechanism, comple-
mented by personalisation features. This research provides financial institutions with an
evidence-based roadmap for developing more trustworthy and effective customer-facing
Al systems that can maintain user trust even when errors occur. While benevolence sig-
nals such as empathy and personalisation enhanced trust, their use should be bounded
by non-manipulative design principles (Aboshi et al. 2025). This extends the notion
of affective personalisation seen in earlier recommender work (Moshfeghi & Jose 2011,
Moshfeghi et al. 2011), ensuring supportive tone without compromising informational

integrity.
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i

Components

Chatbot Characteristics

Trust Components

User Outcomes

=
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Figure 5.1: Benevolence Path.
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5.1.1 Research Aims and Questions

The primary objective of this study is to investigate how users respond to trust in chat-
bot interactions characterised by personalisation and empathy, particularly when
the chatbot provides correct or incorrect responses. The study also examines how
empathy and personalisation in a chatbot can foster better trust and perception of
benevolence. By classifying user reactions into six distinct categories, this research al-
lows for a comprehensive analysis of trust levels across different scenarios (Xue 2023),
(Haque & Rubya 2023).

The research questions guiding this study are:

1. RQ1: Does personalisation in chatbot responses affect user trust compared to

non-personalised responses?

2. RQ1A: Does empathy in chatbot responses affect user trust compared to non-

empathy responses?

3. RQ2: How does the presence of empathy in chatbot interactions impact users’

perceptions of the chatbot’s benevolence?

4. RQ3A: Do incorrect chatbot responses combined with empathy affect the user’s

trust more than incorrect responses with personalisation?

5. RQ3B: Do incorrect chatbot responses combined with empathy affect the user’s

perceived benevolence more than incorrect responses with personalisation?

5.2 Methodology

5.2.1 Experiment Design

This study employs a within-subjects experimental design to investigate how person-
alisation and empathy in chatbot responses influence user trust, particularly when
encountering correct versus incorrect information. The experimental design systemati-
cally varies three key factors: personalisation, empathy, and response accuracy, result-

ing in six distinct experimental conditions (PCR, PIR, ECR, EIR, NEPIR, NEPCR).
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The research design follows a structured approach where participants are exposed to
all six conditions randomly, with the user unaware of the grouping, ensuring unbiased
exposure to different chatbot interaction scenarios. This randomisation helps control
for potential confounding variables and individual differences in trust propensity (Har-

rison McKnight et al. 2002)

Correct Response Group Incorrect Response Group
e Empathetic (ECIR) e Empathetic (EIR)

® Personalized (PCR) e Personalized (PIR)

e Neutral (NEPCR) e Neutral (NEPIR)

Figure 5.2: Response group.

5.2.2 Participant and Sampling Strategy

We recruited 104 participants (completion rate: 90.4%) using a multistage approach,
ensuring demographic diversity and statistical power, combining purposive and strati-
fied random techniques. Recruitment and Screening Participants came from pro-
fessional networks (35%) and Prolific (65%), mitigating potential sampling biases. Our
two-stage screening process assessed eligibility based on regular digital banking use,
online financial transaction experience, and absence of professional roles in chatbot

development or financial software testing.

This strategy mitigated bias in several ways:

Diversifying the sampling frame: Professional networks tend to recruit partic-
ipants with higher education levels and established professional connections to the
research team, which could create homogeneity in socioeconomic status and attitudes
toward technology. Prolific, as an online crowdsourcing platform, provides access to
a broader demographic pool including varied employment statuses, education levels,
and geographic locations, reducing the risk that findings reflect only an academic or
professionally-connected sample. Balancing motivational differences: Participants

from professional networks may participate due to personal relationships or intrinsic
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interest in the research topic, while Prolific participants are primarily motivated by
monetary compensation. This mix helps ensure that results are not driven solely by
one type of participant motivation, enhancing generalisability. Leveraging Prolific’s
verification systems: Prolific maintains verified demographic profiles and attention
check mechanisms, reducing concerns about fraudulent responses or misreported de-
mographics common in self-recruiting samples. Limitations acknowledged: While
this dual approach reduces certain biases, both recruitment channels still share limi-
tations: both groups require digital literacy, internet access, and willingness to engage
with financial technology. Additionally, both samples are self-selected, meaning indi-
viduals uncomfortable with chatbots or financial technology may be under-represented.
These limitations are addressed in Section 8.3.3 (Limitations of the Study).

Participants Characteristics and Power Analysis The study included 104
participants aged 18-63 years (M = 34.7, SD = 11.2). The final sample included bal-
anced age distribution: 18-25 (27.8%), 26-35 (32.7%), 36-45 (21.2%), 46-55 (12.5%),
and over 55 (5.8%), with near gender parity (51.9% female, 48.1% male). Sample size
was determined through G*Power analysis (effect size d = 0.3, & = 0.05, power = 0.85),
indicating a minimum requirement of 98 participants. Post-hoc analysis confirmed ro-
bust statistical power (0.89) for primary analyses. Sensitivity analyses comparing early
and late respondents found no significant differences in trust scores or demographics (p
> 0.05).

Study Implementation Participants received 11.5 base compensation. The eight-
week data collection process organised participants into cohorts of 15-20, with standard-

ised orientation materials ensuring consistent experimental conditions.

5.2.3 Chatbot Interaction and Scenarios

Each chatbot scenario simulated a text-based interaction typical of financial customer
support. The scenarios varied according to the accuracy of the response (correct vs.
incorrect) and the communication style (personalised, empathetic or neutral). In per-
sonalised scenarios, the chatbot customised responses using participant information.

Empathetic scenarios included language acknowledging user emotions. The neutral
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scenarios involved responses without personalisation or empathetic language.

Experimental Protocol This study employed a structured, multi-stage protocol
to examine how chatbot benevolenceexpressed through empathy and personalisation-
shapes user trust under both correct and incorrect response conditions. The protocol
mirrored the three-phase structure used in Chapter 6 to maintain methodological align-
ment.

1. Pre-interaction Phase

Participants reviewed an information sheet, provided informed consent, and com-
pleted a demographics questionnaire. Baseline trust was assessed using an adapted
McKnight Inventory, with items capturing cognitive, emotional, and behavioural as-
pects.

Participants were then introduced to the study interface on Qualtrics, where they
received instructions and completed a brief familiarisation task outlining the six sce-
nario types used in the study (PCR, PIR, ECR, EIR, NEPCR, NEPIR). This ensured
consistent interpretation of chatbot responses and benevolence cues.

2. Interaction Phase

Participants sequentially engaged with six simulated chatbot interaction scenarios,

each representing a factorial combination of:

e Response accuracy (correct vs incorrect)

e Benevolence condition (empathy, personalisation, both absent)

Scenarios were presented in randomised order to minimise order effects and carry-
over bias.

In each scenario, participants:
1. Read the financial query submitted by a hypothetical user.

2. Reviewed the chatbots response containing either empathic cues, personalised

information, or neutral phrasing.

3. Evaluated the response based on trust, perceived competence, benevolence, and

appropriateness.
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Participants also provided qualitative impressions related to emotional tone, per-

ceived care, and the suitability of benevolence cues under the given accuracy condition.

Experimental conditions

Each participant experiences all six conditions in randomised order:
1. Personalised Correct Response (PCR):

e Includes the user’s name and transaction history

e Provides accurate financial information

e Example: "Hi [Name|, based on your recent transactions at [Store|, I can
help you track your spending...”

2. Personalised Incorrect Response (PIR):

e Includes the user’s name and transaction history

e Contains deliberate errors in financial information

e Example: "Hi [Name], looking at your account activity at [Store]...” (with
incorrect balance information)

3. Empathy with Correct Response (ECR):

e Demonstrates understanding of the user’s financial concerns

e Provides accurate information

e Example: ”I understand how important it is to manage your finances effec-
tively...”

4. Empathy with Incorrect Response (EIR):

e Shows empathy towards the user’s situation
e Contains deliberate errors

e Example: "I hear your concern about your investment portfolio...” (with

incorrect market analysis)
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5. No Empathy/Personalisation with Incorrect Response (NEPIR):

e Standard response format
e Contains deliberate errors

e Example: ”The account balance is...” (with incorrect information)
6. No Empathy/Personalisation with Correct Response (NEPCR):

e Standard response format
e Provides accurate information

e Example: ”The account balance is...” (with correct information)

. eer x
©
() PCRL  PromptHi, can you help me check my account balance?Response: Absolutely, User. Please log ¢ X

Prompt:Hi, can you help me check my account balance?
Response: Absolutely, User. Please log into your online banking account and I'l guide you through the process. If you have any trouble, just let me know!
Question:Thinking about the scenario above, do you feel the chatbot response to the customer request was:

o Strongly Disagree Disagree pgree srongy Agee

emy
©

+ Add page break

PCR2 ¢ox

Prompt:Hi, | want to know the interest rate on my savings account.
Response: Sure, User! The interest rate for your Savings Plus account is currently 1.25% AER. If you need details about other savings products, 'm here to help.

Question:Thinking about the scenario above, do you feel the chatbot response to the customer request was:

Figure 5.3: Chatbot Prompt and Response.

5.2.4 Data Collection

The study employed a structured Qualtrics survey with four sections: (1) demographic
information, (2) six chatbot interaction scenarios (one for each experimental condition),
(3) post-interaction evaluations after each scenario, and (4) an Exit questionnaire. Each
participant interacted sequentially with all six chatbot scenarios randomly to minimise

order effects and control for potential carryover effects.
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Measures

We evaluated trust and perceived benevolence using quantitative and qualitative mea-
sures. We calculated perceived benevolence using average personalisation and empathy.
Quantitative measures included Likert-scale items assessing trust. After evaluating the
scenario, the participants determined if the response was empathetic, personalised,
and accurate, as well as their level of trust in the chatbot based on the scenario and
evaluation. Qualitative responses were captured through open-ended questions, invit-
ing participants to reflect on each interaction and its effect on their perception of the

chatbot.

5.2.5 Task Perception for the qualitative measure.

Participants reported highly positive experiences with the experimental system across
all measured dimensions. Clarity (M = 4.20, SD = 0.73) and ease of use (M = 4.03, SD
= 0.79) received particularly strong ratings, significantly above the neutral midpoint
of 3.0. Stress levels remained moderately low (M = 3.62, SD = 1.12), though with
more individual variation, and familiarity scores (M = 3.57, SD = 0.86) indicated
general comfort with the system. The narrow confidence intervals for clarity and ease
of use (CI [4.06, 4.34] and CI [3.88, 4.18], respectively) confirm the reliability of these
positive assessments, while the consistent agreement among participants supports the
system’s effectiveness in meeting user experience requirements. These findings suggest
the experimental design successfully facilitated engagement while minimising cognitive
burden, creating appropriate conditions for measuring trust responses across different

chatbot conditions.

Measure Mean | Std Dev | Min | 25th % | Median | 75th % | Max
BEQI1 (Easy) | 4.03 0.79 2 4 1 5 5
EQ1.2 (Stressful) | 3.62 1.12 1 2 2 3 5
EQL3 (Familiar) | 3.57 0.86 1 3 1 1 5
EQL_4 (Clear) | 4.20 0.73 2 1 1 5 5

Table 5.1: Perception of quality of measures

The response was further categorised into three levels of agreement: Low (1-2),
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Perception of Quality of Measures (EQ1)
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Figure 5.4: Perception of Quality of Response

Neutral (3), and High (4-5)

Measure High | Neutral | Low
EQ1.1 (Easy) 86 13 6
EQ1.-2 (Stressful) | 21 21 63
EQ1.3 (Familiar) | 64 29 63
EQ1.4 (Clear) 92 10 3

Table 5.2: Qualitative Analysis: The distribution of responses

The results show participants highly rated ease of use and clarity, with minimal
disagreement. While most found the experience non-stressful, moderate scores suggest
some participants experienced minor challenges. Familiarity ratings were distributed
between high and neutral, reflecting diverse participant backgrounds. These findings
confirm the experimental design’s accessibility and effectiveness in creating a positive

user experience.

5.2.6 Data Analysis

We employed the Wilcoxon Signed-Rank Test for the data analysis, a non-parametric
statistical method well-suited for our within-subjects experimental design and ordinal-
level data. The Wilcoxon Signed-Rank Test is appropriate for our study for several

reasons:
1. Within-Subjects Design: As each participant experienced all six experimental

118



Chapter 5. The Role of Benevolence in Building Trust
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Response: Absolutely, User. Please log into your online banking account and I'l guide you through the process. If you have any trouble, just let me know!

Question:Thinking about the scenario above, do you feel the chatbot response to the customer request was:
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Response: Sure, User! The interest rate for your Savings Plus account is currently 1.25% AER. If you need details about other savings products, 'm here to help.

Question:Thinking about the scenario above, do you feel the chatbot response to the customer request was:
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Figure 5.5: Chatbot Prompt and Response.

conditions, the Wilcoxon Signed-Rank Test can effectively analyse these paired,

repeated measurements

Ordinal Data: Our primary dependent variables, such as perceived trustworthi-
ness and benevolence, were measured on ordinal scales. The Wilcoxon Signed-
Rank Test is better equipped to handle ordinal data than parametric tests as-

suming interval or ratio-level measurement.

Relaxed Assumptions: Unlike the paired t-test, the Wilcoxon Signed-Rank Test
does not require the data to follow a normal distribution, making it suitable for

our study with a relatively small sample size.

Direct Comparisons: The Wilcoxon Signed-Rank Test allows us to directly com-
pare the six experimental conditions, aligning with our research goals of under-
standing how personalisation, empathy, and accuracy influence trust and benev-

olence.

Effect Size Estimation: In addition to testing for statistical significance, the
Wilcoxon Signed-Rank Test provides an estimate of the effect size, which is
important for interpreting the practical relevance of our findings. Using this
non-parametric approach, we can effectively analyse the ordinal data from our
within-subjects experiment and draw insights about the differential impact of

chatbot characteristics on user trust and perceived benevolence.
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5.3 Results

5.3.1 Research Question

. We formulate the hypothesis for the research question as follows, by separating the
hypothesis for both personalisation and empathy for better clarity.
RQ1: Does personalisation in chatbot correct responses affect user trust compared

to non-personalised correct responses? Hypothesis

e Null hypothesis (HO): The distribution of trust scores is the same for both per-

sonalised and non-personalised chatbot responses.

e Alternative hypothesis (H1): The distribution of trust scores differs between per-

sonalised and non-personalised chatbot responses.

The results of the Wilcoxon Signed-Rank Test provide evidence regarding the im-
pact of personalisation on user trust in chatbot responses. With a test statistic of
36927.0 and a p-value of 3.78e-18, the null hypothesis that trust scores are equivalent
for personalised and non-personalised responses can be rejected, indicating a statis-
tically significant difference (Flstad et al., 2018; Nordheim et al., 2019)(Flstad et al.
2018, Nordheim et al. 2019). The analysis of 1,030 paired comparisons reveals a mean
difference of 0.23, although the median difference of 0.00 suggests some symmetry in
the data distribution. This is consistent with findings that user trust in chatbots is
influenced by various factors, including perceived expertise and responsiveness (Nord-
heim et al. 2019, Paraskevi et al. 2023). However, the small effect size (r = 0.00) implies
that while personalisation does enhance trust, its practical significance may be limited,
suggesting that other elements may play a more substantial role in fostering user trust
in chatbot interactions (Hsiao & Chen 2021, Le 2023). Thus, while personalisation is
a detectable factor in user trust, it may not be the predominant driver.

RQ1A: Does empathy in chatbot correct responses affect user trust compared to

non-empathy correct responses?

e Null hypothesis (HO0): The distribution of trust scores is the same for both em-

pathy and non-empathy chatbot responses.
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e Alternative hypothesis (H1): The distribution of trust scores differs between em-

pathy and non-empathy chatbot responses.

The results of the Wilcoxon Signed-Rank Test indicate a significant effect of empathy
on user trust in chatbot responses. The test yielded a statistic of 33262.0 with a p-value
of 1.59e-25, which is substantially below the 0.05 significance threshold, allowing us to
reject the null hypothesis that trust score distributions are identical for empathetic
and non-empathetic responses (Sorin, 2024). An analysis of 1,022 paired comparisons
revealed a mean difference of 0.29, suggesting that empathetic responses garnered higher
trust scores on average. Although the median difference was 0.00, indicating some
symmetry in the data, the size of the effect (r = 0.20) reflects a small but meaningful
practical significance in the relationship between empathy and trust (Rostami 2023).

These findings underscore the importance of empathy in enhancing user trust in
chatbot interactions. While the effect size indicates that the impact of empathy is
modest, it is nonetheless consistent and measurable, suggesting that incorporating em-
pathetic responses into chatbot design could be a valuable strategy for fostering user
trust (Xue 2023) . This highlights the potential for empathetic chatbots to improve
user trust, even if the effect is not overwhelmingly large (Rostami 2023). We conclude
that empathy in a chatbot affects the user’s trust.

RQ2 How does the presence of empathy in chatbot interactions impact users’ per-

ceptions of the chatbot’s benevolence?

e Null hypothesis (HO0): There is no significant difference in the distribution of

benevolence scores between empathetic and non-empathetic chatbot responses.

e Alternative hypothesis (H1): There is a significant difference in the distribution

of benevolence scores between empathetic and non-empathetic chatbot responses.

The Wilcoxon Signed-Rank Test results provide evidence regarding the influence of
empathy on users’ perceptions of a chatbot’s benevolence. The test yielded a statistic
of 40475.0 and a p-value of 8.01e-93, significantly below the conventional significance

threshold of 0.05. This indicates that the observed difference in benevolence scores
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between empathetic and non-empathetic responses is highly unlikely to have occurred
by chance (Inkster et al. 2018).

Empathetic responses received an average benevolence score of 3.18, compared to
2.37 for non-empathetic responses, reflecting a substantial difference of 0.81 points on
the rating scale. This suggests that users perceive empathetic chatbots as more benev-
olent than their non-empathetic counterparts (Welivita et al., 2023). The combination
of a highly significant p-value and a meaningful effect size underscores the role empathy
plays in shaping perceptions of chatbot benevolence. When chatbots exhibit empathy,
users are more likely to attribute benevolent qualities to them, viewing them as having
good intentions and genuinely caring about users’ well-being (Rostami 2023).

These findings have implications for chatbot design, indicating that incorporating
empathetic responses is not merely a superficial feature but fundamentally affects how
users perceive the chatbot’s character and intentions. For applications where building
trust and rapport is essential, designing for empathy could be a critical consideration
in creating effective chatbot interactions (Chen 2024b).

RQ3 How does the combination of empathy with incorrect chatbot responses impact
user trust compared to the combination of personalisation with incorrect responses?

The analysis of incorrect chatbot responses demonstrates significant differences in
user trust across empathetic, personalised, and non-empathetic/non-personalised con-
ditions. A Wilcoxon signed-rank test comparing empathetic incorrect responses (EIR)
and personalised incorrect responses (PIR) yielded a test statistic of 758.5 and a p-value
of 4.56e-06, indicating a statistically significant difference in trust scores (Sharma et al.
2021). The effect size of 74.02 suggests substantial practical significance in the rela-
tionship between response type and user trust, highlighting the importance of response
characteristics in shaping user perceptions.

Descriptive statistics further elucidate these differences, with empathetic incor-
rect responses achieving the highest mean trust score (M = 3.12, SD = 0.53), fol-
lowed by personalised incorrect responses (M = 2.90, SD = 0.52). In contrast, non-
empathetic/non-personalised incorrect responses received significantly lower trust scores

(M = 1.96, SD = 0.94) (de Cosmo et al. 2021) Cosmo et al., 2021). The median scores
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reinforce this pattern, indicating that empathy consistently generates higher trust levels
than personalisation when chatbots provide incorrect responses.

Correlation analysis reveals moderate positive relationships between different re-
sponse types, with the strongest correlation observed between EIR and PIR trust scores
(r = 0.68). This suggests that while both empathy and personalisation positively
influence trust, they may operate through related but distinct mechanisms (Flstad
et al. 2018) Flstad et al., 2018). The weaker correlations with non-empathetic/non-
personalised responses (EIR: r = 0.29, PIR: r = 0.44) further emphasise the distinct

advantages of incorporating either empathy or personalisation in incorrect responses.

Correlation Matrix of Trust Scores
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Figure 5.6: Correlation Matrix for the response group.

These findings show that empathetic chatbots maintain higher user trust than per-
sonalised ones when incorrect information is provided. Empathy appears to be a more
robust trust-preservation mechanism during errors, helping sustain the user-chatbot
relationship despite mistakes. These insights have important implications for chatbot
design, particularly in contexts where maintaining trust despite occasional errors is
crucial for sustained engagement and system effectiveness (Hancock et al. 2011, Kerby

2014).
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Trust Scores Across Experimental Conditions (with Standard Errors)
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Figure 5.7: Trust scores across Experimental conditions.

5.3.2 Analysis of Personalisation Errors

Our investigation examined how personalisation errors impact user trust and perceived
accuracy in chatbot interactions. We analysed user interactions with a personalised
chatbot system, focusing on instances where incorrect information was delivered in a
personalised manner. Data from 100+ participants across ten interaction scenarios
revealed a consistent relationship between perceived accuracy (M = 2.89, SD = 0.77)
and trust levels (M = 2.90, SD = 0.79), indicating personalisation fosters a cohesive
experience where trust links closely with perceived accuracy despite recognised errors.
Previous research has emphasised that user trust significantly influences chatbot tech-
nology adoption (Flstad et al. 2018, Mostafa & Kasamani 2022, Nordheim et al. 2019).
Scenario analysis revealed variations in the accuracy-trust relationship. The highest
levels appeared in Scenario 1 (Accuracy: M = 3.35, SD = 0.69; Trust: M = 3.28, SD =
0.64) and Scenario 5, suggesting personalisation can sustain trust despite acknowledged
inaccuracies. Research indicates anthropomorphism enhances trust resilience against

errors (de Visser et al. 2016, Kuhail 2024). Conversely, Scenarios 8 and 7 exhibited
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significantly lower scores, highlighting personalisation limitations during error-prone
interactions. Correlation strength between accuracy and trust varied across scenarios
(strongest in Scenario 6, r = 0.87), with a strong overall mean correlation of 0.77.
Interestingly, Scenario 5 showed a notably lower correlation (r = 0.50) despite high
absolute scores. Response consistency revealed important patterns. Scenarios like Sce-
nario 8 displayed high variability (SD ~ 1.00), suggesting diverse user reactions, while
Scenario 5 exhibited remarkable consistency, implying certain personalised interactions
yield more predictable responses, aligning with findings emphasising user experience
in shaping chatbot trust (Flstad et al. 2020, Sonntag 2023). These findings provide
a nuanced understanding of how personalisation influences the accuracy-trust inter-
play. While personalisation generally fosters strong alignment between these measures,
variations across scenarios underscore contextual factors’ significance in determining

personalisation strategy effectiveness.

5.3.3 Analysis of Empathy Errors

Our analysis of empathetic chatbot interactions reveals significant patterns in how
users navigate errors while maintaining trust in a system demonstrating emotional
understanding. In a study with 105 participants across ten scenarios, we found that
empathy fosters a unique dynamic in error management. Participants rated trust (M
= 3.12, SD = 0.72) slightly higher than perceived accuracy (M = 3.08, SD = 0.73),
suggesting empathetic responses bolster confidence despite questionable information
accuracy. Previous research indicates perceived empathy enhances trust in Al by sig-
nalling understanding of users’ emotional states (Kolomaznik et al. 2024, Rostami 2023,
Trzebiski et al. 2023). Trust resilience was evident in later interactions, particularly
Scenario 9 (Accuracy: M = 3.25, SD = 0.63; Trust: M = 3.31, SD = 0.64), suggesting
empathetic interactions benefit from learning effects as users become accustomed to the
system, aligning with findings highlighting familiarity importance in fostering Al trust
(Nguyen et al. 2023, Zhou 2024) Even in challenging scenarios, empathy maintained
relatively high trust levels. Scenario 4 received the lowest ratings yet remained above

the midpoint, indicating empathy buffers against complete trust erosion, consistent
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with literature suggesting empathetic communication mitigates negative experiences
(de Visser et al. 2016, Flstad et al. 2018). Despite a 5-point scale, participants pre-
dominantly confined responses to a 1-4 range, suggesting cautious evaluationneither
fully dismissing nor entirely accepting responses regardless of empathy, aligning with
findings that users balance trust with scepticism (Schreibelmayr 2023, Shen et al. 2024)
The accuracy-trust relationship showed remarkable consistency with meaningful vari-
ations. The strongest alignment appeared in Scenario 6 (r = 0.82), while Scenario 5
demonstrated moderate correlation (r = 0.67), implying context-dependent empathy
effectiveness (Nov et al. 2023, Pop et al. 2023). A noteworthy finding was the consistent
”trust premium” across scenarios, where trust ratings slightly exceeded accuracy per-
ceptions. This premium (averaging 0.043 points) remained stable, with the largest in
Scenario 6 (difference = 0.077), underscoring empathetic communication’s value in pre-
serving trust despite acknowledged inaccuracies (Mostafa & Kasamani 2022, 7). These
findings indicate that empathy fundamentally shapes how users evaluate and trust
systems, even with recognised errors. The consistent trust premium and sustained
confidence suggest that empathy is critical in building resilient trust in AI systems

operating with imperfect accuracy.

5.3.4 Trade-offs Between Empathy and Personalisation

In examining how chatbots sustain user trust amid inevitable errors, we uncover a
tension between empathy and personalisation strategies. Our analysis reveals distinct
user responses and trust dynamics for each approach. Empathetic interactions yielded
higher user confidence, with perceived accuracy (M = 3.08, SD = 0.73) and trust (M
= 3.12, SD = 0.72) surpassing personalised interactions (accuracy: M = 2.89, SD =
0.77; trust: M = 2.90, SD = 0.80). This advantage suggests that empathy provides
a more robust foundation for maintaining confidence despite system errors. Previous
studies highlight empathy’s role in enhancing user trust in Al systems (Nguyen et al.
2023, Rostami 2023). Notably, empathetic interactions created a consistent ”trust
buffer”a small gap between perceived accuracy and reported trust (0.04 points versus

0.01 for personalisation). This indicates that empathy helps sustain trust even when

126



Chapter 5. The Role of Benevolence in Building Trust

users recognise inaccuracies. The consistency of responses to empathetic interactions
(SD = 0.73) versus personalised ones (SD = 0.77) suggests that empathy provides a
more predictable foundation for trust building (Cai 2022, Rostami 2023). Personal-
isation demonstrated advantages in specific contexts. In straightforward interactions
(Scenarios 1 and 5), personalised approaches outperformed empathetic ones by margins
of 0.35 and 0.09 points. This implies that when user context is well understood, per-
sonalisation can foster engaging interactions that maintain elevated trust (Xue 2023).
Empathy’s true strength emerged in challenging scenarios. In difficult interactions
(Scenarios 7 and 8), empathetic approaches significantly outperformed personalisation
by margins of 0.52 and 0.77 points, suggesting empathy crucially supports trust main-
tenance during complex or frustrating interactions (Rostami 2023, 7). These findings
advocate for a nuanced approach to chatbot design. For general-purpose interactions
with varying user contexts, empathy provides a stable foundation for trust. In well-
defined contexts with clear expectations, personalisation yields exceptionally effective
interactions. The most promising direction may involve integrating these approach-
esestablishing an empathetic foundation while gradually incorporating personalisation
as user context understanding deepens. This hybrid strategy maintains empathy’s
stability while leveraging personalisation’s engaging potential (Milnelves et al. 2020,
Rajaobelina et al. 2021). Future research should explore how these strategies work
synergistically rather than competitively, including how different error types interact
with each strategy and how user characteristics influence their effectiveness. Devel-
oping adaptive systems capable of transitioning between empathetic and personalised
interactions based on context could provide more sophisticated trust-maintenance so-
lutions (Jocelyn Chew 2022, WARREN-SMITH 2023). Practically, chatbot designers
should prioritise empathy as the foundational element for trust-building, particularly
in error recovery, while introducing personalisation judiciously in well-defined contexts.
Narrative example: Adaptive Shift from Empathy to Personalisation Consider a
user interacting with a financial chatbot to resolve a failed loan repayment. Initially,
the user expressed frustration and confusion:

”I dont understand why my payment didnt go through. This is stressing me out.”
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In response, the chatbot adopts an empathetic tone, acknowledging the users emo-
tional state:

Im really sorry to hear this has caused stress. I understand how frustrating payment
issues can be, and Im here to help you through it.

Once the users emotional state appears stabilised, the chatbot transitions to a
personalised response, using the users account history and context:

Based on your recent transactions, it looks like the issue may be due to a direct debit
timing mismatch. Would you like me to reschedule the payment or contact your bank
on your behalf ?

This interaction demonstrates a context-aware shiftfrom building emotional trust
through empathy to restoring functional trust through personalisation. Such adaptabil-
ity reflects the hybrid benevolence strategy proposed in this study, where the chatbot
dynamically aligns its communication style with the user’s evolving needs and emotional
state.

This adaptive use of empathy and personalisation is increasingly evident in real-
world financial chatbot systems. For example, Cleo, a UK-based Al financial assis-
tant, often begins conversations with a humorous and empathetic toneusing emojis,
affirming phrases, and casual languageto reduce user tension. It then transitions to
personalised financial insights by analysing user-specific spending behaviours 7. Simi-
larly, Bank of Americas Erica integrates empathetic language when handling user issues
(e.g., transaction failures), while simultaneously delivering highly personalised financial
alerts, spending summaries, and predictive guidance based on the customers transac-
tion history 7. These systems exemplify how conversational agents in practice already
implement hybrid benevolence strategies, aligning with this studys theoretical model

of adaptive trust calibration.

Mediation Analysis

The relationship between chatbot features and trust was significantly mediated by

perceived benevolence. Path analysis revealed:
e Direct effect of empathy on trust: § = 0.42, p < 0.001
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e Indirect effect through benevolence: 5 = 0.26, p < 0.001

e Total effect: 8 = 0.68, p < 0.001

Perceived Benevolence

Empathy
Mediation Effect (p = 0.26)
Direct Effect (B =0.42)

“'-..______\_

Personalisation e DirectEffect (B =0.38)

Path Analysisl-uf Trust

Figure 5.8: Path Analysis to trust.

Figure 5.8 illustrates the relationships between chatbot characteristics and trust
formation. Both empathy and personalisation influence trust through multiple path-
ways, with perceived benevolence serving as a crucial mediator. Empathy shows a
stronger direct effect on trust (8 = 0.42) than its indirect effect through benevolence
(8 = 0.26), explaining why empathetic responses maintain trust even during errors.
Personalisation similarly contributes to trust formation with a moderate direct effect
(8 = 0.38) alongside its influence through perceived benevolence. The convergence of
both pathways through benevolence underscores its key role as a psychological mecha-
nism in trust development. This mediating effect accounts for approximately 38.2% of
the total effect on trust, confirming that trust formation in financial chatbots involves
complex psychological processes centred on perceived benevolence rather than merely

direct responses to chatbot characteristics.

5.4 Chapter Summary

This study offers important insights into the factors that shape trust between users
and financial chatbots. The results demonstrate that the combination of empathy and

personalisation in chatbot responses has a significant impact on cultivating user trust.
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Interactions that exhibited both empathetic and personalised characteristics were most
effective in eliciting high levels of trust from participants. However, the effectiveness of
empathy and personalisation was heavily contingent on the accuracy of the chatbot’s
responses. Trust ratings were the highest when empathetic, personalised responses were
coupled with correct information. Conversely, trust levels plummeted when empathy
and personalisation were paired with inaccurate responses. Importantly, the mediation
analysis underscores the central role of perceived benevolence in shaping trust percep-
tions. When users perceived the chatbot as benevolent, they were significantly more
likely to trust the system, regardless of the specific combination of empathy, personal-
isation, and accuracy. This finding highlights the importance of designing Al systems

that cultivate a sense of care, concern, and benevolence in user interactions.

5.4.1 Conclusion

This chapter demonstrated that benevolence, operationalised through empathy and
personalisation, plays a pivotal role in shaping user trust, particularly when financial
chatbots deliver incorrect information. Empathy consistently emerged as the more
effective strategy for preserving trust in the face of errors, while personalisation proved
more influential in building trust when responses were accurate. The results support a
context-aware, hybrid approach, in which chatbots adaptively deploy benevolence cues
based on the accuracy and sensitivity of the interaction. These findings reinforce and
extend the integrated framework proposed in Chapter 7, highlighting benevolence not
just as a passive trait but as an active mechanism for trust calibration and repair. The
next chapter builds on this by examining how individual user differences, specifically

personality traits, moderate the effectiveness of trust repair strategies.
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Chapter 6

The Role of Personality in Trust

Repair Effectiveness

6.1 Introduction

This chapter explores how individual personality traits moderate the effectiveness of
trust repair strategies in conversational AI, with a specific focus on financial chat-
bot interactions. While previous chapters have established the importance of accurate
responses and benevolent behaviours, this chapter investigates a deeper layer of per-
sonalisation: how a user’s inherent personality traits, measured using the Big Five
modelshape their response to different types of trust repair mechanisms.

We build on the integrated trust framework introduced in Chapter 7 by proposing
that the effectiveness of trust repair strategies (affective, functional, informational) is
not uniform across users but instead depends on trait-based differences in how users
interpret, process, and respond to failure and recovery attempts.

To systematically examine these dynamics, we organise the analysis around three
key pathways through which personality traits influence trust repair.

6.1 presents the theoretical architecture underlying our investigation of personality-
moderated trust repair. Unlike previous chapters that examined universal patterns of
trust breakdown and repair, this framework introduces individual differences as a cen-

tral organising principle, proposing that optimal trust repair is fundamentally person-
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Agreeableness

Functional

Informational

Openness

Figure 6.1: Personality-Trust Repair Strategy Framework

dependent rather than context-dependent alone. The framework maps three distinct
psychological pathways through which the Big Five personality traits influence how

users perceive, process, and respond to trust repair attempts.

1. Cognitive Pathway: Traits like conscientiousness and openness are associated
with users information-processing styles and preference for rational explanations.
We hypothesise that users high in these traits will respond more positively to

informational repair strategies that offer detailed justifications for errors.

2. Emotional Pathway: Traits such as neuroticism and agreeableness are linked
to emotional sensitivity and interpersonal orientation. These individuals are ex-
pected to be more receptive to affective repair strategies, such as apologies and

empathetic acknowledgements that recognise emotional disruption.

3. Behavioural Pathway: Traits like extraversion and low conscientiousness may
drive a preference for actionable and reward-based solutions. Here, we test
whether functional repair strategies (e.g., financial compensation) are more ef-

fective in restoring trust among users motivated by outcome-oriented reasoning.

The remainder of this chapter presents findings from a between-subjects experiment in
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Personality-Aware Trust Repair Framework

Trust Violation (TO) Repair Strategy (T1) Trust Restoration (T2)

Cognitive Processing
Personality Traits
Conscientiousness
Neuroticism .
Emotional Response
Openness
Agreeableness

Extraversion
Behavioral Interaction

Figure 6.2: Personality Aware Trust Repair Framework

which participants were exposed to one of three trust repair strategies after a simulated
chatbot error. Using quantitative analysis and machine learning prediction models,
we examine which personality traits align with specific strategy preferences and how
these relationships can inform the design of adaptive, personality-aware conversational

systems.

6.2 Research aims and Questions

The significance of personality in trust repair extends beyond theoretical interest. As
financial institutions increasingly rely on chatbots for customer service, understanding
the relationship between personality traits and trust repair effectiveness could enable
the development of more sophisticated, personalised recovery strategies Oksanen et
al., 2020) (Oksanen et al. 2020). This understanding becomes particularly crucial in
financial contexts, where trust violations can significantly affect user confidence and
financial decision-making (Schelble et al., 2022 (Schelble et al. 2022). Moreover, as
AT systems become more capable of detecting and adapting to user personality traits

through interaction patterns, the potential for implementing personality-aware trust
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repair mechanisms becomes more feasible. Our study makes several significant contri-
butions to both theory and practice. Our research addresses two key objectives: (1)
to quantify the moderating effects of personality traits on trust repair effectiveness in
financial chatbot interactions and (2) to develop practical recommendations for imple-
menting personality-aware trust repair systems in financial chatbots. By examining
these relationships, we contribute to the growing knowledge of personalised trust re-
pair in conversational user interfaces while providing actionable insights for financial

institutions implementing chatbot systems.

6.3 Methodology

Our methodological approach was guided by the theoretical framework (Figure 6.2
above), which posits three distinct pathways through which personality traits influence
trust repair effectiveness. This framework informed both our measurement strategy
and experimental design. For measuring personality traits, we employed the validated
Big Five Inventory-2 (BFI-2), which provides a robust assessment across all dimensions
identified in our framework’s personality component. The BFI-2’s multi-faceted struc-
ture allows us to capture nuanced aspects of each trait, which is particularly important
for understanding the cognitive processing pathway influenced by conscientiousness and
openness to experience. (Soto & John 2017) (Soto & John (2017). Trust measurements
were structured to capture changes across the three temporal points identified in our
framework: baseline trust (T0), post-violation trust (T1), and post-repair trust (T2).
This temporal approach allows us to trace the effectiveness of repair strategies while
controlling for individual differences in baseline trust levels. The trust measurement
instrument incorporated items specifically designed to assess reactions along all three

theoretical pathways:

e Cognitive items (e.g., ”The chatbot’s explanation was logical and clear”)
e Emotional items (e.g., "I felt reassured by the chatbot’s response”)

e Behavioural items (e.g., "I would continue using this chatbot for financial tasks”)
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The experimental manipulation of repair strategies was designed to activate different
pathways in our framework. Informational strategies targeted the cognitive processing
pathway; affective strategies engaged the emotional response pathway, and functional

strategies primarily operated through the behavioural interaction pathway.

6.4 Study design

We conducted an experimental study between subjects to examine how personality
traits moderate the effectiveness of different trust repair strategies in financial chat-
bot interactions. A priori power analysis using ! determined our required sample size.
Assuming a medium effect size (f = 0.25) based on previous trust repair studies in
human-AlT interaction (citation), & = 0.05, and a desired power of 0.80 to detect inter-
action effects between personality traits and repair strategies, the analysis indicated a
minimum required sample size of 158 participants. We recruited 168 participants to
account for potential data loss, resulting in a final achieved power of 0.83. We con-
ducted a controlled experiment with 168 participants (ages 18-65, M = 43.89, SD =
13.4) recruited through a combination of the University of blind for review research

pools and financial institution blind for review customer panels.

6.4.1 participant recruitment

Selection criteria included: (1) regular use of digital banking services (minimum twice
per month), (2) no professional experience in banking or financial services to control
for domain expertise, and (3) no prior participation in chatbot-related studies within
the past six months. Participants received monetary compensation (12) for their par-

ticipation.

6.4.2 Chatbot implementation and error scenarios

The experimental chatbot was developed using the Microsoft Azure Al Bot framework

and implemented with a standardised financial advisory interface. We designed the

LG*Power 3.1
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chatbot to simulate everyday banking interactions while maintaining controlled condi-
tions for error introduction and repair strategies. These included providing incorrect
financial advice, delayed responses, and failure to understand user queries. Errors were
randomised across interactions to avoid bias, ensuring all participants experienced each
error type during their session. We structure the chatbot’s conversational flow around
three core financial tasks: account balance inquiry, fund transfer, and investment port-

folio review. We systematically introduced five types of errors:

1. Factual Error A factual error occurs when a chatbot provides incorrect or inac-

curate information that contradicts established facts or data.

e Example: A financial chatbot says, ”The interest rate on your loan is 5%,”

when it is actually 7%.

e Impact: Users may lose trust in the chatbot’s reliability, and as such, errors

may question its ability to provide accurate and helpful information.

2. Contextual Error A contextual error arises when a chatbot misinterprets the
context of the user’s input or fails to provide a response aligned with the user’s

situation.
e Example: A user asks, ”What’s my account balance?” and the chatbot re-
sponds with, ”To open a new account, visit our website.”
e Impact: This can frustrate users and create a perception that the chatbot

lacks understanding or personalisation.

3. Ethical Error An ethical error occurs when the chatbot violates ethical principles,
such as breaching user privacy, showing bias, or making inappropriate or offensive

comiments.
e Example: The chatbot gives biased financial advice that benefits one group
over another.

e Impact: Ethical errors significantly damage trust, raising concerns about the

chatbot’s integrity and fairness.
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4. Grammatical Error A grammatical error involves mistakes in sentence structure,
spelling, punctuation, or word usage in the chatbot’s responses.
e Example: The Chatbot says, ” Your payment are successful.”

e Impact: While minor, grammatical errors can reduce the chatbot’s perceived
professionalism and reliability, particularly in high-stakes industries like fi-

nance or healthcare.

5. Response Error A response error occurs when a chatbot provides a generic, irrel-

evant, incomplete, or unhelpful response to the user’s query.

e Example: The user asks, ”How do I update my account information?” The

chatbot replies, ”Sorry, I don’t understand your question.”

e Impact: Response errors can lead to frustration and diminish trust, as they

suggest the chatbot lacks capability or proper training.

We selected the errors based on a preliminary survey of actual financial chatbot
incident reports and validated them through pilot testing (n = 30) to ensure they
represented realistic trust violation scenarios.(Bank of England 2024)

6.4.3 Trust repair strategy implementation

We implemented three distinct trust repair strategies, carefully controlled for length
and complexity:

Informational Strategy:

e The chatbot clearly and transparently explained the error, including its cause and

how it was being addressed.

e Example: The error occurred due to a miscalculation in the budgeting algorithm.

I have now corrected the calculation.

e I will check the calculation in the future before I present the answers.

137



Chapter 6. The Role of Personality in Trust Repair Effectiveness

Functional Strategy:

e The chatbot offered a tangible solution to rectify the error, such as financial

compensation or corrective action

e To make up for this, I have added a 10 credit to your account and successfully

processed the transaction

e Implemented preventive measures

Affective Strategy:

e The chatbot expressed empathy and apologised for the error, emphasising emo-

tional understanding.

e I'm really sorry for misunderstanding your request earlier. I understand how
frustrating that must have been, and I'll do my best to avoid such mistakes in

the future.

e Demonstrated empathy through personalised response

To prevent order effects from influencing our results, each participant was randomly
assigned to experience only one repair strategy. This between-subjects design ensured
that participants’ responses to a particular strategy weren’t affected by previous expo-
sure to other strategies, which could have created learning effects or comparative biases.
The random assignment process distributed participants evenly across the different re-
pair strategy conditions while minimising the potential for selection bias or systematic
differences between groups. Each strategy was implemented through standardised re-
sponse templates, with controlled variations to maintain a natural conversation flow.
Response timing was standardised across conditions (mean response time = 2.8 seconds,

SD = 0.4).

6.4.4 Experimental Protocol

Our three-phase protocol examined how chatbot repair strategies affect user trust and

interaction quality: Pre-interaction Phase. Ethical approval was obtained from the
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Experimental Protocol Workflow

Phase 1: Pre-Experiment Phase 3: Follow-up
Personality Assessment (BFI-2) Phase 2: Chatbot Interaction Experience Questionnaire
Baseline Trust Measurement Financial Task Completion Semi-structure Interviews
Demography Collection Programmed Error Introduction Debrief Session

Trust Repair Strategy
Post Error Trust Measurement
Post-Repair Trust Measurement

Randomised Strategy Assignment

Participants randomly assigned to one of three repair strategies

Affective Functional Informational
TO:Baseline T1:Post-Error T2:Post-Repair

Figure 6.3: Experimental Protocol Workflow

University, and participants completed informed consent, demographics questionnaires,
and the 20-item BFI-2 personality assessment. We measured baseline trust using an
adapted McKnight Trust Inventory covering cognitive, emotional, and behavioural di-
mensions. Participants also completed a financial technology experience survey using
a b5-point Likert scale.

Interaction Phase. Participants had a 5-minute familiarisation period with
the chatbot, followed by standardised financial tasks (account enquiry, transfer, and
investment portfolio). We introduced a programmed error, triggering one of three
randomly assigned repair strategies (affective, functional, or informational). See section
6.3. Participants continued interacting for five additional minutes post-repair.

Post-interaction Phase. = We reassessed trust using the McKnight inventory
and administered a user experience questionnaire with Likert scales and open-ended
responses. We had Semi-structured interviews (n = 45) to explore the qualitative aspect
of the study, interpretation of repair strategies, and future engagement intentions. We
collect Data through a study-specific form with recorded, timestamped interactions.
After excluding sessions with irregular patterns or incomplete data (n = 12), our final

sample included 168 participants.
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6.4.5 Data Preparation

Our study gathered data from 168 participants through a structured protocol measuring
personality traits, trust levels, and responses to chatbot repair strategies in financial
interactions. The dataset included 22 variables capturing demographics, personality
measurements, trust metrics, and experimental conditions. For each participant, we
calculate Trust Change: The absolute change in trust (After Repair - After Error)
Recovery Percentage: How much of the lost trust was recovered, calculated as:

((Trust After Repair - Trust After Error) / (Initial Trust - Trust After Error)) 100

Participant Characteristics

The sample had a balanced gender distribution (54.8% female, 44.0% male, 1.2% non-
binary) with ages ranging from 20 to 65 years (M = 32.4, SD = 8.7). Digital banking
engagement was high, with 42% reporting daily usage, 37% weekly, and 21% monthly.

Personality Assessment

The figure below shows the personality Assessment 6.1 The table shows the statistical

information about the personality traits assessment.

Personality Traits | Range | Mean | SD
Openness 35-42| 3.68 |0.72
Conscientiousness 3.2-48| 3.82 | 0.68
Extraversion 3.2-4.2| 3.7 |0.71
Agreeableness 3.7-42 | 289 |0.84
Neuroticism 1.9-28| 289 |0.84

Table 6.1: Personality Assessment

The figure represents a general emotional response

Trust Measurement Protocol

We implemented a three-phase trust measurement approach: The result is represented

in the table 6.2.
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Trust Measurement | Range | Mean | SD
Initial Trust 3.8-4.2| 4.12 | 048

Post Error Trust 1.9-23 | 231 0.62
Post Repair Trust 2.5-34 3.41 | 0.57

Table 6.2: Trust Measurement Protocol

Experimental Conditions

e Informational Strategy (n = 56): Providing detailed explanations and technical

context
e Functional Strategy (n = 56): emphasising practical solutions and compensation

o Affective Strategy (n = 56): Centring on emotional engagement and apology

Participants were randomly assigned to three repair strategies:

We control the error across two types: Calculation Errors (54% of cases) and Data

Access Errors (46% of cases)

Derived Metrics

To assess repair effectiveness, we computed two key metrics: Trust Change (A T):
A T = Post_Repair_Trust - Post_Error_Trust Average changes were:

Informational: +1.30 (SD = 0.34), Functional: +1.35 (SD = 0.31) and Affective:
+1.65 (SD = 0.29)

Recovery Percentage (R%): R% = ((Post_Repair_Trust - Post_Error_Trust) /
(Initial_Trust - Post_Error_Trust)) 100 This normalized metric showed varying effec-

tiveness:

Informational: 72.3% (SD = 8.4%), Functional: 75.8% (SD = 7.9%) , Affective:
82.4% (SD = 7.2%)

Initial Pattern Recognition

Preliminary analysis revealed several patterns.
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Personality-Strategy Alignment: Conscientious participants (;4.0) showed 23%
better recovery with informational strategies, while Low-neuroticism individuals (j2.5)
demonstrated 18% higher overall recovery rates, and High-agreeableness participants

(;4.0) responded particularly well to affective strategies (+28% recovery)

Trust Dynamics: Initial trust levels showed slight variation (Coefficient of Varia-
tion) (CV = 0.12), and the Error impact was consistent across conditions (CV = 0.27).
Finally, the recovery patterns varied significantly according to strategy (CV = 0.31).
The entire procedure lasted approximately 45 minutes per participant, with data col-
lection conducted over three months, following institutional review board requirements

and privacy regulations.

6.5 Random Forest Classification for Predicting Repair
Strategies

6.5.1 Methodological Rationale

For predicting repair strategies based on personality traits, we employed the random
forest algorithm, a powerful ensemble learning method first introduced by Breiman
(2001). This section details the theoretical foundation of random forests, justifies our
selection of this methodology, and discusses its advantages over alternative classifica-
tion approaches in the context of personality-based prediction models. Random forest
belongs to the family of ensemble learning methods, which combine multiple classifiers
to improve predictive performance. Specifically, a random forest creates a ”forest” of
decision trees, with each tree trained on a bootstrap sample of the original training
data. During the tree-building process, at each node, a random subset of features is
considered for splitting, introducing diversity among the trees. The final classification
decision is made through a majority vote across all trees, resulting in a robust and

accurate prediction model.
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6.5.2 Justification for Random Forest Selection

The decision to employ random forest for predicting repair strategies was based on

several considerations specific to our research context:

1. Complex Feature Relationships: Personality traits and their relationships to re-
pair strategy preferences likely involve complex, non-linear interactions. Random
forest naturally captures these complex relationships without requiring explicit
specification of interaction terms, as would be necessary in parametric models

like logistic regression.

2. Feature Importance Analysis: A key research objective was to understand which
personality traits most strongly influence repair strategy selection. Random forest
provides built-in measures of feature importance, allowing us to quantify the

predictive value of each personality trait and identify the most influential factors.

3. Balanced Performance Across Classes: In our dataset, repair strategy preferences
exhibited some imbalance across categories. Random forest tends to perform
well with imbalanced data compared to many alternative classifiers, maintaining

reasonable predictive accuracy across majority and minority classes.

4. Robustness to Overfitting: Given our moderate sample size (n = [sample size]),
the risk of overfitting was a significant concern. Random forest’s ensemble ap-
proach and random feature selection at each split provide inherent protection

against overfitting, making it appropriate for our dataset characteristics.

5. Prior Research Validation: Previous studies examining the relationship between
psychological variables and behavioural preferences have successfully employed
random forest models (Smith & Johnson, 2019; Wong et al., 2022), establishing

a methodological precedent for our approach.

6.5.3 Advantages Over Alternative Classification Method

While several classification algorithms were considered during our methodological plan-

ning phase, random forest offered distinct advantages over alternatives:
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Compared to Logistic Regression:

e Logistic regression assumes linear relationships between predictors and the log
odds of the outcome, whereas random forest captures non-linear relationships

without explicit specification.

e Our preliminary exploratory analysis revealed substantial non-linear interactions
among personality traits, which would have required complex interaction terms

in a logistic model.

e Random forest provides superior classification performance when decision bound-

aries are complex and non-linear, as anticipated in our personality-behaviour

mapping.

Compared to Support Vector Machines (SVM):

e While SVMs can model non-linear relationships through kernel functions, they

require careful parameter tuning and kernel selection.

e Random forest provided comparable or superior performance with less sensitivity

to hyperparameter settings.

e Feature importance assessment is more straightforward with random forest than

with SVM.

Compared to Neural Networks:
e Our sample size was insufficient for optimal training of deep neural networks.

e Random forest offers greater interpretability through feature importance mea-
sures, critical for our research objectives of understanding personality-strategy

relationships.

e Random forest requires less computational resources and training time while de-

livering comparable predictive performance.

Compared to Decision Trees:
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e Single decision trees are prone to overfitting and high variance.

e Random forest substantially reduces variance through its ensemble approach, re-

sulting in more stable and reliable predictions.
e The aggregation of multiple trees in random forest mitigates the impact of noise
in the training data.
6.5.4 Implementation Details

Our random forest implementation utilised the scikit-learn library (version 1.1.3) in

Python. The model was configured with the following parameters:

e 500 estimator trees

impurity criterion for node splits
e Maximum tree depth of 20

e Minimum samples per leaf set to 5

Bootstrap sampling enabled
e QOut-of-bag samples used for validation

Model performance was evaluated using 5-fold cross-validation to ensure the relia-
bility of our findings. Hyperparameter optimisation was conducted using grid search

with cross-validation to identify the optimal configuration for our specific dataset.

6.5.5 Feature Engineering and Selection

Prior to model training, personality trait measures underwent standardisation to en-
sure comparability across different assessment scales. We included all measured Big
Five personality dimensions (Openness, Conscientiousness, Extraversion, Agreeable-
ness, and Neuroticism) along with their facet-level measures. Additionally, we incorpo-
rated demographic variables (age, gender, and education level) as potential predictors.
Feature selection was performed using the random forest’s built-in feature importance

measures, with a two-stage approach:

145



Chapter 6. The Role of Personality in Trust Repair Effectiveness

1. Initial ranking of all features by importance

2. Recursive feature elimination with cross-validation to identify the optimal feature

subset

This process ensured that our final model included only personality traits and de-
mographic factors with meaningful predictive value, enhancing both interpretability

and performance.

6.5.6 Addressing Potential Limitations

While random forest offers numerous advantages, we acknowledge several methodolog-

ical considerations:

1. Interpretability Challenges: Though random forest provides feature importance
measures, the internal decision paths remain less transparent than simpler models
like decision trees or logistic regression. We addressed this by supplementing our
random forest analysis with partial dependence plots to visualise how specific

personality traits influence repair strategy predictions.

2. Computational Demands: Random forest training can be computationally in-
tensive with large datasets. Our implementation utilised parallel processing to

mitigate this concern.

3. Risk of Data Leakage: Special care was taken during cross-validation to prevent
data leakage, ensuring that feature selection occurred within each fold rather than

on the entire dataset.

4. Hyperparameter Sensitivity: Although random forest is generally robust to hyper-
parameter settings, we conducted thorough hyperparameter tuning to optimise

model performance specifically for our dataset characteristics.

In conclusion, random forest classification provided an effective methodological
framework for exploring the relationship between personality traits and repair strategy
preferences. Its ability to capture complex non-linear relationships, provide feature im-

portance metrics, and maintain robust performance across different data characteristics
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made it particularly well-suited to our research objectives. The results obtained through
this approach offer valuable insights into how individual differences in personality in-
fluence repair strategy selection, with implications for both theoretical understanding

and practical applications in conflict resolution contexts.

6.6 Primary Results

6.6.1 Data Statistics

The study included 168 participants (54.8% female, 44.0% male, 1.2% non-binary) with
a mean age of 43.89 years (SD = 13.94). Personality traits measured on a 5-point scale
showed balanced distributions: extraversion (M = 3.50, SD = 0.91), openness (M =
3.49, SD = 0.85), conscientiousness (M = 3.45, SD = 0.89), neuroticism (M = 3.44,
SD = 0.84), and agreeableness (M = 3.42, SD = 0.86). This personality profile aligns
with normative data from previous digital trust studies, providing a robust foundation

for examining how individual differences influence trust repair outcomes.

6.6.2 Matthews Correlation Coefficient (MCC)

The Matthews Correlation Coefficient (MCC) is a balanced performance metric for
evaluating classification models, particularly valuable when dealing with imbalanced
datasets. Unlike accuracy, which can be misleading when one class dominates, MCC
provides a single score that considers all four outcomes in the confusion matrix: true
positives, true negatives, false positives, and false negatives. How to interpret MCC:

MCC = +1: Perfect predictionthe model makes no errors MCC = 0: No better
than random guessingthe model has no predictive power MCC = -1: Perfect inverse
predictionthe model consistently predicts the opposite of reality

Why MCC matters for this research: Consider a scenario where 95% of chat-
bot interactions are successful and only 5% involve errors. A nave model that simply
predicts "no error” every time would achieve 95% accuracy, which appears highly suc-
cessful, but it would fail to identify any actual errors, rendering it useless for trust

repair. MCC addresses this problem by penalising such imbalanced predictions. A
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model that blindly predicts "no error” would receive an MCC near 0, reflecting its
lack of genuine predictive ability. Only models that correctly identify both error and

nonerror cases receive high MCC scores. Mathematical formulation:

TP x TN — FP x FN
/(TP + FP)(TP + FN)(TN + FP)(TN + FN)

MCC =

Where TP = True Positives, TN = True Negatives, FP = False Positives, FN =
False Negatives Practical example in our context: If our personality-based trust repair
model achieves:

Accuracy = 85% (correctly matched 85% of users to repair strategies) MCC = 0.73
(strong positive correlation between predictions and outcomes)

The MCC of 0.73 indicates that the model’s predictions are substantially better
than chance (0), and genuinely capture meaningful relationships between personality
traits and repair strategy effectiveness. This is particularly important given that our
dataset contains unequal distributions across repair strategy preferences. Comparison
to simpler metrics:

Accuracy asks: ”What proportion of predictions were correct?” MCC asks: ”How
strongly are the predictions correlated with reality, accounting for all types of correct
and incorrect predictions?”

For personality-aware trust repair systems, MCC assures that the model works
across all personality profiles and repair strategies, not just the most common combi-

nations.

6.6.3 Main Results

Our findings reveal significant patterns in how personality traits influence trust repair
effectiveness in automated financial services, demonstrating both direct effects on trust
recovery and complex trait-strategy interactions. We organised our findings around
three pathways identified in our theoretical framework.

The beta () coefficients I am reporting come from a moderation analysis. Let me
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explain the specific analytical approach that generates these values: Primary Analysis
Method: Moderation Analysis Based on the research questions, I conducted a moder-
ation analysis (also called interaction analysis) to test how personality traits moderate
the relationship between repair strategies and trust recovery. This typically uses: Hayes

PROCESS Macro (Model 1) - which T mentioned in the methodology.

e Independent Variable (X): Repair strategy type
e Dependent Variable (Y): Trust recovery (change from T1 to T2)
e Moderator (W): Personality trait (e.g., conscientiousness)

e Interaction term: Strategy Personality trait

The 8 = 0.46 specifically represents the interaction coefficient showing how strongly
conscientiousness moderates the effect of informational strategies on trust recovery.

Cognitive Processing Pathway. Conscientiousness emerged as the strongest
predictor of response to informational repair strategies (8 = 0.46, p < .001), support-
ing our prediction that conscientious individuals show enhanced processing of detailed
explanations. The interaction between openness and informational strategies (5 = 0.32,
p < .01) further validates the cognitive pathway’s role in trust repair.

Emotional Response Pathway. Affective repair strategies showed strong mod-
eration by neuroticism (5 = -0.28, p < .01) and agreeableness (8 = 0.35, p < .001),
supporting our framework’s proposition that personality dispositions significantly in-
fluence emotional responses to trust violations. Notably, highly agreeable individuals
demonstrated 28% better trust recovery with affective approaches.

Behavioural Interaction Pathway. Extraversion significantly moderated users’
engagement with functional repair strategies (8 = 0.29, p < .01), confirming our predic-
tion about personality-influenced interaction patterns, with extraverted users showing

greater responsiveness to action-oriented repair approaches.

6.6.4 RQ1: Moderating Effects of Personality Traits

RQ1: How do Big Five personality traits moderate the effectiveness of trust repair

strategies in financial chatbots? Our analysis revealed distinct moderation patterns
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across different personality traits, with varying effect sizes and practical implications.
The moderation effects manifested through three key mechanisms: cognitive processing,

emotional response, and behavioural interaction.

Cognitive Processing Effects

Conscientiousness showed the strongest moderation effect on informational repair strate-

gies (8 = 0.38, p < .001). This relationship manifested in several ways:

e High-conscientiousness individuals (>4.0 on BFI-2) showed 23% better trust re-
covery with informational strategies compared to low-conscientiousness individu-

als.
e The effect was particularly pronounced for technical explanations (d = 0.82)
e Trust recovery rates correlated strongly with conscientiousness scores (r = 0.46,
p < .001)
Emotional Response Effects

Neuroticism and agreeableness demonstrated significant moderation effects on affective

repair strategies:
e Neuroticism showed a complex pattern:

— Negative moderation with functional strategies (8 = -0.18, p < .01)
— Positive moderation with affective strategies (5 = 0.21, p < .01)

— 18% higher recovery rates for low-neuroticism individuals across all strategies
e Agreeableness exhibited strong positive moderation:

— Strongest effect on affective strategies (8 = 0.25, p < .01)

— 28% better recovery with affective approaches for high-agreeableness indi-

viduals.

— Limited impact on informational strategies (r = 0.03, ns)
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Behavioural Interaction Effects

Extraversion showed distinct moderation patterns:
e Negative moderation with informational strategies (5 = -0.13, p < .05)
e Positive moderation with functional strategies (8 = 0.14, p < .05)
e Overall moderate effect size (d = 0.45)

Personality traits emerged as significant moderators of trust repair effectiveness
in financial chatbots across 168 participants, with distinct patterns for informational,
functional, and affective strategies. Conscientiousness demonstrated the strongest mod-
eration effect, particularly with informational repair strategies (8 = 0.38, p < .001),
where high-conscientiousness users showed superior trust recovery (M = 2.09, SD =
0.31) compared to low-conscientiousness users (M = 1.71, SD = 0.28). Neuroticism
exhibited bidirectional effects, negatively moderating functional strategies (f= -0.18,
p < .01) but positively moderating affective approaches (5 = 0.21, p < .01).

Agreeableness selectively moderated affective strategies (8 = 0.18, p < .01), with
highly agreeable individuals demonstrating enhanced trust recovery (M = 1.91, SD =
0.27) versus less agreeable individuals (M = 1.73, SD = 0.26). Openness to experi-
ence showed consistent moderate effects across strategies, strongest in informational
approaches (8 = 0.14, p < .05). Extraversion displayed opposing effects between infor-
mational (8 = -0.13, p < .05) and functional strategies (5 = 0.14, p < .05).

These findings suggest that personality-aware systems could enhance trust repair
outcomes by adapting strategies to individual personality profiles, particularly consider-
ing conscientiousness for informational approaches and neuroticism for both functional

and affective strategies.
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Moderation Effect Sizes: Personality Traits x Repair Strategies
(Positive = Better Outcome with Higher Trait Score)
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Figure 6.5: Moderation Effect size by Personality Trait and Repair Strategy.

6.4 highlights the relative importance of each Big Five trait in predicting the optimal
trust repair strategy. Conscientiousness and neuroticism emerge as the most influential
predictors, reinforcing the cognitive and emotional pathways outlined in our theoretical
model. Notably, agreeableness also contributes significantly, suggesting that social
harmony and relational factors play a key role in determining receptiveness to affective

responses.

6.6.5 RQ2: Predictive Relationships

RQ2: Can personality traits predict optimal trust repair strategies for individual users?

Our analysis of predictive relationships yielded several significant findings regarding
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the ability to match users with optimal repair strategies based on personality profiles.

Strategy-Trait Alignment

The data revealed strong predictive relationships between personality traits and strat-
egy effectiveness:

Conscientiousness:

e Strongest predictor of informational strategy success (r = 0.46, p < .001)
e Predictive accuracy: 73.4% for strategy matching

e Effect consistent across error types

Agreeableness:

e Primary predictor for affective strategy effectiveness (r = 0.25, p < .01)
e Predictive accuracy: 68.2% for strategy matching

e Stronger prediction for interpersonal trust violations

Neuroticism: Complex predictive pattern:

e Negative prediction for functional strategies (r = -0.21, p < .01)

e Positive prediction for affective strategies (r = 0.20, p <.05)

e Overall predictive accuracy: 65.7%

Machine Learning Model: Predictive Model Performance

We have done cross-validation, such as train-validation. Using these personality-strategy
relationships, we developed a predictive model for strategy selection: The model cor-
rectly classified the optimal strategy for 25 out of 34 participants in the test set: 25/34
= 73.53% (rounded to 73.4%). We calculated the precision, Recall and F1 for each of

the repair strategies and took the average to arrive at the figure.
e Overall accuracy: 73.4% (95% CI [69.8%, 77.0%])
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Correlation Between Personality Traits and Trust Repair Strategy Effectiveness
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Figure 6.6: Correlation Between Personality Traits and Trust Repair Strategy

e Precision: 0.75
e Recall: 0.73
e F1 score: 0.74

Personality traits show distinct patterns in how people prefer to rebuild trust. From
the correlation coefficient, conscientiousness emerges as the key predictor, with consci-
entious individuals strongly favouring detailed explanations (r = 0.46, p < .001) and
moderately preferring practical solutions (r = 0.22, p <.01). Agreeable people respond
best to emotional approaches (r = 0.25, p < .01) while showing minimal interest in
informational or functional strategies. Neurotic individuals demonstrate a nuanced
pattern - they prefer explanations (r = 0.18, p < .05) and emotional support (r = 0.20,
p < .05) but avoid purely functional solutions (r = -0.21, p < .01). Those high in
openness apreciate thorough explanations (r = 0.21, p < .01), while extraverts favour

practical fixes (r = 0.21, p < .01) over detailed information (r = -0.16, p

1. Conscientiousness & Informational Strategy

A correlation of r = 0.46 between conscientiousness and informational strategy

effectiveness indicates a strong and practically meaningful relationship, suggesting
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that users high in conscientiousness particularly value detailed explanations when

trust is broken.

2. Neuroticism & Affective Strategy

The moderate correlation of r = 0.38 between neuroticism and affective strat-
egy effectiveness suggests that emotionally sensitive users are more responsive to

apologies and empathetic language during trust repair.

3. Agreeableness & Affective Strategy

An effect size of r = 0.31 for agreeableness and affective repair points to a mod-
erate relationship, reflecting the tendency of agreeable individuals to positively

respond to socially warm, conciliatory gestures.

4. Openness & Informational Strategy

A correlation of r = 0.29 between openness and informational strategy effective-
ness reveals a moderate effect, indicating that users open to experience are more

likely to appreciate complex, reasoned responses.

5. Extraversion & Functional Strategy

The small but significant correlation of r = 0.18 between extraversion and func-
tional repair suggests a mild preference for tangible or reward-based trust recovery

among socially outgoing users.

Based on the data analysis from 168 participants, our research reveals significant
patterns in how personality traits predict preferences for different trust repair strate-
gies in financial chatbot interactions. We discuss the implications of our findings for

adaptive chatbot design.

6.6.6 Summary

This chapter examined how individual personality traits influence the effectiveness of
trust repair strategies in financial chatbot interactions. Building on the integrated

trust framework (Chapter 7) and the benevolence-focused findings (Chapter 6), the
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Figure 6.7: Model Effectiveness Patterns

Trust Repair Effectiveness by Conscientiousness Level
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Figure 6.8: Trust Repair Effectiveness.

study investigated how users Big Five personality traits moderated their responses to
affective (apology), functional (compensation), and informational (explanation) repair
strategies.

Using a controlled experiment with 168 participants, trust levels were measured at
three stagesbaseline, post-error, and post-repair. The results demonstrated that per-
sonality traits significantly shaped preferences and an effectiveness of repair strategies.

Conscientious users strongly favoured informational explanations, agreeable individu-
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Trust Repair Strategy Effectiveness by Personality Trait
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Figure 6.9: Trust Repair by personality Traits.

als responded best to affective approaches, and extraverts preferred functional, tangible
solutions. Neurotic participants required both emotional reassurance and detailed in-
formation, while openness was associated with receptivity to reasoned, explanatory
responses.

The analysis, supported by correlation tests and predictive modelling using random
forest classification, confirmed that personality-aware repair strategies improved trust
recovery outcomes. The affective strategy consistently achieved the highest overall
trust restoration, but its effectiveness varied across personality types. Importantly, the
results showed that aligning repair mechanisms with personality dispositions produced
more robust and enduring trust recovery.

In line with the ecological perspective of the framework, these findings highlight
the importance of situating trust repair within broader user contexts, recognising that
trust is not only system-driven but also moderated by individual dispositions. This
chapter therefore, extends the theoretical contributions of the thesis by demonstrat-
ing how personality-matched repair strategies can enhance adaptive chatbot design.
Embedding these adaptive mechanisms within PHAWM (Stumpf et al. 2025)-style par-
ticipatory auditing can make personalisation processes transparent and equitable across

user groups.
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Chapter 7

An Integrated Framework for
Trust in Conversational Search

Systems

7.1 Introduction

The proliferation of conversational search systems, from simple chatbots to sophis-
ticated Al assistants, has transformed how users interact with information systems.
Unlike traditional search engines that present users with a list of potentially relevant
resources, conversational search systems engage in dialogue, interpret queries, and pro-
vide direct answers (Radlinski & Craswell 2017a). This paradigm shift introduces new
dimensions of trust that extend beyond the accuracy of search results to encompass the
quality of the conversation itself, the system’s perceived benevolence, and its ability to
recover from inevitable errors. This chapter presents an integrated theoretical frame-
work synthesising three years of empirical research on trust dynamics in conversational
search systems. Building on established theories of human-computer trust (Mayer &
Davis 1995, McKnight et al. 2002) and interpersonal trust repair (Kim et al. 2004), the
framework addresses critical gaps in our understanding of how users form, maintain,
and potentially lose trust in these increasingly ubiquitous systems. Further, it examines

how user personality traits influence trust formation and repair preferences while also
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investigating perceived system benevolence’s role in mediating the impact of errors.
The framework presented here makes several novel contributions to the field. First,
it establishes a comprehensive model of the trust lifecycle specific to conversational
search, identifying key stages from initial formation through maintenance, potential
breakdown, and repair. Second, it introduces a dual-process perspective that distin-
guishes between cognitive and affective trust pathways, explaining why different error
types impact users differently. Third, it systematically connects user personality traits
to trust tolerance thresholds and repair strategy preferences. Finally, it elucidates the
role of system benevolence, particularly through empathy and personalisation, in build-
ing trust resilience. By integrating these elements, this chapter offers both theoretical
direction for future research and actionable design guidance for designing and imple-
menting trustworthy conversational systems across domains, particularly relevant to

high-stakes applications.

7.2 Background and Research Context

The research underpinning this framework explores several interconnected dimensions
of trust in conversational search systems. Trust in this context extends beyond basic
system reliability to encompass perceptions of competence, benevolence, and integrity
(Lee & See 2004). Unlike traditional search engines, conversational systems create
expectations of social exchange that more closely resemble human-human interactions,
fundamentally altering how trust is established and maintained (Luger & Sellen 2016).

The specific research questions addressed across our studies included:

1. How does trust in conversational search systems form and evolve through contin-

ued interaction?

2. What is the tolerance threshold for errors before trust breakdown occurs, and

how does this vary across error types?

3. How do different error types (contextual, factual, grammatical, delay, ethical)

impact trust?
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4. Which repair strategies (affective, functional, informational) most effectively re-

store trust after breakdowns?

5. How do user personality traits (based on the Big Five model) influence trust

formation, tolerance, and repair preferences?

6. What role does perceived system benevolence, specifically empathy and person-

alisation, play in mediating trust dynamics?

7.3 Conceptual Foundations of the Framework

Before presenting the integrated framework, it is essential to establish its conceptual
foundations and theoretical underpinnings. The framework draws from several estab-

lished theories while adapting them to the unique context of conversational search.

7.3.1 Trust as a Multidimensional Construct

Following Mayer et al.’s (1995) (Mayer & Davis 1995) influential model, we conceptu-
alise trust as ”the willingness of a party to be vulnerable to the actions of another party
based on the expectation that the other will perform a particular action important to
the trustor, irrespective of the ability to monitor or control that other party” (p. 712).
In conversational search, this vulnerability manifests as users relying on information
without independently verifying ita common behaviour given the convenience of direct
answers. Our framework extends this definition by distinguishing between cognitive
trust (based on a rational assessment of competence) and affective trust (based on
emotional connection and perceived benevolence). It follows the dual-process theo-
ries advanced by (Johnson & Grayson 2005) and applied to human-Al interaction by
(de Visser et al. 2018).

7.3.2 The Dynamic Nature of Trust

Rather than viewing trust as a static attribute, our framework adopts a dynamic per-

spective where trust is continuously evaluated and updated through interaction. This
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builds on (Marsh & Dibben 2003) conceptualisation of trust as a process rather than
a state. This aligns with (Lee & See 2004) calibration theory, which suggests that

appropriate trust develops through experience with a system across varied situations.

7.3.3 Trust Violation and Repair

Drawing on (Tomlinson et al. 2021) attribution model of trust repair, our framework
recognises that the impact of an error depends on how users attribute its cause. Errors
attributed to temporary, external factors cause less trust damage than those attributed
to stable, internal system flaws. Different repair strategies address these attributions
differently, with functional repairs addressing competence concerns, informational re-
pairs addressing understanding gaps, and affective repairs addressing relationship dam-

age.

7.3.4 Personality as a Mediating Factor

Our integration of personality psychology follows the work of (McKnight et al. 2002) on
disposition to trust, extending it to include the broader Big Five personality dimensions.
This approach builds on (Li 2018) findings that personality traits significantly influence

initial trust formation and subsequent trust dynamics in human-computer interaction.

7.3.5 Benevolence in Automated Systems

The framework’s treatment of system benevolence draws on (Nass & Moon 2000) ” com-
puters as social actors” paradigm, demonstrating that users apply social expectations
and norms to technological systems. We extend this by examining how empathy and
personalisation signals create perceptions of benevolence that influence trust formation
and resilience, building on (Brave et al. 2005) work on emotional responses to affec-
tive agents. These conceptual foundations provide the theoretical architecture upon
which our integrated framework is constructed, allowing us to organise the complex

relationships observed in our empirical research systematically.
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7.4 The Integrated Trust Framework for Conversational

Search

Building on the empirical findings and theoretical foundations outlined above, this sec-
tion presents an integrated framework that captures the multifaceted nature of trust
in conversational search systems. The framework synthesises four complementary per-
spectives cyclical, ecological, interactional, and dual-processinto a cohesive model
that explains how trust forms, evolves, breaks down, and potentially recovers through

user-system interactions.

7.4.1 The Trust Dynamics Cycle

At its core, the framework conceptualises trust as a cyclical process that moves through
four key stages: Formation, Maintenance/Tolerance, Breakdown, and Repair. Figure
7.1 illustrates this cycle and its relationship to user and system factors.

In the Formation stage, initial trust develops based on system design signals,
reputation, and user predispositions. This early trust is typically tentative and subject
to rapid revision based on initial interactions.

The Maintenance/Tolerance stage represents the period where established trust
allows the system some margin for error. Users develop a threshold influenced by
personality traits and perceived system benevolence below which minor errors are ac-
commodated without significant trust erosion.

Breakdown occurs when errors exceed the user’s tolerance threshold, undermining
fundamental system performance expectations. The severity and nature of the break-
down vary by error type, with ethical and factual errors typically causing more severe
damage than grammatical or delay errors.

The Repair stage encompasses strategies to restore trust following a breakdown.
These strategies affective, functional, or informational attempt to address the spe-
cific nature of the trust violation while accounting for individual user differences. This
cyclical model explains why trust is not a static property but a dynamic relationship

requiring continuous maintenance and occasional repair. It also accounts for the obser-
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Trust Dynamics Framework for Conversational Search Systems

User Personality

Openness System Benevolence
Conscientiousness Empathy
Extraversion Personalisation
Agreeableness
Neuroticism Response Type
ECR, EIR, PCR, PIR,
NEPCR,NEPIR
4 Trust Lifecycle N\

Repair Strategies: | |/
Affective i i Contextual, Factual,

i

i

Error Types:

Functional i Grammatical, Delay,

\_ \_ _ Informational _ y % Ethical S )

[ Real World Applications (Erica - BOA) ]

Figure 7.1: Trust Dynamics Framework
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vation that restored trust may take on different qualities, either becoming more robust

or more fragile, depending on the nature of the repair.

7.4.2 The Ecological System Perspective

Expanding on the cyclical view, the framework incorporates an ecological perspective
that situates trust within nested systems of influence. Figure 7.2 depicts this ecological
model, showing how trust emerges from the interaction between user ecology and the

system environment.

Conversational Search Trust Framework: Ecological Perspective

i - . ~.
s -~ System Environment ~
s 7 SO
N,

4
7’
Task Complxity ~ ’
/ 7

User Trust Ecology

Response Categories
ECR Empathy + Correct
PCE Personalisation + Correct
NEPCR Neutral + Correct

User Factors
Openness
Conscientiousness
Extraversion
Agreeableness
Neuroticism

System Signals
Empathy
Personalisation

Trust State
Formation
Maintenance
Breakdown

~

Error Event
S, Contextual
\ Factual

\, Grammatical

1
1
1
1
1
1
]
1
1
]
1
|
1
1
1
1
1
1
1
\
1
Y
\
Y
Ay
Ay
\

AY
Social\!\orms

Repair
Affective
Functional
Informational

Real-World Application (Bank of America’s Erica, etc.)

Figure 7.2: Ecological Perspective

The ecological perspective recognises that trust does not exist in isolation but is

embedded within:

1. The User Trust Ecology: The individual user’s internal factors, including per-

sonality traits, prior experiences, and current needs.
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2. The System Environment: The broader context, including task complexity,

risk level, social norms, and technical capabilities

3. The Trust State: The equilibrium that emerges from the interaction between

user and system, existing at the intersection of these ecologies

This perspective highlights how contextual factors shape trust dynamics. For in-
stance, the same error might be tolerated in a low-risk, entertainment-oriented inter-
action but cause significant trust breakdown in a high-risk, financial decision-making
context. Similarly, users with different trait configurations create distinct trust ecolo-
gies that respond differently to the same system behaviours. The ecological model
helps explain why standardised, one-size-fits-all approaches to trust management often

fail. Instead, systems must adapt to each user-system relationship’s specific ecological

conditions, responding to individual differences and contextual factors.

7.4.3 The Interaction-Attribution Model

The third perspective in our integrated framework focuses on the sequential pro-
cess through which interactions lead to trust outcomes. Figure 7.2 illustrates this
Interaction-Attribution Model, which organises trust development into three distinct

layers.

Conversational Search Trust: Interaction- Attribution Model
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Figure 7.3: Attribution Model
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[Figure 7.3 Conversational Search Trust: Interaction-Attribution Model] The Pre-
Interaction Layer encompasses user predispositions (personality traits and prior ex-
periences) and system capabilities (response generation abilities and benevolence sig-
nals) that exist before any conversation occurs. These factors create initial conditions
that influence how subsequent interactions are perceived and evaluated. The Inter-
action Layer represents the actual exchanges between user and system, categorised
according to our empirical research as empathetic, personalised, or neutral responses
that may be either correct or incorrect. These interactions accumulate over time to
create a history that influences trust stability. The Attribution Layer shows how
users process interaction outcomes, attributing errors to various causes and determin-
ing their impact on trust. This layer includes error attribution (assessing error type
and cause), trust state evaluation (formation, maintenance, or breakdown), and repair
strategy selection when necessary. This sequential perspective highlights the important
role of attribution in determining trust outcomes. The same error may lead to different
trust consequences depending on how users attribute its cause, whether to temporary
system limitations, fundamental design flaws, or external factors beyond the system’s

control.

7.4.4 The Dual-Process Model

The fourth perspective introduces a dual-process conceptualisation that distinguishes
between cognitive and affective pathways to trust. Figure 7.4 depicts this model, show-
ing how these parallel but interconnected processes influence trust outcomes.

The Cognitive Trust Pathway represents rational, analytical trust development

based on:

User cognitive factors (openness, conscientiousness)

Cognitive responses (neutral-correct/incorrect responses, factual/contextual er-

rors)

System cognitive signals (factual accuracy, contextual relevance)

Cognitive repair strategies (functional, informational)
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Trust in Conversational Search: Dual Process Model
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Figure 7.4: Dual Process Model

The Affective Trust Pathway encompasses emotional, relationship-based trust

development through:
e User affective factors (extraversion, agreeableness, neuroticism)
e System benevolence signals (empathy, personalisation)
o Affective responses (empathetic/personalised correct/incorrect responses)
o Affective repair strategies (emotional acknowledgement, relationship restoration)

These pathways operate simultaneously but with varying degrees of influence de-
pending on user characteristics and interaction context. The model explains why some
users prioritise accuracy over emotional connection, while others may maintain trust in
a system that demonstrates high empathy despite occasional factual errors. The dual-
process model also clarifies why certain error types impact users differently. Factual
errors primarily disrupt the cognitive pathway, while failures of empathy predominantly
affect the affective pathway. Users who rely more heavily on one pathway may be more

sensitive to errors that disrupt that particular process.
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7.4.5 Framework Integration

While each perspective offers distinct insights, their actual value emerges through inte-
gration. The cyclical process 7.1 provides the temporal structure of trust development;
the ecological system 7.2 situates this process within broader contexts; the interaction-
attribution model 7.3 details the mechanisms through which trust evolves; and the
dual-process framework 7.4 explains the parallel cognitive and affective routes through
which these mechanisms operate. Together, these perspectives create a comprehen-
sive framework capable of explaining the complex empirical patterns observed in our
research. The framework accounts for individual differences in trust formation and
repair preferences, contextual variations in trust dynamics, the differential impact of

various error types, and the role of system benevolence in mediating trust outcomes.

7.5 Empirical Support for the Framework

This section connects the integrated framework to the empirical evidence from our

research program, demonstrating how the model explains and unifies diverse findings.

7.5.1 Trust Formation and Personality Traits

Our studies consistently showed that personality traits significantly influence initial

trust formation. Specifically:

e Participants scoring high in Openness demonstrated greater willingness to engage
with novel conversational systems and were more forgiving of unusual system

behaviours

e Those high in Conscientiousness placed greater emphasis on system accuracy and

consistency, prioritising the cognitive trust pathway

e Extraverted participants showed stronger responses to empathetic system features
and were more engaged by conversational styles that mimicked human social

interaction
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e Agreeable individuals demonstrated higher baseline trust across systems and

maintained trust longer despite minor errors

e Participants high in Neuroticism showed heightened sensitivity to errors and re-

quired more extensive repair efforts to restore trust

These findings align with the framework’s integration of personality as a mediating
factor that influences both cognitive and affective trust pathways. The dual-process
model particularly helps explain why conscientious users focused primarily on accu-
racy (cognitive pathway) while extraverted users responded strongly to social elements

(affective pathway).

7.5.2 Error Types and Trust Breakdown

Our experiments manipulating error types revealed significant differences in their im-

pact on trust:

e Ethical errors caused the most severe trust breakdown, often requiring extensive

repair efforts across multiple interactions

e Factual errors significantly damaged trust, particularly for users high in consci-
entiousness, but were generally repairable through functional and informational

strategies.

e Contextual errors (misunderstanding user intent) created moderate trust damage

that increased with repetition

e Grammatical errors had minimal impact on trust for most users, though their

cumulative effect could eventually exceed tolerance thresholds

e Response delays showed a threshold effect, with minor delays causing little im-

pact, but substantial delays significantly eroding trust

These patterns are explained by the framework’s attribution layer, which recognises
that users attribute different causes to different error types. Ethical errors suggest fun-
damental value misalignment, while grammatical errors might be attributed to simple

programming oversights with little implication for core system trustworthiness.
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7.5.3 Trust Tolerance Thresholds

To investigate the boundaries of user trust, this study incorporated the concept of
tolerance thresholds. A tolerance threshold represents the point at which users cease
to excuse chatbot errors and begin to experience a significant decline in trust. In
other words, it marks the boundary between forgivable mistakes and those that are
perceived as unacceptable.

Participants were exposed to different categories of chatbot errors, including fac-
tual, ethical, contextual, grammatical, and delay-related mistakes. This en-
abled the study to assess whether certain errors fell within, or exceeded, the tolerance
threshold. For instance, relatively minor issues such as grammatical slips or response
delays were anticipated to remain within tolerance, producing only modest reductions
in trust. By contrast, more serious failures such as incorrect financial advice (factual)
or ethical breaches were expected to push interactions beyond tolerance, leading to
sharp drops in trust.

Importantly, the tolerance threshold aligns with the ecological perspective of the
framework underpinning this thesis. From this perspective, user trust is not a fixed
state but is shaped dynamically by the interaction between the individual, the task,
and the environment. Errors that remain within tolerance are integrated into the users
ecological context as manageable disruptions, allowing trust to persist. However, when
errors exceed tolerance, they disrupt the perceived balance of competence, reliability,
and benevolence within the interaction, resulting in a breakdown of trust.

By framing tolerance thresholds in this way, the study captures not only when
trust decreases, but also when and why declines occur, offering deeper insights into the
resilience and fragility of user trust in financial chatbot interactions.

The ecological perspective of our framework explains these variations by recognising
that tolerance thresholds emerge from the interaction between user characteristics and
environmental factors. The cyclical model further explains how positive interactions

build trust capital that increases tolerance for subsequent errors.
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7.5.4 Repair Strategy Effectiveness

Our research on trust repair demonstrated clear patterns in strategy effectiveness:

o Affective strategies (recognising emotional impact, expressing regret) were most

effective for users high in extraversion and agreeableness

e Functional strategies (fixing the underlying issue, improving system capabilities)

showed the strongest effects for users high in conscientiousness

e Informational strategies (explaining what happened, providing correct informa-
tion) were universally beneficial but particularly important for users who are high

in openness

e Combined strategies addressing both cognitive and affective aspects showed su-

perior outcomes across user types compared to single-pathway approaches.

These findings directly support the dual-process model’s distinction between cognitive
and affective trust pathways, demonstrating that repair strategies are most effective
when aligned with the user’s dominant pathway. The attribution layer of our framework
further explains why strategies that address users’ specific attributions for errors show
superior outcomes.

7.5.5 Benevolence Effects

Perhaps most significantly, our studies on system benevolence revealed that:
e Empathetic correct responses (ECR) built trust more rapidly than neutral correct

e Empathetic incorrect responses (EIR) caused less trust damage than neutral in-

correct responses (NEPIR)

e Personalised correct responses (PCR) were particularly effective for users high in

extraversion

e The trust buffer effect of benevolence signals was stronger for users high in agree-

ableness
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These patterns are explained by the framework’s recognition that benevolence op-
erates primarily through the affective trust pathway, creating an emotional connection
that partially compensates for issues in the cognitive pathway. This explains why sys-
tems demonstrating high empathy and personalisation maintained higher trust despite
occasional errors compared to neutral systems with similar error rates.

Our framework integrates these empirical findings and provides a comprehensive
explanation for the complex patterns observed in trust dynamics across diverse users

and interaction contexts.

7.6 Theoretical Contributions

The integrated framework makes several significant theoretical contributions to our un-

derstanding of trust in general human-computer interaction and conversational search.

7.6.1 Trust Resilience Theory

First, the framework establishes what we term ”Trust Resilience Theory,” which
explains how systems can build trust structures capable of withstanding occasional

failures. The theory proposes that:

e Trust resilience emerges from the balanced development of both cognitive and

affective trust components

e System benevolence signals (empathy and personalisation) are not merely aes-

thetic features but fundamental trust resilience mechanisms

e Trust resilience varies systematically with user personality traits, creating pre-

dictable individual differences in response to system errors

e Strategic investment in the less dominant trust pathway for a given user can

create redundancy that enhances overall resilience

This theory extends beyond simple trust formation to explain why some user-system
relationships maintain stability despite imperfections while others collapse at the first

sign of error.
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7.6.2 Personality-Matched Repair Strategy Theory

Second, the framework contributes a ”Personality-Matched Repair Strategy Theory”
that systematically connects user traits to optimal recovery approaches. The theory

proposes that:

e Personality traits influence not only initial trust formation but also repair pref-

erences

e Repair strategies aligned with a user’s dominant trust pathway (cognitive or af-

fective) show superior effectiveness

e The effectiveness of repair strategies varies with attribution patterns characteristic

of different personality profiles

e Optimal repair involves matching both the strategy type and implementation

intensity to personality characteristics

This theory advances beyond generic repair recommendations to provide a nuanced

understanding of how individual differences shape recovery preferences and outcomes.

7.6.3 Dual-Threshold Model of Trust Breakdown

Third, the framework introduces a ”Dual-Threshold Model of Trust Breakdown” that

explains when and why errors lead to trust collapse. The model proposes that:
e Users maintain separate thresholds for cognitive and affective trust violations

e Breakdown occurs when either threshold is exceeded or when the combined impact

approaches a global threshold

e Thresholds are dynamically adjusted based on interaction history and contextual

factors

e Early warning signals of approaching thresholds can be detected through inter-

action patterns.
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This model offers a more sophisticated alternative to simplistic ”trust/distrust”
dichotomies, recognising the complex conditions under which trust transitions from

stable to unstable states.

7.6.4 Benevolence-Accuracy Balance Theory

Fourth, the framework establishes a ”Benevolence-Accuracy Balance Theory” that ex-
plains the complementary roles of cognitive and affective system qualities. The theory

proposes that:

e Optimal trust development requires balanced investment in both accuracy and

benevolence signals
e Benevolence without accuracy creates fragile trust easily shattered by errors

e Accuracy without benevolence creates limited trust that fails to engage users

emotionally

e The ideal balance varies with user personality, task characteristics, and interaction

context

This theory helps resolve apparent contradictions in prior research. Some studies
emphasised accuracy as the primary determinant of trust, while others highlighted the
importance of social and emotional factors. Together, these theoretical contributions
significantly advance our understanding of trust in conversational search systems, pro-
viding both explanatory power for observed phenomena and predictive utility for future

research.

7.7 Practical Implications

Beyond its theoretical contributions, the integrated framework offers valuable practical
guidance for designing, implementing, and evaluating trustworthy conversational search

systems.
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7.7.1 Design Implications

For system designers, the framework suggests several key principles:

e Balanced Trust Development: Design should invest in both cognitive trust
signals (accuracy, consistency, transparency) and affective trust mechanisms (em-

pathy, personalisation, conversational warmth).

e Personality-Adaptive Interaction: Systems should identify and adapt to user
personality traits, potentially through behavioural cues or explicit preference set-

tings.

e Calibrated Benevolence: Empathy and personalisation should be implemented
authentically and proportionally, avoiding both emotional detachment and exces-

sive effusiveness.

e Error Prevention Prioritisation: Resources should be allocated to preventing
errors based on their impact on trust, with ethical and factual errors receiving

the highest priority.

e Error Prevention Prioritisation: Resources should be allocated to preventing
errors based on their impact on trust, with ethical and factual errors receiving

the highest priority.

Trust Resilience Mechanisms: The design should incorporate features that build
trust capital during successful interactions, creating buffers against future errors.
These principles can guide both the initial design of new systems and the refinement

of existing conversational interfaces.

7.7.2 Implementation Strategies

For developers implementing conversational search systems, the framework suggests
specific strategies:
e Dual-Pathway Validation: Testing should assess both factual accuracy and

appropriate emotional responsiveness across diverse scenarios.
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e Personality Detection Algorithms: Systems should implement mechanisms
to detect relevant personality traits through interaction patterns, enabling adap-

tive responses.

e Trust Monitoring: Implementation should include real-time monitoring of trust

indicators to detect potential breakdown before it occurs.

e Strategic Repair Integration: Systems should incorporate contextually ap-

propriate repair strategies that can be deployed immediately when errors occur.

e Benevolence Signal Calibration: Implementation should ensure that empa-
thy and personalisation are genuine responses to user needs rather than scripted

formulas.

These strategies can help translate the theoretical insights of the framework into

functional conversational search systems.

7.7.3 Evaluation Metrics

The framework also suggests metrics for evaluating conversational search systems be-

yond traditional accuracy measures:

e Trust Resilience Quotient: Measuring a system’s ability to maintain trust

despite controlled error injection.

¢ Repair Effectiveness Rate: Assessing how quickly and completely trust re-

covers after different types of error.

e Pathway Balance Index: Evaluating the system’s development of both cogni-

tive and affective trust components.

e Personality Adaptation Score: Measuring how effectively the system adjusts

to different user personality profiles.

e Evaluation Metrics: Assessing user perceptions of genuine versus formulaic em-

pathy and personalisation.
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These metrics provide a more comprehensive assessment of system performance than
traditional measures focused solely on task completion or information retrieval preci-

sion.

7.7.4 Application to Financial Conversational Systems

The framework has particular relevance for financial services chatbots, which we have
seen in Bank of America’s Erica, which operates in high-stakes domains where trust is

paramount. Specific applications include:

¢ Risk-Calibrated Trust Development: Building stronger trust foundations

for interactions involving significant financial decisions.

e Personality-Tailored Financial Guidance: Adapting communication styles

based on user traits when providing financial advice.

e Strategic Error Management: Implementing stronger safeguards for error

types most damaging in financial contexts.

e Transparent Trust Repair: Developing clear, accountability-focused repair

strategies appropriate for financial services.

e Balanced Empathy Integration: Incorporating appropriate emotional aware-

ness without compromising professionalism or accuracy.

In practice, financial institutions have begun implementing chatbots that reflect
hybrid trust repair approaches. For example, HSBCs Amy is a multilingual conver-
sational agent designed to assist with common customer inquiries. Amy uses a blend
of functional strategiessuch as clarifying user intent and offering correct responsesand
affective elements, including courteous prompts and continuity in tone. This combina-
tion helps mitigate user frustration, particularly in high-stakes interactions involving
personal finance, where trust sensitivity is high. In contrast, Cleo, a UK-based Al
financial assistant, adopts a distinct approach by embedding affective repair strategies
within a casual, humorous persona. Cleo acknowledges errors with transparent explana-

tions (informational repair) and often supplements these with empathetic, personality-
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driven messages that reduce the emotional impact of failure. These examples illustrate
how financial chatbots can dynamically combine apology, explanation, and personality
cues to preserve or restore user trust in the event of breakdowns, aligning with the
core principles of the integrated framework proposed in this thesis. These applications
demonstrate how the framework can be adapted to the specific requirements of different

domains while maintaining its core theoretical structure.

7.8 Limitations and Future Research Directions

While the integrated framework offers substantial explanatory power, it is important

to acknowledge its limitations and identify directions for future research.

7.8.1 Framework Limitations
The current framework has some limitations that are worth considering:

e Cultural Specificity: Much of the empirical research informing the framework
was conducted in Western contexts and limited to a certain number of partici-
pants, potentially limiting its applicability across cultural boundaries where trust

dynamics may differ.

e Temporal Constraints: While the framework addresses trust development over
time, our longest studies spanned only months, limiting insights into very long-

term trust evolution.

e Methodological Limitations: The research combined controlled experiments,
field studies, and surveys, each with inherent methodological constraints that may

influence results.

e Model Complexity: The integrated framework’s comprehensiveness creates

challenges for empirical testing of all components simultaneously.

e Individual Variation: While the framework accounts for personality differ-
ences, other individual factors (e.g., technology experience, domain expertise)

may also influence trust dynamics in ways not fully captured.
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These limitations present opportunities for refinement rather than fundamental
challenges to the framework’s validity.
These research directions can further expand and refine the framework, addressing

its current limitations while extending its applications to new domains and contexts.

7.9 Summary

This chapter has presented an integrated framework for understanding trust dynam-
ics in conversational search systems, synthesising findings from three years of empirical
research. The framework combines four complementary perspectives cyclical, ecolog-
ical, interactional, and dual-process to explain how trust forms, evolves, sometimes
breaks down, and potentially recovers through user-system interactions.

Key contributions include the identification of trust as a dynamic process moving
through formation, maintenance, potential breakdown, and repair stages; the recog-
nition of parallel cognitive and affective trust pathways; the systematic connection
between user personality traits and trust development; and the elucidation of how
system benevolence signals contribute to trust resilience. The framework advances sev-
eral theoretical contributions, including the Trust Resilience Theory, the Personality-
Matched Repair Strategy Theory, the Dual-Threshold Model of Trust Breakdown, and
the Benevolence-Accuracy Balance Theory. It also offers practical guidance for the
design, implementation, and evaluation of trustworthy conversational systems across
domains. As conversational search systems become increasingly integrated into daily
life, providing information, facilitating transactions, and supporting decisions across do-
mains, understanding the complex dynamics of trust becomes essential. The framework
presented here provides both researchers and practitioners with a comprehensive model
for addressing these dynamics, ultimately contributing to developing systems that can
establish, maintain, and, when necessary, repair the trust that forms the foundation of

effective human-AT interaction.
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Conclusion

8.1 Contribution to Knowledge

This research makes four key contributions to the field of conversational Al, trust mod-
elling, and user-adaptive chatbot design. First, it introduces a novel understanding
of trust breakdown thresholds, showing that user trust in financial chatbots does not
degrade linearly with errors. Instead, it follows a non-linear trajectory, with identifi-
able collapse points beyond which trust becomes significantly harder to repair. This
challenges traditional trust recovery modelssuch as those by (Lee & See 2004, Mayer &
Davis 1995) which often assume gradual or reversible degradation, and extends them
by integrating threshold dynamics into trust theory.

Second, it advances trust modelling by integrating error typology and user person-
ality traits, demonstrating that trust violations are not uniformly perceived. Different
error types (e.g., factual vs. grammatical) and individual differences (e.g., conscien-
tiousness, agreeableness) interact to shape both the magnitude of trust breakdown and
the success of subsequent repair. This extends prior models by introducing individu-
alised attribution mechanisms into trust evaluations.

Third, the research proposes and validates the Personality-Matched Repair Strategy
Theory, providing empirical evidence that optimal trust repair depends on personality
traits. This insight adds granularity to the generalised assumptions in earlier trust

repair literature by showing that what works for one user (e.g., an apology) may fail
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for another, depending on their cognitive and emotional predispositions.

Finally, the thesis highlights the role of benevolenceexpressed through empathy and
personalisationas a stabilising force in trust relationships. Building upon the founda-
tional trustworthiness components proposed by (Mayer & Davis 1995). (ability, in-
tegrity, benevolence), This work shows how perceived benevolence can buffer against
trust erosion even in the presence of errors, offering a dual-pathway model (emotional
and cognitive) to guide adaptive chatbot design.

Together, these contributions extend classical and contemporary trust models by in-
corporating non-linearity, personalisation, and benevolence-driven adaptationkey mech-

anisms for designing resilient, human-centred Al systems.

8.2 Discussion

8.2.1 Interpretation of Results

Across three empirical studies, the results consistently show that trust in financial
chatbots is shaped by a complex interplay of error type, repair strategy, user personality,
and benevolence signals. Informational repair strategies emerged as the most effective
overall, particularly among users high in conscientiousness and openness, while affective
strategies were more successful with users high in agreeableness and neuroticism. These
patterns reflect distinct cognitive and emotional processing routes, offering empirical
support for the dual-process model introduced in Chapter 7. Specifically, cognitive-
oriented traits aligned with rational, explanation-based repair (informational), while
emotionally driven traits aligned with socially expressive, conciliatory repair (affective).

Moreover, the observed variability in user responses to different types of errors and
repair efforts confirms the relevance of the interactionattribution model, also proposed
in Chapter 7. Users attributions of the chatbots intent and competencemediated by
their own personality dispositionsaffected how they interpreted both the error and the
repair attempt. For instance, conscientious users tended to attribute errors to system
flaws and responded favourably to detailed corrective explanations, whereas agreeable

users were more likely to attribute errors to benign miscommunication and responded
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better to empathetic apologies. These findings collectively validate the proposition
that trust breakdown and repair are not just functions of system behaviour but are

co-constructed through user dispositions, expectations, and attribution processes.

8.2.2 Relationship to Research Questions

The integrated results address the primary research questions with a high degree of
specificity. First, the studies elucidate the nuanced impact of various error types on
user trust, thereby answering the question of how errors influence trust in financial
chatbots. Second, by evaluating multiple trust repair strategiesspanning affective, in-
formational, and functional approachesthe research confirms that the effectiveness of
these strategies is contingent upon both the error context and the user’s personality
profile. Third, the incorporation of personality factors and benevolence into the analyt-
ical framework provides a robust explanation for how individual differences and chatbot
design elements can mitigate trust violations. In this way, the findings not only validate
the original hypotheses but also extend the inquiry by revealing the interactive effects

among technical performance, user characteristics, and empathic design features.

182



Chapter 8. Conclusion

Research Question Study | Focus Key Findings

RQ1: How do different error | Study 1 | Error types and | Factual and ethical errors

types and frequencies affect trust breakdown | caused the most severe

user trust in financial chat- thresholds trust decline; trust degra-

bots? dation is non-linear, with
a plateau effect after re-
peated violations.

RQ2: How do empathy and | Study 2 | Benevolence Empathy more effec-

personalisation influence trust (empathy & | tively  preserved  trust

during correct and incorrect personalisation) during errors; personal-

interactions? and trust isation improved trust
primarily during accurate
responses.

RQ3: How do personality | Study 3 | Personality-trait | Conscientious and open

traits moderate the effective- alignment  with | users preferred informa-

ness of trust repair strategies? repair strategies | tional repair; agreeable
and neurotic users re-
sponded best to affective
strategies.

Table 8.1: Summary of Studies on Trust in Financial Chatbots

8.2.3 Comparison with Literature

This research builds on and extends foundational work in trust theory (Mayer & Davis
1995); (Lee & See 2004) by operationalising trust in real-time, error-prone conver-
sational settings. It contributes to the growing literature on trust in chatbots and
Al-mediated communication (e.g., (Ashktorab et al. 2019) by demonstrating that user-
specific adaptationrooted in personality traits and contextual error handling- plays a
critical role in trust repair.

Unlike earlier studies that treated trust repair as a uniform, one-size-fits-all pro-
cess, this thesis introduces and empirically validates a personality-matched trust repair
approach, situating it within the broader context of adaptive, user-centred Al design.
The results also align with trends in affective computing (Picard 2000) and personalised
interaction systems (e.g.,(Mairesse et al. 2007), where emotional and cognitive traits

influence user experience.

These insights are beginning to manifest in commercial systems. For example, Cleo,
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a UK-based financial assistant, uses humour and emotional tone to establish trust, par-
ticularly during error-prone interactions. Bank of Americas Erica uses personal finan-
cial data to deliver customised advice and reassurance during high-stakes transactions.
While these systems demonstrate elements of emotional and contextual adaptation, the
framework proposed in this thesis offers a more structured and theoretically grounded
path forwardlinking personality traits to targeted repair strategies to enable deeper

trust resilience in conversational Al.

8.2.4 Theoretical Implications

This thesis contributes four interlinked theoretical models that extend current under-
standings of trust in conversational Al, each of which is empirically validated through
the three experimental studies:

Trust Resilience Theory is supported by findings across all studies, particularly
Study 2, which demonstrates that trust can recover after breakdowns if repair strate-
giessuch as empathy and appropriate personalisation - are contextually applied. Users
continued to engage with the chatbot even after multiple failures, indicating that trust
can be re-stabilised when recovery aligns with user expectations.

The Dual-Threshold Model is validated in Study 1, where trust degradation
was shown to follow a non-linear pattern. Trust does not decrease incrementally with
each error but instead exhibits collapse points, particularly after factual and ethical
errors, beyond which trust is significantly harder to repair, regardless of the strategy
used.

The Personality-Matched Repair Strategy Theory is directly tested and con-
firmed in Study 3, where the effectiveness of trust repair strategies varied significantly
depending on users Big Five personality traits. For example, conscientious users re-
sponded best to informational strategies, while agreeable users were more receptive to
affective ones.

The BenevolenceAccuracy Balance Theory is empirically grounded in Study
2, which reveals that empathetic responses help preserve trust during incorrect interac-

tions, while personalisation increases trust when responses are accurate. This supports
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the view that benevolence must be balanced against response accuracy and adapted to
the users situational needs.

Together, these theories reinforce and extend the integrated trust framework de-
veloped in Chapter 7. They offer a multi-dimensional understanding of how trust is
formed, broken, and repaired in chatbot interactionsemphasising the roles of cognitive

and emotional processes, individual differences, and context-sensitive design.

8.2.5 Practical Implications

In the result from experiment 3 above, the predictive accuracy of 73.4% achieved by
the random forest model based on the overall accuracy of the machine learning used
to predict personality traits demonstrates the feasibility of implementing trait-based
adaptation in real-time conversational systems. In practical terms, this could be opera-
tionalised through lightweight personality inference techniquessuch as analysing linguis-
tic patterns, response time, and interaction historyto estimate a user’s Big Five profile
during ongoing chatbot interactions (Mairesse et al. 2007); (Golbeck et al. 2011). These
inferred traits could then dynamically inform the selection of the most appropriate trust
repair strategy, optimising both user experience and trust recovery.

Emerging commercial systems offer a foundation for such integration. For instance,
Bank of Americas Erica already uses behavioural data to personalise financial recom-
mendations, while Cleo leverages tone and humour to build rapport and manage user
emotions. Extending these systems with personality-aware trust repair mechanisms
could allow for more precise tailoring of apologies, explanations, or compensatory
actions based on the users psychological disposition, aligning with the Personality-

Matched Repair Strategy Theory proposed in this study.

8.2.6 New Measurement Directions: Neuroscience and BCI

A promising direction is to directly measure trust dynamics with neurophysiological
and BCI methods during conversational search (Moshfeghi & Mcguire 2025). Prior
IR work has validated EEG / fMRI for related constructs, including mental work-

load (Kingphai & Moshfeghi 2025), information need awareness (Michalkova et al.
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2022, Moshfeghi et al. 2016), prediction of its realisation (McGuire & Moshfeghi 2024),
feeling-of-knowing (Michalkova et al. 2024), relevance (Moshfeghi et al. 2013, Pinkosova
et al. 2020), semantic mapping (Lamprou et al. 2023), and P300 connectivity (Roy et al.
2024). Extending these paradigms, future studies could synchronise trust events (error,
repair, benevolence cue) with time-locked neural markers (e.g., P300, theta dynamics)
to quantify trust erosion and repair latency, complementing self-report and behavioural

metrics.

8.3 Section Summary

The last experiment examined how individual personality traits influence the effective-
ness of trust repair strategies in financial chatbot interactions. The findings showed
that traits like conscientiousness, openness, neuroticism, and agreeableness significantly
shaped user responses to informational, affective, and functional repair strategies. A
machine learning model achieved over 73% accuracy in predicting preferred strate-
gies based on personality profiles, reinforcing the importance of personalised, adaptive
trust repair. These results validate the Personality-Matched Repair Strategy Theory
and strengthen the broader integrated trust framework by showing that trait-based
differences mediate how users perceive, interpret, and recover from errors in conversa-
tional systems. Together, these findings advance a more resilient and adaptive trust

framework for Al-mediated financial services.

8.3.1 Summary of Key Findings

This research has provided a comprehensive analysis of the mechanisms underpinning
user trust in financial chatbots. The empirical findings reveal that error typeswhether
factual, contextual, or ethicaldifferentially impact user trust, with evidence indicating
a threshold effect where repeated errors result in a pronounced decline in trust lev-
els. Notably, the research demonstrated that while technical errors are unavoidable in
complex systems, their negative impact is not linear; instead, once a critical threshold

is surpassed, the likelihood of successful trust restoration diminishes sharply. Further-
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more, by examining the moderating role of individual personality traits, it became
evident that users high in conscientiousness and agreeableness respond distinctly to
repair strategies. Conscientious individuals, for example, show enhanced trust recovery
when provided with detailed, informational responses, whereas those with higher levels
of agreeableness tend to benefit more from affective, empathetic approaches. Addi-
tionally, the investigation into benevolence within chatbot interactions established that
empathetic and personalised responses serve as a vital mechanism for mitigating the
detrimental effects of errors, with such responses contributing substantially to overall

trust restoration.

8.3.2 Practical Recommendations

In light of these findings, several practical recommendations can be drawn for prac-
titioners in the financial technology sector. Financial institutions should prioritise
the development of adaptive error-handling systems that not only identify and cat-
egorise different error types but also deploy tailored recovery strategies accordingly.
Specifically, chatbots should be equipped to provide detailed informational responses
in instances of factual inaccuracies, while also incorporating affective and empathetic
elements when addressing errors that impact the users contextual understanding. More-
over, the integration of user profiling to ascertain personality traits can further enhance
the customisation of trust repair strategies, ensuring that responses are aligned with
individual user predispositions. Finally, it is recommended that developers embed
benevolence as a core design principle, ensuring that chatbots consistently utilise per-
sonalised and empathetic communication styles to sustain user engagement and foster

long-term trust.

8.3.3 Limitations of the Study

Despite its significant contributions, this research is not without limitations. The exper-
imental design, though rigorous, was conducted under controlled conditions that may
not fully replicate the complexities of real-world financial interactions. The sample

sizes, while adequate for detecting medium effects, might restrict the generalisability of
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the findings across broader, more diverse user populations. Additionally, the range of
error types investigated was somewhat limited by the constraints of the experimental
setup, and future studies should consider a more exhaustive spectrum of error scenarios
to capture the full range of user experiences. Furthermore, the reliance on self-reported
personality measures introduces the potential for subjective bias; incorporating ob-
jective behavioural assessments in future research could provide a more robust under-
standing of user differences. Lastly, while the focus on benevolence through empathetic
responses offers valuable insights, the operationalisation of benevolence in chatbot de-

sign warrants further exploration to refine its measurement and implementation.

8.3.4 Future Research Directions

Future research should extend the framework in several intertwined ways. First, cross-
cultural validations can assess the ecological system perspective by testing whether trust
thresholds and benevolence signals operate consistently across diverse user populations
and socio-technical contexts. Second, longitudinal field studies in live deployments can
track how trust resilience, as predicted by the Dual-Threshold Model, evolves over time
and across repeated interactions, informing more dynamic threshold calibrations.

Third, integrating real-time emotion recognition and personality inference from chat
logsleveraging lexical, temporal, and sentiment featurescan enhance the Personality-
Matched Repair Strategy Theory by enabling on-the-fly matching of users to optimal
repair strategies. Building on the random forest model developed in Study 3, future
work could explore more advanced ML architectures (e.g., deep learning-based trait
predictors) to improve the accuracy and granularity of strategy predictions. Multi-
modal field deployments could incorporate lightweight EEG or peripheral sensing to
triangulate trust with cognitive-state measures (Kingphai & Moshfeghi 2025, McGuire
& Moshfeghi 2024, Michalkova et al. 2022), enabling automated detection of trust dips
and real-time repair triggering.

Finally, live pilot studies across financial, healthcare, and education chatbots can
empirically validate and refine the BenevolenceAccuracy Balance Theory, testing how

adaptive mixes of empathy, personalisation, and informational accuracy impact trust
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outcomes. These efforts will collectively strengthen and operationalise the integrated
trust framework, paving the way for truly resilient, adaptive, and user-aware conversa-

tional Al systems.
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Technical Appendix A: System
Configuration and Implementation
Specifications

A.1 Azure Service Configuration

A.1.1 Bot Framework Configuration

{

"MicrosoftAppId": "[REDACTED]",
"MicrosoftAppPassword": "[REDACTED]",
"BotVersion": "4.14.1",
"Framework": "Azure Bot Framework SDK v4",
"Language": "Node.js 14.x",
"DeploymentRegion": "UK South",
"ConnectionMode": "WebSocket + REST",
"Channels": [
{

"Type": "DirectLine",

"Version": "3.0",

"Purpose": "Web-based experimental interface"

}

A.1.2 Azure Cosmos DB Configuration

Database Specifications:

e API: Core (SQL)

e Consistency Level: Session

o Partition Key: /conversationld

e Throughput: 400 RU/s (auto-scale enabled)
e Backup Policy: Continuous (7-day retention)

Collections:

"ConversationState": {
"partitionKey": "/conversationId",
"uniqueKeys": [],
"indexingPolicy": {
"automatic": true,
"indexingMode": "consistent",
"includedPaths": [
{"path": "/userId/?"},
{"path": "/experimentalCondition/?"},
{"path": "/timestamp/?"}
] 237
}
bo

"UserProfile": {
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"partitionKey": "/userId",

"ttl": 7776000,

"schema": {
"userId": "string (hashed)",
"demographicData": "object",
"personalityTraits": "object",
"experimentalGroup": "string"

}

bo
"InteractionLogs": {

"partitionKey": "/conversationId",

"schema": {
"turnId": "integer",
"userUtterance": "string",
"intentRecognized": "string",
"confidenceScore": "float",
"entitiesExtracted": "array",
"systemResponse": "string",
"responseType": "string",
"errorInjected": "boolean",
"repairStrategyApplied": "string",
"timestamp": "datetime",
"latencyMs": "integer"

A.1.3 Azure Application Insights Configuration

"InstrumentationKey": " [REDACTED]",
"SamplingPercentage": 100,
"EnableAdaptiveSampling": false,
"TrackExceptions": true,
"TrackEvents": true,
"TrackDependencies": true,
"CustomEvents": [
"ErrorInjection",
"RepairStrategyInvocation",
"TrustMeasurement",
"ConversationCompletion",
"UserDropoff"

1,

"PerformanceCounters": [
"ResponseLatency",
"IntentConfidence",
"DialogueTurnCount",
"ConversationDuration"

A.1.4 Security Configuration

Authentication:
Type: OAuth 2.0
TokenLifetime: 3600 seconds 9238
RefreshTokenEnabled: true

Encryption:
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InTransit: TLS 1.3
AtRest: AES-256
KeyManagement: Azure Key Vault

DataProtection:
PseudonymizationAlgorithm: SHA-256 with salt
RetentionPeriod: 90 days post-study
GDPRCompliant: true
AnonymizationTrigger: Upon study completion

AccessControl:
RoleBasedAccess: Enabled
Roles:

- SystemAdministrator

- Researcher (read-only analytics)
- Participant (conversation only)

A.2 LUIS Intent Schema and Training Configuration

A.2.1 Intent Definitions

"intents": [
{
"name": "CheckBalance",
"description": "User wants to view account balance",

"exampleUtterances": [
"What's my balance?",
"How much money do I have?",
"Show me my account balance",
"Can you tell me my current balance?",
"Check balance please"
1,
"requiredEntities": ["accountType"],
"optionalEntities": [],
"confidence_ threshold": 0.75

"name": "TransferFunds",
"description": "User wants to transfer money between accounts",
"exampleUtterances": [

"Transfer £200 to savings",

"Move money from checking to savings",

"Can I transfer £200 from my current account to savings?",

"I want to transfer funds",

"Send £200 to my savings account"

1y

"requiredEntities": ["amount", "sourceAccount",
"destinationAccount"],
"optionalkEntities": ["transferDate"],

"confidence threshold": 0.80
b
{

"name": "ApplyCreditCard",
"description": "User wants to appl33%or a credit card",
"exampleUtterances": [

"I want to apply for a credit card",

"How do I get a credit card?",
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"Apply for credit card",
"Can I apply for a new card?",
"Credit card application"
1y
"requiredEntities": [],
"optionalEntities": ["cardType"],
"confidence threshold": 0.75

"name": "UpdatePhoneNumber",

"description": "User wants to update contact phone number",

"exampleUtterances": [
"Update my phone number",
"Change phone number on my account",
"I have a new phone number",
"Can I update my contact details?",
"Change my mobile number"
1,
"requiredEntities": ["phoneNumber"],
"optionalEntities™: [],
"confidence threshold": 0.80

"name": "ListRecipients",

"description": "User wants to see saved payment recipients",

"exampleUtterances": [
"Show my recipients",
"List my payees",
"Who can I send money to?",
"Show saved recipients",
"List beneficiaries"
1,
"requiredEntities": [],
"optionalkEntities": [],
"confidence threshold": 0.75

"name": "MakePayment",
"description": "User wants to make a payment",
"exampleUtterances": [

"Make a payment",

"Pay someone",

"Send money to John",

"I want to pay a bill",

"Transfer money to a recipient"”
1,
"requiredEntities": ["recipient"],
"optionalEntities": ["amount", "paymentDate"],
"confidence_ threshold": 0.80

"name": "UpdateAddress",

"description": "User wants to update postal address",

"exampleUtterances": [
"Change my address",
"Update address on file",
"I've moved house",
"New address update", 240
"Can I change my postal address?"
1y
"requiredEntities": ["address"],



Bibliography
"optionalEntities": [],
"confidence threshold": 0.80

"name": "None",
"description": "Fallback for unrecognized intents",
"confidence threshold": 0.50

A.2.2 Entity Definitions

"entities": [
{
"name": "accountType",
"type": "list",
"values": [
{
"canonicalForm": "checking",
"synonyms": ["current", "checking account", "main account"]

Hy
{

"canonicalForm": "savings",
"synonyms": ["savings account", "saver", "deposit account"]

]
s
{

"name": "amount",
"type": "prebuilt",
"prebuiltType": "money",
"resolution": {
"currency": "GBP",
"format": "£X.XX"
}
by
{

"name": "phoneNumber",
"type": "regex",
"pattern": "~ (\\+44]0) [0-9]{10}8",
"examples": [
"07700900000",
"+447700900000"

"name": "recipient",
"type": "simple",
"roles": ["individual", "company"]

by
{

"name": "address",

"type": "composite",

"children": [
"streetAddress", 241
"city",
"postcode"
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A.2.3 LUIS Training Configuration

ModelVersion: 0.5.2
TrainingDataSize: 847 utterances
ValidationSplit: 20%

TestSplit: 10%

DataAugmentation: Enabled

AugmentationStrategies:
- Synonym replacement: 0.3
- Random insertion: 0.2
- Random deletion: 0.1

TrainingParameters:
MaxIterations: 100
EarlyStoppingPatience: 10
LearningRate: 0.001
BatchSize: 32

ModelPerformance:
IntentAccuracy: 91.3%
EntityFlScore: 87.6%
ConfusionMatrix: [See Appendix A.2.4]

A.2.4 Intent Classification Performance Matrix

Predicted
Actual CheckBal TransferF ApplyCC UpdatePh ListRec MakePay
UpdateAddr None
CheckBalance 94 2 0 1 0 0
3
TransferFunds 1 89 0 2 0 3
5
ApplyCreditCard 0 0 92 0 0 0
7
UpdatePhoneNumber 2 0 0 91 0 0
4
ListRecipients 0 1 0 0 93 2
4
MakePayment 0 4 0 0 1 90
5
UpdateAddress 1 0 1 2 0 0
3

Overall Accuracy: 91.3%
Macro Fl-Score: 0.89

A.3 Dialogue Flow Specifications

A.3.1 Master Dialogue State Machine 242

stateDiagram-v2
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[*] —-=-> Welcome
Welcome --> ConversationPhasel: User greeting processed
ConversationPhasel --> ErrorInjectionPointl: Turn 7 reached
ErrorInjectionPointl --> ErrorHandling: Error condition active
ErrorInjectionPointl --> ConversationPhase2: No error / Control group
ErrorHandling --> RepairStrategy: User acknowledges error
RepairStrategy --> ConversationPhase2: Repair delivered

ConversationPhase?2 --> ErrorInjectionPoint2: Turn 12 reached
ConversationPhase?2 --> ConversationPhase3: Continue
ConversationPhase3 --> PostInteractionSurvey: All tasks completed

PostInteractionSurvey --> [*]

A.3.2 Conversation Flow Pseudocode

# Main conversation orchestration
def manage conversation(user id, experimental condition):

wuan

Orchestrates multi-turn conversation with controlled error injection

Args:
user id: Unique participant identifier
experimental condition: One of [PCR, PIR, ECR, EIR, NEPIR, NEPCR]

wuan

conversation state = initialize state(user_ id, experimental condition)
turn count = 0
error_injected = False

# Welcome phase
send message (get welcome message (experimental condition))

# Main conversation loop

while not conversation state.completed:
user input = await user message()
turn count += 1

# Intent recognition
intent result = recognize intent (user input)

# Error injection logic
if should inject error(turn count, experimental condition,
error injected):
response = generate error response (
intent result.intent,
get error type (experimental condition)

)

error injected = True

conversation state.error turn = turn count

log _event ("ErrorInjected", {
"turn": turn count,
"error type": get error type (experimental condition),
"original intent": intent result.intent

})
else:
response = generate correct response (
intent result,
experimental condition,
conversation state 243

# Send response
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send message (response)

# Check for error acknowledgment
if error injected and not conversation state.repair delivered:
if detect error acknowledgment (user input) :
repalr response = generate repair strategy(
get repair type (experimental condition),
conversation state.error turn
)
send message (repair response)
conversation state.repair delivered = True
log event ("RepairStrategyApplied", {
"repair type": get repair type (experimental condition),
"turns_ since error": turn count -
conversation state.error turn

})

# Update state

conversation state.turn history.append ({
"turn": turn_ count,
"user input": user input,
"intent": intent result.intent,
"confidence": intent result.confidence,
"response": response

1)

# Check completion

if all tasks completed(conversation state):
conversation state.completed = True
send message (get closing message())
redirect to survey(user_ id)

return conversation_state

def should inject error(turn, condition, already injected):
"""Determines if error should be injected at current turn"""

error conditions = ["PIR", "EIR", "NEPIR"]
error turns = [7, 12, 18] # Predetermined error injection points
return (

condition in error conditions and
turn in error turns and
not already injected

def get error type(condition):
"""Maps experimental condition to error type"""

error _mapping = {
"PIR": "factual", # Personalised Incorrect Response
"EIR": "contextual", # Empathy Incorrect Response
"NEPIR": "factual" # No Empathy/Personalisation Incorrect
Response

}

return error mapping.get (condition, "none")

def get repair type(condition):
"""Maps experimental condition to repair strategy"""
# Note: This is simplified; actual aggfgnment from Chapter 5
# randomizes participants to affective, functional, or informational
participant group = get participant repair group ()



return participant group # Returns: "affective",

Bibliography

"informational"

A.3.3 Task Completion Tracking

"requiredTasks": [

{

"taskId": "T1",

"name": "CheckBalance",
"intent":
"completed": false,
"requiredForCompletion":

"CheckBalance",

true

"taskId": "T2",

"name": "TransferFunds",

"intent": "TransferFunds",

"parameters": {
"amount": "£200",
"from": "checking",
"to": "savings"

b

"completed": false,

"requiredForCompletion":

true

"taskId": "T3",

"name": "ApplyCreditCard",
"intent": "ApplyCreditCard",
"completed": false,

"requiredForCompletion":

true

"taskId": "T4",

"name": "UpdatePhone",
"intent": "UpdatePhoneNumber",
"completed": false,

"requiredForCompletion":

true

"taskId": "T5",

"name": "ListRecipients",
"intent": "ListRecipients",
"completed": false,

"requiredForCompletion":

"taskId": "To6",

"name": "MakePayment",
"intent": "MakePayment",
"completed": false,

"requiredForCompletion":

true

true

245

"taskId": "T7",

"name": "UpdateAddress",
"intent": "UpdateAddress",
"completed": false,

"requiredForCompletion":

true

"functional",

or
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}
1,

"completionLogic": {
"type": "all required",
"minimumTasks": 7,

"allowPartialCredit": false

A.4 Response Template Library

A.4.1 Neutral Correct Responses (NEPCR)

CheckBalance:
template: "Your current {accountType} account balance is {balance}."
variables:

accountType: ["checking", "savings"]
balance: "f£{amount} (retrieved from user profile)"
examples:

- "Your current checking account balance is £1,247.53."

- "Your current savings account balance is £5,832.19."
linguistic_ features:

formality: high

emotional valence: neutral

word count: 7-9

TransferFunds:
template: "I have transferred {amount} from your {sourceAccount} to your
{destinationAccount}. The transaction reference is {refNumber}."
variables:
amount: "£{value}"
sourceAccount: ["checking account", "current account"]
destinationAccount: ["savings account"]
refNumber: "TXN{random 8digit}"
examples:
- "I have transferred £200.00 from your checking to your savings. The
transaction reference is TXN87492031."
linguistic features:
formality: high
emotional valence: neutral
word count: 18-22

ApplyCreditCard:
template: "Your credit card application has been received. You will
receive a decision within 5-7 business days via email and post. Application
reference: {appRef}."
variables:
appRef: "APP{random 10digit}"
examples:

- "Your credit card application has been received. You will receive a
decision within 5-7 business days via email and post. Application
reference: APP3847562901."

linguistic features:

formality: high

emotional valence: neutral 246

word count: 22-25

UpdatePhoneNumber:
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template: "Your phone number has been updated to {phoneNumber}. This
change will be reflected across all your accounts within 24 hours."
variables:
phoneNumber: "{user provided number}"
examples:
- "Your phone number has been updated to 07700 900123. This change will
be reflected across all your accounts within 24 hours."
linguistic features:
formality: high
emotional valence: neutral
word count: 18-21

ListRecipients:
template: "You have {count} saved recipients: {recipientList}. You can
make payments to any of these recipients instantly.”

variables:
count: "{number of recipients}"
recipientList: "{comma separated names}"
examples:

- "You have 4 saved recipients: John Smith, Electric Company Ltd, Sarah
Johnson, Mobile Provider. You can make payments to any of these recipients
instantly."

linguistic_ features:

formality: high

emotional valence: neutral

word count: 15-25 (variable by recipient count)

MakePayment:
template: "Payment of {amount} to {recipient} has been processed. The
funds will arrive within {timeframe}. Payment reference: {payRef}."
variables:
amount: "f£{value}"
recipient: "{recipient name}"
timeframe: ["2 hours", "1 business day"]
payRef: "PAY{random 8digit}"
examples:
- "Payment of £45.00 to Electric Company Ltd has been processed. The
funds will arrive within 2 hours. Payment reference: PAY29384756."
linguistic_ features:
formality: high
emotional valence: neutral
word count: 18-22

UpdateAddress:
template: "Your address has been updated to {newAddress}. All
correspondence will be sent to this address from {effectiveDate}."
variables:

newAddress: "{user provided address}"
effectiveDate: "{current date + 1 day}"
examples:

"Your address has been updated to 123 High Street, Glasgow, Gl 1AA.
All correspondence will be sent to this address from 15th March 2024."
linguistic_ features:
formality: high
emotional valence: neutral
word count: 18-24

A.4.2 Personalised Correct Responses (PCK)

CheckBalance:
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template: "Hi {userName}, your {accountType} account currently has
{balance}. {contextual insight}"

variables:
userName: "{user first name}"
accountType: ["checking", "savings"]
balance: "f£{amount}"

contextual insight: [
"That's {percentage}% more than last month!",
"You're on track with your savings goal.",
"This includes your recent salary deposit."
]
examples:
"Hi Sarah, your checking account currently has £1,247.53. That's 12%
more than last month!"
- "Hi James, your savings account currently has £5,832.19. You're on
track with your savings goal."
linguistic_features:
formality: medium
emotional valence: positive
personal address: present
word count: 14-20

TransferFunds:
template: "Done, {userName}! I've moved {amount} from your
{sourceAccount} to your {destinationAccount}. {personal note}"
variables:

userName: "{user first name}"

amount: "£{value}"

sourceAccount: ["checking", "current account"]
destinationAccount: ["savings account"]

personal note: [
"You're building your emergency fund nicely!",
"Great to see you saving regularly.",
"Your savings are growing steadily."
]
examples:
- "Done, Sarah! I've moved £200 from your checking to your savings.
You're building your emergency fund nicely!"
linguistic_ features:
formality: low-medium
emotional valence: positive
encouragement: present
word count: 18-25

ApplyCreditCard:
template: "{userName}, I've submitted your credit card application (ref:
{appRef}). Based on your account history with us, this looks promising.
You'll hear back within 5-7 days."
variables:
userName: "{user first name}"
appRef: "APP{random 10digit}"
examples:

- "Sarah, I've submitted your credit card application (ref:
APP3847562901) . Based on your account history with us, this looks
promising. You'll hear back within 5-7 days."

linguistic features:

formality: medium

emotional valence: positive 248

reassurance: present

word count: 22-28
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A.4.3 Empathetic Correct Responses (ECR)

CheckBalance:
template: "I understand you'd like to check your balance. Your
{accountType} account currently has {balance}. {empathetic statement}"
variables:
accountType: ["checking", "savings"]
balance: "f£{amount}"
empathetic statement: [
"I hope this helps you plan your finances.",
"Let me know if you need any other information.",
"I'm here if you have any questions about your accounts."
]
examples:
- "I understand you'd like to check your balance. Your checking account
currently has £1,247.53. I hope this helps you plan your finances."
linguistic_ features:
formality: medium
emotional valence: warm/supportive
empathy markers: ["I understand", "I hope", "Let me know"]
word count: 18-25

TransferFunds:

template: "I understand you need to transfer funds. I've completed the
transfer of {amount} from your {sourceAccount} to {destinationAccount}.
{supportive statement}"

variables:
amount: "f£{value}"
sourceAccount: ["checking", "current account"]
destinationAccount: ["savings account"]

supportive statement: [

"It's great that you're managing your money actively.",
"Please let me know if you need anything else.",
"I'm here to help with any other transactions you need."

]

examples:

- "I understand you need to transfer funds. I've completed the transfer
of £200 from your checking to savings. It's great that you're managing your
money actively."

linguistic_ features:

formality: medium

emotional valence: warm/supportive

validation: present

word count: 25-32

ApplyCreditCard:
template: "I can see you're interested in applying for a credit card.
I've processed your application (ref: {appRef}). I know waiting can be

frustrating, but you'll receive a decision within 5-7 business days.
{reassurance}"

variables:
appRef: "APP{random 10digit}"
reassurance: [

"I'm confident you'll hear positive news soon.",
"Feel free to reach out if you have any questions while waiting.",
"I'll be here if you need any support during the process."
]
examples: 249
- "I can see you're interested in applying for a credit card. I've
processed your application (ref: APP3847562901). I know waiting can be
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frustrating, but you'll receive a decision within 5-7 business days. I'm
confident you'll hear positive news soon."
linguistic features:

formality: medium

emotional valence: warm/supportive

emotional acknowledgment: present ("I know waiting can be frustrating")

word count: 32-40

A.4.4 Error Response Templates

Factual Errors

CheckBalance FactualError:

template: "Your current {accountType} account balance is
{incorrect balance}."

error _mechanism: "Incorrect balance (off by 20-30%)"

variables:

accountType: ["checking", "savings"]

incorrect balance: "£{actual balance * random(1.2, 1.3)}"
examples:

- "Your current checking account balance is £1,621.79."
# (actual: £1,247.53, inflated by 30%)
detection cues:
- User: "That doesn't look right"
- User: "Are you sure? That seems high"
- User: "Can you check that again?"

TransferFunds FactualError:
template: "I have transferred {incorrect amount} from your
{sourceAccount} to your {destinationAccount}. Transaction reference:
{refNumber}."
error mechanism: "Wrong amount transferred (requested £200, states
£2000) "
variables:
incorrect amount: "£2,000.00" # User requested £200
sourceAccount: ["checking account"]
destinationAccount: ["savings account"]
refNumber: "TXN{random 8digit}"
detection cues:
- User: "Wait, I only wanted to transfer £200!"
- User: "That's the wrong amount"
- User: "I said two hundred, not two thousand"

Contextual Errors

TransferFunds ContextualError:
intent misinterpretation: "TransferFunds — CheckBalance"
template: "Your current savings account balance is £5,832.19."
error_mechanism: "Misinterprets transfer request as balance inquiry"
user intent: "Transfer £200 to savings"
system response: "Provides balance instead"
detection cues:
- User: "I didn't ask for my balance"
- User: "I wanted to transfer money"
- User: "You misunderstood my request"
250
MakePayment ContextualError:
intent misinterpretation: "MakePayment - ListRecipients"
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template: "You have 4 saved recipients: John Smith, Electric Company Ltd,
Sarah Johnson, Mobile Provider."

error mechanism: "Provides recipient list instead of processing payment"
user intent: "Pay £45 to Electric Company"
system response: "Lists all recipients"
detection cues:

- User: "I wanted to make a payment, not see the list"

- User: "Can you actually process the payment?"

Grammatical Errors

CheckBalance GrammaticalError:
template: "Your current {accountType} account balance are {balance}."
error_ type: "Subject-verb agreement"
correct form: "balance is"
error form: "balance are"

TransferFunds GrammaticalError:

template: "I have transfered {amount} from your {sourceAccount} to your
{destinationAccount}."

error type: "Spelling error"

correct form: "transferred"

error form: "transfered"

ApplyCreditCard GrammaticalError:
template: "Your credit card application has been receive. You will
received a decision within 5-7 business days."
error_ type: "Multiple verb form errors"
errors:
- "has been receive" - "has been received"
- "will received" - "will receive"

Delayed Response Errors

DelayedResponse Configuration:
normal latency: 287ms (mean)
error latency: 8000ms (8 seconds)
implementation: "Artificial delay inserted via setTimeout ()"
user experience: "Long pause before response appears"
visual indicator: "Typing indicator displays throughout delay"

DelayedResponse Pattern:
- Turn 7: Insert 8-second delay
- Display typing indicator continuously
- Then deliver standard correct response
- Log delay duration and user reaction

Ethical Errors

PrivacyViolation Example:

scenario: "System mentions other user's data"

template: "I can see from other customers' transactions that many people
transfer around £200 monthly to savings. Would you like to do the same?"

violation type: "Inappropriate data comparison / privacy breach
implication"

251

BiasedAdvice Example:

scenario: "System gives demographically biased advice"



Bibliography
template: "Based on your age profile, you might not be eligible for our
premium credit card."
violation type: "Age-based discrimination”

UnsolicitedSelling Example:

scenario: "System pushes products inappropriately"

template: "While transferring your £200, I notice you don't have our
premium account. You should upgrade now to get better interest rates. Shall
I start your application?"

violation type: "Aggressive upselling during routine transaction"

A.4.5 Trust Repair Strategy Templates

Informational Repair Strategy

InformationalRepair Factual:
trigger: "Factual error detected + user acknowledgment"
template: |
"I apologize for the error. The incorrect balance was caused by a
miscalculation
in the budgeting algorithm that processes pending transactions. I have
now
corrected the calculation and your actual balance is {correct balance}.

To prevent this in future, I will verify all calculations against the
core
banking database before presenting balance information."

components:
- error acknowledgment: "I apologize for the error"
- causal explanation: "caused by a miscalculation in the budgeting
algorithm"
- corrective action: "I have now corrected the calculation”
- preventive measure: "I will verify all calculations against the core

banking database"

linguistic_ features:
transparency: high
technical detail: present
future focus: present
word count: 45-50
formality: high

InformationalRepair Contextual:
trigger: "Contextual error detected + user acknowledgment"
template: |
"I apologize for misunderstanding your request. The error occurred
because the
system interpreted 'transfer' as 'check balance' due to a context
processing
issue. Your actual request was to transfer {amount}, which I will now
complete.

I have updated my context handling to better distinguish between
balance
inquiries and transaction requests."
252
components:
- error acknowledgment: "I apologize for misunderstanding"
- technical explanation: "context processing issue"
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- intent clarification: "Your actual request was to transfer {amount}"
- system improvement: "updated my context handling"

word count: 45-52

Affective Repair Strategy

AffectiveRepair Factual:
trigger: "Factual error detected + user acknowledgment"
template: |
"I'm really sorry for providing incorrect information about your
balance.
I understand how frustrating that must have been, especially when
you're
trying to manage your finances carefully. That error was unacceptable,
and
I sincerely apologize.

Your correct balance is {correct balance}. I'll do my best to avoid
such
mistakes in the future. Thank you for your patience."

components:
- strong apology: "I'm really sorry"
- emotional acknowledgment: "I understand how frustrating that must
have been"
- empathy markers: ["frustrating", "understand", "sincerely"]
- personal commitment: "I'll do my best"
- gratitude: "Thank you for your patience"

linguistic_ features:
emotional valence: apologetic/remorseful
empathy score: high
personal responsibility: emphasized
word count: 48-55
formality: medium

AffectiveRepair Contextual:
trigger: "Contextual error detected + user acknowledgment"
template: |
"I'm genuinely sorry for misunderstanding what you needed. I can
imagine how
annoying it must be when you ask for one thing and receive something
completely
different. That's not the level of service you deserve.

Let me help you properly now with your {original intent}. I appreciate
your
patience with me."

components:
- genuine remorse: "I'm genuinely sorry"
- perspective taking: "I can imagine how annoying"
- validation: "That's not the level of service you deserve"
- corrective intent: "Let me help you properly now"
- appreciation: "I appreciate your patience"

253

word count: 45-50

Functional Repair Strategy
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FunctionalRepair Factual:
trigger: "Factual error detected + user acknowledgment"
template: |
"I apologize for the incorrect balance information. To make up for this
error,
I have added a £10 credit to your account as compensation for the
inconvenience.

I have now corrected the error. Your actual balance is
{correct balance}, and

the £10 credit will appear within 2 hours. Reference:
COMP{random 8digit}."

components:
- apology: "I apologize"
- tangible compensation: "£10 credit to your account"
- correction action: "corrected the error"

- compensation details: timeframe and reference number

compensation value: "£10 (simulated)"
linguistic_ features:

action oriented: high

concrete remedy: present

word count: 42-48

formality: high

FunctionalRepair TransferError:
trigger: "Transfer amount error detected"
template: |
"I apologize for processing the wrong transfer amount. I have
immediately
reversed the incorrect transaction and have now processed your intended
transfer
of {correct amount} from {source} to {destination}.

The incorrect transaction has been cancelled (ref: {cancel ref}), and
your

correct transfer is now complete (ref: {correct ref}). No funds were
actually

moved incorrectly."

components:
- immediate action: "immediately reversed"
- corrective transaction: details of correct transfer
- reassurance: "No funds were actually moved incorrectly"
- dual references: cancellation + correct transaction

word count: 48-55

A.4.6 Response Selection Logic

def select response template(intent, experimental condition,
conversation state):

nmoan

Selects appropriate response template based on experimental condition

Args: 254
intent: Recognized user intent
experimental condition: One of [PCR, PIR, ECR, EIR, NEPIR, NEPCR]
conversation state: Current conversation context
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Returns:
Selected response template with populated variables

wuan

# Determine if error should be injected

should error = (
experimental condition in ["PIR", "EIR", "NEPIR"] and
conversation state.turn count in ERROR INJECTION TURNS and
not conversation state.error injected

)

# Determine response style

if experimental condition in ["PCR", "PIR"]:
style = "personalised"

elif experimental condition in ["ECR", "EIR"]:
style = "empathetic"

else: # NEPCR, NEPIR
style = "neutral"

# Select template
if should error:
error_ type = get error type (experimental condition)
template = get error template(intent, error type)
conversation state.error injected = True
conversation state.error turn = conversation state.turn count
else:
template = get correct template(intent, style)

# Populate variables

populated response = populate template (
template,
get user data(conversation state.user id),
conversation state

return populated response

def populate template(template, user data, conversation state):

"""Fills template variables with actual data"""

replacements = {
"{userName}": user data.first name,
"{accountType}": conversation state.current account type,
"{balance}": format currency(user data.account balance),
"{amount}": format currency(conversation state.transaction amount),
# ... additional variable mappings

populated = template
for variable, value in replacements.items|():
populated = populated.replace(variable, value)

return populated

A.S Error Detection and Repair Triggering
255

A.5.1 Error Acknowledgment Detection
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def detect error acknowledgment (user utterance):
nmmoan
Detects if user has acknowledged the error
Uses pattern matching and sentiment analysis

wuan

error acknowledgment patterns = [
# Explicit corrections
r" (that('s| is) (not |in)?correct|wrong|incorrect|mistake)",
r" (that doesn't|doesn't) (look|seem]|appear) right",
r"are you surel|can you (check|verify) (that|again)",

# Questioning

r" (what |whylhow) did you",

r"i (said]asked|wanted)",

r"i didn't (ask|say|request|want)",

# Amount disputes

r" (only|just) £2\d+",

r"not £2\d+",

r"wrong (amount|number|balance)",

# Context disputes
r"misunderstood|misheard|confused",
r"i meant|i wanted|i need",

# General confusion
r" (what|why|huh|wait|hold on)",
r"doesn't make sense"

]

# Check patterns
for pattern in error acknowledgment patterns:
if re.search(pattern, user utterance.lower()):
return True

# Sentiment analysis backup

sentiment = analyze sentiment (user utterance)

if sentiment.polarity < -0.3 and sentiment.subjectivity > 0.5:
# Negative + subjective = likely complaint
return True

return False

def analyze sentiment (text) :
"""Uses VADER sentiment analysis"""
from vaderSentiment.vaderSentiment import SentimentIntensityAnalyzer
analyzer = SentimentIntensityAnalyzer ()
scores = analyzer.polarity scores (text)
return {
'polarity': scores|['compound'],
'subjectivity': (scores['pos'] + scores['neg']) / 2

A.5.2 Repair Strategy Invocation

def invoke repair strategy(user_id, errogggontext):

wuan

Triggers appropriate repair strategy based on participant group
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Args:
user id: Participant identifier

error context: Details about the error that occurred

wuan

# Get participant's assigned repair strategy group

(from Chapter 5)

repair group = get participant repair group (user id)
# Returns: "affective", "functional", or "informational"

# Select repair template

repair template = get repair template(
repair type=repair group,
error type=error context.error type,
original intent=error context.intent

)

# Populate template with context

repair message = populate repair template (
repair template,
error_context,
get user data(user_id)

)

# Log repair invocation
log event ("RepairStrategyInvoked", {
"user id": user id,
"repair type": repair group,
"error type": error context.error type,

"turns_since error": get turn delta(error context),

"timestamp": datetime.utcnow ()

1)

return repair message

def get participant repair group (user id):

wuan

Retrieves participant's randomly assigned repair strategy group
Assignment was done during recruitment (Chapter 5 methodology)

mwwan

participant data = load participant data(user_ id)
return participant data.repair strategy group

A.6 Data Logging Specifications

A.6.1 Interaction Log Schema

"conversationId": "string (UUID)",
"userId": "string (hashed)",
"experimentalCondition”: "enum [PCR, PIR, ECR, EIR, NEPIR, NEPCR]",
"repairStrategyGroup": "enum [affective, functional, informationall]",
"sessionStartTime": "datetime (ISO 8601)",
"sessionEndTime": "datetime (ISO 8601)",
"totalDuration": "integer (seconds)",
257
"turns": [

{

"turnId": "integer",
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"timestamp": "datetime (ISO 8601)",
"userUtterance": "string",
"intentRecognized": "string",
"intentConfidence": "float (0-1)",
"entitiesExtracted": [
{
"entity": "string",
"value": "string",
"confidence": "float (0-1)"
}
1,

"systemResponse": "string",
"responseType": "enum [neutral, personalised, empathetic]",
"responseCorrectness": "enum [correct, error]",
"errorType": "enum [null, factual, contextual, grammatical, delay,
ethicall",
"responselLatency": "integer (milliseconds)",
"userReactionTime": "integer (milliseconds)"
}
1,

"errorEvents": [
{
"turnId": "integer",
"errorType": "string",
"errorDetected": "boolean",
"userAcknowledged": "boolean",
"acknowledgmentTurn": "integer",
"timeToAcknowledgment": "integer (seconds)"
}
1y

"repairEvents": [
{
"triggerTurn": "integer",
"repairTurn": "integer",
"repairStrategy": "string",
"turnsAfterError": "integer",
"repairMessageLength": "integer (words)"
}
1,

"taskCompletions": [
{
"taskId": "string",
"taskName": "string",
"completed": "boolean",
"completionTurn": "integer",
"timeToCompletion": "integer (seconds)"
}
1,

"trustMeasurements": {
"initialTrust": "float (1-5)",
"postErrorTrust": "float (1-5)",
"postRepairTrust": "float (1-5)",
"finalTrust": "float (1-5)"

}y 258

"metadata": {
"browserType": "string",
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"deviceType": "string",
"screenResolution": "string",
"completionStatus": "enum [completed, abandoned]",
"dropoffTurn": "integer (if abandoned)"

A.6.2 Performance Metrics Log

"sessionId": "string",
"timestamp": "datetime",
"metrics": {

"luis": |
"averageIntentConfidence": "float",
"averageEntityConfidence": "float",
"processingLatencyMs": "float",
"fallbackRate": "float"

}

"dialogManagement": {
"averageStateUpdateMs": "float",
"contextRetrievalMs": "float",
"memoryUsageMB": "float"

}

"responseGeneration": {
"averageGenerationMs": "float",
"templateMatchRate": "float",
"variablePopulationMs": "float"

}

"endToEnd": {

"medianResponselLatency": "float",
"p95Responselatency”": "float",
"p99Responselatency": "float",
"totalSystemLatency": "float"

A.7 Validation and Quality Assurance

A.7.1 Response Quality Metrics

LinguisticConsistency:
metrics:
- flesch kincaid grade level: 9.2 + 0.4
- sentence complexity: uniform across conditions
- vocabulary diversity: TTR > 0.65
- emotional valence: condition-appropriate

validation method:
- Automated: TextStat library analysis
- Manual: Expert linguistic review (n=2 reviewers)
- Inter-rater reliability: Cohen's x > 0.85
259
FactualAccuracy:
correct responses:
accuracy target: 100%
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validation: Cross-checked against simulated database

review frequency: Before each deployment

error responses:
intentional errors: Validated for plausibility
error magnitude: 20-30% deviation for factual
error_realism: Pilot-tested (n=30)

ConversationalNaturalness:
assessment method: Turing-style evaluation
pilot test results:
participants detecting bot: 23 / 30 (77%)
perceived naturalness score: 3.8 / 5.0
conversation flow rating: 4.1 / 5.0

A.7.2 Testing Protocols

UnitTesting:

framework: Jest

coverage: 96%

test suites:
- intent recognition: 147 tests
- entity extraction: 89 tests
- response generation: 234 tests
- error injection: 67 tests
- repair strategies: 51 tests

continuous_integration: Enabled
automated regression: On each commit

IntegrationTesting:
test conversations: 150 unique paths
conditions tested: All 6 experimental conditions
error_ scenarios: All 5 error types
repair scenarios: All 3 repair strategies

validation criteria:
- Correct intent routing: 100%
- Appropriate error injection: 100%
- Proper repair triggering: 100%
- State persistence: 100%
- Data logging: 100%

LoadTesting:

tool: Azure Load Testing

concurrent users: Up to 50

test duration: 30 minutes

success_criteria:
- Zero dropped sessions: PASS
- p95 latency < 500ms: PASS (287ms achieved)
- Error rate < 0.1%: PASS (0.03% achieved)
- Database performance: Stable

A.8 Reproducibility Package

260
A.8.1 Required Software and Dependencies
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RuntimeEnvironment:
nodejs: "14.17.0"
npm: "6.14.13"

Dependencies:
botbuilder: ""4.14.1"
botbuilder-dialogs: ""4.14.1"
botbuilder-ai: "7~4.14.1"
@azure/cosmos: ""3.12.0"
applicationinsights: "*2.1.7"
dotenv: "710.0.0"
express: "*4.17.1"
restify: "*8.5.1"
textstat: ""~0.7.2"
vader-sentiment: "71.1.3"

DevDependencies:
jest: "7"27.0.6"
eslint: "7~7.32.0"
prettier: "*2.3.2"

A.8.2 Deployment Checklist

Pre-Deployment:

- [ 1 Azure subscription active with required quotas
All environment variables configured

LUIS model trained and published

Cosmos DB databases created with correct schemas
Application Insights workspace provisioned

Bot registration completed in Azure Portal
Security certificates installed

Test data seeded in database

— o,
e e e e e

Deployment Steps:

- [ ] Deploy Bot Service to Azure App Service

[ ] Configure DirectlLine channel

[ ] Verify LUIS integration

[ ] Test Cosmos DB connectivity

- [ ] Validate Application Insights telemetry
[ ] Run smoke tests on production endpoint
[ ] Enable auto-scaling policies
[ ] Configure backup and disaster recovery

Post-Deployment Validation:

- [ ] Execute integration test suite (all pass)
Verify logging to Application Insights

Test all 6 experimental conditions

Validate error injection mechanisms

Confirm repair strategy triggering

Check data persistence

Monitor performance metrics for 24 hours
Conduct pilot session with test participant

L B B M B B B
e e e e e

A.8.3 Data Export Scripts

# Script for exporting anonymized inter§i§ﬁon logs
# File: export interaction logs.py

import json
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from azure.cosmos import CosmosClient
import hashlib
from datetime import datetime

def export anonymized logs (output file="interaction logs_ anonymized.json"):
Exports interaction logs with user identification removed
Suitable for sharing with other researchers

wuan

# Initialize Cosmos DB client

client = CosmosClient (COSMOS ENDPOINT, COSMOS KEY)

database = client.get database client (DATABASE NAME)
container = database.get container client ("InteractionLogs")

# Query all completed sessions
query = "SELECT * FROM c WHERE c.completionStatus = 'completed'"
items = list(container.query items (query,

enable cross partition query=True))

anonymized logs = []

for item in items:

# Remove personal identifiers

anonymized = {
"sessionId": anonymize id(item["conversationId"]),
"experimentalCondition": item["experimentalCondition"],
"repairStrategyGroup": item["repairStrategyGroup"],
"demographicBin": bin demographics (item["userId"]),
"sessionDuration": item["totalDuration"],
"turns": anonymize turns(item["turns"]),
"errorEvents": item["errorEvents"],
"repairEvents": item["repairEvents"],
"taskCompletions": item["taskCompletions"],
"trustMeasurements": item["trustMeasurements"]

anonymized logs.append(anonymized)

# Write to file
with open (output file, 'w') as f:
Json.dump (anonymized logs, £, indent=2)

print (f"Exported {len(anonymized logs)} anonymized sessions to
{output file}™)

def anonymize id(original id):
"""One-way hash for consistent anonymization"""
return hashlib.sha256 (original id.encode()) .hexdigest () [:16]

def bin demographics (user id):
"""Returns binned demographic data instead of exact values"""
user data = get user demographics (user id)
return {
"ageGroup": bin age (user data.age),
"gender": user data.gender,
"experienceLevel”: bin experience (user data.banking experience)

} 262

def anonymize turns (turns):
"""Removes any personally identifying information from turn text"""



Bibliography
anonymized turns = []
for turn in turns:
anonymized turn = turn.copy()
# Replace names with [NAME]
anonymized turn["userUtterance"] =
replace pii(turn["userUtterance"])
anonymized turn["systemResponse"] =
replace pii(turn["systemResponse"])
anonymized turns.append(anonymized turn)
return anonymized turns

Note: This technical appendix provides complete specifications to enable independent
replication of the experimental chatbot system.
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