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Abstract

The explosive growth in network based applications and distributed systems al-
lows the deployment of critical applications such as e-commerce, tele-banking,
electronic government, etc. On the other hand, attacking networks and dis-
tributed systems becomes easier with the support of public cracking tools and
the information sharing between hackers. Consequently, security is a crucial
topic. Authentication is considered as one of the major components in security
and, in fact, represents the front door for any secure system. It is an important
requirement to ensure that the network resources are accessed only by authorized
users, meanings that strong access control mechanisms are needed. Most existing
authentication protocols are centralized such that a single authentication entity

controls the authentication process. These traditional authentication protocols
suffer from certain drawbacks pertaining to security, availability and trust. This
thesis proposes and evaluates a novel authentication protocol: Secure Network
Access Protocol (SNAP) that attempts to overcome some of the drawbacks of cen-
tralized authentication protocols. SNAP is a distributed authentication protocol
and is based on secret sharing schemes which have a quorum access structure.
Another significant contribution of this thesis has been to consider not only the
security analysis of SNAP but also the implementation issues. SNAP is studied
and found to be robust in term of its security, availability, overhead and per-
formance. The implementation of SNAP is considered and the application of
SNAP to a wireless networks undertaken. The research conducted has shown the

need for distributed authentication protocols and the importance of studying the
network implementation issues for any novel security protocol.
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Chapter 1

Introduction

1.1 Introduction

Computer networks are becoming virtually ubiquitous, as the number of users and
the importance of the services they offer increases. Today individuals, commercial
organizations and government agencies depend on networks for communication
and information sharing amongst other things and so have much to lose if their
sites are attacked. The Internet is an example of network growing in terms
of the number of users and importance. The number of Internet users as of
September 2002 reached 605.6 million [1]. The deployment of new sophisticated
applications increases the need to migrate from traditional manually configured
services to more automated and easy to implement services. The traditional
networks provided relatively straightforward data services. Nowadays, however,
networks provide a variety of services including data, voice, video and multimedia
applications. In addition, the deployment of critical application is becoming
attractive. These high security applications include e-commerce, tele-banking
and military applications.

However, as networks become increasingly used to support critical applications,
they become more prone to attack. Attackers are motivated by two main aims:

firstly, to gain access to services they are not authorized to access and, secondly,
to prevent authorized users from accessing their resources. Such attacks can be

potentially very damaging, especially for critical applications. Internet related

13



CHAPTER 1. INTRODUCTION 14

crimes cost some of the top companies in the United States (who participated in
the survey) at least $377.8 million in 2000 [2]. The growth of networking means
that more information is available to and accessible by users. However, users can
be genuine or malicious. It is obvious that as networks and applications increase,
the method of attacking those networks and applications increases as well [3].
Therefore, security is a big issue and there is a demand to take the required
counter measurements to make the network more safe and secure.

The importance of security differs from user to another. Some individuals and
organizations take steps to protect their networks and resources from attackers,
using certain protocols and a firewall. However, not all users are able or willing
to go to such lengths to protect themselves. Figure 1.1 depicts an example of to-
day’s networks. Security is a wide subject and the main security services include:
confidentiality, authentication, digital signature, and non-repudiation. Authenti-
cation represent the front gate for any secure system. Therefore, the theme of this
thesis is authentication. Most, if not, all of the main security services requires
authentication. This chapter introduces the thesis. Section 1.2 defines the thesis
problem and Section 1.3 presents the aim of the thesis. The thesis objectives

are outlined in Section 1.4. In section 1.5 the contribution is illustrated. Finally
Section 1.6 describes the thesis outline.
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Figure 1.1: Example of today networks

1.2 Problem Definition

Authentication is crucial topic. Any authentication protocol must verify the claim
of the claimant to be who they say they are. It must ensure that the access of the
resources is given only to authorized users. Most existing authentication protocols
are centralized in that they rely on a single authentication center or certificate
authority [4, 5, 6]. In such protocols the single centralized entity is uncondition-
ally trusted. These centralized authentication protocols suffer certain drawbacks:
if the single entity is compromised then the entire system is no longer secure
(security issue). If that entity breaks down and becomes unavailable then autho-
rized users will not be able to access the required recourses (availability issue).
Furthermore, the fact that the trust is focussed in a single entity increases the
risk and affects the security (trlist issue). The single entity will be highly loaded
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since all the system users need to be authenticated through that entity. Hence,
authentication protocols that can overcome these drawbacks are very attractive.

1.3 Aim

Centralized authentication protocols are ill-suited for critical applications. The
aim of this work was to develop novel authentication protocols that overcome the

previously mentioned drawbacks. These novel protocols, ideally, should be dis-
tributed authentication protocols such that more than one authentication server
(node) participates in the authentication process. In other words, each authen-
tication server is partially responsible for the authentication process. Therefore,
none of the authentication servers handle the authentication process on its own
as in the centralized protocols. The proposed authentication protocols must be
secure such that compromising any authentication server does not compromise
the entire system. Additionally, it is desirable that the user can be authenticated

and can access the required resources despite the unavailability of a certain num-

ber of servers. Lastly, trust and the traffic load must be distributed between the
authentication servers.

1.4 Objectives

In this thesis, a novel distributed authentication protocol, meeting the following
objectives, is proposed.

e The protocol must be distributed such that more than one authentication
server participates in authentication process.

o The protocol must ensure that the access is granted only to authorized
users.

e The protocol should offer high availability.

e Trust should not be focussed on any single authentication server.

e The load is distnibuted.
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e The protocol is scalable and its implementation is straightforward.

1.5 Thesis Contribution

The main contribution of this thesis is the development of a novel distributed
authentication protocol. In summary the contribution includes the following:

e A survey of existing security and authentication mechanisms and protocols,
focusing on the drawbacks on such schemes.

e Given the fact that the proposed protocol is based on secret sharing schemes
that have a quorum based access structure, an overview of secret sharing

and quorum systems concepts and application is presented.

e Secure Network Access Protocol (SNAP), a novel distributed authentication
protocol is proposed.

e The performance of SNAP is evaluated, with emphasis being laid on secu-
rity, protocol overhead and other such parameters.

e A mobile distributed authentication protocol; GSM Secure Network Access
Protocol (G-SNAP) is proposed.

¢ In most of these contributions a comparison between the proposed protocols
and centralized authentication approaches is undertaken.

1.6 Thesis Outline

The outline of the thesis is as follows:

Chapter 1 introduces the importance of security and particularly the authenti-

cation. It provides the problem definition and the aim to solve the problem.

Objective and thesis contribution are outlined. Finally the thesis outline is sum-
marized.
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Chapter 2 reviews generic aspects of security and authentication. The chapter
starts by presenting the general security requirements, as well as the general net-
work requirements. Since the main contribution is related to authentication, a
thorough authentication survey, examining different types of authentication pro-
tocols and examples of existing authentication techniques in real applications, is
conducted. The survey starts with main authentication concepts (classes): peer
entity authentication and message origin authentication and the different meth-
ods used. Next, the major types of authentication protocols are described. Some
implementations of authentication protocols in the existing networks are investi-
gated. Those protocols are Public key infrastructure (PKI) systems, Secure Shell
(SSH) and another example from wireless networks, Global System for Mobile
Communications (GSM) authentication. The investigation includes analysis of
these protocols based on certain metrics. These metrics include security, avail-

ability and trust. The objective is to highlight the drawbacks and the problems
that need more study and investigation.

In order to develop the distributed authentication protocol (SNAP), two tools

were used secret sharing and quorum systems. Chapter 3 overviews their con-
cepts and applications. These tools have certain characteristics that support the

protocol design. The first part of the chapter is about secret sharing schemes.
The definition and construction of secret sharing schemes are presented. There-

after, the applications of secret sharing schemes are reviewed. The second part
describes quorum systems. The definition and construction methods are summa-
rized, and the application of quorum systems are then presented. After providing
an overview about secret sharing and quorum systems another section is added.
Since SNAP uses a quorum-based secret sharing scheme, after the overview of

secret sharing and quorum systems, secret sharing schemes that have a quorum
based access structure are addressed.

Chapter 4 proposes the main contribution of the thesis, a novel distributed au-
thentication protocol (SNAP). The chapter starts with a background on authenti-
cation models as an input to SNAP. Next, the main components and the descrip-
tion of SNAP are discussed. The signalling between the protocol components is
presented. In addition, the required messages and their contents are described.
Thereafter, the security analysis of SNAP is discussed. This analysis shows how
SNAP can perform against main attacks. Next the required management issues
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are investigated such as message size, share revocation and update mechanisms.
Since quorum systems are a main part of the development of SNAP and affect the
protocol implementation, these have been studied to investigate quorum design
issues. In this chapter the expected applications of SNAP are outlined. Finally,
the objective goals of SNAP are discussed.

In order to implement a new protocol it is important to analyze the protocol be-
fore deployment. Chapter 5 analyzes SNAP and shows simulation results. This
analysis highlights advantages and disadvantages, as well as overhead and imple-
mentation requirements. Using a simulation model, a comparison between SNAP
and centralised authentication protocols, in terms of certain defined metrics, is
undertaken. These metrics include security, availability, trust, overhead and de-
lay. The overhead investigation includes the signalling overhead, the message size
affect, and the load distribution. The investigation is further extended to analyze

the performance of SNAP. The investigation is measured by the delay experienced
by users. Different network implementation parameters are considered such as
the degree of connectivity, the network size, quorum design, packet size, and link

bandwidth.

Chapter 6 proposes a novel mobile distributed authentication protocol. The ex-
isting GSM authentication protocol is centralized, so a distributed authentication
protocol for mobile networks is attractive. This protocol GSM Secure Network
Access Protocol (G-SANP) is an extension of SNAP. It is one of the applications
of SNAP in the wireless networks. In this chapter a brief introduction on mobile
networks is presented along with a discussion of GSM authentication. Thereafter
G-SANP is described. The performance of G-SNAP, evaluated through simula-
tion, is presented and discussed.

Chapter 7 concludes the thesis and Chapter 8 presents the future work. In this
chapter different extensions of the proposed work in this thesis are outlined.



Chapter 2

Security and Authentication

2.1 Introduction

The rapid growth of computer network sizes, and the increase in interconnectiv-
ity, are two major factors that increase concerns about network security. A key
prerequisite to a secure network is the reliable authentication of communicating
parties in the network. Authentication and access control are therefore essential
tools for network security. Society’s increasing dependency on pervasive com-

puter networking infrastructures has created an urgent requirement for security
structures to reflect those that are trusted in the real world. While there is a ten-

dency to migrate existing services into the network, the network infrastructure
must be secured sufficiently in order for traditional public trust to also migrate
to using those services online. For example, in a bank, an individual is unable to
open the bank vault alone, and to do so the concurrent action of more than one

person is required. This means that the trust is distributed between an assigned
number of employees.

Cryptosystems are used to facilitate a secure communication between parties.
Usually, users can obtain the keys either from an authentication server or from
a certification authority [4, 5|. In both cases, users place complete trust in these
centralized authentication entities. In general, if trust is maximized then the risk
Increases and results in decreased security and availability. Hence, if the central-

1zed authentication entity is compromised, the entire system becomes insecure.

20



CHAPTER 2. SECURITY AND AUTHENTICATION 21

If the authentication server breaks down, the authorized user will be affected.
Most existing authentication protocols are centralized, which may affect the se-
curity and availability in spite of the use of strong authentication mechanisms
[6]. It is clear that there is a need to have authentication protocols that are not
centralized. Distributed authentication protocols therefore have attractions.

In this chapter security and authentication are discussed. More details about au-
thentication techniques, architectures and protocols are provided. An overview of
some authentication protocols and applications is presented. In addition, analyse
of these protocols and exploration their drawbacks is conducted.

2.2 General Security Requirements

In general, secure communication between two parties involves certain require-
ments. Each party needs to know to whom he is communicating. It is important
that all messages are enciphered so that others are unable to know their contents.
In addition, it is important that resources are accessed only by authorized users.
The security requirements can be classified into the following services. Some of

these services are independent and some have overlapping functionality. This
section describes each one of them briefly:

e Confidentiality:

preventing the disclosure of transmitted data to unauthorized parties. Con-
fidentiality comes in different forms {7].

— Selective field confidentiality is to provide confidentiality of only
certain parts of a message
— Whole message confidentiality is to protect the privacy of the

entire message.

The security mechanism used is the encryption.

e Integrity:

protecting the message or transmitted data from modification, insertion,
deletion or replay by unauthorized users. An integrity service comes in the
following forms [8]:
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— Selective field integrity occurs when only certain or critical parts
in a large message require integrity protection.

— Whole message integrity protects the whole message from any al-

terations being made to the message. This allows the receiver to detect
any alteration to the received message.

— Session integrity an intruder who cannot modify messages without
being detected can still cause considerable mischief by manipulating
valid messages. An intruder can delay messages, delete messages, re-

play and reroute of a valid message. Session integrity service allows
the detection of some or all of these attacks.

The main security mechanisms used to provide integrity are encryption,
authentication and digital signatures.

e Authentication:

The process of verifying the identity (or/and) the origin of the claimer [9].
In any communication between two parties it is crucial that the message is

sent to the correct party. In addition, knowing the origin of the message

is important. The authentication is paramount in critical applications such
as e-commerce banking applications etc.

¢ Non-repudiation:

Prevents either the sender or receiver in a communication from falsely deny-
ing their participation [10]. Non-repudiation of origin provides the receiver
of a message with irrefutable proof that the message was produced by the
purported sender, in other words prevents the sender denying that a mes-
sage was sent. Non-repudiation of receipt prevents the receipt denying that

the message was received. Digital signature mechanism with time stamping
is used for providing non-repudiation.

e Access control:

Ensures that only authorized parties can access the resources they are legible

to access and limited to their privileges. Access control guards against
unauthorized use of resources {10).

e Availability
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The probability that a network or a system can perform its required function
at any instant of time. Awailability is an important issue and considered
one of the required security services. A variety of attacks can result in the
loss of or reduction in availability [11]. Authentication and encryption can
be used as a countermeasures to attacks that may affect the network or

system availability. Sometimes a physical action is required to prevent such
attacks.

2.3 Security Mechanisms

Security mechanisms consist of various algorithms and protocols that support
security services. There is no single mechanism that will address all security
services. Some of these mechanisms can address more than one security service

(for example hash functions are commonly used for authentication, data integrity
and non-repudiation) |10].

e Encryption:

Encryption is the process of converting the original plaintext to an encoded
information or ciphertext using an encryption key [9]. It is the most well
known security mechanism that deploys cryptographic techniques and has

a long history {12] . Encryption algorithms either symmetric or asymmetric
as follows (see figure 2.1).

— Symmelric encryption: Is the oldest and most commonly used type
of encryption. In this form of encryption, two communicating enti-
ties share a secret key used to encrypt and decrypt messages, it is
described as a secret-key cryptography [9]. Data Encryption Standard
(DES) 64 bit key, Advanced Encryption Standard (AES), triple DES
and International Data Encryption Algorithm (IDEA) are examples of
symmetric encryption algorithms |7].

— Asymmetric encryption: Is called public key cryptography, in these
algorithms there is a pair of keys, one called the public key and the
other the private key which remains secret. In these algorithms the

message is encrypted using the public key and decrypted using the
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private key. The public key is made known to all parties interested in
sending messages to the holder of the private key. The main popular
public key algorithms are: Rivest, Shamir, and Adleman Algorithm

(RSA), El Gamal, Elliptic curve cryptosystems and Rabin {7].

Key
Ek = Dk

a. Symmetric encryption

Ey Dy

Plaintext Ciphertext

Encryptior Decryption

b. Asymmetric encryption

Figure 2.1: Encryption Schemes, Ei: Encryption key, Di: Decryption key

RSA Algorithm

The RSA public key cryptosystem was introduced in 1977 [13]. It is

the most widely used public key cryptosystem |7]. The RSA security
is based on the difficulty of factoring a large number n which is a

product of two large prime numbers p and q. To generate the public
and private keys the following steps are used:

1. Calculaten =p x g

2. Randomly choose the public key e relatively prime to (p — 1) x
(¢—1)
3. Compute the private key d = e~ (mod (p—1 x ¢ —1))
In order to encrypt a message m it is divided into numerical blocks of
fixed length and each block m; is encrypted individually.
The encrypted bloc]:: ¢; = (m;)¢ (mod n).
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To decrypt ¢; compute m; = (¢;)*  (mod n).

¢ Hash functions:

A hash function takes as input a plain text message M and produces a
fixed-length, short message digest m [7]. The hash function is considered a
secure, one-way function if it satisfies the following requirements:

— Any change to the initial bit string changes the message digest com-
pletely;

— It is computationally infeasible to find any pair of messages that have
the same hash value;

— It is practically impossible to derive the original message from its digest
even if the hashing function is known (one way property). The most
popular hashing algorithms are Message Digest version 5 (MD5) and
Secure Hash Algorithm (SHA-1) [7].

e Digital Signature:

In general handwritten signatures have been used to prove the authorship.
A digital signature is the counterpart of a handwritten one and should com-
prise some data to prove that the signer is the originator. It can be thought
of as the reverse of public key encryption. The encoding key (signature key)
is now the key that is kept secret, while the decoding (verification) key is
made public. A digital signature of a message is typically a fixed length
string of bits that can be derived from the original message and a secret
private key [9]. Anyone who knows the corresponding public key can check
that a claimed signature is indeed the correct signature. The following steps
illustrates the digital signature process (see Figure 2.2):

1. The plain text message M to be signed is being transformed using a
hashing function into a message digest m, the sender will encrypt the

message digest m using his own private key. The result is the signature
of message M.

2. Upon reception of the signed message (M and s), the receiver computes
the digest of M as in step 1 above and decrypts the signature s using
the sender’s public key. If the result of this operation is identical to m
obtained before, then the receiver knows that the message was indeed
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originated by the sender and has not been altered in any way. Also,
since the sender is the only one that can sign M with his private key,
he can not deny having sent the message.

Digital signature schemes can support integrity, authentication and non-
repudiation security services.

1. Signing a message

Decrypt with
rublic ke

2. Signature verification

Figure 2.2: Digital Signature

e Certificates:

In public key encryption or techniques only the public keys need to be dis-
tributed. Such distribution can be done by broadcasting or via a directory,

but must be done securely to be sure that customer’s public key has not
been changed by an intruder and belong to the correct owner. This assur-
ance can be provided with a public key certificate. A public key certificate
1s a record that binds the user’s public key to the user’s unique identifier.

The record is signed by a trusted Certification Authority (CA). The security
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of the user communications depends on the authenticity of the CA’s public
key that the user uses. The International Organisation for Standardization
(ISO) authentication framework X.509 defines all the fields for a certificate
[10, 14].

e Authentication:

A good authentication protocol is the one which allows two parties to cor-
rectly know each other’s identity while communication over an untrusted
network. As mentioned in the last section authentication can be accom-
plished directly between two parties using hash functions and encryption
techniques, or it can be accomplished through a trusted third party [7].

e Access Control:

Access control mechanisms usually described in terms of subjects, objects
and access rights [8]. A subject is an entity that can access objects and it
can be a host, a user or an application. An object is a resource to which
access should be controlled. It can range from a single data field in a file
to a large program. The access rights specify the level of authority for a
subject to access an object. In other words, access control is the process of
determining if a subject (either user or program) is authorized to perform
a given operation on an object or a resource. Usually access control lists
(ACLs) which are associated with objects, and capability lists which are
associated with subjects are used to implement access control [10].

Figure 2.3 lists the various security services discussed in Section 2.2 and identifies
which of the security mechanisms they support.
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Security Mechanisms

Access Digital Digital

Security Service control Hashing Encryption signature Certificates
Access Control v
Entity Authentication v v/ v v
Origin Authentication V4 v
_— Vv v
Confidentiaity v v
Non-repudiation v

Figure 2.3: Security mechanisms/Security services (source [10])

2.4 Security support mechanisms

The security mechanisms outlined above are used to prevent security intrusion and
to have a secure network. It is impossible to guarantee that no intrusion would
succeed. The Internet and the availability of attacking tools help attackers to
exploit the security breaches in most of the existing software to make a successful

attack. Therefore it is necessary to be able to detect such intrusions and recover
from them. There are two methods or support mechanisms that can help [10]:

o Security audit log This is used to detect insidious intrusions that may not

have an immediate or obvious impact. It records security related events,
especially the security alarms.

¢ Security alarm This is a basic security requirement for each system which

should be able to issue a security alarm whenever an attempted security
breach is detected.



CHAPTER 2. SECURITY AND AUTHENTICATION 29

2.5 Security Threats

In general an attack is an exploitation of vulnerability and there are two types
of attacks: passive and active attacks. In passive attack the attacker can’t alter
the data while an active attacker can do so.

A passive attack threatens the confidentiality of data being transmitted. In
this attack the transmitted data can be intercepted or analyzed to obtain the real
data without the notice of the communicating parties [8].

Active attacks threatens the integrity or availability of data being transmitted.
In this attack the intruder can modify, delete and replay data units. In addition
the intruder can flood a receiver and cause a denial of service attack.

The most possible security threats are [10]:

e Unauthorized access: This means an attacker gaining unauthorised ac-
cess to a resource. The access to a restricted resource can occur if the in-
truder can breach the security of the resource or by having valid credentials
to fool the resource. The first case means that the security of the resource

is not sufficient. In the second case the authorized user’s credentials are not
being securely stored.

e Eavesdropping : In this case the intruder can extract the information

from the communication channel sometimes without the knowledge of the
communicating parties.

e Masquerade: This occurs when the attacker is able to mimic an authorized
user such that the resource believes that the attacker is the authorized user.

This could happen using impersonation.

e Modification of information: Modification of information occurs when
unauthorized information is entered into a resource. This can lead to a

large security breach by changing the security practices so that the attacker
can enter the resource at any time he wants.

e Repudiation: This refers to a user having requested or received a services
and then denying having either requested them or received them. This kind
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of threat can lead to disputes between the sender and the receiver especially
if there are bills involved in the operation.

¢ Replay, reroute, and delete messages: In a replay attack the attacker
copies a valid message and reuses it again in order to access or receive a
services that he is not entitled. In a reroute attack the attacker can change
the original route of the message to be able to obtain the message as it moves
between source and destination. The misroute attack makes the message

reach the wrong destination. In a delete attack the attacker prevents the
message reaching any destination.

e Network flooding: This type of attack occurs when the attacker floods
the network with false messages. This attack makes the targeted machine
or system waste time and resources by processing these false messages. This

can lead to the prevention of authorized users from accessing the system
and their requests will be rejected.

2.5.1 Internet Security Threats

The security threats can be countered using different combinations of the previous

security services. When connected to the Internet there are five methods of attack
that are commonly used to compromise the integrity of networks [15]:

e Network packet sniffers A packet sniffer is a software application that
uses a network adapter card in promiscuous mode. In this mode the net-
work node sends all packets received on the physical network wire to an

application for processing. The objective is to capture all network packets
that are sent across a network.

Because several network applications distribute network packets in clear
text, a packet sniffer can provide its user with meaningful and often sensitive

information, such as user account names and passwords.

o IP spoofing Internet protocol (IP) spoofing means that one host is claiming
to have the IP of another host. Usually routers pass the packets based on
the sender’s IP address. The attacker can exploit this by sending packets
to a host to take some sort of action.
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¢ IP session hijacking This is a dangerous attack where the user’s session
is taken over and controlled by the attacker. In addition the attacker can
execute any commands on behalf of the user. The attack occurs when a
user carrying out a session with another host and a man in the middle
attacker runs a tool to impersonate the user without the host noticing. The

availability of certain toolkits allows unskilled persons to perpetrate this
attack [16].

e Passwords attacks Password attacks can be implemented using several
different methods, including brute-force attacks, Irojan horse programs,
IP spoofing, and packet sniffers. Although packet sniffers and IP spoofing
can yield user accounts and passwords, password attacks usually refer to re-
peated attempts to identify a user account and/or password; these repeated
attempts are called brute-force attacks. Password attacks can provide access
to accounts that can be used to modify critical network files and services. A
Trojan horse is a program containing hidden code that when invoked per-
form harmful function. For example, it can capture sensitive information

such as user account and password information and distribute it back to
the attacker.

e Denial-of-service attacks (DoS) The concept of DoS attacks is to make
the target machine too busy by sending many more requests than it can

handle. Denial of service attacks are the most diflicult to address. They
are very easy to launch but difficult to track.

e Application layer attack In this case the attackers can gain access to
a computer with the permissions of the account running the application,
which is often a privileged system-level account. This occurs by exploiting
the weaknesses in software commonly found on servers, such as sendmail,
PostScript, and File Transfer Protocol (FTP). The Trojan horse attack
is an example. In addition, the openness of several technologies such as
Hypertext Markup Language (HTML) and Hypertext Transfer Protocol
(HTTP) can help to launch an application layer attack.
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2.6 Network requirements

It is important to meet the security requirement in developing new protocols or
algorithms. Since networks are the real platform for most of applications it is
crucial to know and consider what are the network requirements. In security

protocols it is possible to find a protocol that has no cryptographic pitfalls but
may introduce network management problems. This means that the protocol

meets the security requirements but does not meet the network requirements.
This section will therefore discuss the main network requirements and the related

issues, in other words, what the security protocol has to do from the network

perspective. These requirements must be considered in the design of security
protocols to ensure their practicality.

e Scalability

A scalable protocol continues to function effectively as the network size,
bandwidth and complexity increases.

e Ease of implementation

An easily implementable protocol is one that works well and conveniently

with existing protocols, introduces low overhead (message quantities, sizes,
etc) and low latencies associated with it.

e Management

Management complexity is a crucial metric for evaluating a proposed system

or protocol. Ideally, the management should not be excessively burdensome
and affect the protocol.

e Reliability

Reliability is the ability of a system or a network to perform its required
functions under stated conditions for a specified period of time [17]. Re-
silience is one of the network reliability requirements. The security protocol
should maintain its function in spite of the failure of some network nodes.
In centralized systems, if the central node becomes unavailable the system
users are affected. Ideally, the protocol should be designed to be immune
to the loss of some messages and certain nodes.
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e Network security

Network security is defined as the protection of data during its transmission
from one computer to another from attack. It is often considered distinct

from computer security which deals with the protection of data stored on
a computer [11]. In order to secure the flow of data from a source node

to a destination node, the network administrator must focus on trying to
prevent :

— The interruption of the data flow. This is an attack on the data’s
availability.

— The interception of messages sent across the network. This is an attack
on the data’s confidentiality.

— The modification of messages sent by legitimate users of the network.
This is an attack on the data’s integrity.

— The transmission of fabricated messages. This is an attack on the
data’s authenticity.

The two major threats for networks are [16]:

—~ Denial-of-service attacks

— Unauthorized access

In order to provide a kind of protection for networks connected to the IP
network (Internet), firewalls have been employed. Most organizations today
have to resort to using firewalls to protect themselves from hostile attackers
on the Internet. The firewall must be the gateway for all communications
between trusted networks and untrusted networks [18]. Trusted networks
are the networks inside your network security perimeter and you are trying
to protect {15]. The firewall is the first line of defence but can not protect
against attacks that do not go through the firewall (see Figure 2.4). In
general there are three basic types of firewalls as follows [8, 19]:

Packet filters: Selectively blocks traffic by examining packets one by one

and filtering out those that are disallowed based on their source or destina-
tion addresses or ports.

Circuit gateways: They act as an intermediately relay of Transport Con-
trol Protocol (TCP) connections. The caller connects to a TCP port on
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the gateway, which connects to some destination on the other side of the
gateway. The gateway logs information about each connection such as the

destination address and the number of bytes. The gateway acts as a wire.

Application gateways: Using the application gateway, a special-purpose
code is used for each desired application that it supports (e.g. Simple Mail
Transfer Protocol (SMTP), FTP). In application gateways, it is easy to log
and control incoming and outgoing traffic. It is more secure than other
alternatives. The gateway can open packets and examine their contents
and builds new ones with the same contents. Hence, only packet types for
which there is construction code can be sent out from the gateway. It is

impossible to send unauthorized packet types because there is no code to

generate them, which prevents "back door" which defined as a designed

“hidden” entry into a system to bypass password entry [19].

FTP Server
Untrusted

Network

Critical Application

Web Server

~ Trusted
. R ==
Cha acTiaSe

External Firewall [nternal
Router Router

Figure 2.4: Firewall implementation
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2.7 Key Management

Cryptographic techniques depend upon cryptographic keys. The security mecha-
nisms described previously require the secure distribution of keys either symmet-
ric or public. Management of keys is a crucial aspect of providing security. Key
management includes ensuring that the generated keys have the necessary prop-
erties, delivering the keys in advance to the corresponding parties and ensuring
that keys are protected against disclosure and/or substitution [20].

2.7.1 Key management using public-key techniques

In a public key system, each entity or user in the network has a public/private
key pair. The identity along with the public key is stored in a central repository
called public file. In this approach it is possible for an attacker to replace one
of the user’s keys by his own key and easy decrypt messages he is not entitled.
To avoid this type of attack a Trusted Third Party (TTP) is used to certify each
entity public key. The TTP use certificates for that purpose which bind the user

identity with his public key and signed by the TTP [7]. However, this approach
has the following drawbacks:

1. If the signing key of the TTP is compromised, all the communications be-
come insecure.

2. If the TTP breaks down (is unavailable), then users can’t obtain others
parties keys and affect all communications.

3. All trust is focused on that single entity TTP.

Public key infrastructure (PKI): Public key infrastructure is the use of the
public key technology for generating two keys. One is public, and the second
is private, kept in a secure place. These keys can be used for authentication,

encryption, or digitally signing electronic data. The PKI is used to manage keys
and certificates on behalf of users and application. The Certificate Authority

(CA) is required by PKI to securely issuing the X.509v3 certificates. Certificates
are typically stored in a directory system, with applications using the Lightweight
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Directory Access Protocol (LDAP) to retrieve them as needed. More information
about PKI and key management issues can be found on |21, 22, 23, 24, 25].

2.8 Authentication

The increase in the development and use of networked and distributed systems
provides more efficient use of resources. To obtain the benefits of such systems,

users cooperate by exchanging messages over networks. When a user receives a

message, the user wants to be sure that it has been created recently and in a
good faith by the user who claims to have send it. It is important to be able to

detect when a message has been created or modified. An authentication protocol
is a sequence of message exchanges between users that either distribute secrets

or allow the use of some secret [26]. In general, authentication protocols use
encryption techniques to accomplish authentication between two parties.

2.8.1 Definition

Authentication is defined as the process of verifying that an identity is as claimed.
It is used in computer networks and distributed systems to create a mutual iden-
tification between pairs of users (people, computers, services) [27].

Generally, there are two types of authentication: peer entity authentication and
data origin authentication; peer entity authentication is verifying the identity of
the principal while data origin authentication is verifying the source of data.

2.8.2 Peer entity authentication

This provides the assurance that the identity of the user or the system is as
claimed in the received message. It is performed during the association set-up

time between the communicating parties. There are three methods for providing
peer entity authentication (7, 28|.
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2.8.2.1 Fixed Passwords

Theses are single unidirectional messages from the source to the destination, and
form the most common method of user authentication. It is considered to be
weak authentication since it is vulnerable to theft by an eavesdropper. One-time

passwords where the password is used only once are more secure, but are more
complex to manage.

2.8.2.2 Challenge-response authentication

This method is based on an exchange of messages containing time-variant pa-
rameters called nonces (random numbers, sequence numbers or time stamps).
The idea is that for the claimant to prove their identity to the verifier, the ver-
ifier sends a time-variant challenge to the claimant. The claimant computes a
response from the challenge using some encryption algorithm and sends the re-
sponse to the verifier. The verifier compares the response with the result and

makes a decision. Challenge-response can be based on secret-key or public-key
techniques.

2.8.2.3 Trusted third party

There are some authentication protocols that involve a third party. The trusted
third party could be an authentication server to provide a secret shared key
to both communications parties to be used in the authentication process (e.g.

Kerberos algorithm) or a CA which issues certificates [7]. A public-key certificate
is a record that binds the user’s public key to the user’s unique identifier. The

CA signs the record. Figure 2.5 depicts the three peer authentication methods
which have been described above. Alice needs to obtain the certificate from the

CA either using a secure link or using off line procedure.
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Figure 2.5: Peer entity authentication methods

2.8.3 Data origin authentication

Data origin authentication provides the assurance that the source (origin) of a
message or transmitted data is as claimed. There are three methods for providing
data origin authentication. All methods use hash functions. As described in
section 2.3 a hash function takes as input a plain text message M and produces a
fixed-length, short message digest m. These data origin authentication methods
are :

e Message authentication code (MAC)

It is a key-dependent one-way hash function. Only someone with the iden-
tical key can verify the hash and know the source of the message (see figure
2.6).
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Figure 2.6: MAC scheme

e Digital signature

A digital signature is based on public key techniques. The sender forms
a hash of the message; the hash function being chosen to produce values
from the same set as the ciphertext. The sender then decrypts the hash
with his private key, and sends it with the message. The recipient then
’encodes’ the signature, and if it matches the hash, which he independently
calculates, the message is verified. In a public key system, only the holder

of the private key could generate a signature which when encoded would
yield the hash.

e Manipulation detection code (MDC):

This is also known as modification detection code. It is mainly used for
data integrity, which is considered as a message authentication process.
The MDC is a hash of the message. Normally un-encrypted hash functions
are used.
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2.9 Authentication Protocol model and require-

ments

In this section an authentication model is introduced. In addition, the required
properties that an authentication protocol should satisfy is outlined. In this
model an assumption of having two communicating parties A and B is used. The
protocol is assumed to have a finite sequence of messages as shown in Figure 2.7.

Figure 2.7: Authentication model

As shown in the Figure 2.7A starts the protocol and sends message M, to B. B
then sends message M, to A. After receiving M; A sends M3 and so on until

the protocol is complete. It has been assumed that each of the communicating
parties will not send message M; until M;_; has been received.

2.9.1 Requirements

It is important to know what the protocol should satisfy for both parties. In sum-
mery both parties want to be sure that the following requirements are achieved:

1. The messages assumed to be sent by the second party were indeed genuinely

sent by him. For example, B wants to be sure that M;, M3, .. were all sent
by A. This may require the identity of the sender.

2. The received messages are fresh, meaning that they were not replays of old

messages. This requires some freshness mechanisms such as synchronized
clocks and nonces.
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3. The received messages were intended for the receiver not for any other party.
This could imply the including of the receiver identity in the sent message.

4. The received messages were only generated by the sender after a correct
reception of previous messages by the sender. For example M; and M,
were generated by B after M; and M; were received correctly by B. This

requires a sequence tracing mechanism such as including random numbers
incremented each time they have been used.

2.10 Authentication protocol types

In this section some forms of authentication protocols in use today are overviewed.
They have been categorized according to the cryptographic approach taken i.e

symmetric or public key. A distinction can be made between those protocols that
use Trusted Third Party (TTP) and those that do not. Authentication protocols

can be classified based on the number of messages involved in the protocol such
as one pass, two pass and three pass.

2.10.1 Symmetric key without trusted third party

There are some authentication protocols that are based on symmetric key and
without using TTP. An example of such protocols are the simple challenge-
response protocol (see Figure 2.8 ). As shown in the figure user A send a nonce
N, to B. B then carries out some transformation and send the results to A to
verify that an appropriate transformation has occurred.
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Figure 2.8: Challenge-response model

2.10.2 Symmetric key with trusted third party

In these type of protocols a trusted third party is involved in the authentication
process. The Needham Schroeder protocol |5] is an example and described below:

In this protocol as described below A wants to communicate with B. A therefore
needs to have the shared key from the authentication server S which is trusted
by both users. A includes a nonce in the first message for freshness purposes.
S creates a key K, and message 2. A decrypts the message successfully since
he possesses the key K,,. A obtains the required share key K, and check that
the message contain the nonce NN,. A passes on to B the other encrypted part
of message 2. B then obtains K,; in the same way and send a new nonce N,
encrypted by the obtained key K,,. A decrypts this message using K, , forms
Ny — 1, encrypts it and sends it to B. At the end of the protocol both users A

and B possess the shared secret key K,; generated by the server and believe that
the other party has the key.

(1) A— S: A, B, N,; Asending to S a message containing A, B, N,
(2) S = A: E(Kqy : Na, B, Koy, E(Kp, : Kop, A))

(3) A— B: E(K, : Ku, A)
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(4) B—*A:E(Kab:Nb)
(5) A— B: E(Ku: Ny—1)

Some authentication protocols establish shared encryption keys (session keys)
that the users can use later. These protocols use an authentication server, which
shares a key with each user and generates a new session key each time the users
need to communicate. The Kerberos protocol [4] shown in Figure 2.9 is an exam-
ple and works as follow. In the first message A sends a message to the authentica-
tion server S to obtain the session key between A and B. The server replies with
a message containing the server time stamp, life time parameter, the session key
K., the B identity and a ticket all encrypted by the shared key between S and
A. The ticket contains the time stamp, the life time parameter, A identity and

the session key all encrypted by the shared key between B and S. A will forward
the ticket and his ID and his time stamp encrypted by the obtained session key.

B decrypts the ticket and obtains the session key then increments A’s time stamp
and sends the message encrypted by the new session key K.

1. A—-S5:AB

2. S — A:(T,,L,Ku, B, (T,, L, Kop, A) Ks) Kas
3. A— B: (T, L, Kop, A) Kps, (A, To) Ko

4. B— A: (T, + 1)K,

T, and T, are time stamps, and L is a life time. K,, is the shared key between
user A and the server S and K is the session key between A and B.
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Figure 2.9: Kerbros protocol

2.10.3 Public key authentication protocols

There are some authentication protocols that use public key cryptography and

find several applications. The processing speed of encryption and decryption in
public key algorithms restrict the widespread use in communications. Needham
and Schroder [5] proposed the following protocol:

The authentication server S some times called a certification authority stores the
public keys of users and distributes them on request encrypted by its own private
key Ks~!. The protocol consists of 7 messages which are described as follows. In
the first message user A sends a message to S requesting B’s public key K;. A
decrypts message 2 to get B’s public key and using that key A sends an encrypted
message to B contains his ID and a nonce N, as a challenge. In this case B needs
to request A’s Public key from the server. Thereafter B sends a message to A
contains two nonces, N, and N,. A decrypts the message and getting N, means
that the previous message 3 was received by B and that he is communicating
with B. A then sends B his nonce N,. B then decrypts the message and checks
that it contains his challenge and concludes that A is operational.
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(1) A—-S:AB

(2) S — A: E(Ks™! : K, B) S encrypts the message contents K, B using his
private key Ks™!

(3) A— B: E(Kp: N,,A)

(4) B— S:B,A

(5) S — B: E(Ks™':K,,A)
(6) B — A: E(Kq: Nay Vo)

(7) A — B: E(K;: N)

2.10.4 Hybrid Protocols

There are some protocols that use both symmetric and public key cryptography.
An example of such protocols is the Encrypted Key Exchange (EKE) designed
by Steve Bellovin and Michael Merritt [29]. EKE provides security and authenti-
cation on computer networks using both symmetric and public key cryptography.
In this protocol a shared secret key is used to encrypt a public key. In general

public keys are used to distribute and to encrypt shared keys. The EKE works
as follow:

In this protocol two users share a common password (secret key P). The objective
is to use the EKE protocol to generate a session key K. In the first message A
sends his ID and public key K’ encrypted by P. B decrypts the message using
P and obtains K'. B then generates the required session key K encrypted twice
with the public key received from A and the secret key P. The steps from 3 to

5 are used as a challenge-response proof between the two users. Both A and B
can communicate using the new generated session key K.

1. A—- B: A Ep(K")
2. B— A: EP(EKT(K))
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4. B— A: EK(RA, RB)

5. A— B: EK(RB)

2.11 Some existing authentication implementations

In this section some implementations of existing authentication protocols are
discussed. These implementations have been selected arbitrarily to cover different
applications with different architectures, which have been used either in fixed
or wireless networks. The implementations investigated include authentication
using PKI systems, secure shell protocol and GSM authentication. Firstly, a

brief description of each example is given. Thereafter, each example is analyzed
based on certain metrics. These metrics include security, availability and trust. In

doing so, an overview of some authentication implementations and architectures
are gained.

2.11.1 PKI systems

Public key. infrastructure (PKI)

Public key cryptography becomes an essential requirement to establish a secure
channel between users over an open network like the Internet. Public key infras-

tructure can be defined as the use of the public key technology. The public and
private keys can be used for providing the most required security services such

as authentication, encryption, and digitally signing electronic data. The goal of
PKI is to enable secure, convenient and efficient discovery of public keys. PKI is

used to manage keys and certificates on behalf of users and application. If Alice
wants to communicate with Bob securely, Alice needs to know Bob’s public key.
The critical question is how Alice is sure that a certain key really does belong to
Bob. The answer for this question yields the need for a trusted CA. The CA is
required by PKI to securely issue the certificates. As described in Section 2.3 the
certificate is a structured data that bind the subject name with its public key.
The binding is asserted by having a trusted CA digitally sign each certificate.
Certificates are typically stored in a directory system, with applications using



CHAPTER 2. SECURITY AND AUTHENTICATION 47

the Lightweight Directory Access Protocol (LDAP) to retrieve them as needed

[14]. There are several aspects need to be considered in developing a PKI protocol
include the following:

e Certificate contents

The certificate content or fields should be enough to provide the required
information, but very long certificates are not preferred due to the overhead
and efliciency issues. The certificate format most adopted is X.509 version 3

certificates, which has been published by International Telecommunications
Union (ITU-T) {30].

e CA arrangement

It is impractical to have a single CA handling the authority for the entire
world. Therefore most PKIs have several CAs dealing with each other
according to a certain relation in such away that CAs certify other CAs.
When one CA certifies another CA, this means that the users of the former
can trust the second CA certificate. Different PKIs use different ways and
hierarchies of CAs arrangement. The CAs arrangement is a basic PKI
characteristic and governs the PKI scalability [23].

¢ Trust model

Trust i1s an essential point in communication relations between individu-
als, entities, organizations, etc. Trust becomes more important in critical
applications such as commercial applications. In PKI it is crucial that the
receiver of a certificate is confident that the certified sender is the real holder
of the private key that has been used to sign or encrypt the message. This
implies the answer of the question: how is the receiver to trust the cer-
tificate authority CA that issues the certificate? There are various PKls
which have been proposed. Each PKI is differs from others in terms of their

certificate contents and the trust model. An overview of PKI trust models
is found in [31].

e Certificate validation

Certificate information can change or update over time. A certificate user
needs to verify that the received certificate is valid. Although the certificate

may, have a validity period, for a certain reason it might be revoked. In



