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ABSTRACT

Quantum-enhanced sensing technologies aim to use novel effects stemming from quantum physics
to benefit sensing applications. Such technologies can allow for sensing in regimes for which
conventional devices cannot, or they can demonstrate improved performance compared to these
conventional devices. We present a quantum-enhanced LIDAR protocol that is practical for
real-life use and has an operator-friendly approach to detector data processing and inference
of target object presence or absence. The overarching objective of this thesis is to describe
such a protocol. Our protocol is based on a quantum illumination system with click detectors
(Geiger-mode single-photon avalanche photo-diodes), which uses time-correlated coincidence
click-counting. We developed a theoretical framework that processes detector data into a metric
intrinsically linked to the likelihood of the absence or presence of a target. This approach
allows for complicated multi-channel detector data to condense into an intuitive single value.
Furthermore, the theoretical framework also has a level of self-calibration inbuilt. We also
characterise the functionality of our protocol in operator-friendly terms such as time-required
for confident detection. Our results reinforce the advantage of quantum states, when compared
to classical light in certain environmental and technological conditions, particularly when we
desire covertness. These advantages persist even when operating at room temperature with
off-the-shelf components, a crucial requirement for the practical roll-out of quantum-enhanced
technologies. Additionally, we have demonstrated robustness to jamming, for both fast and slow
dynamic jamming. Lastly, the theory provides the formalism to include any of the other non-
classical correlations of our source; this feature improves the jamming-resilience of the protocol
due to noise exclusion and a relative increase of heralding gain. Due to its user-operability
and experimental-demonstration with off-the-shelf components, our protocol could hasten the

adoption of quantum-enhanced sensing technology.
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CHAPTER 1: INTRODUCTION

This thesis aims to give a thorough exposition of the quantum-enhanced LIDAR protocol
developed at the University of Strathclyde. We developed this protocol with the feasibility of
real-life experimental implementation and ease of use at mind. When we mention ‘quantum-
enhanced’ this refers to the use of features which require the theory of quantum mechanics and

therefore have no analogue in classical physics.

1.1 REMOTE SENSING BACKGROUND

Remote sensing technologies which involve the electromagnetic spectrum to probe the presence
and range of a possible target object are prevalent in the modern world. Conventional RADAR
functions by sending out classical electromagnetic radiation and then measuring what reflects
back towards the detectors [1]. In particular, RADAR is more suited to long-range target
detection than LIDAR because LIDAR wavelengths are more susceptible to scattering and
absorption in the atmosphere (particularly through rain and fog) than RADAR wavelengths [2].
Enhanced conventional RADAR performance is afforded in certain situations with protocols
such as noise radar, which uses the correlations between the random emitted signal and the
return statistics [3]. Optical LIDAR is more suited for precise target detection over shorter
ranges in comparison to RADAR systems, due to the wavelengths used [4], [5]. LIDAR has
application in ground surveys [6], monitoring sea-levels [7] and aiding navigation in autonomous
vehicles [8], to name but a few. Developments in detector technology have enabled LIDAR
protocols to operate at the single-photon level [9]. Moreover, developments in computational
analysis have facilitated 3D imaging with single-pixel detectors [10]. Both of these developments
paved the way for single-photon cameras [11], [12]. Further developments demonstrated that
both single-photon LIDAR and imaging can function in adverse conditions expected for real-life
application [13], [14].

In this thesis we refer to classical illumination (CI) as a simplified conventional LIDAR

protocol where an unmodulated pulse of light sent towards a point-source possible target object
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back-reflects towards our detector for measurement as shown in Fig. 1.2 a). CI can still be
regarded as in some sense a quantum protocol due to the detectors being quantum devices
and that it can register a single-photon event; however we derive its name from the fact the

measurement statistics on average for CI are not non-classical, unlike QI (which we now define).

1.2 REVIEW OF QUANTUM ILLUMINATION

Quantum mechanics describes features which are not intuitive to our classical understanding of
the world, such as entanglement [15]. In recent times, much work has focused on harnessing
these peculiar features of quantum mechanics into novel scientific and engineering applications
[16]. Such developments continue even though entanglement, for example, is notorious for
being very difficult to detect in real-life situations. In the context of both remote sensing and
quantum mechanics, the two possibilities of object present or absent each correspond to its own
quantum channel. The use of entanglement for object detection is apparent as studies from
Sacchi in 2005 show entanglement can improve our ability to discern different quantum channels
correctly, crucially even in entanglement-breaking situations encountered outside of laboratory
environments [17], [18].

In 2008, Lloyd introduced the term ‘quantum illumination’ (QI) in his seminal paper [19].
QI involves the use of an initially entangled light source to perform object detection. In essence,
object detection via QI entails sending a probe state of the light field (conventionally the signal)
towards a possible target object and recording the light that reaches the detection system,
which may include some signal reflected off the target as shown in Fig. 1.2 ¢). The target,
if it is present, sits in a noise bath of classical light, which is detected by the signal detector
whether or not the target is there. A joint entanglement-based measurement is made upon the
signal and the other mode (the idler). An object’s presence, for both QI and CI, is revealed by
returned signal, otherwise that light is lost to the environment and the object’s absence results
in a return of solely noise as shown in Fig. 1.2 b) and d), respectively. QI allows us to pick
out returned signal photons from this noise more easily and so provides more information per
photon sent to the target. Often in literature for QI, spontaneous parametric down-conversion
(SPDC) generates the entangled light source as shown in Fig. 2.3. Figure 1.1 is a simple diagram
which shows how SPDC light is used for object detection via our QI protocol. In particular for
the Lloyd paper, the QI light source is treated more simply as a d-mode maximally entangled
two-beam state, with each mode in the signal and idler beams containing a single-photon. This

early work describes an intrinsic advantage over single-photon CI in the regime with a weak
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FIGURE 1.1 — Schematic of our QI scheme for object detection with our light source generated
from a non-degenerate SPDC process.

emitted signal and strong environmental background noise. Lloyd demonstrates that there is a
factor of d improvement of the SNR for QI compared to single-photon CI. This work clearly
shows how entanglement can improve system performance for object detection. QI is remarkable
as an entanglement-utilising protocol, as its benefit persists even in entanglement-breaking
situations. This further validates the claims made by Sacchi years prior. Moreover, we quantify
this persistence of quantum advantage by a measure of non-classicality of the information content
of a state, known as quantum discord [20]. However, the protocol developed by Lloyd does
have some issues if we wish to map it onto a realistic quantum-enhanced LIDAR system. For
example, Lloyd describes that measurement is an optimal joint measurement on the idler and
signal photons, which is either unknown or difficult to implement experimentally. In particular,
retainment of the idler photon such that we can measure it jointly with the signal photon greatly
adds to the complexity of the experimental setup. Even a simple experimental implementation
to retain the idler by means of a delay line for the idler beam is inappropriate for LIDAR
due to the often unknown signal photon delay. Furthermore, QI is not compared with the
optimal scheme for classical object detection and the background noise model is unrealistic as it
does not consider thermal light with a Bose-Einstein photon-number distribution. Lastly, the
theoretical treatment does not derive the entangled twin beam state from a physical process
such as SPDC (which would include multi-photons and not just single photons). A more
thorough theoretical treatment by Shapiro and Lloyd extended QI to allow multi-photons and
compared QI to object detection with coherent-state transmission. This work demonstrated
that QI does not outperform classical methods with coherent detection when in low noise
regimes [21]. Tan et al. extended the theory of QI to use Gaussian states as the QI light

source. This work demonstrated that QI outperforms all CI methods in lossy, high noise and
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low signal strength scenarios [22]. Moreover, in ideal conditions with an entangled source, up to
a 6 dB enhancement in the error-probability exponent is obtained over the optimal classical
system [23], [24]. Here, we define the optimality of these measurements by the minimum
probability of error given by the Helstrom bound [25]. Unfortunately, the optimal measurement
scheme required to achieve this bound experimentally is unknown. Nevertheless, early work by
Guha and Erkmen presented phase-sensitive measurement schemes which realise up to 3 dB
enhancement in the error-probability exponent [26]; however, these schemes are difficult to
implement experimentally. Therefore, the first experimental demonstration (by Lopaeva et al.)
of optical wavelength QI involved a more experimentally-simple approach using photo-counting
and second order correlation measurements [27]. Following this, much theoretical analysis has
accumulated for optical- or microwave-based joint-measurement QI protocol variants [28]-[47].
There are also experimental demonstrations of optical- or microwave-based QI protocols which
require joint-measurement and phase-sensitivity [48]-[51]. However, the protocols which require
joint-measurement and/or phase-sensitivity are impractical for use outside of the laboratory
due to their experimental demands. Lastly, recent research by Nair and Gu provides universal
performance bounds for idler-assisted sensing [52]. These performance bounds are universal
because it is independent of the type of probe and measurement used.

It is possible to exploit not the entanglement but the strong correlations of the photon
pairs generated in the weak limit of the SPDC process to obtain a quantum advantage with
a simpler detection protocol. These photon pairs have several possible correlations, including
photon-number, temporal and spectral. Instead of a joint entanglement-based measurement
on the signal and idler modes, we make individual measurements upon each mode. Even with
individual measurements, the non-classical correlations with the signal mode and idler mode
enhances the sensitivity of the signal mode measurement via heralding. The signal mode is the
mode which contains information about the presence or absence of the possible target object.
We frame target detection via QI as a quantum state discrimination problem, due to the binary
situation of the object present (H1) or absent (HO) hypotheses [53]. More generally, we recognise
that QI as a state discrimination problem is similar to QI as a quantum parameter estimation
problem [54]-[57].

To continue in the vein of considering QI protocols without using a joint measurement
scheme, systems with independent quadrature measurements on the signal and idler show that
QI retains an advantage over CI, while not necessarily being better than the best possible
classical source [58]-[60]. More recently, a new approach from work by Reichert et al. for

QI with independent quadrature measurements, which uses heterodyne measurement on the
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signal channel to condition the idler channel with a phase shift for the idler channel homodyne
measurement, demonstrates a 3 dB enhancement in the error-probability exponent compared to
the optimal classical system [61]. A similar approach from Shi et al. demonstrates the optimal
advantage of this technique [62], [63]. Unrelated to quadrature measurements, studies show
that QI with photon-counting and second-order correlation measurements retains advantage
over CI [64]-[70]. Recently, work from Blakey et al. demonstrates a QI-based target detection
method using non-local cancellation of dispersion [71], [72]. More pertinently however, studies
show a quantum enhancement from QI with simple photo-counting by click detectors [73]-[79].
Research by Yang et al. shows a QI protocol with simple photo-counting with multiplexed click
detectors, which can (in the limit of many detectors) reproduce the photon-number distribution
of the incident state and provide resilience to sensor dead-time [80]. QI with photon-counting
using click detectors is the easiest to implement experimentally, which suggests that it is suitable
as an approach for developing a practical quantum-enhanced LIDAR.

Object detection and range-finding in a realistic noise and loss environment is challenging.
In an unrealistic scenario without noise or loss a heralded QI scheme can provide signal states
to interrogate the object that are very different, depending on the result of the heralding
measurement, which provides a quantum advantage. However, with noise and loss this quantum
advantage disappears almost completely by the time the light gets to the detectors. We show
that the detectors themselves provide sub-optimal measurements, all of which means that we
need a framework that can work with the tiny remaining advantage over multiple experimental
shots. This thesis presents a model for object detection and range-finding with quantum states
using simple detection with Geiger-mode click photo-detectors. Literature already exists for
quantum-enhanced range-finding, for example, pioneering early work by Rarity et al. which
predates the terminology of QI demonstrated range-finding using non-classical correlations
from a photon pair source [81]. Furthermore, performance analysis of a QI-based LIDAR
which uses the Doppler effect for velocity estimation is in separate work by Zhuang et al. and
Reichert et al. [82], [83], with the ultimate limit on this estimation for range (and velocity)
described in work by Huang et al. [84]. Additionally, later developments in QI-based detection
schemes have also demonstrated range-finding [85]-[90]. However, the method that we present
treats detector data differently in that multiple detector data channels are condensed into
a single metric. This approach means we can also include the often-overlooked information
from non-coincidence events to enhance state discrimination. Our framework has a degree of
self-calibration due to the statistical approach and the parameter regimes typically encountered

in QI. The method facilitates easy comparison between different detection schemes, for example
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CI and QI, for inference of an object’s presence and range via a metric whose interpretation
depends on the likelihood of an object’s presence. Our results quantify the advantage of QI
over CI when performing target discrimination in a noisy thermal environment. We provide
an operator-friendly approach to quantifying system performance via estimation of the time
required to detect a target with a given confidence level. Moreover, we have extended our theory
to include any of the correlations available, which further enhances state discrimination. Finally,
we have applied our theoretical framework to experimentally demonstrate the jamming-resilience
of quantum-enhanced range-finding [91].

For regimes where QI does not out-perform optimal classical protocols, such as high signal
mean photon number regimes i > 1, there exist advantageous protocols inspired by QI. For
example, Liu et al. uses coherent detection and the random and chaotic time-frequency charac-
teristics between a classically-correlated reference and probe beam [92]. Moreover, Brougham
et al. uses random coherent states with different amplitudes to mimic a thermal distribution
(on average) upon each individual mode [93]. This approach mimics QI, as each individual
mode in QI has a thermal distribution. This protocol uses photo-counting rather than coherent
detection. Other protocols such as the work by Torromé extends QI to consider three modes
instead, with an increase of SNR compared to a two-mode QI equivalent; however, there is no
practical experimental implementation to realise this three-mode QI yet [94], [95]. Furthermore,
quantum-enhanced object detection need not use QI as the underlying protocol or inspiration.
For example, a quantum LIDAR based off thresholded detection with photon-number resolving
detectors [96], a quantum interferometer RADAR [97] and the Maccone-Ren proposal [98].
However, for example, an impracticality of the Maccone-Ren proposal is its extreme sensitivity
to noise. Therefore, we do not consider these alternative protocols further, as we consider the
object detection and range-finding problem in the context of experimentally-practical protocols

that function in weak signal strength and high noise regimes.

1.3 SYSTEM OVERVIEW

An overview of our system for performing optical detection of a target object immersed in a
thermal background using simple detection is shown schematically in Fig. 1.2 for both CI and
QI regimes. For the CI system, we use a single-mode beam to interrogate the target and data
provided by recording click-counts on the signal detector. We consider a QI source produced
by a pulsed pump laser with repetition rate fiop. Each pump pulse produces, via parametric

down-conversion [99], [100], a QI source state located centrally within a single pulse temporal
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window of duration 1/ fiep. The mechanism for state production is a quasi-simultaneous photon
pair production from one pump photon. The quasi-simultaneous nature of the pair production
provides effective short term temporal correlations that are exploited to enable target detection
and range-finding via coincident detection. Outside this very short timescale the two beams
are effectively uncorrelated. QI has a level of background noise jamming-resilience due to the
coincidence detection method, as background noise is mostly filtered out unless in accidental
coincidence with an idler detection. Each state is described mathematically by Eq. 2.46 which
is the output of the SPDC process: the twin-beam state. We assume that the pump is of a
strength that it produces a twin-beam state with a mean photon number much smaller than one.
This state is distributed over two spatially separated modes: the signal beam and the idler beam.
Within the short correlation timescale the twin-beam state has non-classical photon-number,
frequency and polarisation inter-beam correlations; outside it the two beams are uncorrelated.
Note that for QI, we do not necessarily require a pulsed pump. The intrinsic correlations of
the SPDC source enable application of a continuous wave (CW) pump to this same framework,
with the corresponding time window of a single shot equal to a coincidence detection window
duration 7,. For CI, we assume that the signal is a pulsed source with repetition rate fr.p, with
the same frequency and mean photon number as the QI signal. Our form of CI is not the best
implementation possible for CI as we are not using coherent detection methods, for example.
We use its statistics to derive the single-shot click probabilities associated with a single pulse
window duration 1/ frep.

The detectors in our protocol are Geiger-mode avalanche photo-diodes, insensitive to phase
and which register a click or a no-click event for each experimental shot of the system, hence the
term ‘simple detection’ [101]. As production of our signal is near the single-photon level, the
detectors are thresholded (in sensitivity) such that single-photon events can trigger them. This
makes them appropriate for use in realistic low signal strength sensing environments. All loss of
light in our system unrelated to interaction with the target object, such as detector quantum
efficiency and coupling loss, are accounted for by the system loss parameter. We define the idler
detector system loss 7y and the signal detector system loss ng, where 7,5 = 1 represents no loss.
Whereas all forms of loss due to the probing process with the target object, such as absorption
and scattering, are accounted for by the signal attenuation factor £, where £ = 1 represents no

loss from the probing of a target.
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FIGURE 1.2 — Schematic of optical LIDAR for a target of finite reflectivity £ in a thermal
background pp g. In the CI regime with target (a) present or (b) absent, a single-mode signal
beam is used to interrogate the target with a single signal detector used to measure the return
field mode. In the QI regime with target (c) present or (d) absent, a photon pair-source is used
to illuminate the target, with an additional detector used to directly measure the idler mode
(accounting for idler background noise pg 1) providing a coincident detection channel.

1.4 OVERVIEW OF THESIS

This thesis aims to provide a user-friendly exposition of a quantum-enhanced practical LIDAR
protocol. From this, an aim is to quantify the system performance for both quantum-enhanced
LIDAR and an unentangled (CI) benchmark. Our discussion about system performance leads
to the advantage of considering multi-mode correlations between the correlated beams of the
quantum-enhanced system. Lastly, we aim to demonstrate the suitability of our detector
data processing framework for our system in the presence of jamming (dynamically varying
background noise). Concerning the scope of this thesis, we avoid over-generalising our description
of the LIDAR protocol for the user-friendliness of our exposition. Hence, we limit the scope
to a quantum illumination-based system with click detectors. Conversely, to avoid restricting
this protocol to a particular experimental setup, we ensure that we can apply this protocol to a
variety of experimental conditions. For example, our protocol is appropriate irrespective of the
wavelengths involved or whether our pump is CW or pulsed.

The thesis is organised as follows. In Ch.2 the relevant background theory of quantum optics

is presented for our characterisation of non-classicality and the states of light used. Chapter 3
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gives the necessary theory for observables and measurements. Chapter 3 also presents the
derivation and expression of the click probabilities which characterise our object detection
model. Chapter 4 demonstrates how we analyse system performance for QI and CI with the
defined figures of merit. Chapter 5 extends the theory of our QI protocol to include any form of
two-beam correlation that the SPDC output could possess. Chapter 6 describes our protocol for
range-finding and provides counter-measures for dynamic jamming attacks. Chapter 7 provides
the methodology for the numerical simulations used throughout this thesis. Chapter 8 presents
the experimental data from our QI laboratory experiment. Chapter 9 concludes the thesis with

a discussion of current capabilities, issues with the system and future applications.



CHAPTER 2: BACKGROUND THEORY

LIDAR requires the generation, transmission and detection of an electromagnetic field (EM-
field). Hence, this chapter provides background theory and the mathematical framework for the
characterisation of light. This thesis considers electromagnetic radiation through the framework
of a ‘mode’ [102]. An EM-field satisfies Maxwell’s equations. Within the field is a mode, which
is uniquely described by the set of values within the degrees of freedom a field possesses: such
as frequency and polarisation.

Maxwell’s equations for the EM-field in a vacuum are

0B

E=— 2.1
V x o (2.1a)
1 OE
— B=¢g—+J 2.1b
MOV X €0 o +J, ( )
v.E=Z, (2.1c)
€0
V-B=0, (2.1d)

where E is the classical electric field vector, B is the classical magnetic field vector, pg is
the vacuum permeability, ¢y is the vacuum permittivity, o is the charge density and J is the
current density [103]. We will mostly be concerned with the electric field as a plane-wave in 3-D

Cartesian space. This is a monochromatic electric field vector with only one polarisation

E, = E,(r,t) = a(w)e!&@T=wt) 4 o*()eilk(w)r=—wt) (2.2a)

= El(r,t) + E] (r,1), (2.2b)

where w is the angular frequency of the source, r = (r,,ry,7,) are the spatial Cartesian coor-
dinates, k(w) = (ks (w), ky(w), k-(w)) is the wave-vector and E} (r,t) is the positive-frequency
component of the electric field vector which contains a(w) the amplitude of the field. This
plane-wave solution satisfies Maxwell’s equations.

The work presented in this thesis requires quantisation of the electromagnetic (EM)-field,



CHAPTER 2. BACKGROUND THEORY 11

due to the use of light which cannot be described via the classical theory of electromagnetism.
Quantum-mechanical operators that operate on a Hilbert space are used to describe a mode
of the quantised EM field. The modes of the classical EM-field satisfy the harmonic oscillator
partial differential equation. Therefore we quantise using quantum harmonic oscillators in
the next section. Analysis of quantum systems is benefited by use of the quantum harmonic

oscillator as it is a rare system in quantum mechanics with an analytic solution.

2.1 QUANTISATION OF THE ELECTROMAGNETIC FIELD

Quantisation of the EM-field is a procedure first written down by Dirac [104]. This procedure

begins by defining a vector A and scalar potential ¢ such that

B=VxA, (2.3a)

E=-V¢-— %—?. (2.3b)

We substitute Eq. 2.3a and Eq. 2.3b into the Maxwell equations Eq. 2.1b and Eq. 2.1c. This

substitute yields

V(V-A) - VA + iQvgzhuia—zA— J (2.4a)
c? ot 2o T o '
—eoV3¢p — ¢V - (;A> =o0. (2.4b)

Both Eq. 2.4a and Eq. 2.4b are referred to as the field equations. These equations determine the
EM-field, based off a given distribution of current J and charge o. However, the above forms for
the field equations are complicated, therefore it is convenient to introduce the Coulomb gauge,
which requires V - A = 0. The Coulomb gauge allows for simplification of our analysis as the
potentials can vary, all while leaving the physically measurable field unaffected. By invoking
the Coulomb gauge condition we reduce the redundancies of the vector potential; this is useful
as we wish to minimise the number of dynamic variables which describe the field dynamics. A
further simplification is facilitated by application of Helmholtz’ theorem, which states that we
can write a vector field as a sum of two components (one component with zero divergence and
the other component with zero curl). We can write the current density as J = J + Jy,, where
J is the transverse component (which has no divergence) and Jy, is the longitudinal component
(which has no curl). Further analysis means that Jy, = eogw. This further analysis eliminates

the scalar potential from Helmholtz’ theorem decomposed field equation with the transverse
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current density. Therefore, the field equation Eq. 2.4a simplifies to

v2A+132A— J (2.5)

2 Ot2 = fodT, .
this is equivalent to the transverse field equation if we were to use the Lorentz gauge instead
(V-A+ c%%(é = 0). The Lorentz gauge is useful as it has relativistic invariance, unlike the
Coulomb gauge. However, for the scope of this thesis we shall focus on the quantisation in the

Coulomb gauge only. We can also use Helmholtz’ theorem to decompose Eq. 2.3b, which means

we can state the transverse electric field E1 in terms of the vector potential as

0A
Er=——. 2.6
T ey (2.6)
The quantisation procedure is set for the free-space classical field, which is a region of space
where JT = 0 and there are no free charges. In free-space the electric field is entirely transverse
and so we set E = E1. By setting the transverse current density to zero this further simplifies
the field equation Eq. 2.5 into the form

9?A

1
~V2A + —
VIA 2 ot?

= 0. (2.7)

Imagining the field is within a cubic cavity of side length L allows the decomposition of A into

a Fourier series

2
Alr,t) =) ) ers (Ars(O)e™™ + AL (e ™), (2.8)

k s=1
where s is the index for the polarisation and ey s is the unit polarisation vector. This unit
polarisation vector has the condition ey s -k = 0 to ensure that the vector potential is transverse,

+, which ensures that

5,8

as required by the Coulomb gauge. It also has the condition ex s €, =0
two different polarisations are perpendicular to each other and that two identical polarisations
are parallel to each other. The Fourier coefficients (Aks(t) = Ay e AL (1) = Ai*(’sei“’kt)
satisfy the simple classical harmonic equation. For example, Ay () satisfies

9 A5 (t)

55 T WAy s(t) = 0. (2.9)

In terms of the time-independent components (Ak,s, Ai’;s) the energy of a mode of the EM-field
in this cavity is

Ex,s = e0Vw? (Ax A, + AL Ax,s), (2.10)
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where V' = L3 is the volume of the quantisation cavity. Furthermore, as our system is a
simple harmonic oscillator we can introduce the conjugate variables corresponding to generalised
position Qg s and momentum Py ¢ and express the energy of the field in terms of these variables
as

Exs = = (P + wiQi ) (2.11)

DO | =

Hence, we can express the time-independent component Ay s in terms of the position and
momentum variables as
1 .
Ak,s = —_— (ZPk}S + kak,s) . (212)

VAdegVwi
Equation 2.8 and Eq. 2.9 show that the vector potential is described by a set of harmonic
oscillators and so quantisation of the EM-field is achieved by converting the position and
momentum variables into quantum-mechanical operators. Thus, Qs —+ dk,s, Pk,s — Dk,s and
Ay s — ths. This quantised field is dynamically described by a quantum harmonic oscillator.
Our quantum operators that were our classical variables must satisfy the canonical commutation

relations

[Qk,57ﬁk/,s/] = Cjk,sﬁk/,s/ - ﬁk’7s’ (jk,s = ih(;kk’ 53,3'7 (213&)
[Gic,s+ Gu 5] = 0, (2.13b)
[Pr.s: Pr ] = 0, (2.13¢)

where 8,/ is the Kronecker delta which has &y, = 0 for k # k" and 8, = 1 for k = k. The
commutator relation Eq. 2.13a is non-zero when k = k' and s = s', hence the two observables
position and momentum cannot be measured infinitely accurately in a quantised field: the details
behind this are discussed in Ch. 2.3. Furthermore, for any canonically conjugate operators X
and Y (i.e [X' , Y} = z, where z is a complex number), if there is a time-dependence for these

operators then the equal-time commutator
[X(@®),Y ()] =z (2.14)

is the same as its commutator when there is no time-dependency upon those operators.

With the equal-time commutator result in mind we now demonstrate the similarity be-
tween the abstract canonical position and momentum operators to the canonical position and
momentum for the field in position-space. In the Coulomb gauge, —eoF (r,t) is the canonical

momentum of the field, where A(r,t) is the canonical position for the field. The equal-time
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commutator between Cartesian components of these operators is
[Ai(r,t), —eo B (x )] = ihbpij(r — 1), (2.15)
where d;; = ﬁ J dk(6:;— %)e“"(r”/) is the transverse delta-function. Equation 2.15 results
from a rigorous derivation of the quantisation of the EM field beginning with a Lagrangian with
appropriate conjugate variables which lead onto expressing the field variables already defined.
Furthermore, the reason why we express this commutator between the Cartesian components
is that the Cartesian components are not independent of each other (due to the transverse
nature of the vector potential and field). The similarity of Eq. 2.15 to the canonical position
and momentum commutator in Eq. 2.13a is obvious.
Further analysis with a quantised field is benefited by introducing the (dimensionless)

canonical creation operator

A1 1 . L
s = \/%(WQk,s — iPK,s); (2.16)
this relates to the time-independent vector potential amplitude as AL s = vaowk dLS. The

creation operator dL_S in effect ‘creates’ a quantum of energy fiw in a mode, also referred to as

a photon in the context of optics. The creation operator and its hermitian conjugate (h.c.),
the destruction operator has a commutator relation derived from Eq. 2.13a. This commutator
relation is [dx s, &Ls] = 0y’ 05 - This commutation shows that each quantised mode influences
itself only.

From Eq. 2.6 and Eq. 2.8 the multi-mode classical electric field vector in a free-space cubic
cavity (when spatial freedom constrained to the z-axis, is collinear on the z-axis and considering

only one polarisation) is

E(z,t) =i wy(Age rmF2) — A eilont=ha2)) (2.17)
k=
where wy, represents the frequency for a given wavenumber k, which for the constrained field
on one axis the wavenumber is thus k& = |k| = k.. For the remainder of this thesis we omit the
unit polarisation vector ey s and only consider one polarisation, for brevity. We also consider
that the cavity walls have periodic boundary conditions, therefore the wave-vector z-component
2my

takes the discrete values k, = =7, where v is any integer. It is simple to recast the above as a
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multi-mode quantum-mechanical electric field operator, as

N hw . .
E(zt)=iY 4/ 260; (apeilwnt=ha2) _ gl gilwnt=k:2)), (2.18)
k=

However, later in this thesis there is a conscious effort to ensure that the number of modes

within each quantum system is limited, for the sake of simplicity. It is wise to define the classical
electric field vector over entire frequency domain, this requires a change from discrete modes to
continuous modes. We can imagine our cavity z-axis having infinite extent but with a finite
cross-sectional A area perpendicular to the z-axis. As we are restricted to one axis, the
wavenumber k = ¢ is equivalent to the mode variable k.. From our relation of wavenumber
to angular frequency, the mode spacing is Aw = % The mode spacing must tend to zero
Aw — 0 if we wish to consider the set of modes as a continuum, which justifies the condition
that our cavity z-axis length L has an infinite extent. Therefore, we convert from a discrete sum
of modes to a continuous integral via the relation >, — ﬁ J dw. We also convert from the
discrete mode destruction operator to its continuous counterpart as é — (Aw)za(w) [105]. The

creation operator is similarly converted. The quantum-mechanical electric field operator for a

multi-mode state over the entire frequency domain is

E(z,t) fz/dwg/ yr—— Jeilk=(@)z=wt) _ gf(()eilks(w)z= "’t)), (2.19a)

= Et(r,t) + E(r,t (2.19b)

where af(w) is the creation operator for frequency w, k. (w) is the z-axis wave-vector for frequency
w and E‘(r, t) contains the creation operator term in the decomposition of the electric field
into positive and negative frequency terms.

An important concept to now introduce is Hilbert space ) as each mode of the quantised
EM-field has its own. This is a vector space with an inner product (-,-) which has a norm || - ||

defined as

||'UIH = <Ulavl>a (220)

for a vector v; € $. The space $ must be complete with respect to the norm ||v; — va||, where
vg € §). In other words every Cauchy sequence converges to an element in £). A Cauchy sequence
is a sequence in which the elements become arbitrarily close to each other as the sequence
progresses. The properties required for a Hilbert space are all useful in the analysis of light. For

example, the existence of the inner product allows for the similarity between two states to be
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investigated. No similarity means they are orthogonal, which is easily defined in inner product
terms as (-,-) = 0.

Another useful concept to introduce is Dirac notation. This notation succinctly describes
quantum states and their actions with inner-products and outer-products. For example, a system
with a wave-function ¢ (x) with spatial coordinates has a state vector |¢) which fully describes
the system in Hilbert space. The state vector |¢) can be expanded into a basis of energy

eigenstates |E,). To demonstrate this we begin with the Hamiltonian eigenvalue equation,
H|E,) = En|Ey), (2.21)

for energy FE,, at energy level n. For the scope of this thesis, in quantum-mechanics the
Hamiltonian is an operator which specifies the energy of a quantum system. The Hamiltonian is
also useful for expressing the evolution of a quantum state |¢(¢)) in the interaction picture. The

time-dependent Schrodinger equation is

im0 _ ) ), (2.22)

t

this describes the time-evolution of a quantum state [¢(¢)). If we take an initial time ¢ = 0, any

quantum state at time ¢ is solved to be

[(t)) = e~ i o EHD(0)). (2.23)

The initial quantum state is [¢)(0)) = [¢)). We now frame the state vector |¢) in the energy

eigenstate basis

n=0

where E,, = (E,|¢).

In summary, this section quantised the EM-field, introduced the concept of the Hamiltonian
and its purposes, Hilbert space and Dirac notation. The following section elaborates upon the
creation operator for a single mode and how a basis based off of photon number (the Fock basis)

in Hilbert space allows for straight-forward analysis of light.
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2.2 THE FOCK STATE

The creation of a photon from the initial state of a single-mode vacuum in Dirac notation is
a0y = [1). (2.25)
Here |1) represents a single-photon Fock state as
1) =(0,1,0,...)", (2.26)

with the vector an element of (infinite-dimensional) Hilbert space. The Fock state is a quantum
state and these states can be used as a basis for the quantum state vector of a mode, as the
Fock basis spans its Hilbert space. In less mathematical terms, this means that any possible
photon-number a mode can have can be described by a Fock state.

An arbitrary single-mode pure quantum state |1)) expressed in the Fock basis is

o0

) = caln), (2.27)

n=0

for a set of complex numbers ¢, and the n-photon Fock states |n). The Fock states form an
orthonormal basis, as (n|m) = d,.,. Using this the inner product of |¢) with itself is therefore
very simple

Wl) = ench, (2.28)
n=0

where for a normalised state Eq. 2.28 equals to one. Otherwise, an unnormalised state %) unnorm

can become normalised by

_ |w>unn0rm
LT — (2:29)

As useful as analysis with state vectors are, it is often more convenient to analyse quantum

states in the density matrix formalism. The state vector [¢)) in terms of a density matrix is

o0

n,m=0

*

* is a complex coefficient and |n) and |m) are Fock states. The terms ¢, ,

where ¢, = cpc
are known as the populations and they give the probability of a quantum state inhabiting the
eigenstate |n). The terms ¢, ,,, when ¢ # m are called the coherences and these contain the

phase information about the state. Therefore, a state is fully characterised by its density matrix;
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however, only pure states P = 1 can be expressed in terms of a state vector. Purity P is defined
as P = Tr(p?). A state with purity P < 1 is referred to as a mixed state and cannot be described
by a state vector: this fact illustrates the benefit of density matrix formalism. One frequently
encountered mixed state is a state with only diagonal elements in the photon-number basis. The
lack of coherences in such a density matrix represents the lack of knowledge available for this
state; this means we only have probabilistic information about the state in that basis. Most
states encountered are mixed states with only diagonal elements, often due to interactions and
the resulting decoherence with the environment.

The operators (af,a) are not observable, as they are not Hermitian. However, the number
operator # = a'a is Hermitian, i.e. observable. The expectation value of this operator is the
mean photon number . For example, for the state |¢)) = % (|0 + [1)) its mean photon number
is

B = (lafy) = 5. (2.31)

The Hamiltonian of a single-mode of the quantised EM-field is reexpressed with the number

operator N as

i s 22)

Analysis and characterisation of quantum states with the Fock basis is relied upon heavily in
this thesis, however the consideration of quantum states through the framework of phase-space

in the next section is a worthwhile discussion.

2.3 PHASE-SPACE AND THE COHERENT STATE

The knowledge that an observer has of a state’s measurable quantities is at odds with clas-
sical theory due to the Heisenberg uncertainty principle, which sanctions that two conjugate
observables (such as position ¢ and momentum p) cannot be fully known simultaneously. The
Heisenberg uncertainty relation sets a lower bound on the uncertainty of measuring these two
observables defined as [106], [107]

AGAp =

| S

; (2.33)

where for any operator A we have AA = 1/ (A2) — (A)2 and the notation (A) = Tr(pA) represents

the expectation value of an operator A for any specified quantum state p. The operators ¢ and
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p are rescaled to be the dimensionless quadrature operators for a single-mode field, thus

Xy =g(a+ ah, (2.34a)
|

_ S(n At
Xo % (a—a") (2.34b)

represent the dimensionless quadrature operators associated with the position and momentum

)

operators respectively. The commutator relation for the quadrature operators is [X 1, Xg} =3.
Furthermore, the Heisenberg uncertainty principle is restated in terms of these quadrature
operators as

. . 1
(AX)*(AXo)? > . (2.35)
The quadratures are orthogonally out of phase of each other. The quadratures define phase
space on a 2D plane. The rationale of this section is that analysis of a system in phase-space
rather than via the Fock basis is often easier and the effect that some operators have upon
quantum states is visually apparent.

The single-mode vacuum has a state vector |¢)) = |0). The vacuum minimises the uncertainty

relation as AX; = AX, = % The displacement operator is
D(a) = e~ (2.36)

for a complex number «. Application of the displacement operator to the vacuum yields the

Glauber-Sudarshan coherent state with state vector [108§]

Do) = Ja) == 3" L. (2.37)

This state also minimises the Heisenberg uncertainty relation. It is a valuable state to consider,
as it is the most ‘classical-like’ of quantum states and its properties lend itself as a reasonable
approximation for mathematically expressing a single-mode output of laser light. Figure 2.1
shows both the (a) vacuum state and (b) coherent state with amplitude |a| = 1 and phase
6 = % on phase space, with the shaded circle as the area of uncertainty. Figure 2.1(b) also
shows that the coherent state has uncertainty of amplitude Ala| as the circle of uncertainty is
shaded for different values of || from the origin, similarly there is an uncertainty of phase A9,
both the amplitude and phase are more intuitive properties of a state than its quadratures.
The coherent state and its role with phase space are important to note also. For example,

(X1)a = Z(a) and (X3)o = #(a), where the subscript denotes that its the expectation value
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of the operator in the state |«). This shows that the complex a-plane can represent phase-space.
Any quantum state can be expressed in terms of the coherent state as coherent states form an
over-complete basis. The ability of the coherent state to represent any state vector is elucidated
by phase space and the complex a-plane being analogous. Any state vector |¢) is expressed in

the coherent state basis as

20[
) = [ e alv) (239)

where the integral is over the entire complex a-plane so d’a = d%(a)d.#(a). This is an
alternative to using the Fock basis for the expression of a state.

Another approach to framing a quantum state in the coherent basis is via the P-function
[109], [110], which under certain conditions can be considered as a phase-space probability
distribution. Knowledge of this function can help us characterise and visualise a quantum state.
For an arbitrary density matrix p in the photon-number basis, it is re-expressed in the coherent

basis as
p= /P(a)|a><a\d2a, (2.39)

al?

where P(a) = 6;2

J e|“‘2<fu\,5\u>e“*o‘*“a*d2u. The P-function is not always well-behaved or
properly defined, sometimes it has negative values or is highly singular. In such situations the
interpretation of P(«) as a phase-space probability distribution is invalid. If the P-function is
not properly defined and well-behaved the state typically has observable properties that are not
obtainable in classical physics. We call such states non-classical. For non-classical states other
phase-space quasi-probability distributions such as the Husimi function or the Wigner function
are used to express the state in question [111], [112]. In this thesis only the P-function is used,
due to its benefit when transforming classical-like quantum states into the coherent basis and

that it allows an easy check whether a state is non-classical or not.

2.4 SINGLE-MODE SQUEEZING

For classical-like states there is a noise floor that determines how precisly a measurement can
be made. This floor is dubbed the shot noise, which in our context originates from quantum
fluctuations and Heisenberg’s uncertainty principle. However, squeezing allows measurements of
observables to be more precise than classical physics would allow. From the used (squeezed)
non-classical states many applications result; for example, the detection of gravitational waves,
which were previously inaccessible as quantum fluctuations drowned out the extremely weak

signal of these waves [113], [114].



CHAPTER 2. BACKGROUND THEORY 21

@  1.00 (b)

0.75 1

AX,
= 0.25 T

0.00 - a
lAXQ

—0.25 A

—0.50 1 T T
—0.5 0.0 0. 1.0 —0.5 0.0 0.

(X1) (X))

1.0

ot
ot

FIGURE 2.1 — Phase-space portraits for (a) the single-mode vacuum state and (b) the single-
mode coherent state. The X, quadrature is in the x-axis and the X, quadrature is in the y-axis.
The uncertainty of the quadratures are annotated in (a) and the effect displacement has upon
the vacuum is shown in (b), for a complex number o = |ae?.

There is squeezing of a quadrature of the field if either (AX;)? < 1 or (AX,)? < 1 If
one quadrature if squeezed, then the other must compensate by being more uncertain than
before the squeezing. The nomenclature of ‘squeezing’ is apparent in the phase-phase portrait

of quadrature squeezing in Fig. 2.2. The single-mode squeezing operator is
Si(r) = e3(¢ra%—¢a™) (2.40)

where the squeezing complex number ¢ = re??, with 7 as the squeeze parameter which dictates
the amount of the squeezing acted upon the state and 0 < r < oo, and @ is the phase. When

the phase 6 = 0, the effect of Sy (r) upon the two quadratures of the vacuum state is

(AX))? = ie*%, (2.41a)

(AX,)? = 362’1 (2.41b)

In the degenerate case of no squeezing r = 0, the vacuum state is recovered and the quadrature
uncertainties are at the values set by the quantum fluctuations of the vacuum. However for
r > 0 the X, quadrature uncertainty is reduced below what classical physics allows, as shown in
the phase-space portrait for the quadrature squeezed vacuum state in Fig. 2.2. In other words,
the single-mode squeezing operator when the phase § = 0 squeezes the X1 quadrature. Whereas
the Xz quadrature is anti-squeezed, i.e. its uncertainty is increased accordingly.

Experimentally, single-mode squeezing can be produced by a degenerate parametric down-
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FIGURE 2.2 — Phase-space portrait for the X1 quadrature squeezed vacuum state. The
squeezing parameter r = 1. (AX7)? ~ 0.0338 and (AX3)? ~ 1.847.

converter [115]. In this situation, light from a strong coherent pump beam is converted to light
of a lower frequency in two modes after interaction (via the x(?) nonlinear susceptibility) with a
nonlinear non-centrosymmetric crystal. If the frequencies of the two modes are the same, the
wave-vectors are the same such that they are collinear and they have the same polarisation then
they can be considered as one mode. A nonlinear material is defined as a material with any
susceptibility x(™ # 0, n > 2. Moreover, the parametric approximation is made, which is the
approximation that the pump mode operator ap can be transformed into a classical variable «,
this simplifies the calculation with this operator greatly. The parametric approximation was
applied to Eq. 2.40. The classical amplitude of the pump « and the second-order susceptibility
x? is encoded in the squeezing complex number ¢ = ay(? [116]. The parametric approximation
is possible due to the pump field being orders of magnitude stronger than the output modes from
the nonlinear process. The degenerate parametric down-conversion interaction is modelled by the
operator S (r) acting upon the vacuum, as described mathematically earlier. The aforementioned
results assume that a monochromatic and intensity stabilised coherent state is used. In the
following section, (non-degenerate) parametric down-conversion for broadband light is described.
Non-degenerate parametric down-conversion is equivalent to squeezing upon two modes and this
is where non-classical effects are far more pronounced and interesting. It is two-mode squeezing

which underpins the non-classical light source considered in this thesis.
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FiGURE 2.3 — Diagram of the SPDC process involving the pump, signal and idler beam.
Energy conservation is shown in the energy diagram and conservation of momentum is shown
with the wave-vectors.

2.5 SPDC PROCESS

Spontaneous parametric down-conversion (SPDC) is an invaluable tool in quantum optics.
It underpins the generation of the quantum-correlated twin-beam state of light used in this
research. The output from SPDC results in light with strong temporal, spatial and polarisation
correlations. Moreover, this light has many applications, for example in quantum information
processing for the heralding of a single-photon source. However, as a single-photon source it has
problems due to the probabilistic output of these single-photons and that if the purity of these
single-photons is desired, this causes them to be exceedingly rare events.

SPDC is initiated by a strong pump field driven into a noncentrosymmetric crystal: as only
noncentrosymmetric materials have a x(? nonlinear susceptibility. This pump field is expressed
as a coherent state and it has its own mode denoted by the labeling (p). The interaction of the
pump field with the nonlinear material (often a crystal) induces a polarisation in the material
and the output of this process is a twin-beam, which is a highly entangled bipartite state |1)sppc
with modes conventionally referred to as the signal (S) and idler (I), as shown in Fig. 2.3. In
this section the SPDC output is initially derived from the Hamiltonian interaction; this serves
to mathematically express the experimental conditions required for effective generation of these
states. Following this derivation, the SPDC process and its relation to multi-mode squeezing is
demonstrated.

The classical interaction Hamiltonian of the pump field and the nonlinear medium is [117]

Hipn (t) o /Ep(r,t) - D(r, t)dr, (2.42)
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introducing the electric field displacement vector D(r,t). The introduced vector allows for
the nonlinear interaction of the medium and the pump light. Therefore, it is decomposed
into linear and nonlinear components D(r,t) = DM (r,t) + PNV(r,t). As three fields of light
are being dealt with the nonlinear polarisation term is restricted to just the x(? term, hence
PNL — ¢\ Eg(r,t)Ey(r, t) and the linear term in the electric displacement vector is neglected.

Therefore, the y(?) classical interaction Hamiltonian is now proportional to
H, 2 (t) o cox? /Ep(r,t)ES(r, t)Er(r,t)dr (2.43)

The following derivation is simplified by assuming that the pump, signal and idler beams
are all collinear and that spatial freedom is restricted to the z-axis for a crystal with length
L.. Moreover, the signal and idler electric fields are replaced with their quantum-mechanical
operators. Thus, the quantum-mechanical interaction Hamiltonian with energy conserving terms

only is [118§]

L¢

A 2 A A
H(t) x egx? / dzEf (2, t)ES (2,t)Ef (2,t) + hc, (2.44)
L¢
-
where the parametric approximation is applied to ensure that the electric field of the pump

Ey(z,t) is treated classically. We define the classical electric field of the pump (over the entire

frequency domain) as
Ey(z,t) = /dwp (a(wp)ei(kz(wp)szpt) + Oz*(wp)efi(kz(wp)szpt)) . (2.45)

Additionally, for ES_ (2,t) and EI_ (2,t) in Eq. 2.44 we use the electric field operator with
negative frequency components as defined in Eq. 2.19b. From this Hamiltonian the output of

the SPDC process is received
[¥)sppc = e Jio 10 10 q), (2.46)

where we use the short-hand |0,0) = |0)s ® |0)1, with ® representing the tensor product between
two different Hilbert spaces.
Explicit calculation of |)sppc in the form given in Eq. 2.46 is difficult, therefore a pertur-

bation expansion is applied [119]. Therefore, the state is approximately

Y _iZt,A/t/”A”
w>SpDc%0,0>—h/odtH(t)0,O>+<h> /OdtH(t)/O dt" H(¢)[0,0) +... (2.47)
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We focus on calculation of the first two terms in Eq. 2.47. After substitution of the necessary
expressions into Eq. 2.44, the time integrals in Eq. 2.47 has its limits replaced to (—oo, 00); this
is reasonable as our interest is in the state after it is in the crystal. Solving this time integral
yields the term 276 (ws + wr — wp,) which involves the Dirac delta function. Therefore, the energy
conservation condition required for effective SPDC dictates that w, = ws + wi, as visualised
in Fig. 2.3 and encoded in the Hamiltonian Eq. 2.44. The energy conservation condition also
removes the time-dependence of Eq. 2.47. Following this, the z-integral is solved, which yields the
term Lcsine(Ak(ws,wr)%e), where the phase-mismatch Ak = ky(wy,) — ks(ws) — ki(wr) encodes
the phase-matching conditions for an effective SPDC process, also visualised in Fig. 2.3. The
pump frequency integral is neglected as there is no dependency on pump frequency, due to the
energy conservation condition.

The SPDC state is approximately

)spDe & [0,0) + i / / dwsdur (X<2>2;1 f(ws,wl)a§(w1>a;<ws)|o,o>), (2.48)

where we have only used the first two terms of Eq. 2.47 to calculate Eq. 2.48. Additionally the
joint spectral amplitude (JSA) is f(ws,wi) = a(ws + wi)y/@swi Lesine(AkLe ). Equation 2.48 is
an entangled state photon-pair and vacuum state. The non-classical character of this state is
dependent upon f(ws,wr) being non-factorisable between the terms corresponding to the signal
and idler modes.

The crystal length integral is evaluated to be Lcsinc(Ak%) this means that if the phase-
mismatch Ak = 0 then the pump energy is transferred into the signal and idler fields as effectively
as possible. However, if Ak = MTW’ for any integer m # 0 then there is no SPDC process, as the
signal and idler electric field does not build up due to destructive interference. Therefore, the
system should be designed such that the phase-mismatch Ak = 0 for effective SPDC to occur —
engineering this is not a trivial problem. Due to different frequencies having different refractive
indexes and consequently different phase shifts there is a limitation on what is chosen as the
pump frequency, polarisation and crystal length for phase-matching. Phase-matching is possible
with a birefringent crystal (a material with a refractive index depending on its polarisation and
wave-vector). This phase-matching with a birefringent crystal depends on suitable choices for
pump frequency and polarisation. An alternative that does not require such stringent conditions
as normal phase-matching is quasi-phase matching [120]. This requires specially designed crystals
that have what is known as a poling period, which is regions of alternating polarisation, this

causes a cancelling any build-up of phase-mismatch. The catch is that its not as efficient as
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birefringent phase-matching for SPDC; however, the signal and idler beam collection optics
are more simplistic and there is greater freedom of polarisation and frequency choices. These
benefits outweighs this relative lack of efficiency and quasi-phase matching is more widespread
in use.

Now that the SPDC output state has been derived from Hamiltonian interaction, it is time
to relate this state to the abstract case of using a two-mode squeezing operator S (ws,wr) acting

upon the vacuum. This operator for two-mode squeezing is

Sy (ws, wy) = e—C(ws+w1)ﬁé(ws)@f (‘*’I)+<*(WS+WI)&S(WS)&I(W1)7 (2.49)

where the squeezing complex number ((ws + wy) is a function of the signal and idler modes.
The operator in Eq. 2.49 describes multi-mode squeezing; which is when squeezing of the
quantum fluctuations is in the superposition of the two modes, rather than in the quadrature
of a single-mode. We can define the (summation and difference) superposition quadrature
operators in terms of the single-mode quadrature operators given in Eq. 2.34, with the relevant
mode-labelling, as Xf = % (XM —|—X's:1), X{i = % (XM — Xs;l), XQS = % (XI:Q +XSz2)
and Xg = % (XI:Q — XS:Q) [121]. Where XM represents the Xl quadrature operator for the
idler mode, for example. The summation and difference superposition quadrature commutator

relations are equivalent to the single-mode relation with [X§, X3] = 1 and [(Xd, X4 =

5
respectively. When we set the phase § = 0 of the exponential form of {(ws + wr), both X { and
Xg are squeezed by the operator Eq. 2.49, whereas the other two quadratures are anti-squeezed.
If we wish to visualise the squeezing upon this system, the following approach can be useful. For
an arbitrary quadrature operator X, there is its quadrature eigenstate | Xy). Hence, from this
eigenstate, we can plot on phase-space the probability distribution for any quadrature operator
and state |1) as P(Xy,0) = [{Xy|v)|?. Following from this, Hong-yi and Klauder derived the
eigenstates for the superposition quadrature operators [122].

Non-classical correlations between the two modes are exhibited due to this two-mode
squeezing. The resulting photon-number, frequency, temporal and polarisation correlations
between the two modes are what we explicitly and implicitly use in this thesis, rather than direct

measurement of the squeezed two-mode superposition quadrature. The two-mode squeezing

operator applied to the vacuum over the entire frequency domain for signal and idler is

[V)g, ://dwsdwlgg(ws7w1)|0,0>. (2.50)
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Applying the disentangling theorem to the operator results in the operator which is easier to
calculate with [123], the details for this derivation is given later in a more general form in
Eq. 5.4b. We set re? = ((ws + wy) and thus the state vector from the two-mode squeezing

operator S is

), = sech(r) / / dwsdw1(|0,0> —ei"tanh(r)a;(ws)a}(w1)|o,o>+...>, (2.51)

therefore it is easy to see that |¢))g, o [¢)sppc, When the perturbation expansion of Eq. 2.47
is fully calculated. In other words the SPDC state is a superposition of photon-pair creations,
another indication that this is a non-classical state of light. The two-mode squeezing operator is
used in the quantum state of light in the LIDAR model as it provides an easy route to expressing

simplified forms of the output of the SPDC process.

2.6 QUANTUM COHERENCE FUNCTION

Another tool for characterising light is via analysis of the correlations and coherence properties
exhibited by a state of light [124]. The quantum degree of first order coherence function at the

space-time points (21, 1) and (29, t2) is

(B~ (21, 1) E* (20, 12))

9 (21, t; 20, 12) = ; (2.52)

SIS

(B Gt (b () B o))
this function reveals if the two fields, when superposed, will display interference fringes. It is
also useful for determining the spectrum of the light via the Wiener-Khintchine theorem [125].
To further simplify Eq. 2.52 the fields are considered to be stationary, that is their properties
do not vary with time and so the initial time %1, to is irrelevant. In reality however, states are
not stationary and their properties are only stable for a period of time known as its coherence
time 7con: an assumption is made that for any inspected time delay 7 < 7con. Following this, a
fixed spatial point is set and the time delay 7 = t3 —t; — 2%t is defined, therefore Eq. 2.52

(for stationary light) simplifies to

(B (WE* (t+1)

D7) = - =
0 = T 0By

(2.53)

Clearly the first order quantum coherence function measures the correlations between the electric
field of the light. Whereby |¢")(7)| = 1 signifies first order coherence, |¢(*)(7)| = 0 signifies first

order incoherence and |g()(7)| # 1,0 signifies first order partial coherence. When the coherence
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FIGURE 2.4 — The Hanbury Brown and Twiss interferometer. The light to be analysed p enters
a 50:50 beamsplitter. One output arm has a variable time delay 7. There is a detector for each
output arm of the beamsplitter and they are connected to a correlator.

time Tcon = 00, the single-mode case for the first order quantum coherence function is
gV (1) =", (2.54)

Hence, any single-mode field at any delay is first order coherent |¢™)(7)| = 1. We lead onto
the second order quantum coherence function which is a useful tool to identify properties
pertaining to non-classical light. The second order quantum coherence function (with the same

simplifications applied) is

(E-()E~(t+1)ET(t+1)ET (1)) -

@ () = = <
o) (B=(H) B+ (1))?

(2.55)

This measures the intensity correlations within the field, rather than the electric field correlations,
where the intensity of a light field is I(t) = (E~(t)ET(t)). The Hanbury-Twiss-Brown interfer-
ometer is depicted in Fig. 2.4, this experiment enabled calculation of the g(2)(7) properties of
the analysed light [126], assuming that the delay is less than the coherence time of the light.

The single-mode case of the second order quantum coherence function is

g (r) =~ L : (2.56)

where : : represents normal ordering of operators, which in this context is where all creation
operators are to the left of the destruction operators. The normal ordering is expected as photo-

detection is an absorptive process [127]. Moreover, the right-hand-side of Eq. 2.56 is instructive
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of how measurement in quantum-mechanics perturbs the system which is being measured, as the
same mode is being measured twice. The second order quantum coherence function is interesting
because it is capable of yielding results which are forbidden in classical physics. Any value of
g(z)(O) < 1 is a purely quantum behaviour as such values in classical physics are not permissible
as a possible measurement, as shown by the Cauchy-Schwarz inequality defined in Eq. 2.69.
Hence such negative values are a good indicator of non-classical light. Light that exhibits the
non-classical property that ¢ (7) > ¢ (0), for a delay 7, is known as anti-bunched light.
When measuring anti-bunched light, we observe that a detection event reduces the chance of
another detection event immediately after the first detection event. The single-photon state has
g(z)(O) = 0, which is obvious as a photon cannot be split in two, hence an instantaneous second
detection is impossible. Light that has ¢(®(0) > ¢(®(7) is known as bunched light, which is
detection of light raises the chance of an immediate follow-up detection. The photons cluster
together. Lastly, Poissonian light has a second order quantum coherence function g(®(0) = 1,
this means that subsequent detection of light is a completely random process: each photon

arrival time is independent from each other.

2.7 CHARACTERISATION OF THE STATES OF LIGHT

The preceding sections provides a tool-kit on how to characterise a state of light. Analysis with
the Fock state basis, coherent state basis and phase-space and quantum coherence functions
are all used in this section. Each modality of analysis has its own virtues when differentiating

between all of the light sources considered in this thesis.

2.7.1 NOISE SOURCE

We cannot escape noise. The environment and our detectors are flooded by it. For example,
photo-detectors suffer from noise intrinsic to their detection system, dubbed dark noise. There
are detector counts spontaneously produced or stimulated from within the detector due to the
electronics, after-pulsing stimulated from prior incident light, or the blackbody emission due to
the non-zero temperature of the detector material. Noise from the background environment is
similarly random. However, what is considered as ‘noise’ need not be random, it can be from a
coherent light source aimed at our detectors by a hostile party. Therefore, it is more general to
define noise as any light source incident upon our detectors that is not from the intended light
generated for the LIDAR system.

Electromagnetic radiation generated from a body with a temperature T is governed by the
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theory of blackbody radiation. In particular, light cast from the sun is well approximated by
the theory of blackbody radiation: which of course is a major source of environmental noise.
Such light will be referred to as thermal light from now on, which is in thermal equilibrium with
its environment. This form of light has a density matrix given by the Boltzmann distribution,

given in the single-mode case as

. 67@%
Pth = ———F (2.57)
Tr(e™T)

where H is the Hamiltonian of a single-mode of the quantised EM-field and kg is the Boltzmann
constant. This section will focus on noise as a thermal state of light. In the following derivation,
brevity is achieved by introducing the dimensionless factor g = é—“’T Using the Hamiltonian
from Eq. 2.32, 1 = 2% |n)(n| and that Trf () = S .00 (n|f(A)|n) = 300, f(n), the density
matrix of single-mode thermal light is now

Sag e (ol

Pth = Zﬁ:o o—Am

(2.58)

Solving the infinite series on the denominator of Eq 2.58 and knowing that (f) =7 = —'~ the

density matrix is hence
el =N

=3 (ﬁfwlnw. (2.59)

n=0
This state is a mixed state P < 1 with only diagonal elements in its density matrix and so it
is described by a statistical average of energy levels of the quantum harmonic oscillator. This
state also has a well-behaved P-function, therefore in the coherent state basis the single-mode

thermal state is

R 1 SR -1 AU
Pth = %/dQQe 7 |a)(al (2.60)

The photon-number distribution is given by P(n) = (n|p|n) = #, for any photon-number
n. Single-mode thermal light is referred to as super-poissonian light as the variance of the mean
photon number is greater than the mean photon number Aﬁfh = n(2n + 1). This light has the
second order quantum coherence function ¢ (0) = 2 > ¢(®(7), which is photon-bunched light.
The photon number statistics for single-mode thermal light has a Bose-Einstein distribution,

shown by Fig. 2.5.

2.7.2 CLASSICAL ILLUMINATION

The involvement of CI in the LIDAR model is required for there to be any qualitative and

quantitative reason as to why QI-based protocols are beneficial. The light source for CI is



CHAPTER 2. BACKGROUND THEORY 31

6 8 10 12
n

FIGURE 2.5 — Photon-number distribution for a single-mode thermal state of light with mean
photon number 7 = 2. The probability is on the y-axis and the photon-number is on the x-axis.
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FIGURE 2.6 — Photon-number distribution for a single-mode coherent state of light with mean
photon number 7 = 2. The probability is on the y-axis and the photon-number is on the x-axis.

modelled with a single-mode thermal state in the remainder of the thesis, however it is also
possible to use the single-mode coherent state |a) as the CI light source.
It is trivial for the single-mode coherent state to be represented by the P-function and the

coherent state basis as

Pooh = /d255(=@(a) —Z£(P)5(S (a) = F(6))|8)(Bl = |a)(al, (2.61)

this expression makes intuitive sense. Its photon-number distribution is given by P(n) =

67‘042 |0¢

2n
n!

, where |a|? = 7, this distribution is shown in Fig. 2.6. Single-mode coherent state
light is a type of Poissonian light as the variance of the mean photon number is equal to the

mean photon number An2, = fi. Therefore, as AnZ, < AnZ , there is less variation in the
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FIGURE 2.7 — Spectral distributions for a) thermal light with temperature 7' = 5000 K with
normalised spectral radiance on the y-axis and b) Laser light with an idealised Lorentzian
distribution with central frequency w. = 500 THz and a spectral linewidth of 1 GHz.

return statistics and hence it would provide more knowledge about the system for someone
probing a possible target object. The single-mode coherent state is thus more advantageous
to the single-mode thermal state for object detection performance. However, this advantage
comes at the price of reduced covertness, as the single-mode thermal state can be disguised
more easily within the background noise due to its coherence properties. Single-mode states
only have a single frequency, therefore to discuss the spectral differences between thermal light
and coherent light we extend to multi-modes. The spectral distributions of both (multi-mode)
thermal and coherent light is shown in Fig. 2.7. Multi-mode coherent light is an approximate
model for continuous-wave laser light with an idealised Lorentzian spectral distribution and the
spectral distribution of the thermal light is given by Planck’s law. It is clear that the multi-mode
coherent light has a sharp spectral distribution compared to the multi-mode thermal light. Thus
the multi-mode coherent light is easier to detect than the multi-mode thermal light on account

of its spectral properties.

2.7.3 QUANTUM ILLUMINATION

The following analysis considers the twin-beam output from the SPDC process to be an entangled
quantum state known as the two-mode squeezed vacuum (TMSV) [99]. Tt is a simplification of
the form given in Eq. 2.51 as each beam has only one mode. Later in this thesis an extended

form of the SPDC output is derived which considers multiple discrete modes for each beam.
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The state vector for the TMSV state is

oo

) rasy = sech(r Z )¢’ (tanh(r))"|n)s @ [n)1, (2.62a)

= Z VAnlt)s @ [9)r. (2.62b)
n=0

Equation 2.62b is known as the Schmidt decomposition [128], with Schmidt eigenvalues A,
where . X\, = 1 and |[¢))g;; are orthonormal states for the signal or idler mode. We can
quantify the degree of entanglement by evaluating the Schmidt number K = (Zn 0 )\%) 1,
if there is only one Schmidt eigenvalue (K = 1) then the state is separable and hence is not
entangled. Otherwise, if there large Schmidt number there is a large degree of entanglement

in that chosen basis. Following this, the density matrix for the TMSV state in terms of the

two-mode squeezing operator and the two-mode vacuum is

prmsv = Trp (S(X(Q))|a>p X ‘0, O> X h.C)7 (263)

where the pump field is traced out of the composite Hilbert space. This process of partial tracing
is illustrated as follows. A generic density matrix with a composite Hilbert space ;2 of two

Hilbert spaces 1 and )5 is defined in the Fock basis as

oo

Pona= D Compaln)(ml@[p)dl, (2.64)

n,m,p,q=0

where ¢ m.,p,q is @ complex number. The partial trace over the Hilbert space 2 in pg, , is

Trﬁz P, 2 Z Z Cn,m.pql) (M| x (dp){al), (2.65)

7j=0n,m,p,q=0

this is clearly an expression only in the Hilbert space §); as each eigenstate of Hilbert space $o
has an inner product applied to it. Experimentally this partial tracing can be achieved by a
spectral filter. We evaluate Eq. 2.63 and therefore the TMSV density matrix expressed in the

Fock basis is

o0

prusy = sech(r)? D (=1)" 0= (tanh(r)) " n, n) (m, m| (2.66)

n,m=0

However, we omit the off-diagonal elements in the TMSV state as we use detectors which

are insensitive to the off-diagonal elements, therefore we can simplify Eq. 2.66 by setting n = m.
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We can omit the off-diagonal elements because our detectors projects only upon the diagonal
elements of the state. We refer to this state with only diagonal elements as the QI state pg; and
not the TMSV. This is because the QI state ps; has the measurable properties of a two-mode
correlated thermal state and does not need to be generated from a SPDC process. Hence the QI

density matrix expressed in the Fock basis is [100]

pst = (cosh(r)) ™2 Z(tanh(r))2"|n, n){n,n|, (2.67a)
n=0
= 2 Gy e el (2.67b)

where the mean photon number is 7 = sinh?(r). The QI state has non-classical inter-mode
correlations. We can quantify the degree of correlation with the noise reduction factor (NRF)

[129], which is defined as
(Alns — i)

NRF = S
(fs + fr)

(2.68)

where ((A(Rg — ﬁl))2> is the variance of the expectation value of the photon-number difference
operator. Classical states are lower bounded by a NRF = 1, whereas our QI state has a
NRF = 0 as the variance of the expectation value of the photon-number difference operator is
zero. Another approach to demonstrate the non-classicality of our inter-mode correlations is by
showing that our state does not satisfy the Cauchy-Schwarz inequality [130]. In terms of the

number operators for a state with two modes the Cauchy-Schwarz inequality is

(: g ) (A %) > (Aghn)?, (2.69)

this form of the Cauchy-Schwarz inequality is derived from a more general expression (f sf1>2 <
A . N2 /. N2

(I3)(I?) in terms of intensity operators and with I? o (E‘) (E+) ensuring the normal-

ordering and E as the electric field operator [131], [132]. For our QI state this inequality is not

satisfied, which demonstrates it has non-classical correlations, as
4n* # 4n* + 4n® + n?. (2.70)

If a measurement device only has access to one of the modes, the other mode must be traced
out. Doing so will make the QI state appear to be a thermal state [133]. Furthermore, the
thermal statistical properties of one mode of the QI state when the other mode is ignored is

also implied by the no-signalling theorem [134]. The CT light source (when we wish to use the
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thermal state as our probe) is equivalent to the QI light source with the idler mode ignored,
under the assumption that the signal mean photon number 7 for both are equal. Ignoring one

mode is represented by taking the partial trace of that mode, hence

Tri(psi(n)) = pen(n). (2.71)

This feature means that CI can use the single-mode thermal state as the light source as for a
fair and direct comparison of CI and QI. Moreover, an intruder will only see thermal photon
statistics, which are identical to the photon statistics exhibited by background noise: ideal for
covertness. The accuracy of using our QI state to express the SPDC output can be checked by
an experimental setup involving the Hanbury-Brown and Twiss interferometer. For example,
imagine the situation where only one beam of our QI state is involved in the interferometer
with the vacuum. If we measure ¢ (0) = 2 this demonstrates that this beam only has one
mode, as required by the photon-bunching statistics of a single-mode thermal state. In effect
this indirectly demonstrates the accuracy of describing our light for a QI system as a two-mode
state.

In summary, this chapter begins with the quantisation of the EM field. We introduce the
canonical creation and destruction operator for a mode of the EM field. After, we introduce the
concept of Hilbert space and we then express a general form of the state vector of a quantum
state. Following on from this, we introduce the Fock state. The Fock state is useful as our
detectors discussed later in the thesis are in the photon-number basis. We also introduce the
coherent state and phase-space. We can express quantum states in the coherent state basis
— this formulation allows visualisation of our quantum states in phase-space. These concepts
help with characterising the light we use. Additionally; the coherent state basis simplifies
calculations later in this thesis. We also introduce the non-classical effect known as single-mode
squeezing. The introduction of single-mode squeezing primes us for leading onto the discussion
about SPDC (a process which generates the non-classical light we consider in this thesis). An
overarching theme of this chapter is to introduce the tools and techniques we use later in this
thesis to characterise light. With this in mind, we discuss the quantum coherence function. The
second-order quantum coherence function helps us recognise when a state of light demonstrates
non-classical photon statistics. With the suite of techniques and tools introduced, we proceed to

characterise the types of light relevant to our LIDAR protocol: the background noise, CI and
QL



CHAPTER 3: MEASUREMENT THEORY AND OBSERV-

ABLES

This chapter is a primer on the theory of measurement and observables. Also shown are
the methods to calculate the observables in our LIDAR protocol. Following this, there is an
exposition on optimal state discrimination and how state discrimination using click probabilities
is sub-optimal. This chapter concludes with a section about hypothesis testing with click-count

distributions and the log-likelihood value.

3.1 MEASUREMENT OPERATORS

Measurement of a quantum state can change the state in question. This effect is particularly
apparent with (ideal) projective measurements. For example, a projector B, = [An){An| acting
upon a state p = > °_ A |Am)(Am|, where |X;,) is an eigenstate of p, will result in the

(normalised) post-measurement density matrix

/ P,pP,
pl=——nlm (3.1a)
Te(Popb,)
= [An)(Anl. (3.1b)

The denominator, which normalises the state, is the probability p,, that the measurement n is

made by the projector P,. We calculate this probability p,, as
pn = Te(PupP,) = M. (3.2)

However, we must extend our theory to generalised measurements. This is because it
is not sufficient, for a realistic system, to describe measurement of a quantum state via a
measurement apparatus (and the form of the post-measurement state) if we only consider a

projective measurement upon a quantum state (). We consider a scenario that is known as
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the measurement model, which entails the interaction of our quantum state and an initially
uncorrelated measurement apparatus (ancilla A) state, after this interaction we perform a
projective measurement upon our ancilla and then we trace the ancilla sub-system. A unitary
operator U describes the interaction between our quantum state and the ancilla. Our quantum
state and ancilla has the density matrix p and ¢ = >, Ai|ex)(ex|, respectively. Where |ey) is an
eigenstate of the ancilla density matrix 6. We define a projector for the measurement outcome

Q. as

Po =) |fa){ful, (3.3)
!

where |f,;) forms an orthonormal basis over the ancilla system and it satisfies the completeness

relation 1 = Y oa P,. The unnormalised post-measurement state of our system is
Tra(PUp @ 6UTP,) = Aa(p), (3.4)

where A, is a linear map on the system density matrix, which we refer to A, as a quantum
operation. We can restate the quantum operation A, in terms of operators acting only upon

the quantum state Q

Aa(ﬁ) = ZAa,l,kﬁALJ7k7 (35)
Lk

where Ay 1k = \/)\k<fal\f]|ek>. Equation 3.5 is known as the Kraus decomposition of the
quantum operation A,, where A, ; are known as Kraus operators [135]. From the Kraus
operators we can see how a projective measurement relates to our measurement model. The

probability that we measure an outcome « at our measurement apparatus is

Pa = Tr(Aa(ﬁ)) (36)

From the Kraus operators we define a POVM (positive operator-valued measure). The
POVM is an operator that when applied to a state describes the measurement statistics for a

measurement outcome « [136]

o = ZALJ,,AQM. (3.7)
Lk

A POVM comprises a set of POVM elements S; and within this set for each result m there is a
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POVM element 7,,. A POVM has the following properties

i = ftm, (3.8a)
i > 0, as for all m : (|7, |¢) for all |¢), (3.8b)
|S7] .
> =1, (3.8¢)
m=0

Eq. 3.8a shows their Hermiticity and therefore they make observable measurements by construc-
tion. Eq. 3.8b shows that their expectation values correspond to probabilities of the result of m.
Eq. 3.8c shows that all of the probabilities related to the POVM will sum to unity. Equations 3.8
together allow the interpretation of probabilities from the POVM acting upon a state. Moreover,
as a POVM pertains to the measurement statistics it corresponds to many different quantum
operations, therefore a POVM does not uniquely specify the post-measurement state. From
Eq. 3.6, due to the cyclic invariance of the trace, the probability of a measurement outcome «

in terms of the POVM element 7, is

Pa = Tr([)ﬁ-a) (39)

The formalism pertaining to generalised measurement facilitates the development of our QI

model. It also allows calculation of the optimal measurements one can make, as shown in Ch. 3.5.

3.2 CLICK DETECTOR THEORY

We focus on a ‘simple detection’ LIDAR system, which entails the use of click detectors. These
detectors for a set measurement window can only register either a click event or a no-click event.
Their use facilitates experimental simplicity, therefore granting the possibility of this protocol
functioning in difficult real-life sensing scenarios.

The experimental component that can represent the click detector is the SPAD (single-photon
avalanche diode) [137]. They can function in the so-called Geiger-mode, aptly named due its
click detector nature. Such detectors only reveal whether light was incident or not, rather than
the full information about the amount of incident light. Moreover, SPADs in the Geiger-mode
are receptive to incident light that arrives in packets of quanta, such as single-photons. What
allows this level of sensitivity is a high reverse bias voltage that places the system precariously
close to triggering an avalanche current. This avalanche current initiates when incident light

hits an atom in a positively charged area and creates an electron-hole pair. A weak electric field
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permeates this area and thus separates the electron-hole pair. The electron then drifts towards
the region with a strong electric field, resulting in an increasing velocity for the electron. The
electron then collides with other atoms generating new electron-hole pairs in a cascade effect. A
large number of electrons now results in a high (and measurable) signal. The detector is reset, in
a process called quenching, by applying a forward current to counter the avalanche and return
the positive charge to the anode, this whole process to reset is known as sensor dead-time.

In realistic systems there are downsides and inefficiencies to SPADs. Such a high level of
sensitivity means that SPADs are vulnerable to dark-counts: which is when the detector is
triggered from causes other than the incident photons. For a photo-detector in the same mode as
the incident light, there is a probability that it clicks according to the detector quantum efficiency
and the state of the incident light itself. For example, any vacuum component of the incident
state reduces the click probability. Moreover, the click probability increases with an increase
of the contribution of single-photons and multi-photons to the quantum state. However, with
these detectors, we are unable to distinguish whether a click event was due to a single-photon or
multi-photon. For a state that only consists of a single-photon the click probability is equal to
the detector quantum efficiency. Finally, uncertainty in the time taken from incident light to
read-out of a measurable photocurrent is known as the detector timing jitter.

The use of click detectors means that the inference of object presence depends upon the
probability of a click event. A relevant click POVM acting upon a quantum state gives the
probability of a click event for that state. The no-click POVM element 7, for a detector, in the
scenario of no background noise and perfect efficiency, can be found from the photon number
distribution moment generating functions [123], [138] and we now proceed to derive this POVM.
We begin the derivation of the click detector POVM by introducing the quantum-mechanical
formulation of the photo-count distribution given by Kelley and Kleiner. The number of photo-
counts m over a period of time ¢t with a detector quantum efficiency 7 for a generic quantum
state with density matrix p is

pm(t) = Tr <ﬁ : Mefndm :) . (3.10)

m!

We then extract the POVM for m photo-counts from Eq. 3.10 due to the Born rule

/\‘i‘/\ m e
T () =: (e U,L) et (3.11a)
m:
A (3.11b)
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We can restate the exponential term : e—ma'a by using operator ordering theorems and that
the exponential term commutes with the number operator n — therefore is diagonal in the

photon-number basis

T

M(n) =: e 0, (3.12a)
= en(i-mafa (3.12b)
=1 -p'e, (3.12¢)

=3 = )" ) nl. (3.124)
n=0

From Eq. 3.11b and Eq. 3.12d we state the POVM for detecting m photo-counts as

() =" 3 ()1 =0l (3.13)

n=m

Hence, the no-click POVM is when we register m = 0 photo-counts. Furthermore, when there is
perfect quantum efficiency n = 1 it is obvious that the only non-zero eigenstate of Eq. 3.13 is

when the photon-number n = 0. The no-click POVM is
fx =: e 4% =0)(0]. (3.14)

It is clear that the click POVM element must be the complement of this

>
<
I
—>
|
»
X

(3.15)

The normal ordering is expected as photo-detection is an absorptive process. In such an idealised
scenario, registering a no-click means projection onto the vacuum state. However, a realistic
system which entails system loss 1 and incidence of thermal background noise py,(fip) is instead

projection onto a mixed state [139]. The no-click POVM element in this more realistic scenario

. 1 1 474
Ty = . ce st Yy (3.16a)
I ma-2ata
_ L 3.16b
1+np ? ( )
PN
1 T] a’ a
= 1— 3.16
1+ np ( 1+ ﬁB) ’ (8.16¢)

1 oo 77 n
= 1— .16d
i 2 (1 ) (3.164)
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which is effectively projection onto a thermal state. Let us consider the two detector system
required by quantum LIDAR described previously in Ch. 1.3. The idler detector click POVM

element for a detector when there is thermal background noise p¢n(7g,1) and idler system loss 7y

(e o]

. N 1 m "
=1 — 1—-— . 1
m 1+nB,IZ( 1+nB,I> In) (n] (3.17)

n=0

Furthermore, the signal detector click POVM element for a detector subject to thermal back-
ground noise, pyn(7iB,s), with signal system loss ng and the signal attenuation parameter &
is

. - 1 - &ns "
e D . 3.18
s 1+ nps ( 1+ﬁB,S> )l (3.18)

n=0
For CI, the signal detector is the only detector. We consider on CI a thermal light source, which
is equivalent to the QI light source with the same signal mean photon number and the idler

detector ignored. Therefore, the CI click probability

Prepin = Tr(pm(7)7s), (3.19a)
= - 1——- . 3.19b
T;) (7_1 + 1)n+1 1+nps (7_1 + 1)n+1 ( 14 T_lB,S> ( )

For QI, measurement at the idler detector conditions the signal beam. Therefore, we consider
the idler click probability first. We define the idler system loss 7y and the thermal background
noise state for the idler detector pg; with mean photon number nig ;. Hence, the idler click

probability is

PI‘I = Tl"(ﬁSIfTI), (320&)
> " 1 " n "

= - 1-— . 3.20b

Z‘; (n+ 1)t 1+nagg (A+1)nt! ( 1+ nBJ) ( )

Now that the idler click probability has been calculated, the coincidence click probability

T (hecio )
Prgi = T‘r(rl(psml)m).

3.21
Pr, (3.21)

This is not expanded due to its lack of brevity; however, it is easy to numerically implement.

The non-coincidence click probability is similar,

Trr(psi(1 — 7ATI))fTS)_ (3.22)

P =T
I's|1,0 r( 1— Pry
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FIGURE 3.1 — Representation of a lossless beamsplitter often encountered in quantum optics.
The input modes with labelling 0 and 1 and output modes with labelling 2 and 3.

We emulate the absence of an object by replacing the signal state with the vacuum and use the
notation HO to refer to the absence of an object (null hypothesis). Consequently, the object

absent click probability for CI and QI (coincidence and non-coincidence) is
PI"HO = Tr(|0><0\ﬁ's) (323)

3.3 MODELLING WITH BEAM-SPLITTERS

Beam-splitters play an important role for modelling the effect of the light that falls upon a
detector [140]. They mix states of light and facilitate the modelling of imperfect photo-detection.
Figure 3.1 depicts the lossless beamsplitter, which has two input modes and two output modes
as required by quantum optics. For simplicity the beamsplitter is symmetrical, in other words
transmission from mode 0 to mode 2 is the same as transmission from mode 1 to mode 3.
Moreover, the transmission |¢|? and reflection |r|* parameters must adhere to [¢|? + |r|?> = 1 and
r*t+rt* = 0, for energy conservation in a symmetric beam-splitter — one with the reflection and
transmission coefficients that are the same for each input. The input modes have the destruction

operators ag and a;. These operators relate to the output mode destruction operators a, and

as by

= . (3.24)

We desire a (unitary) beamsplitter operator U , one which succinctly describes the action of
a beamsplitter upon both modes. Conventionally U is known and leads to the derivation of
the beamsplitter relations in Eq. 3.24. However, our derivation is framed in the reverse order
because it is more intuitive for understanding to begin with the relations in Eq. 3.24 and lead
towards U. The derivation of U begins by setting a2 (a3 has a similar method)

Q9 = coS 5&0 + 4 sin 53117 (3.25a)

o0 (_1) g 0)2n+1

:dOZW 12 2n+1 , (3.25b)

n=0
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where 6 = 2cos™*(t). Equation 3.25b satisfies the Baker-Hausdorff lemma when A = %(dédl +

do&D, B = ag and A = —60. The Baker-Hausdorfl lemma is

iX)?2
2l

Mo A B+ PN A LA B+ (3.26)

This means that there is an operator U which enacts the beamsplitter transformation, defined as

[ = ¢ = cif(ajantacal) (3.27)
such that
a .| a .
2 - U 0 Ut (3.28)
&3 CAll

The derivation of U means that the calculations that involve beamsplitter transformations are

more succinct, particularly when coherent states are involved.

3.3.1 CI CLICK PROBABILITIES

There are multiple methods available to calculate the probability that a detector will click (or
not click). One method is from the POVMs described in Ch. 3.2, although this is an easy
method it may seem quite abstract and does not allow easy calculation of a photon-number
distribution. Therefore, this section provides the method for calculation of the click probability
through the beamsplitter approach. The state incident upon our detector pg is of direct interest
for calculation of the click probability. Figure 3.2 depicts the CI beamsplitter model. The
state incident upon our detector is expressed via the beamsplitter model in terms of the source
light psource, the background noise state pg and the beamsplitter operator with transmission
parameter [t|? as

ﬁS = Tr3 (Uﬁsource & ﬁBUT) . (329)

Derivation of pg is greatly helped by use of the coherent state basis. This basis affords simplicity
because the beamsplitter operator easily acts upon the displacement operator. For example,
UDo(a)UT = Dy(te) Ds(ra).

We focus first on the CI protocol with the source light as a coherent state, psource = ) (e,

(with mean photon number 7 = |@|?) and the background noise as a thermal state pg = pin(7B).

. . . _ 2 * g 1612 .
We also make extensive use of the Gaussian integral [ d2ae~alel"+ba™+b"a — To5=  Calculation

of the state incident upon the detector pg begins with the input states expressed in the coherent
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ﬁsource
PB
[t
ﬁs!

FIGURE 3.2 — Representation of the mixing of source light psource and background noise light
pB. A beamsplitter with transmission parameter |#|?> and mode 2 is retained, which contains the
state incident upon the detector gs.

state basis and application of the beamsplitter transformations

R - 1 =182 N
ps = Tra(Dlaatal @ [ @ 1305107 (3.300)
1 o, =I81?
= Trs T/d Be ™5 |ta+ rB)a(ta + 1|
0
B (3.30b)
® |ra+t8)s{ra+ t6|>,
1 5, =82
=— [ d°Be s |ta+rB){ta+rf|. (3.30¢)
™™g
Now with the state incident upon the detector derived, the CI click probability
Prorcon =1 — TI'([)3|O> <0D7 (3313)
1 o, Lo —|ta+rB|?
=1- E— d 66 "B € s (331b)
™™g
—|t]%]a|?
_ g e (3.31¢)
- 1+ |r2np’ oie
—&ngn
g e (3.31d)
B 1+npg’ .

n

|f|’23. We are only interested in the measured background noise ng g.

where [t|? = &ng and g =
Therefore the denominator of the actual background noise npg acts to negate the effect of the
beamsplitter model reflecting a portion of the background light. An alternative calculation of
Eq. 3.31d via the Fock basis is given in Appendix A. For the scenario of background noise in
the coherent state and thermal source light the click probability is easily found from Eq. 3.31d
by swapping {nsn with np g and vice versa.

We now present CI with the source light as a thermal state psource = Pth(72). The analysis

with the beamsplitter transformations differs slightly to CI with the source light as a coherent
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state due to a variable change in the integral. The state incident upon the detector

1 ol .
,aS_Trg(Um/cFae 7o) a|®—/d2ﬂe "5 |3) (,3|UT>, (3.32a)
1ol 1812

= ,1, /d2ad2667 S [ta + rB) (ta + 13- (3.32b)

T2nng

We introduce a variable v = ta 4+ r3 and convert the [ variable integral to a « variable integral,
where d?j = |—7 These steps allow for calculation of the « variable integral. Hence, derivation

of ps continues

[t *t .yt
P = 21||2/d20‘d276' ‘2“B el (b ) oy +a |r|w2ﬁs, (3.33a)
Tnng|r
1 I e
:W(|r|2ﬁ3+n|t|2)/ e TR EIE ) (01, (3.33b)

(|7 + n|t]?). (3.33¢)

Therefore, the object present CI click probability when there is a thermal state for source and

noise is

PrCI:th =1- Tr(ﬁs‘(» <O|), (334&)
1
=1- 3.34b
aplr|2 + [t2n +1° ( )
1
-1 (3.34c)

np,s +nsén+1

When an object is absent the type of light produced is irrelevant, all that matters is the type of
noise. The absence of an object is expressed in the beamsplitter diagram method by replacing
the signal state with the vacuum. The object absent click probability in a thermal noise system
is trivial to find in the beamsplitter approach due to the scaling which causes the noise to be

unaffected by the beamsplitter. The object absent CI click probability is

PI“HO =1- ’IY(pAB,S\O) <0|)7 (335&)

1
=1—-— 3.35b
1+nps ( )
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3.3.2 POVM FROM BEAMSPLITTER MODEL

The beamsplitter model also allows derivation of the click POVM element given in Ch. 3.2. We

start our derivation with the generic click probability for the scenario of thermal noise
Pr=1-Tr (Trg(U[) ® pthUT)|o>2<0|> : (3.36)

where we have used the mode labelling convention in Fig. 3.1. For an unknown no-click POVM

element 7y o the generic click probability defined in Eq. 3.36 is equivalent to
Pr=1-—"Tr(pfrx2). (3.37)
Equating both Eq. 3.36 and Eq. 3.37 then solving for the unknown no-click POVM element is
T ((i ® pen) U (0)(0] © i)U) . (3.39)

The following derivation finds a closed-form summation over the Fock basis for Eq. 3.38. Firstly,

Ut(joyo| @ 1)U = %UT/d2a|0>2<0| ® |a)s(alU, (3.39a)
- l/d2a|r*a>0<r*o¢| 2 [t a) (tal, (3.30D)
™
and
100 =low — [ @68):(5). (3.40)

Substitution of Eq. 3.39b and Eq. 3.40 into Eq. 3.38 and mode relabelling (mode 1 to mode 3

and mode 0 to mode 2) yields

X 1 =Rk * *
= o3 / PBdadve e [rra)(ral ® (11B)(Bl"a)s(t*aly),  (3.4la)
1
= e /dQﬁdQOzdz'yX
> e*lﬁ\t"(ﬁ?f;)*\t*a|2*|v|2+v*5+ﬁ*t*a+m*7|r*a><r*a| (3.41b)
1 o 2ﬁ]§+1_%~2+*%“+£“*~ ~
- MB|/ PBdae” IR AHET a8 5y g (3.41c)

In the above derivation v =, + i; is decomposed into real and imaginary parts to compute

this integral as a well known Gaussian integral. We also employ a change of variable a = r*a,
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hence d?a = ‘Ii:—lg“. The d?3 integral is easily solved with the double Gaussian integral cited

earlier. Now, the no-click POVM

R 1 L el
=——— [ dPae 12 "B )5 (@, 3.42
TTx,2 7T"I“|2(’I7LB ¥ 1)/ | >2< | ( )

Setting b = “;—ll;(ﬁB + 1) displays Eq. 3.42 in the P-representation of a single-mode thermal state

with mean photon number b and a factor of |¢|/~2 in front

. 1 Lozlal?
Tx,3 = 7T|7§|2b/d20u3 v |a){al. (3.43)

The measured background noise thermal state mean photon number np g is unaffected by the
beamsplitter. Similar to earlier the actual background noise is scaled ng = 77‘?—‘5 A generic factor
¢ is introduced, which could represent the system loss or system loss and signal attenuation.
This factor ¢ relates to the transmission magnitude [t|* = ¢ and reflection magnitude |r|> = 1—¢.

Equation 3.43 is converted into the Fock-basis. Therefore, the generic no-click POVM element

with measured background noise g g and generic loss factor ¢ for mode A is

~ _ 1 nB,s 1 C "
T n = E - n nl. 3.44
X,A(<7 B,S) n S 1 ( 'FLB,S 1 > | >A< | ( )

n=0

This leads onto the generic click POVM element for mode A
o a(CBs) = 1a — 7 a(, 1B s)- (3.45)

Equation 3.45 is clearly equivalent to the complement of the no-click POVM element in Eq. 3.16d,

with the relevant parameter changes.

3.3.3 QI CLICK PROBABILITIES

Figure 3.3 depicts the beamsplitter model for QI, with a separate beamsplitter for both idler
and signal beams. The idler beamsplitter accounts for idler system loss 7 and the measured
background noise of the idler detector ng 1. The signal beamsplitter accounts for the signal
system loss 7ng, signal attenuation from probing a target object £ and the measured background
noise of the signal detector ng g. Calculation of the click probabilities for QI via the beamsplitter
method differs from the CI approach as there is not a well-behaved P-representation of the
source light pg;. However, this is not a problem due to the theory of thermal-difference states

[141]. The (non-classical) idler click conditioned state is a thermal-difference state because the
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unconditioned (no idler detector measurement) signal state and the idler no-click conditioned
signal state are both thermal. It is important to note is that the signal detector is situated on
the reflected arm of the output of the signal beamsplitter, this changes the signal beamsplitter
transmission parameter |t|?> = 1 — &ng. This change of the output position is not necessary,
but it keeps the calculations consistent with the mode positioning shown in Fig. 3.3. For both
thermal and coherent noise scenarios for the signal channel, the idler click probability is the
same as it is shielded from the environment and thus only has dark counts with thermal state
photon statistics. The idler detector click probability in a more succinct form than Eq. 3.20a

thanks to the beamsplitter approach is

1

Pri=1- —————.
ng+mn+1

(3.46)

We consider thermal noise for the signal channel first. The unconditioned signal state upon
the signal detector is identical to CI with thermal source light psource = Ptn(72) and thermal

noise. As shown already in Eq. 3.33c this state is
ps = pen(nip,s +Ensn). (3.47)

This means that the unconditioned click probability is

1
Pr¢q=1- . 3.48
S g5 + Ensi + 1 (3.48)

For calculation of the idler measurement conditioned states we invoke POVM formalism for
brevity. The density matrix of the idler no-click conditioned state before it is incident on the

signal detector,

X Tre(psi(1 — 7))
Prix = S (3.49)

= pu(Ry), (3.50)

where ny = Tr(ﬁleﬁ) — ,ﬁ((l""’ﬁB,I_"]I)

(s Trm) Following a similar process to that described earlier

with beamsplitters in Eq. 3.33c, the idler no-click conditioned state incident upon the signal

detector is

Psiro = pen(7iB,s + Ensix ). (3.51)
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This means that the non-coincidence click probability is

1
nB,s +&nsii + 17

Prs‘I,O =1 (352)

With both the unconditioned and idler no-click conditioned states before they are incident on
the signal detector defined, the idler click conditioned state before the signal detector is

Py = Pirl (ﬁth(n) - (1- Pfl)ﬁth(nx)), (3.53)

so using the same process as in Eq. 3.33c, the idler click conditioned state incident upon the

signal detector is

1 ) n ) ~ — —
= 5r (Pth(fnsn +nps) — (1 — Pry)pen(Ensix + nB7s)>, (3.54b)

which yields the coincidence click probability

1

PI"S\I,l =1- Pirl <(]_ — Prs) — (]. — PFI)(]. — PrS|I,O))» (3553)

1 1 1
=1 - — —(1—-Pr . 3.55b
Pry <(§77$n +nps +1) ( 2 (Ensiix + fips + 1)> ( )

The QI object absent click probability for thermal noise is given by Eq. 3.35b. These expressions
for the click probabilities are more succinct than the summation forms given in Ch. 3.2.

We now consider the scenario when there is coherent noise on the signal detector g s = |5)(8].
This represents a situation where a hostile party may actively jam our LIDAR system with a
strong coherent beam. We assume that the idler detector noise is unaffected and therefore is still
thermal. This is a reasonable assumption as the idler detector is shielded from the environment.
Moreover, the dark count noise on the signal detector is still thermal, but for simplicity it is
neglected due to the likely orders of magnitude stronger coherent noise incident on the signal
detector. The use of the beam-splitter model to calculate the QI click probabilities in this
situation is required, as there does not exist a simplistic click POVM element for the signal
detector coherent noise scenario. The states before the signal detector fsource, pryx and pr
are the same as defined earlier, due to the idler detector still being affected by thermal noise.

However, the states incident upon the signal detector are different. The unconditioned state
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incident on the signal detector is similar to Eq. 3.30c, albeit with the noise and source swapped

1 lag?
p dae™ 5 |ra+ tB)(ra + tp|, (3.56)

pPs = —
™

IBS  This means that the unconditioned click probability is

where |a|? = 71 and |3]? = e

*T’;B,s
T¥éngn
e (3.57)

The idler no-click conditioned state incident upon the signal detector

R 1 2
Psio = — /dz'ye ey +t8) (ry + t4), (3.58)
T

where |y|? = fiy. Hence, we express the non-coincidence click probability
—[t12]8]?
el 3.59
Pr =1-— .59%a
S|I,0 1 4 |7‘|2771>< ’ ( )

—nB,S

e (3.59b)
a 1+ &Engny . ’

=1

Following from this, the idler click conditioned state incident upon the signal detector

1 1 —lal?
Pt = - < / a7 [ra+ 1f){(ra + 1f]-
Pri \ mn
» (3.60)
—1v
— (1 =Prp)— /deye ey +t8) (ry + tﬂ|>,
Tk

which yields the coincidence click probability

1
Prgi=1-— Pr ((1 —Prg) — (1 —Pry)(1 - PrS|LO))> (3.61a)
—7nB,s 1;:'B,S
1 el+éngn e NS x
- +—+—-1-Pr))—— ). 3.61b
Prl<1+§nsﬁ ( I)1+§Usﬁx> (3.610)
The object absent click probability for both CI and QI with Poissonian noise is
" (3.62)

Prgg=1—¢e "85,
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I
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F1GURE 3.3 — Beamsplitter model for QI. Shows the twin-beam state directed towards both

the idler and signal detector beamsplitters where the relevant noise state is mixed and the source
is attenuated by the respective factor.

3.4 PHOTON-NUMBER DISTRIBUTIONS AND HERALDING GAIN

If we assess the heralding gain for our QI system we are able to quantify explicitly the advantage

of the idler detector measurement. We define the heralding gain (HG) as

HG = w (3.63)
Tr(pst)

The HG is the ratio of the expectation value of the photon number for the idler click conditioned
signal state and the unconditioned signal state. For an idealised scenario with perfect efficiency,

no loss, or no noise the HG is
HG =1+ % (3.64)
Equation 3.64 tends to infinity as the mean photon number tends 7 — 0, therefore this shows
that the advantage of idler click conditioning improves as the mean photon number 72 reduces.

Of course, this improvement comes at the cost of reduction of the probability of an idler click.

For realistic scenarios with non-unity detection efficiency, noise and loss the HG is instead

pr;? (nfns +nB,s — (1 = Prp)(nx&ns + nBS))
HG

= . 3.65
néns + nip,s (8:65)

However, as the HG is based off the photon number expectation values it does not capture the
statistical differences from different types of noise (thermal or Poisson), therefore the photon-
number distributions are more instructive of the effect of idler click/no-click conditioning than
the HG

The photon-number distribution means we can visually demonstrate the advantage of the
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FIGURE 3.4 — Photon number distributions in the scenario of no noise or loss and perfect
detection. The y-axis has the photon-number probability P(n) and the x-axis has the photon-
number n. Plotted is the unconditioned state (black dots), idler click conditioned state (red
bars) and idler no-click conditioned state (thin blue bars). Mean photon number of the signal
state n = 0.1.

idler detector measurement. Moreover, comparison of the photon-number distribution statistics
for the unconditioned state and the idler click conditioned state gives an alternative approach
for quantifying the idler detector measurement advantage. Of course, this quantified advantage
does not translate to the advantage we have for our QI system in practice, due to the lack
of photon-number resolving detectors, which can not use the full difference of photon-number
distributions. In practice, we can only discriminate between the quantum states via the relevant

click probabilities. The photon-number distribution for any state g is found by the equation

P(n) = Tr (ﬁ|n><n|>. (3.66)

For an idealised scenario with perfect efficiency, no loss, or no noise the photon-number
distribution for the unconditioned ps, idler no-click conditioned pgjro and idler click conditioned
psj1,1 states is shown in Fig. 3.4. We can see from Fig. 3.4 that an idler no-click results in
the conditioned signal state to be the vacuum state. Whereas, an idler click conditions the
signal state to have its vacuum component completely suppressed. This complete suppression
of the vacuum component guarantees the presence of a photon, in other words it heralds a
photon. In a more realistic quantum LIDAR scenario, however, noise, system loss and high
signal attenuation cause the conditioned signal photon number distributions to become much
less clear-cut in their difference. Figure 3.5 (with thermal noise) and Fig. 3.6 (with Poisson

noise) illustrates this. For the parameters shown the unconditioned, no-click conditioned and
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FIGURE 3.5 — Photon number distributions for a realistic system with thermal noise. The
y-axis has the photon-number probability P(n) and the x-axis has the photon-number n. Plotted
is the unconditioned state (black dots), idler click conditioned state (red bars) and idler no-click
conditioned state (thin blue bars). An inset is plotted with the photon-number distribution
difference AP(n) on the y-axis and photon-number n on the x-axis. Mean photon number of the
signal state n = 0.1, signal attenuation factor £ = 8.84 x 1073, idler channel system loss 7y = 0.5,
signal channel system loss g = 0.5, idler detector background noise mean photon number
np,1 = 4.49 x 10~% and signal detector background noise mean photon number fig g = 0.2.

click-conditioned signal photon number distributions are hardly different. We can see the size of
the conditioning effect if we take the difference in the two conditioned probability distributions,
AP(n) = P(n)11 — P(n)1,0 which is plotted as an inset, where P(n)r; and P(n)r is the idler
click and idler no-click conditioned photon number distribution, respectively. Appendix B
explicitly defines the photon number distributions for a realistic system with either thermal or
Poissonian noise. This difference shows the small residual conditioning effect. It seems clear
that conditioning in a realistic system with multiple shots of the experiment will only cause
a tiny change in the number of counts at the signal detector when the idler fires. Hence a
well-developed statistical framework is required to extract the information, which is what the
remainder of this chapter presents. It should also be noted that the parameters used in both
Fig. 3.5 and Fig. 3.6 understate the difficulty when using realistic parameters encountered
experimentally. There is not a large difference of the photon-number distribution for Fig. 3.5

and Fig. 3.6 due to the relatively low level of signal detector background noise.

3.5 QUANTUM STATE DISCRIMINATION

The use of click detectors means that inference of the presence or absence of an object depends
upon comparison of the respective click probabilities. This is equivalent to discrimination

between the two possible states incident on the detector. The theory illustrated below provides
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FIGURE 3.6 — Photon number distributions for a realistic system with Poissonian noise. The
y-axis has the photon-number probability P(n) and the x-axis has the photon-number n. Plotted
is the unconditioned state (black dots), idler click conditioned state (red bars) and idler no-click
conditioned state (thin blue bars). An inset is plotted with the photon-number distribution
difference AP(n) on the y-axis and photon-number n on the x-axis. Mean photon number of the
signal state n = 0.1, signal attenuation factor £ = 8.84 x 1073, idler channel system loss 7y = 0.5,
signal channel system loss g = 0.5, idler detector background noise mean photon number
np,1 = 4.49 x 10~% and signal detector background noise mean photon number fig g = 0.2.

the optimal method for state discrimination; it is worthwhile to find out how state discrimination
with click probabilities fares against the optimal strategy. The generic state incident upon the
detector when an object is absent gy and when an object is present p;. As both gy and p; are
non-orthogonal {pp|p1) # 0 there will be errors P.,, in the discrimination between the two states.

We define the error probability as

Perr = poTr(po71) + p1Tr(p17o), (3.67)

for POVM elements 71 gy and a priori probabilities py; o) corresponding to its respective state

P{1,0}-

The Helstrom bound provides the minimum error possible P™in for state discrimination,
or in other words the optimal discrimination. This bound does not reveal what experimental
measurement scheme yields the optimal discrimination, therefore the POVM element required
to physically realise this measurement is often either unknown or difficult to implement with
current technology [25]. We focus on the situation of discrimination between two states and
knowing that 7o = 1 — #; and po + p1 = 1. A POVM element that minimises the probability of

error Pe., will express the optimal measurement. Minimisation occurs when the POVM element

1 is a projector onto the negative-eigenvalue eigenstates of (popy — p1p1) as is apparent when
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Peyr is expressed as [53]

Pcrr =po+ TT((pOﬁO - plﬁl)ﬁl) (368)

Therefore, the Helstrom bound (when there are only two states) is [142]

min __
Perr -

(1 = [[popo — prp1l]). (3.69)

N

where ||A|| = Tr(\/ﬂ) is the trace norm for a matrix A. Figure 3.7 compares the equal priors
(po =p1 = %) Helstrom bound and the click error probability: which is probability that the
detector clicks when an object is absent and that the detector does not click when an object is
absent. We define this click error probability as

. 1 A 1 R A
POk = §TT(PH07TS) + §TT(PS\I,1(1 —7g))- (3.70)

The click probability of error Pick is the click POVM element applied to the object absent state
and the no-click POVM element applied to the object present state, for the scenario with thermal
noise. Figure 3.7 shows for a range of mean photon numbers for a light source of mean photon
number 7 and signal detector background i g with the colour bar representing Pmin — pelick,
Negative values show the lack of saturation and a zero value means saturation of the Helstrom
bound. Fig 3.7 it is clear that the Helstrom bound is saturated when either 7 — 0 or fig,g — 0.
As when 7 — 0 the object present and absent state are equal and hence the discrimination
is impossible for both Helstrom bound and the click measurement approach. Similarly, when
ng,s — 0 and n # 0, discrimination between object present and absent is trivially easy, which
means the click measurement approach saturates the Helstrom bound. Lastly, the Helstrom
bound shows that, even in regimes with parameters which understate the difficulty of typical
LIDAR detection regimes, it is impossible to discriminate accurately between object present or

absent in just a single-shot. The Helstrom bound in such regimes is approximately P2ir ~ 1.

err 2
State discrimination also applies to many copies of the two quantum states [143], [144].
Important notation to support this is as follows. Suppose we have an arbitrary state p which has
m identical copies, the ensemble of these copies p®™ is the tensor product of the state with itself
m times. Here, m identical copies corresponds to m trials of measurement. The discrimination
between the object and no object present hypotheses in this situation now relates to m copies of

both pg and p;. A LIDAR system with click detectors requires multiple trials of measurement;

consequently, it is of interest to calculate the minimum error in such a situation. The m-trials
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FIGURE 3.7 — Contour plot comparing the single-shot Helstrom bound P™" and the click error

err

probability PCick for a range of mean photon number of signal 2 and signal detector background

noise mean photon number 7ig g values. The colour bar represents Pt — Pelick  The jdler
detector background noise mean photon number 7ig 1 = 0.01, system loss of detectors ng,1 = 0.5
and signal attenuation factor £ = 0.5.

Helstrom bound between two states is
. 1 A A
Perrm = 5 (1= llp1 ™ = popg™||) - (3.71)

After many trials, calculation of Eq. 3.71 is intractable. This is because the Hilbert space of
Eq. 3.71 increases exponentially proportional to the number of trials. Moreover, in any case, the
required measurements may be joint measurements of all trials, which is impractical. Therefore it
is unknowable if a particular POVM element saturates the m-trials Helstrom bound. Fortunately,
a calculable upper bound exists for the minimal error of discrimination. The calculable upper
bound is known as the quantum Chernoff bound [145]. Following this, the upper bound of the
minimum error is,

Pmin <

err,m —

e~meQeE (3.72)

N | =

where £qcp = —In <Or<ni£11Tr (ﬁg,ﬁgls))). The Bhattacharyya bound is weaker than the quan-
_s_

tum Chernoff bound [22] and is only a reasonable bound when there is a lot of background noise;
however, it is easier to calculate,

w1
Pl < 5o, (3.73)

err,m —

where ¢égg = —In <Tr ([)8'5 ,6(1)'5)). For both the quantum Chernoff and Bhattacharyya bounds
it is shown that as m increases the minimum error upper bound exponentially decreases. The

knowledge that state discrimination improves with the number of measurement trials is important
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FIGURE 3.8 — A pulse train mapped onto (successive measurements) shots with time on the
1

x-axis, for a pulsed source. Each shot has a temporal duration T
and chimes with what we expect. This tells us that accurate discrimination between object
present and absent states with the use of click detectors (even with their sub-optimal POVM

elements) is possible, after a sufficient number of measurements.

3.6 PROPERTIES OF A SINGLE MEASUREMENT

The LIDAR system is dependent upon a succession of measurements. Therefore, the make-up of
a single measurement, or in other words a shot, is a topic that first needs properly covered. Our
model assumes a perfect one-to-one mapping of pulses to shots (with a source repetition rate set
by frep) as shown in Fig. 3.8. This mapping is perfectly fine in the low detector timing jitter
regime and where count rates are slow enough that detector dead times are negligible. It is easy
to set the temporal duration of a shot for a pulsed source according to the reciprocal of the
source repetition rate. CW systems require an artificial determiner for the duration of a shot.
For CW a possible determiner is the coincidence window duration 7.. Furthermore, the second
order coherence function g?(7) can instruct what temporal duration for a shot is sensible, for
both CW and pulsed.

Within the duration of one shot multiple modes could exist, due to the spontaneous and
stimulated aspects of our light source and background. In lieu of this, it suffices to model each
shot to only have one mode of the source. This assumption is valid due to the click/no-click
nature of the detectors and the low mean photon numbers considered. The theory is simplified
with the aforementioned assumption, as the click probabilities are calculated with only one
mode in each channel. Moreover, it is clear that the mean photon numbers for the source and
background are dependent on the temporal window size of a shot. Henceforth this thesis focuses
on a pulsed pump source, noting that we consider idler-detector-gated CW for the experimental
results in Ch. 8 and that a pulse-source does not have the aspect of covertness that CW has, as

discussed in Ch. 6.8.
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3.7 CLICK-COUNT DISTRIBUTIONS

Inference of the presence or absence of an object is facilitated by comparison of the single-shot click
probabilities for either hypothesis [146]. However, as previously shown a single-shot measurement
with simple click detectors can not effectively distinguish between the two hypotheses of object
present and absent. This is because when background noise is present a click in a single-shot
system can either originate from the reflected signal beam or from background noise, which
for high noise and weak signal regimes the object present and absent click probabilities are
near-equal. Therefore, multi-shot hypothesis testing is performed [31], [147]-[149]. Achieving
accurate state discrimination with multi-shot hypothesis testing line is in line with the knowledge
from the Chernoff bound that state discrimination improves with the number of measurements.
The click-count distribution differs from the photon-number distributions introduced in Ch. 2 as
the click-count distribution does not reveal the innate photon statistics that a particular state of
light has, unlike the photon-number distribution. Click-count distributions are Poissonian, but
in the scenario of a large number of shots and a low click probability it is well-approximated by
the Binomial distribution. The use of the Binomial distribution means that each shot of the
experiment at each detector corresponds to a Bernoulli trial. A click or no-click event occurs
according to a click probability pgeneric and generates a corresponding Binomial click-count

distribution Pyeneric [150]

N
x

PgeneriC(x) = ( >P§eneric(1 - pgeneric)Nima (374)

for a click-count  and number of shots N. Furthermore, in the limit of many shots the Gaussian
distribution approximates the Binomial click distribution, assuming satisfaction of the criterion
detailed in Appendix C. This approximation is used henceforth as it greatly simplifies the
analytical and computational demands.

For CI the click-count is the number of signal detector clicks and the number of shots N is

the ratio of the integration time 7" and the shot temporal window size 7.
N=|T/7], (3.75)

where |z is the floor function, which rounds to the greatest integer less or equal to z. Figure 3.9
shows the CI click-count probability distribution for both object present Pcr.p; and absent
Pc1.xo, in the scenario with thermal noise.

For QI, if the click-count in question are coincident clicks, the number of shots is the number
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FiGURE 3.9 — CI probability distribution displaying click-counts for both object present
(coloured blue) and absent (coloured red) hypotheses. Mean photon number of the signal state
n = 0.1, system loss of signal detector ng = 0.5, signal attenuation factor £ = 0.5 and mean
photon number of background and dark counts for signal detector ng g = 1. The number of
shots is 8 x 103.

of idler clicks k. If the click-count in question are non-coincidence clicks, the number of shots
is N — k (total number of shots subtracted by number of idler clicks). Each set of system
parameters gives rise to an idler click distribution P and each (number of idler clicks) value
k in P has a corresponding object present Pyi. and absent Pyo. signal coincidence click
distribution. Figure 3.10 shows the coincidence and non-coincidence click distributions for both
object present and absent hypotheses, after a set number of idler click events k = 1.98 x 10*
and in the thermal noise scenario. Equation 4.14 quantifies the advantage of the inclusion of
non-coincidence clicks and also discusses system parameter regimes where non-coincidence clicks
are particularly useful.

Existing literature often overlooks non-coincidence signal clicks events as a source of useful
information. In addition, the rangefinding protocol discussed later in this thesis requires the
recording of all types of click. It is clear that bulk of the useful information for inference is from
the number of coincidence clicks; however, there is a small amount of useful information gained
from considering the non-coincidence clicks. The benefit of non-coincidence events stems from a
sub-optimal idler system loss n; < 1, therefore would-be coincidence clicks are sometimes missed

when the idler detector does not fire.

3.8 LOG-LIKELIHOOD VALUE

A click-count value might infer the presence of an object in one parameter regime or the absence

of an object in another. A framework that facilitates fair comparison of incoming click data
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FIGURE 3.10 — QI probability distribution displaying coincidence click-counts and non-
coincidence click-counts for both object present (coloured blue) and absent (coloured red)
hypotheses. Mean photon number of the signal state n = 0.1, system loss of all detectors
ns,1 = 0.5, signal attenuation factor £ = 0.5, mean photon number of background and dark
counts for signal detector ng g = 1 and mean photon number of background and dark counts for

idler detector np 1 = 0.01. The number of shots is 8 x 10% and the number of idler click events
displayed is 452.

between different situations is desired. The log-likelihood value (LLV) forms the basis of this
framework. The LLV is also appropriate for use in dealing with multi-channel detector data,
as it reduces multiple channels of data pertaining to two simple hypotheses into a single value.
This value also provides a simple test, in this context commonly known as the likelihood ratio
test. The use of the LLV for hypothesis testing is justified by the Neyman-Pearson lemma,
which states that it provides the most powerful test for a set statistical significance level [151].

For CI the object present Pcr.yp and absent Pcoy.po click distributions in their Binomial form

after N shots defines the LLV which converts click data x into an LLV

(3.76)

M) =t (G )

Pcr.uo(x, N)

It is clear from Eq. 3.76 that A(x, N) > 0 means that presence of an object is more likely as
for a given number of clicks x the object present probability is higher than the object absent
probability. It is also clear that A(z, N) = 0 means that both regimes are equally as likely and
A(z, N) < 0 infers that absence of an object is more likely. An advantage of using the LLV as a
test is that it is self-calibrating. This self-calibration occurs when the LLV detection threshold
dirv = 0, as the detection decision is automatically set according to the equal likelihood of the
presence and absence of an object. We will consider later the effect of setting LLV decision

levels on false alarm probabilities and their extension to receiver operator curves.



CHAPTER 3. MEASUREMENT THEORY AND OBSERVABLES 61

For QI the object present Pyi.x and absent Pyg. click distributions in their Binomial form
after IV shots and k idler click events define the LLV conditioned by k idler clicks which converts

click data x into an LLV
PHl (2, k))

, 3.77
Pyo(z, k) (3.77)

where z = (z,y) with = the coincidence click-count and y the non-coincidence click-count. The

Az, k) = In (

LLV for QI functions as a test in an identical way to the CI protocol.
As the click probabilities, click data and number of shots are all real and positive Eq. 3.76

and Eq. 3.77 are recast as linear equations. The CI LLV in linear form is
A(z,N) = Mz + NC. (3.78)
Appendix D defines the constants M and C. The QI LLV in linear form is
Az, k) = (Myz + kCy) + (May + (N — k)Cs). (3.79)

Appendix D also defines constants My, My, C1,and Cy. From Eq. 3.79 it is easy to disregard

non-coincidence clicks in the LLV analysis by excluding the right-hand term.

3.9 LOG-LIKELIHOOD DISTRIBUTIONS

In the following analysis we focus on the statistical moments of the QI LLV distributions after a
mean number of idler clicks k = puy = NPry. Figure 3.11 shows the object present Pyy:a(x,u)
and absent Pyo.p(x,u;) LLV distributions for idler clicks & = py. If the click distributions are
well approximated by a Gaussian, all of the LLV distributions are Gaussian too, as linear
transformations and combinations preserve normality [152]. The results below show the object
present hypothesis, but the analysis is similar for object absent. The mean and standard

deviation for the object present LLV distribution conditioned by mean idler clicks y; is derived

in Appendix E. The mean is
Pr1A ) = N (Pri(MiPrgp; + C1 — MaPrgp g — Ca) + MaPrgji o + Ca), (3.80)

and the standard deviation is

O 1A = (NPri(M7Prgy (1 — Prepq)—

N

— M3Prgjio(1 — Prgji)) + M3Prg;ro(1 — Prgji))
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FIGURE 3.11 — QI LLV probability distribution for both object present (coloured blue) and
absent (coloured red) hypotheses. 7 = 0.1, ng;; = 0.5, { = 0.5, ngg = 1, np1 = 0.01. The
number of shots is 8 x 10 and the number of idler click events displayed is 452.

When the detection threshold drryy = 0 we calculate the probability of error by integrating
over the partition of the LLV distributions that reside in their false decision LLV region. The

LLV probability of error is

1 oo 0
Png;V = 5 (/_0 PHO:A(X,HI)(Z) + / PHI:A(X,MI)(Z)>a (381)

Z=—00

where z is an LLV. Figure 3.12 is a schematic which shows the two types of error which comprises
the LLV probability of error defined in Eq. 3.81, the probability of false alarm is the area
of the object absent LLV distribution which has values that are greater than the detection
threshold dry. Whereas, the probability of false negative is the area of the object present
LLV distribution which has values that are less than the detection threshold dyy. Figure 3.13
shows the comparison of P, for the LLV framework and the quantum Chernoff bound as a
function of the number of shots, for QI and CI. In Fig. 3.13 we calculate the quantum Chernoff
bound for QI using the number of trials |Pr; x m], this approach means we can compare the
quantum Chernoff bound for QI and CI fairly, as CI has m trials. The approach for calculating
the quantum Chernoff bound is similar if we wish to include non-coincidence clicks. In Fig. 3.13
we use a Monte-Carlo simulation as described in Ch. 7 to generate the LLV probability of error
for the number of shots that do not satisfy the Gaussian approximation criteria defined in
Appendix C. For the parameter regime in Fig. 3.13 the click probability of error PClick defined
in Eq. 3.70 does not saturate the Helstrom bound, for QI. This means that the LLV framework

also does not saturate the Helstrom bound. However, the CI and QI LLV framework for most
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FIGURE 3.12 - Schematic depicting the two types of error which comprises the LLV probability
of error defined in Eq. 3.81. The shaded regions depict these two types of error in a QI
LLV probability distribution for both object present (coloured blue) and absent (coloured red)
hypotheses. The shaded region of triangles represents the probability of false negative and
shaded region of horizontal bars represent the probability of false alarm.

number of trials m lies below the quantum Chernoff bound.

The lack of explicit calculation of an optimal performance bound for our multi-shot system
can be solved by first acknowledging that our system belongs to a generalised class of sensing
problems: quantum sensing in ancilla-assisted phase-covariant optical channels [52]. The results
from Nair and Gu in Ref. [52] has provided probe and measurement-independent ultimate
performance bounds (expressed in the quantum fisher information) for this class of sensing
problems, subject to energy and mode-number constraints [153]. These performance bounds
differ from the Helstrom bound discussed earlier as it makes no assumption about the probe
state used. In particular, for phase-covariant Gaussian channels, N independent and identically
distributed TMSV probes tends towards being the optimal probe as the mean photon number
7 — 0. For QI we do not discriminate using the TMSV, as we instead discriminate using the
idler-click (no-click) conditioned states which do not tend towards the optimal probe. The
optimality of CI is also discussed in Ref. [52]. Furthermore, while not optimal, our CI system
can be enhanced by the use of threshold detection with photon-number-resolving detectors as
explored in Cohen et al. in Ref. [96]. However, this enhancement is negligible for the parameter
regimes we are concerned with: weak signal strength n << 1 and a low SNR n < ng g. Later in
this thesis, we revisit analysis with the LLV distributions in the context of detection confidence

by defining a figure of merit (F.0O.M) based off the LLV framework.
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FIGURE 3.13 — Comparison of the quantum Chernoff bound and the probability of error of the
LLV framework, for QI with signal channel thermal noise and excluding non-coincidence clicks.
The CI LLV probability of error and quantum Chernoff bound is also plotted. Probability of
error P, on the y-axis and shots m on the x-axis. The object present and absent states are
being discriminated between. Mean photon number of the signal state n = 0.1, system loss of
all detectors ng,; = 0.5, signal attenuation factor £ = 0.5, mean photon number of background
and dark counts for signal detector ng g = 1 and mean photon number of background and dark
counts for idler detector ng; = 0.01.

3.10 DELETERIOUS EFFECTS

In reality our system is susceptible to deleterious effects such as timing jitter, sensor dead-time
and after-pulsing. These effects serve to disrupt the idealistic system presented thus far. This
section briefly describes each deleterious effect and the reasoning behind its exclusion from our
model.

Timing jitter results from the uncertainty of the timing of a detection event. There are
multiple possible sources of this uncertainty; for example, electronic timing jitter from the
processing of incoming click data. Another example is timing jitter intrinsic to the detector, as
photons may penetrate the detector at different depths and hence different times to initiate the
registration of a photo-count. Timing jitter limits the accuracy of time correlation between idler
and signal channels, undermining the maximum potency of coincidence counting. Additionally,
timing jitter creates uncertainty of the return of the signal beam, which limits the accuracy
of rangefinding. Our model neglects timing jitter as typical values are much smaller than the
timing correlation and depth resolution aimed for in our system. The timing resolution aimed
for in our system ensures the effect of timing jitter is negligible.

After registering a detection event, a detector is not immediately sensitive to another detection

event: it takes time to return to single-photon sensitivity [154]. Sensor dead-time is the name
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for this time required. The process of recharging a SPAD is known as quenching; this stops
the avalanche process after a detection event and recharges the reverse bias voltage. Sensor
dead-time means that some detection events are missed, thereby obscuring the true photo-count
statistics. Detector saturation occurs when sensor dead-time is prevalent, causing a large error in
our registering of the amount of incident light. Our model also neglects sensor dead-time due to
the low mean photon numbers considered. Detection events are infrequent compared to typical
sensor dead-times in low mean photon number regimes; hence, the effect of sensor dead-time
is negligible. Moreover, detector multiplexing could be used to allow for sensor dead-time to
become less of an issue, as it means a single detector within a multiplex is less likely to have
another detection event within a sensor dead-time window [80].

After-pulsing occurs when a detection event triggers a subsequent detection event due to
the initial excitation. This deleterious effect is neglected in our system, as it is easy to ignore
click events suspected of having an after-pulse origin. These events occur very soon after the
initial event and in low mean photon number regimes, it is valid to exclude events so soon after
the initial event, as the ratio of an after-pulsed click to an independent click increases as the
mean photon numbers reduce. The formalism for a click POVM which includes the deleterious
effects of timing jitter and dead-time is given by Gouzien et. al [155]. Furthermore, we could
include the contribution of after-pulsing by conditioning an appropriate increase of the (detector)
background noise for the subsequent shots after a detection event.

This chapter begins with the formalism of measurement of a quantum state; this leads
to the introduction of the POVM — the construct we use to calculate the probability of a
measurement outcome for a particular quantum state. We place the POVM in the context of a
click detector, which is the type of detector we use for our LIDAR protocol and consider various
extensions to our POVM to improve the realism of our measurement model. We then calculate
the click probabilities for our LIDAR system for different types of background noise and for
both CI and QI. Even though our detectors are not photon-number resolving we discuss the
photon-number distributions and what is known as heralding gain. Object detection requires
discrimination between the object present and absent hypothesis. We then discuss quantum
state discrimination. For example, the Helstrom bound provides the minimum error possible
for state discrimination. Following this, we compare the Helstrom bound to the error for state
discrimination using click probabilities. In realistic scenarios, we must use multiple trials of the
experiment to discriminate between the two similar hypotheses (object present and absent);
however, the Helstrom bound quickly becomes intractable. Instead, we calculate the bounds of

the minimum error via the quantum Chernoff bound and Bhattacharyya bound when there are
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many shots of the experiment. We lead to describing what a shot of the experiment means. For
multi-shot hypothesis testing, we will have click-count probability distributions, this leads to a
discussion about the log-likelihood value (LLV). We present this LLV framework as a method of
processing detector data to add context to it, as it functions as a detection decision test. We
also state how we can re-express our click-count distributions as LLV distributions. Finally, we

discuss various effects which apply to a more realistic treatment of an object detection system.



CHAPTER 4: SYSTEM PERFORMANCE

The ability to assess system performance is paramount for any functioning LIDAR protocol.
This chapter introduces the figure of merit (FOM), which quantifies system performance regimes
where QI performs better than CI, i.e. where there is a quantum advantage. The knowledge of
which system parameters convey a quantum advantage is important for justifying the additional
effort required for realising quantum-enhanced systems. The quantum fisher information (QFI)
metric is a particular approach used to assess the performance of a QI protocol [54]; however,
as we focus on the detector data (click-counts) to assess system performance we therefore
do not consider the QFI metric further. Instead, we discuss in Ch. 4.2 the classical Fisher
information when analysing system performance in terms of the statistics of the detector data.
For brevity, this chapter focuses on QI with only coincidence clicks beset by thermal noise. It is
easy to reconsider the FOMs with coherent noise instead and for many regimes the inclusion
of non-coincidence events does not improve system performance considerably for the system

parameter regimes we consider in this chapter.

4.1 SIGNAL-TO-NOISE RATIO

One ubiquitous FOM is the signal-to-noise ratio (SNR) [73]. It characterises the amount of
signal in comparison to the noise in the system. For CI this is the ratio of signal clicks when
there is no noise and signal clicks when an object is absent and there is noise. In terms of click
probabilities the CI SNR is

_ Prerm — Prerno

SNRep = — R (4.1)

For QI the SNR is the ratio of coincidence clicks when there is no noise and coincidence clicks
when an object is absent and there is noise. Similar to CI, the QI SNR in terms of click

probabilities is

Prg, — P
SNRq; = - SIki — 7HH0 (4.2)

Pruo
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A problem with the SNR as a FOM is that a SNR value is not unique. It is possible for very
different parameter regimes to produce the same SNR. Therefore, it is difficult to discern whether
a certain parameter regime allows for confident object detection within a time-frame using the

SNR metric. Nevertheless, we define the SNR quantum advantage

OA SNRq

A = 4.
SNR = GNR¢y’ (4.3)

this shows us the parameter regimes that have the best SNR improvement from use of a
quantum-enhanced protocol. With a perfectly correlated source the quantum advantage for
SNR is Q.A.qyg = g?)(7), for an appropriate time delay 7 between signal and idler channels

and when the mean photon number 7 < 1 [73].

4.2 CRAMER-RAO LOWER BOUND

This section introduces the Cramér-Rao lower bound (CRLB) as a FOM. Literature already
exists that treats system performance for a QI-based object detection protocol via this method
in [76]. In our protocol, the target object dictates the signal attenuation factor £. Therefore, a
method for object detection is by estimation of the signal attenuation é parameter. The optimal
estimator for é satisfies the CRLB Azémin. The CRLB is the lower bound for the variance of an
unbiased estimator. In this section we consider only unbiased estimators, i.e. the expectation
value of our signal attenuation estimator is the signal attenuation E(é) = £. However, in this
section we do not need to know if our estimator ¢ satisfies the CRLB.

The CRLB functions as a FOM as it shows the minimum uncertainty a particular protocol
has when interpreting detector data for the presence of an object. The CRLB is the reciprocal
of the Fisher information for that parameter [156]

T (4.4)

I1(€)

In the context of our protocol, when an object is present, Fisher information tells us the amount
of information a click-count possesses about the true value of f . For this FOM we consider
the click-count distributions to be Poisson distributions. This is due to the ease granted by
an analytic form of the Fisher information of ¢ as the parameter within a Poisson distribution
given in [76]. We can use this Poisson distribution model as the Poisson distribution is a good
approximation of the Binomial distribution if the number of shots is large and the probability of

success is small. The conventional click-count distributions used in this thesis also applies to
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this theory (albeit with a different Fisher information). The Fisher information of £ within a

e -+ (f[g) (45)

where p is the mean of the click-count distribution. For CI the CRLB is

Poisson distribution is

Vo= o, (s o rie) | o
T~ | NPrerm (nB,s + nsén + 1)2 . .

For QI the CRLB is

A2é L= |: 1 ( Nﬁsﬁ _
« NPriPrgip \ (nB,s + 1sén + 1)2

— (1 - Pry) N )2]1 (4.7a)
Ying.s + nsény + 1)2 ’ ‘

when Njqier = NPry. The lower the CRLB the better the system is for estimating the properties
of a possible target object. Therefore, we define a quantum advantage in the CRLB framework

as
A%¢ey

cr. 4.8
Ao, (4.8)

Q-A~CRLB =

An issue with the signal attenuation CRLB as a FOM is that it does not directly tell how easy

a detection decision is.

4.3 DISTINGUISHABILITY MEASURE

System performance comparison of QI and CI using click-counts directly is problematic as
coincidence clicks in QI and signal clicks in CI are not the same type of object. This lack of
equivalence between types of click makes it challenging to use click-counts as a performance
metric. Our framework addresses this problem by recasting click-counts of any type into an
LLV. The LLV framework is how we interpret detector data and make detection decisions [90].
Therefore it is wise to derive a FOM from the LLV framework. First, we define the Q-function
for a Gaussian distribution with LLV detection threshold dyry, mean p and standard deviation
g,

Q(dLv, p, o) = L/d e (F) gz, (4.9)

2o Jagy
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FIGURE 4.1 — ROC curve of QI and CI. Dots represent where dyy = 0. N = 8.75 x 10°,
n=1x1073 ng;y =05, £ =199 x 1072, figs =1 x 1072, ig; = 4.49 x 1074

We generate a receiver operator characteristic (ROC) curve by calculating the commonplace

statistical measures of probability of detection

Pp(dirv) = Q(div, BH1:A(x,k) ) THL:A(xK) )5 (4.10)

and probability of false alarm Pga

Pra(diiv) = Q(dLLv, HH0:A(x,k) s THO:A (x,k) )+ (4.11)

over a range of LLV detection threshold values. Figure 4.1 shows the ROC curve for QI and CI,
with the dots representing where dyry = 0, it is clear that QI performs better than CI. For any
LLV detection threshold value dpy we can relate the sum of Eq. 4.10 and Eq. 4.11 to the LLV
error probability in Eq. 3.81 such that we can compare with the Chernoff bound.

The ROC is useful to analyse the trade-offs between different errors; however, an advantage
of the LLV framework is that it is self-calibrating. That is, the equal likelihoods of object
present and absent occurs at the LLV detection threshold dryy = 0. To summarise, we have a
self-calibrating method to assess system performance. If we relax the detection threshold di 1y
we have system performance in terms of a ROC curve. If we keep the LLV detection threshold
constant drry = 0 this simplifies the following use of our framework. Confidence in our detection
decision is interlinked with the overlap of the object present and absent LLV distributions. The

overlap is encoded in the distinguishability measure we define as

¢ =1~ [Prn(0) + Pra(0)], (4.12)
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FIGURE 4.2 - Distinguishability as a function of shots for QI and CL. 72 = 1 x 1073, ns/1 = 0.5,
€=199x1072, ips =1x 1072, fig; = 4.49 x 1074,

where the probability of false negative Ppx(0) = 1 — Pp(0). The distinguishability is defined
by the two different types of error in statistical hypothesis testing. The interpretation of
the distinguishability measure is that ¢ = 0 means there is total overlap and ¢ = 1 means
both distributions are completely separate. The distinguishability measure is a figure of merit
(FOM) which directly characterises system performance in the context of confident detection
decision-making. An acceptable value for Pray within the distinguishability measure ¢ sets what
we mean by confident detection. We can increase the distinguishability ¢ by increasing the
number of shots. Figure 4.2 shows how distinguishability ¢ increases as a function of shots for
QI and CI. A Monte-Carlo simulation (detailed in Ch. 7) generates the distinguishability values
for shots N < 5.5 x 10°. The use of distinguishability ¢ as a FOM contrasts with other FOM’s
such as SNR and CRLB, as these are not directly based on decision-making. We define the

distinguishability quantum advantage

QA., =22 (4.13)

bcr

However, there are deficiencies in the use of ¢ as a FOM. For example, when the distinguishability
of a system ¢ — 1, it is known as saturation. A quantifiable comparison between systems
becomes meaningless in such situations. For example, in the scenario with a parameter regime
such that QI has a distinguishability ¢qi = 1 and CI has a distinguishability ¢cr < 1, we
are unable to specify exactly how much better QI is compared to CI. Moreover, this lack of
quantifiable comparison also occurs if ¢ = 0. Due to the aforementioned deficiencies, there are

only limited regimes with a well-defined distinguishability quantum advantage Q.A.,.
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If we compare the distinguishability for a QI system that does (¢1,0) and does not (¢r,1)
include non-coincidence clicks we can quantify the benefit of considering non-coincidence clicks.

We quantify this benefit by defining a relative difference of distinguishabilities

Adro = PO 000, (4.14)

’ ?1,1

For the system parameters in Fig. 3.10 in Ch. 3, the non-coincidence relative advantage is
A¢ro = 1.157%. This advantage is small, however there are regimes where the inclusion of
non-coincidence clicks improves system performance significantly. For example, the benefit of
non-coincident clicks increases as the idler channel system loss parameter 7; decreases. The
reduction of idler channel system loss parameter 7; means that the upsurge of signal clicks
when an object is present is no longer being registered as a coincidence click, due to the low
efficiency of registering idler clicks. To demonstrate that non-coincidence clicks are more useful
in such regimes, we alter two parameters in Fig. 3.10. The new number of shots N = 1 x 10°
and idler channel system loss parameter n; = 0.05. With these updated parameters the non-
coincidence relative advantage is A¢r o = 25.3%, which shows a significant benefit for considering
non-coincidence clicks.

A threshold distinguishability ¢; is set to ensure that the effectiveness of the LLV test is
consistent in different regimes. Threshold distinguishability ¢; facilitates direct comparison of
different parameter regimes in the LLV framework. For analytic simplicity, we calculate the
threshold distinguishability from the LLV distributions which have a mean number of idler clicks.
The components (types of error) which underlie the distinguishability ¢, probability of false
negative Ppy and probability of false alarm Pga, both affect our interpretation of the LLV for
inference of object presence or absence. Therefore, if we wish that the effectiveness of the LLV
test is consistent when comparing different regimes in the threshold distinguishability framework,
we assume that the influence these types of error have upon the threshold distinguishability is
identical for all of the regimes we compare. Moreover, for a single regime each object present
and absent LLV distribution distinguishability differs slightly with respect to the number of idler
clicks k. This discrepancy means that the effectiveness of the LLV test differs depending on the
number of idler clicks recorded. We ignore this discrepancy if it does not exceed the bound as
detailed in Appendix F. The purpose of ignoring this discrepancy is that all idler click knowledge
is discarded in post-processing and a particular parameter regime only has one type of LLV, i.e
a single channel of data. Clearly, the higher ¢ is the more confident the detection decision. In

this thesis, threshold distinguishability is set to be ¢y = 0.8 in line with convention [78]. One
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reason for this convention is that such a high threshold distinguishability ¢y = 0.8 corresponds to
a visually obvious lack of overlap between the object present and absent distributions, which is
useful for pedagogical purposes. Another reason is that the probability of false alarm Pgpy = 0.1,
for regimes when the two types of error (Ppnx and Pgra) are approximately symmetrical. The
two types of error are often symmetrical in regimes when the Gaussian approximation is valid.
As we base our notion of confident detection on an acceptably low value of the probability of
false alarm Pga, it is clear that the value Pra = 0.1 is adheres to this.

We define the number of shots required to reach threshold distinguishability

o= [ ar

where F_l(qbt) is the inverse of the function ¢, as derived in Appendix G. The calculation of
shots required for threshold distinguishability Ny enables the direct comparison of LLVs from
different parameter regimes. The ability to ensure that all system parameter regimes have the
same LLV test effectiveness means that signal processing is entirely within the LLV framework.

We define a quantum advantage
o Nt:CI

A= ——
Q Ni.q1

(4.16)

where Ny.qr is IV; shots required for threshold distinguisabitity for QI and similarly for CI.
In other words, the quantum advantage Q.A. as the ratio of the number of shots required
for CI and QI to reach threshold distinguishability. In a physical system, this quantity gives
a reasonable approximation to the relative amount of time it would take to determine the
presence or otherwise of a target object for each system under the same conditions. The use
of the quantum advantage Q.A. in terms of shots required surpasses the deficiencies of the
distinguishability FOM. For example, no longer is saturation ¢ — 1 or divergence ¢ — 0 an issue,
as the distinguishability is preset to the threshold ¢;. This means that there is a more resilient
FOM for the LLV framework, with a quantum advantage interpreted in the operator-friendly
metric of a factor of the relative time required to reach confident detection. By operator-friendly

we mean that a person using this protocol would find it straight-forward to interpret the FOM.

4.4 ROLLING WINDOW AND AVERAGE DISTINGUISHABILITY

In any realistic system the underlying statistics for the click-counts can change due to changes in
the environment, our source light, or due to a target object appearing or disappearing. In order

to analyse dynamically changing incoming data, we apply a rolling window to our statistics. We
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FIGURE 4.3 — Rolling window trajectory of QI mean LLV (solid line coloured red) with a
red shaded region limited by a standard deviation of error plus and minus the mean. Regime
changes from object absent to present suddenly at time-bin z = 2Ny marked by the vertical
dashed line (coloured grey). Ny = 3.172 x 10, 2 = 1 x 1072, ng/; = 0.5, £ = 1.99 x 1072,
nps =1x 1072, figy = 4.49 x 107,

consider time-bins z via the total number of shots elapsed in our data collection. We define the
cumulative number of coincidence clicks after z time-bins T'(z) and cumulative idler clicks T1(z),
where z time-bins is the total number of recorded shots. There is an initialisation stage while

z < N;. We have an LLV R(z) for each time-bin z defined as
R(z)=A(T(2) = T(z — Nt), T1(2) — Ti(z — Ny)), (4.17)

for every time-bin z > N;.

Figure 4.3 illustrates the change in LLV statistics between the object absent regime and the
object present regime. The object suddenly appears at the time-bin denoted by the vertical
dashed line. The system fully updates from object absent to present regime over z = N; time
bins. Figure 4.3 illustrates what ¢; = 0.8 (and ¢ in general) means for the distinctness of
the object present and absent distributions. However, the duration of a shot is too short to
practically process data in a rolling-window shot-by-shot.

As previously mentioned, it is often impractical to analyse the system on a shot-by-shot basis.
This is due to the very short time-scale of a shot. Therefore, we consider analysis of system
performance through the framework of LLV samples. In this framework, a sample of an LLV is

taken every IVy shots and NV is the discrete unit of time considered instead of a single-shot. We
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define the mean LLV sample rolling window R(3) with refresh rate of S LLV samples as

1 s
R(3) = 5 oA (4.18)
i=5—S+1

where the sample number is § > S and A; is an LLV sample. It is clear that Eq. 4.18 has an
initialisation stage when § < S, just like in the shot-by-shot rolling window introduced earlier.
The sample rolling window is a realistic approach to processing LLV data, as the time-scale
involved in N; is reasonable. The analysis of the experimental data in Ch. 8 uses the LLV
sample rolling window method, rather than assessing the statistics on a shot-by-shot approach.
This is due to the very large number of shots for a given LLV sample, for example an integration
time 7' = 0.1 s and a coincidence window size 7. = 2 ns has N = 5 x 107 shots.

The framework of considering data on an LLV sample basis rather than shot-by-shot basis
extends to system performance. We define the average distinguishability, which is the LLV
sample distributions after S samples. If we assume that the statistics are stable, the distributions
that underpin the average distinguishability have the same mean values as the shot-by-shot
distinguishability defined in Eq. 4.12 but with a smaller standard deviation as the number of

samples increase. Therefore, the average distinguishability for S LLV samples is

a H X, g : X,
(rbavg(S) =1- ((1 - Q(07 HH1:A(x,k) %‘;k))) + Q(Oa HHO:A(x,k) ) H()\;\T;k))> . (419)

The use of the average distinguishability allows for system performance analysis in the LLV
framework with the constraints of realistic data processing in mind. If S = 1 the average

distinguishability reduces to just the distinguishability.

4.5 FOM COMPARISON

This section provides a visual comparison of the different FOMs considered. We show the
various types of quantum advantage metric introduced earlier on a contour plot, where the mean
photon number of our source is varied on the x-axis and the mean photon number of the signal
detector background noise is varied on the y-axis. Figure 4.4 shows SNR quantum advantage
Q.A.gyr. The lack of uniqueness for the SNR Q.A. as we vary the background noise is apparent
in Fig. 4.4, but it does show that the quantum advantage improves as the signal strength n
reduces. The reason for the lack of uniqueness in Fig. 4.4 as we vary the background noise is
because the SNR Q.A. does not depend upon the background noise, this Q.A. is formulated such

that the influence of noise is removed. Figure 4.5 shows CRLB quantum advantage Q.A.cpip-
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FIGURE 4.4 — Contour plot of SNR quantum advantage Q.A.gyg for varied background noise
and signal strength. ng,; = 0.5, £ = 1.99 x 1072 and fig; = 4.49 x 1074,
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FIGURE 4.5 — Contour plot of CRLB quantum advantage Q.A.qp;p for varied background
noise and signal strength. 7g/; = 0.5, £ = 1.99 x 1072 and 7ig 1 = 4.49 x 107%.

For each data point in Fig. 4.5, we use the QI shots required for threshold distinguishability
Ni.q1, whereas Fig. 4.4 does not depend on the number of shots. Figure 4.6 shows the quantum
advantage Q.A. in terms of shots required. Both the CRLB quantum advantage Q.A.qppp in
Fig 4.5 and the shots required quantum advantage Q.A. in Fig. 4.6 show that the quantum
advantage is most pronounced in the scenario of high signal channel background noise ng,g and
low signal strength 7. Figure 4.6 has an advantage compared to the previous two figures as it
directly shows an operator-friendly value of how much quicker QI is compared to CI as a factor,
for an LLV sample which would give us a confident detection decision.

This chapter discusses the different types of figure of merit (FOM) for the detector data
we can use to assess system performance and quantify the quantum advantage (Q.A.), which

is the advantage QI has over CI for a particular FOM. We discuss the signal-to-noise ratio
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FIGURE 4.6 — Contour plot of quantum advantage Q.A. = % for varied background noise
and signal strength. ng,; = 0.5, £ = 1.99 x 1072 and fig; = 4.49 x 1074,

(SNR). The use of this FOM is straightforward; however, its deficiency is that the same SNR
could correspond to scenarios where accurate discrimination is possible or not. We lead onto a
FOM rooted in estimation theory: the Cramér-Rao lower bound (CRLB). It gives the optimal
minimum variance of the estimation of the parameter relevant to the presence of an object.
However, it does not directly describe whether accurate discrimination is possible. We lead onto
the FOMs borne by our LLV framework. We begin by discussing the distinguishability measure:
our measure of the overlap between the object present and absent LLV distributions. There are
deficiencies with the distinguishability measure as an FOM, as it can become saturated or null
in some regimes. From this, we lead onto another FOM, the shots required to reach a threshold
distinguishability. This FOM quantifies the time required for a measurement capable of accurate
discrimination. We also discuss analysing detector data and performance analysis in dynamic
situations via a rolling window approach. Lastly, we plot the quantum advantage (Q.A.) of the
different FOMs. These plots reveal that the Q.A. is most pronounced in the low signal strength

and high background noise regimes.



CHAPTER 5: MULTI-MODE DISTRIBUTED TWIN-BEAM

STATE

5.1 MOTIVATION

The TMSV introduced earlier is an idealisation of the output from SPDC. However, there are
many modes available to us in each channel (signal and idler) of the twin-beam squeezed state.
For example, to name a couple, there are the spectral and polarisation modes. If we consider M
modes in each channel, we refer to the twin-beam squeezed state as the Multi-mode distributed
twin-beam state (M:TBSS). It is clear that the 1:TBSS state is equivalent to the familiar TMSV.
This chapter develops the theory to use these multiple modes in each arm. In particular, there
is a non-trivial quantum advantage in spectrally resolving both the idler and signal channels of
the twin-beam squeezed state. Each spectral mode has a set bandwidth to which a detector
corresponding to that mode is sensitive. An advantage with the improved performance granted
by (spectrally) resolving more modes in each arm is that we are able to detect confidently an
object when using a lower mean photon number. Confident detection with a lower mean photon
number enables improved covertness of a LIDAR system. Moreover, in a high background noise
and low dark noise scenario, more detectors means less chance sensor dead-time will affect our

system [80].

5.2 MODE-MATCHING

This section develops the formalism for showing which signal modes correlate with which idler
modes. Set notation is used, as the total number of combinations of different events increases
drastically with the number of modes M. For a M:TBSS system there are 2M modes. We label
the i*! idler state as mli, of which the set of M idler states is mI = {mI1,...,mli,..., mIM}.
There is a similar approach for the signal states, as the set of M signal states is mS =

{mS1,...,mSk,..., mSM}. There is also the set B = {b1,...,b;,...,ba}. The set B represents
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the shared photon-number for an idler mode and its correspondingly correlated signal mode.
We define |I| as the number of idler detectors that click and similarly |S| as the number of signal
detectors that click. From this, we define the set of the particular idler detectors that click
as mljy., C ml, where 1 < 2 < (ﬁ) Furthermore, we define the set of the particular signal
detectors that click as mSg)., C mS, where 1 <y < (|AS4\) We also define the complement of
the idler and signal detector click set as mIfy., and mSy).,, respectively. This formalism allows
for consideration of all possible combinations of idler and signal detector click or no-click events.
An example of the sets of the particular idler detectors that click when M =3 and |I| =2 is
mly; = {mll, mI2}, mIso = {mI2, mI3} and mIs.5 = {mIl, mI3}. From this it is obvious how
the complement sets and the signal detector sets are expressed.

A mapping f(mI, mS) encodes how idler and signal modes are correlated. By defining the
conditions of this mapping, we can express how idler and signal modes correlate in any way.
This level of freedom for mode correlation means that M:TBSS theory is applicable to any of
the degrees of freedom our light possesses. However, the remainder of this thesis shall focus on
the case of idler and signal mode anti-correlations. This mirrors the anti-correlations of spectral
modes from an SPDC output. If two modes have the same photon-number set element b; € B
then they are photon-number correlated, we use this set to describe the mapping. The mapping

(from a particular mode to photon-number set element) for spectral anti-correlations is thus
f(mI, mS) : mli — b, and mSk — bps—_p41, Vi, k. (5.1)

If we consider a 3:TBSS system, the idler mode mIl correlates with the signal mode mS3.
Figure 5.1 shows an idealised representation of a joint spectral amplitude (JSA) for a state
with three frequency anti-correlated spectral modes. Figure 5.1 also shows how the idler and
signal modes correlate with each other, with the respective index denoted b; beside each mode.
The utility of the index set B is apparent for succinctly representing mode correlation. This
is a simplified scenario, as a realistic JSA does not have a perfect one-to-one correspondence
between modes. Nevertheless, this idealised JSA is sufficient granted we acknowledge the loss
of useful light when only considering signal and idler modes with one-to-one correspondence.
Moreover, each spectral mode mli or mSk represents a set bandwidth of frequencies with central
frequency w;/;. As the mode number 4, k increases, this represents an increase of frequency of

central frequency for this spectral mode. This thesis only considers arbitrary frequency values.
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FIGURE 5.1 — Idealised representation of a joint spectral amplitude (JSA) with three spectral
modes. Note the one-to-one anti-correlation between idler and signal frequencies.

5.3 SQUEEZING OPERATOR

We extend the theory of a two-mode squeezing operator introduced in Ch. 2 for M:TBSS. The

M:TBSS unitary transformation operator is

. LMt st St M o
U = ¢ X 2o 85,8 (g1 TXA, 2000 A5z01(M+1-z) (52)

We model SPDC when this unitary transformation operator is applied to the pump mode and
the 2M mode vacuum [100],
Ula) @ [{0}2mr), (5.3)

where [{0}ap) = |0) ® ...2M --- ® |0). This is for the case of a evenly distributed JSA, that is
each mode in M:TBSS has equal photon number distributions. Furthermore, there are perfect
one-to-one frequency correlations for the state given by Eq. 5.3. Appendix J shows the case
of an unevenly distributed JSA. The remainder of this thesis focuses on the case of an evenly
distributed JSA for M:TBSS.

As previously done in Ch. 2, we apply the parametric approximation to the operators acting
upon the pump mode as it is an intense coherent state. This transforms these operators into
classical variables, which vastly simplifies the analysis [116] as the pump field is no longer
represented by an operator. The unitary transformation operator is restated as a squeezing
operator. Additionally, the pump mode is traced out of the system.

Similar to Ch. 2 we define ¢ = P, where « is the classical pump amplitude that was

originally a,. With the change of variables, we define the M:TBSS two-mode squeezing operator
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as

$o.01(0) = p(a]U]a), (5.42)

M At A « "M s o
_ e*(Z;:l aTSzaI(J\l+lfz)+C 2o 48201 (Mt1-2) (54b)

Equation 5.4b is an unfavourable form of the M:TBSS two-mode squeezing operator for calcula-
tion. Therefore, we use the disentangling theorem to recast .SA'Q’ M into a more favourable form

[123], [157]. The following operators are set as

M
Ky =Y ab.al .., (5.5a)
z=1
K =K, (5.5b)
1 M
Ky =3 (k052 + ar(ar1-2ah (- (5.5¢)
z=1

The disentangling theorem requires satisfaction of the following commutator relations [K 5, K 1] =
+K.: and [K,, K_] = —2K3. Proof of this satisfaction is shown in Appendix H. Thanks to
the disentangling theorem and setting ¢ = re* into exponential form, the squeezing operator

Sy.ar(¢) is framed as

SQ M(C) _ efe“’tamh(’r‘)f(Jr eln(cosh_2(r))f(gee_wtanh(r)f(, ) (56)
With the squeezing operator in this form, it is applied to the 2M mode vacuum state.

5.4 M:TBSS STATE

In this section we express the M: TBSS state. The squeezing operator 5’1 M applied to the 2M

mode vacuum is
[Whrress = Saar(Q){0}onr) = e e eln(com s e Hanh R [ 0}) - (5.7)

The three exponential components of this favourable form act from right to left, hence the
derivation is split into three parts. A similar form of our M:TBSS state is given by Kok and

Braunstein in Ref. [158], where they focus on the polarisation correlations instead. Appendix I
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details the derivation of |¢)m.Trgs. Hence, the M:TBSS state is

‘77[}>M:TBSS - (SeCh(r))M Z(ieietanh(’r))n Z 5b1+"'+bM,n bla ey bM>mI®
n=0 by,...,bar=0
® [bars - - b1 )ms, (5.80)
1 00 » A )n n
TN —e' n 0 ’I’Lb>"‘7b m®
(n+1)% ;( n+1 bl,.§,:o bi-+e+bar,n D1 M) ml
® [bazs - - b1)ms, (5.8b)

as sinh?(r) = 7. Our detectors are phase-insensitive and hence do not register the off-diagonals
of a density matrix. Similar to the QI state pg; introduced in Ch. 3 we can express the M:TBSS
density matrix with diagonals only. The M:TBSS density matrix with off-diagonals disregarded
is

n

puress = Y P, M) > Gppgingnlbrs - bar)(ars - b e ®

n=0 bl,...,b1u:0
® [bars- ., b1) (s batlems, (5.92)
where P(n, M) = %

5.5 M:TBSS MEASUREMENT OPERATORS

The generalised form of the idler detector POVM describes the single-shot measurement made

by all idler detectors in a M:TBSS system. We define the idler detector POVM as

M M
(M, mlp.,) = ® v (1) ® ® 1 (7). (5.10)

We define A(i) =

and B(i) = 1 — () Where 7ig (i) is the idler detector

1
1+np,1(7) 1+np,1(i)

background noise and n;(4) is the idler detector system loss for mode mli. The mode mli click

and no-click measurement operators, respectively

oo

Ay (i) =Y (1= A(D)B()P)[p) (plmri, (5.11a)

p=0

Fi () = S AG B ) Pl (5.11b)
p=0
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The generalised form of the signal detector POVM is

M M
As(M,mSis,) = Q)  As (@ Q) Asx(D). (5.12)
mSkemS sy mSkelr:nlSTS‘:y
We define D(k) = m, Gk) =1- %SS((?) Where 7ig,g(k) is the signal detector

background noise, ns(k) is the signal detector system loss and £(k) is the signal attenuation

factor for mode mSk. The mode mSk click and no-click measurement operators, respectively

s, (k) =D (1= D(k)G(k))[p) (plmsk (5.13a)
p=0

fsx (k) = Y Dk)G(K)?|p) (pluss- (5.13b)
p=0

5.6 (GENERALISED CLICK PROBABILITY

In this section we define the M:TBSS generalised form of the click probabilities with the idler
detector event combination mljj., and with the signal detector event combination F|g.,,. We

first define the idler detector generalised click probability as

Pri(M,mlyy..) = Tr(ﬁM:TBss (M, mI|I|:z)> (5.14a)
= ZP(n,M) Z 5b1+---+bM,nX
n=0 b1,...,bar=0
M M
< JI @-A@BG"Y) H A(i)B(i)" (5.14b)
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Therefore, when an object is present the generalised signal detector click probability after idler

detector measurement conditioning is

1
P M, ml,. ) =T ——————Tror (u A1(M, mly,,
rgir,1 (M, mljp.., mSg).,) r(Prl(M7mII:z) rmi (PaerBss (M, mIy.,)) %
X ﬁ-S(Ma mSS:y))v (515&)
1 s "
_mZP(n,M) > Ghtetbyn X
n=0 b1,...,bar=0
M M
< I a-4@B@" [ AG)BG)"x
mliéiillm;z mliéilll‘cn:z
M M
< ] -DEGE M=+ ] DEGE) -
k=1 k=1
mSkEmS‘S‘:y mSkEmS(“‘S‘:y
(5.15b)

When an object is absent this means that any idler event does not affect the click probability at
the signal detector. The lack of effect from the idler measurement is because the signal state is
lost to the environment. This loss to the environment is treated by replacing the signal state
with a M-mode vacuum state ppo = |[{0}as). Therefore, the M:TBSS general form of the no

object present click probability is

Pr(M, Hy, mSyg}.,) = Tr (ﬁHoﬁS(M7 mS|S|:y))a (5.16a)
M M
= ] «a-b&)y [] D®. (5.16b)
k=1 k=1
mSkEmS‘s‘:y mSkaS‘C‘S‘:y

5.7 GENERALISED CLICK-COUNT DISTRIBUTION AND LLV

The generalised click probability theory for M:TBSS covers all possible types of events for our
click detectors. We denote the number of click events for a particular combination of idler
detector clicks and no-clicks as

rr(mly.. ). (5.17)

Therefore, the M:TBSS idler click-count binomial probability distribution is

N
Pyt ) = ()1 = P (5.18)
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where we use short-hand for the corresponding click event z1 = z1(mlj;..) and we also use
shorthand for the relevant click probability Pr; = Pri(M, mljy..). After this, we define the
number of click events for a particular combination of idler and signal detector clicks and
no-clicks as

I(mI‘I‘:Z,mS‘S‘:y). (519)

We add a condition that we only care for events when there is at least one signal detector that
clicks |S| > 1, as any difference between the object present or absent scenario is manifest in the
signal detector click-count statistics. Following from this, we define the M:TBSS object present

binomial click-count probability distribution for an event combination (mlIjy.,, mSg.,) as

1

P g 1Sy 1.0) = ()P (1 = Py (5.20)

T

where we use short-hand for the corresponding click event = z(mljy.., mSg}.,) and for the
relevant click probability Pr = Prgj;; (M, mIj;.;, mS)g., ). Furthermore, we define the M:TBSS

object absent binomial click-count probability distribution
P(]\47 Ho, mS|S‘:y, xIy, Q?) = (?) Pl‘%lo(l — PI‘H())I\/I_QCI7 (521)
where we use the shorthand Pryg = Pr(M, Hp, mS g, ). The M:TBSS LLV which considers all
possible idler and signal click event combinations (with the condition that |S| > 1) is
lz| |yl

A(M X) —In ﬁ ﬁ H H P(M7 mI|I|:z7mS|S|:y7x17x) (5 22)
’ P(Ma HOamS\S|:y7xI7x) ’ ’

I1[=0 |S|=1 2=1 y=1

where we use the shorthand |z| = (f\ﬁ ) and |y| = (Ijg\> We also refer to x as the vector containing

the click-count information of all considered events. It is clear that there are many channels
of data arising from the myriad of possible click event. The benefit of the LLV framework is
apparent as the LLV reduces all these data channels into one value. The full M:TBSS theory
is useful as a comprehensive treatment of the multi-mode light we consider. For example,
it facilitates the possibility of simulating M:TBSS range-finding scenarios or accounting for
single-shot multi-clicks when probing targets in regimes without considerable loss. However, the
simplified M:TBSS theory we present next suffices for further discussion of the use of multi-mode

light.
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5.8 SiMPLIFIED M:TBSS ror LIDAR

We do not need the entire suite of features granted by M:TBSS theory to apply it to a LIDAR
system capable of multi-mode discrimination for each beam. In this section we present a
simplified form of M:TBSS thanks to a few assumptions. We assume that the system parameters
are identical for each mode. This simplifies the POVMs as Vi, k A(i) = A, B(i) = B,D(k) =
D and G(k) = G. We also assume that the M:TBSS state has an evenly distributed JSA. Lastly,
we only consider coincidence clicks limited to when the number of idler clicks |I| = 1. These
assumptions vastly reduce the number of probabilities required to characterise a LIDAR system,
thereby simplifying this particular application of the theory.

As we only consider coincidence clicks, the mapping from idler detectors that clicked to

signal detectors that clicked is

mS;., = f(ml;.., mS). (5.23)

We do not consider no-click events and so we drop the mode no-click operators from the
generalised measurement operators in Eq. 5.10 and Eq. 5.12. Therefore, the simplified M: TBSS

idler click probability is
Pri(M,mIy.) =Y P(n,M) > 8y qotpp.n(l—AB"™). (5.24)
n=0

bi,...,bar=0

The simplified M:TBSS coincidence click probability is

1 (e’ n b, by
Prs‘ll(M’mIlz) == mZP(TL,M) Z 6b1++b1\/[,77,(1_AB )(1_DG )
n=0 b17~~-7bM:0
(5.25)
Furthermore, the simplified M:TBSS object absent coincidence click probability is
Pryo(M,ml;..) = (1 — D). (5.26)

The total number of idler clicks, signal clicks and coincidence clicks is also dependent on
the number of detectors M. The click probabilities for each mode are equivalent, therefore
calculating the total number of clicks for the simplified M: TBSS system is an easy multiplicative
task. After N shots, the mean total number of idler clicks Ny = NPri(M,ml;.,)M and
the mean total number of signal detector noise clicks Ngs.noise = NPryo(M, ml;..)M. The
mean total number of coincidence clicks, for object present and absent respectively, Ngj1,; =

NPri(M, ml,..)Prg 1 (M, ml;..)M and Nygjr; = NPry(M, ml,..)Prao(M, mI;..) M.
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Due to the assumptions made for simplified M:TBSS the click-count probability distributions
are parameterised only by number of modes M and the set of idler detectors that click once
in total mI;.,. Therefore, we set the notation for the simplified M:TBSS idler click-count
probability distribution as Py(M,ml;..,z1). Similarly, we set the notation for the simplified
M:TBSS coincidence click-count probability distribution for object present as P(M, ml;).., 21, )
and object absent as P(M,Ho, mIyy.., z1,2). As the simplified M:TBSS LLV constitutes M
independent click-count probability distributions, it is easy to state the LLV in its linear form

|zl

A(M,x) = Z Myz(mly.;) + 21(ml;..)Cy, (5.27)

z=1

Prgir,1(M,mly..)(1—Pruo(M,mly..))

1*PTS|I,1(M~,m11;z))
Pryo(M,ml;..)(1—Prgr,1 (M,mly.)) ’

where M; = 1n( T=Prie (Mml1,.)

) and Cq = ln(

5.8.1 FIGURES OF MERIT

All of the FOMs introduced in Ch. 4 applies to M:TBSS theory. The SNR for the simplified

M:TBSS is
Prgjp,1 (M, ml;..) — Prgo(M, ml;.)
PI"H()(M, mIl:z)

SNRM;TBSS = . (5.28)

As for QI (1:TBSS), we set the simplified M:TBSS click-count distribution as Poissonian for the
CRLB of signal attenuation factor estimation A2€min. The simplified M:TBSS CRLB is
dg

2
2 5 — =
A%Emin = ( du) 7 (5.29)

where = Ngpp;. The distinguishability and shots required for threshold distinguishability
follow suit based off the LLV defined in Eq. 5.27. It is also straight-forward to express a quantum

advantage comparing CI with M:TBSS for any of our FOM.

5.8.2 PERFORMANCE COMPARISON

It is trivial to show that system performance improves by increasing M for a system with a
mean photon number 7 for each mode, as the total mean photon number in the system increases
with M modes. Instead, we want to show a non-trivial advantage of increasing the number of
spectral modes M without increasing the total mean photon number. To show the non-trivial
advantage we need to be sure that the comparison of M:TBSS with QI is fair. This condition
for fairness requires that the total mean photon number of our light source and the background

noise is equal for any M:TBSS state. We want to solve for the M:TBSS mean photon number
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niy that gives us the same number of clicks as a 1:TBSS state with mean photon number 7
would. We exclude the influence of idler detector background noise to investigate solely how
the mean photon number is distributed over the number of spectral modes M. Therefore, the

M:TBSS mean photon number is found from

Nijng =0 = NPri(1,mI,..) = NPr;(M,ml,..) M, (5.30)

’I’LBYIIO nBJ:O

where Pri(1,ml;.,) is a function of 1:TBSS mean photon number 7 and Pri(M,ml;.,) is a
function of M:TBSS mean photon number 7.5,. Calculation of the M:TBSS mean photon number
ny from Eq. 5.30 is greatly assisted by the knowledge that when only one mode of the M:TBSS
is regarded the photon statistics are thermal, as derived in Appendix K. Hence, the M:TBSS
mean photon number in terms of the 1: TBSS mean photon number is

n

ny = . 5.31
M M —mn+nMn ( )

There is a similar approach for calculation of the M: TBSS signal detector background noise
fm:B,s- Therefore, the M:TBSS signal detector background noise in terms of the 1:TBSS signal

detector background noise is

NB,S,E
—nBsE + MhpsE

nM:B,S = i + np, (5.32)

where we define the 1:TBSS signal detector environmental background noise mean photon
number fig g and the detector dark count mean photon number fip = fig;;. We assume that
the only noise for the idler detector is from detector dark counts, as we can shield the idler
detector system from the environment. By separating the environmental noise and dark counts
in our analysis this means that M:TBSS systems will have different noise counts, due to the
added dark counts as the number of detectors increase. However, it is still fair to compare
different M: TBSS systems as the signal light and the environmental noise is still distributed fairly.
It is clear that the benefit from increasing the number of spectral modes M is limited by the
dark counts having a dominant effect over the distributed environmental noise. This limitation
from dark counts means there is an optimal number of spectral modes M. Figure 5.2 shows
how the SNR varies with the number of spectral modes M. As shown by Frick in Ref. [159] the

optimal number of spectral modes My is when

OSNR

—_— =0. (5.33)
oM Mopi=M
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M

FIGURE 5.2 — SNR as a function of modes M. n = 0.5, ns;1 = 0.5, £ = 0.5, ngs = 0.51,
np,1 = 0.01. The optimal number of spectral modes My, = 26.

Moreover, the use of the LLV framework to quantify M:TBSS performance is shown in the object
absent to present rolling window in Fig. 5.3. The distinguishability for 1: TBSS ¢; = 0.552,
2:TBSS ¢o = 0.705, 3:TBSS ¢3 = 0.761 and 4:TBSS ¢4, = 0.787. It is clear from both Fig. 5.3
and the distinguishabilities that the relative advantage reduces as M < M, increases. The
different time-series plots for M: TBSS in Fig. 5.3 appears piece-wise. This is due to the sudden
nature of the object absent to present regime change at N = 200, the rolling window which
takes N = 100 shots to update fully to the other regime and that this is the average of 1 x 10*
Monte-Carlo simulated LLV trajectories. At each shot number N there is a distribution of LLV
values, which has accrued due to the many Monte-Carlo simulation runs. From this distribution
we are able to plot the error bars shown in Fig. 5.3 as the standard deviation above and below
the mean LLV. In Ch. 7 we discuss the methodology behind the Monte-Carlo simulation used
to generate Fig. 5.3 and that while we can analytically generate this figure, the individual
trajectories which constitute the distribution of LLV values are of interest for signal processing
and testing our protocol.

To summarise, this chapter begins with a motivation of why we wish to extend the theory
of the non-classical light we consider for QI, as there are multi-mode correlations between the
two beams. Hence, it is advantageous to develop a generalised theory to exploit them. We
lead onto the prerequisite theory about the notation for expressing mode correlations. After
this, we derive the state vector and density matrix for the multi-mode twin-beam state of light:
the multi-mode distributed twin-beam squeezed state (M:TBSS). We then lead onto the click
detector POVMs pertaining to all the possible combinations of events and the corresponding
click probabilities. We then define the LLV for the M:TBSS. To ease the application of this
theory to our LIDAR protocol, we can make a few simplifications and refer to this as simplified

M:TBSS. We mention that the previously defined FOMs also apply to the M:TBSS theory.
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Fi1GURE 5.3 — Rolling window of the mean LLV from object absent to present for 1:TBSS,
2:TBSS, 3:TBSS and 4:TBSS, with an error bar of one standard deviation plotted too. Rolling
window size of 100 shots, n = 0.5, ng,; = 0.5, £ = 0.5, np,s = 0.51, i1 = 0.01.

From this, we lead onto performance comparison for a different number of modes used for each
beam. Our performance analysis reveals an optimal number of modes we can use in each beam

to maximise distinguishability.



CHAPTER 6: PRACTICAL JAMMING-RESILIENT LI-

DAR PROTOCOL

6.1 FOUNDATION TO PROTOCOL

A LIDAR model requires the ability to detect and range-find a possible target object. Earlier
in this thesis we introduced the tools for detecting or ruling out a possible target object, for
a known distance. In this chapter we provide our method for range-finding. We introduce
essential aspects of range-finding such as spatial resolution, temporal resolution and target object
scattering properties. Furthermore, in this chapter we reinforce the knowledge that improved
covertness and jamming-resilience is granted by the use of quantum-enhanced LIDAR when
detecting or range-finding a target object.

The previous chapters of this thesis present the precursor material before introduction of
our LIDAR model. Chapter 2 discusses the light sources used and the type of noise in our
system. Chapter 3 discusses the detectors used and how we make measurements. Moreover,
in Ch. 3 we include effects such as system loss and signal attenuation from probing a possible
target object. Chapter 4 introduces the methods for assessing system performance. The ability
to assess system performance is paramount for any remote sensing protocol, as it instructs
the practicality of object detection and ranging in certain scenarios. Chapter 5 extends our
theory to include multi-mode information on both the idler and signal channels. The use of this
multi-mode information improves system performance and covertness, it also grants additional

resilience to jamming.

6.2 RANGE-FINDING

We perform range-finding by exploiting timing information and prior knowledge of the reflection
properties of a possible target object. It takes more time for our signal light to reach the object

and back-scatter towards our detector than it does for our idler light. We refer to this time
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FIGURE 6.1 — Idealised diagram of the probing a target object and that light back-reflecting
towards our detector.

taken as the time delay

(D) = ==, (6.1)

where c¢ is the speed of light in the medium (approximated as the speed of light in a vacuum for
simplicity). Figure 6.1 visualises the path for light to leave our source and reflect from the target
object back towards our detector. The distance of this path is what sets the time delay ¢(D).

A technology which facilitates range-finding for classical single-photon LIDAR is known as
time-correlated single-photon counting (TCSPC). This involves time-tagged pulses which are
then correlated with the return photon-count statistics [9], [160]. However, there are downsides
to the use of pulsed light sources for remote sensing. For example, there is a reduction of
covertness as pulses are easier to detect than a CW source with the equivalent power, due to the
short duration the power of a pulse is concentrated within. Therefore, an alternative modality
for remote sensing is classical CW LIDAR via amplitude or frequency modulation of the source
light output [161]. A CW or pseudo-thermal source for classical ghost imaging-based LIDAR is
also possible [162]-[164]. Nevertheless, accurate remote sensing is difficult at low signal strength
and high noise regimes for any modality of classical single-photon LIDAR.

Our CI model is not the optimal modality for classical LIDAR. For example, this is because
of the lack of modulation or use of classical correlations. For a pulsed source our CI model can
perform range-finding akin to TCSPC. Whereas, the CI model with a CW light source cannot
accurately range-find due to the lack of timing information available for the probe beam. The
remainder of this thesis will focus on ranging for QI, ignoring CI. We can ignore CI for our
treatment of range-finding as the system performance analysis of CI and QI in Ch. 4 shows that
even if we perfectly know the distance of the target that QI performs better.

We use the strong non-classical temporal correlations between the idler and signal beams to
range-find [81]. The idler beam is locally measured and therefore has no delay as its distance

from source to detector is known, whereas the signal beam does have a delay due to the distance
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FIGURE 6.2 — Idealised depiction of detector click-event post-processing for the signal and
idler channels as a function of time discretised into time-bins. Clicks events are represented by
the coloured pulses. The signal beam is delayed by Mciay (D) = 2 time-bins.

of the object. This delay is often unknown as the distance of the object is often unknown. The
quantum advantage from coincidence counting is recovered by correctly matching idler and
signal channels with an appropriate delay. We segment time into time-bins, where each time-bin
corresponds to a shot of the system (which has a temporal duration set by the coincidence
window size 7.). Therefore, the expected signal beam delay is also discretised into time-bins.
Our pump source can be either in pulsed or CW operation, it does not matter as the idler and
signal output from the SPDC process are pulses. The expected delay of the signal beam in shots

for an object at distance D from the detector is

Mdelay(D) = I_t(D)frepJ ) (62)

where the source repetition rate frep = 1/7¢, which is dependent on the coincidence window
size 7.. Therefore, the idler data stream is matched with the signal data stream shifted back
Maelay (D) shots, for an inspected distance D. Figure 6.2 shows how delay-matching in post-
processing will correlate the signal and idler channel channels segmented into time-bins of
temporal size 7.. The desire for considering a system with a discretised delay is that separate
data channels do not suffer from coincidence counting cross-talk, as the coincidence windows do
not overlap. Chapter 8 demonstrates range-finding when the discretised delay approach is not
possible (due to the small distances we attempt to discriminate between); therefore, the effect
of cross-talk and the lack of our discretised delay approach is discussed there. We define the

spatial resolution of the system D, as

C
D, = .
2frep




CHAPTER 6. PRACTICAL JAMMING-RESILIENT LIDAR PROTOCOL 94

Timing jitter due to our detector (and to a lesser degree to our source and the object) can
cause the misbinning of click events. The deleterious effect of misbinning could be that an
object is falsely inferred at a wrong distance, thereby affecting the range-finding ability of our
protocol. As the target object distance is never an integer value of the spatial resolution there is
an increased chance of misbinning, as on average the return clicks can be closer to the edges of
a particular time-bin. However, as mentioned earlier, timing jitter is neglected in our model as
we set the coincidence window size 7. such that the effect of timing jitter is negligible. Previous
literature for simple-detection based QI range-finding describes timing jitter corresponding to
~ 10 cm range uncertainty [159], which is smaller than the range resolution we specify henceforth
at 30 cm. We define the (realistic) temporal resolution ¢,(D) which determines how quickly
our system can make a confident LLV sample for a distance D. This depends on the source

repetition rate fiop, and the threshold distinguishability ¢, therefore the temporal resolution is

tr(D) - Z\.];ﬂr(ef) )

(6.4)

There is also a quantum LIDAR range formula (for Lambertian-type scatterers) [165]. This
allows for calculation of the maximum range D, our protocol can detect an object, for one

LLV sample of N shots. The quantum LIDAR range formula is

Cmax:IAngobj
Dipax =\ ————— 6.5
27'rcnoise ( )

where ¢pax1 is the maximum idler count rate, A is detector area, n is the number of photons given

an idler count, &,p; is the intrinsic reflectivity of an object and cpoise is the noise count rate. We

can relate this directly to our model by setting ¢pax.1 = (N x Pr1 + 4\/N x Pri(1 — PrI)) ﬁ
and Cpoise = (N X PrHO) ﬁ Of course, the estimation from Eq. 6.5 does not set a hard limit
for how far we can range a target object. We can beat the maximum range Dy,.x set by Eq. 6.5

by taking more LLV samples.

6.3 SCATTERING AND ABSORPTION OF OUR PROBE LIGHT

This section deals with the scattering and absorption our probe beam experiences during
the process of interrogating a target object. This process includes the journey towards an
object, the reflection or absorption upon the object and the journey back towards our detector.
The medium between our detectors and the target object can absorb or scatter some of our

light, which is known as the atmospheric extinction. A modality of remote sensing known as
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differential absorption LIDAR utilises the atmospheric extinction to investigate the properties of
the atmosphere [166]. However, we neglect the effects of atmospheric absorption and scattering.
This is due to the relatively short stand-off distance we typically consider for quantum-enhanced
LIDAR and the high atmospheric transmissivity for visible and near-IR wavelengths. Another
property we neglect is beam divergence of our signal beam from source to object. We neglect
this property because of the relatively short distances we typically consider and that beam
divergence is partially prevented if the beam is sufficiently collimated.

The signal attenuation factor £ encodes all loss from the process of probing a target object.
Within this factor & we define the object reflectance factor &p;. A object reflectance factor
of &bj = 1 is an object that completely reflects all light incident upon it back to the detector
and &,,j = 0 is an object that completely absorbs or reflects all light incident upon it not to
the detector. Typical values in a realistic scenario of the signal attenuation factor are £ < 1,
where often the bulk of the loss is due to the intermediate space between the object and target,
rather than the reflective property of the object itself (£o;). We make an idealisation that a
target object either perfectly adheres to the reflective properties of a specular or a Lambertian
reflector. A specular reflector reflects light at an angle equal to its incident angle. An example
of a specular reflector is a perfect mirror. A target object with specular reflectance directed
is relatively easy to detect compared to a Lambertian scatterer, granted that it is angled such
that the reflected light is aimed towards our detector. We refer to a specular reflector angled in
this way as a cooperative target and we assume this scenario is true for the remainder of our
discourse on specular reflectors. Figure 6.3 visualises what a specular reflector is in terms of
beam geometry. Due to the assumptions of no beam divergence or atmospheric extinction the

signal attenuation factor for a specular reflector as a function of object distance is

§(D) = &obj (6.6)

We now consider the Lambertian reflector and its influence on our signal attenuation factor
£ [167]. To derive & in our Lambertian model we have our initial intensity of light I and our
detected intensity of light I4et = £Ip. Light incident upon a Lambertian reflector is equally
diffused over all possible angles upon reflection. Figure 6.4 visualises a perfect Lambertian
reflector with beam geometry. A more realistic approach for describing target reflectivity of a
rough-surface is the Rayleigh-fading target statistical model. It considers the speckle that tends to
occur when LIDAR wavelengths interrogate rough surfaces. Here, speckle refers to the Rayleigh-

distributed amplitude and uniformly-distributed phase in the return light. Reference [34] applies
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FIGURE 6.3 — A representation of a specular reflector. The angle of incidence 8 for the light
normal to the target object is the same as the angle of reflectance.

Lambertian reflector

Light source Detector

FIGURE 6.4 — A representation of a Lambertian reflector. A beam with angle of incidence 6y
strikes the Lambertian reflector and the reflected light is equally diffuse.

this model in the context of QI. However, we do not consider the Rayleigh-fading target model
further as we restrict ourselves to the idealised scenarios of either a specular or Lambertian
reflector. Lambert’s cosine law applies to Lambertian reflectors. This law dictates that for a
diffusely reflecting object, the initial intensity of light I scales with the cosine of the incident
angle 6y with respect to the normal of the plane of the object. As the light reflects off the object
with angle 6r, we apply Lambert’s cosine law a second time. Hence, we define the resulting
intensity after scattering from the object I = Ip&on;cos(6r)cos(fr). The double application of
Lambert’s cosine law is obvious in Fig. 6.5 as it shows our incident light I striking the reflector
at an angle 6; and with the reflected beam leaving the object towards the detector at an angle
Or. If our light source and detector is situated close together and the object is sufficiently far
away from our detector then the angle of incidence and reflectance are approximately the same
01 =~ 0r = 0. Realistic Lambertian objects are rough-surfaced and can move throughout the
detection process, consequently the angle # changes constantly. Therefore, we take the average
of Lambert’s law applied twice cos?(f) = %, which yields Ig = %fobon for the intensity after
scattering off an object. No attenuation occurs upon the beam as it travelled towards the

detector due to the lack of beam divergence, however it will attenuate as a function of distance
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FIGURE 6.5 — A representation of why Lambert’s cosine law is applied twice. A beam with
angle of incidence 6; strikes the Lambertian reflector and the reflected light returns to the
detector with angle 0.

due to the diffuse nature of the post-reflected light. If the detector is at a distance D from the
object, the light will spread out within a hemisphere with area Ap = 27D? due to the inverse
square law. The factor of 27 in Ap is due to the light diffusing equally in all directions of a
hemisphere. Furthermore, we define Aqe; as the area of our detector. The remainder of this
thesis we set the area of the detector Age; = 1 m? for the simulation results of range-finding.
The ratio of Aget and Ap is the attenuation solely from distance. We restate the intensity of the

Adet Adet

light upon the detector as ljet = Is5. 9% = [o€ob; 12937 Therefore, for the Lambertian reflector

model, the signal attenuation factor object distance is

_ Adetgobj

§(D) = “anD? (6.7)

6.4 LLV AND DISTANCE

It is intuitive to see that the signal attenuates as a function of travelled distance, which in turn
affects the click probabilities and consequently the LLV. Of course, for the idealised model of a
specular reflector there is no signal attenuation from distance, but a more realistic model of
the specular reflector has signal attenuation mainly caused by beam divergence. Our model for
the Lambertian reflector does however have signal attenuation affected by distance. Hence, the
number of shots to reach threshold distinguishablity V; increases with detector distance D. We

require a specific LLV conditioned by k idler clicks for each each distance D

Ap(zp, k) =1n <PH1,D($D,7€)> |

Pyo,p(zp, k) (6.8)
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with P, p (Pui,p) defined as the click probability distribution for an object present (absent) at
distance D after Ny shots, respectively. We also introduce z , to refer to the click-count data from
the idler detector data channel with no delay and the signal detector data channel with delay in
time-bins Mgelay (D). For a set of system parameters and for an inspected distance D, there is an
expected mean coincidence click-count pp.1,; resulting from its corresponding number of shots
Ni(D) required for threshold distinguishability. This expected mean coincidence click-count can
differ for each inspected distance, whereas the expected mean LLV is approximately constant
for all inspected distances. This is due to the adherence of the threshold distinguishability
requirement which means the LLV test effectiveness is consistent for all inspected distances.
Hence, the LLV is directly comparable for different distances. This ability to interpret different
possible inspected distances simultaneously is a valuable feature for a range-finding protocol.
The range-finding theory also applies to the multi-mode light (M:TBSS) we introduce in Ch. 5.

Each idler channel and its respective correlated signal channel is encoded within zp.

6.5 RANGE-FINDING STATISTICS

The distance of a possible target object is unknown in a range-finding scenario, therefore the
expected delay is also unknown. We systematically work through different possible distances
(delays) from near to far, in search of the correct location. Analysis of the LLV distribution
statistics for different inspected distances is essential for understanding how our LLV framework
can discern the presence of a target object when range-finding. However, we are not able to
generate analytically LLV distributions for inspected distances that are not at the correct object
distance. This is because we are not able to predict how our signal light will cause accidental
coincidence clicks with the idler data stream for incorrect signal beam delays. Instead, we
computationally generate (via a Monte-Carlo simulation) the inspected distance LLV distributions
by processing simulated data streams via the relevant LLV for that inspected distance Ap(zp, k).
The methodology for this simulation is expanded upon in Ch. 7. We are able to discern that a
certain delay is the correct one if it is sufficiently distinguished from the statistics of the LLV
distributions corresponding to its neighbouring delays. This is because the correct delay LLV
distribution is the only distribution underpinned by the strong temporal correlations for idler and
signal beams. In the following section, we set a coincidence window size as 7. = i =2x10""s.

This means that we have an spatial resolution of D, = 0.3 m.
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Distance (m) Ny Maeray | €
2 6.64%103 6 1

2.7 6.64x10° 9 1

3 6.64x103 10 1

3.3 6.64x103 11 1

6 6.64x103 20 1

TABLE 6.1 — Inspected distance properties for an object with specular reflectance and a spatial
resolution of D, = 0.3 m. The columns are the distance (m), the shots required for threshold
distinguishability Ny(D), signal stream delay in shots Myelay (D) for each object distance and
§. System parameters are n = 0.01, ng,; = 0.5, signal attenuation { = 1, ngs = 0.5 and
ng1 = 4.49 x 10~4.

6.5.1 SPECULAR REFLECTION

We first show the LLV statistics for a set of inspected distances for the specular reflector. For
all inspected distances D, the LLV for k idler clicks is the same VD, Ap(zp,k) = A(zp, k).
The reason is that for our idealised model the signal attenuation parameter £(D) does not vary
with distance. Therefore, each inspected distance has the same shots required for threshold
distinguishability N;(D). Table 6.1 shows the properties for each inspected distance, when we
have a specular reflector. Where we use the method in Appendix G to calculate N;. Figure 6.6
shows the mean and one standard deviation error bar for a set of inspected distance LLV
distributions. The target object is situated at a distance of Dcorrect = 3 m. For the system
parameters in Fig. 6.6 the expected object present mean LLV for all distances is ug = 3.22. In
Fig. 6.6 it is clear that only the correct inspected distance LLV distribution has a mean identical
to the expected object present mean LLV pg. It is therefore apparent that the target object
is situated at 3 m, due to this strong signature. Figure 6.7 shows the inspected distance LLV
distribution statistics when an object is absent. Whereas, for an object absent, all inspected

distances statistics match their respective object absent statistical outcome.

6.5.2 LAMBERTIAN REFLECTION

We now consider a target object with Lambertian scattering properties. Each inspected distance
D has its own unique LLV conditioned by k idler clicks Ap(zp, k). This is because for our
Lambertian model the signal attenuation parameter £(D) varies with distance. In consequence,
each inspected distance has a unique value for shots required for threshold distinguishability
Ny(D). Table 6.2 shows the properties for each inspected distance. Where we use the method
in Appendix G to calculate N;. The results for N; from Appendix G are numerically consistent
with the Monte-Carlo simulation approach as detailed in Ch. 7.2.1 to find the distinguishability

¢ — and hence find N;. To put the shots required for confident detection for the 6 m distance
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FIGURE 6.6 — Inspected distance LLV distributions when a specular reflecting object is situated
at a distance 3 m. Mean and one standard deviation error bar plus and minus the mean plotted.
The correct distance 3 m is shown as a blue dot and error bar. The shots required for threshold
distinguishability N, signal stream delay in shots Mgeiay (D) for each object distance and ¢
is given in Tab. 6.1. The horizontal (black) dashed line is the detection threshold dppy = 0.
n = 0.01, ng;1 = 0.5, nps = 0.5 and ngy = 4.49 x 10~*. This figure is generated from 10*
simulation runs.
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FIGURE 6.7 — Inspected distance LLV distributions when a specular reflecting object is
absent. Mean and one standard deviation error bar plus and minus the mean plotted. The
correct distance 3 m is shown as a blue dot and error bar. The shots required for threshold
distinguishability N¢(D), signal stream delay in shots Mciay (D) for each object distance and
¢ is given in Tab. 6.1. The horizontal (black) dashed line is the detection threshold drryv = 0.
n = 0.01, ng;; = 0.5, nps = 0.5 and nigy = 4.49 x 10~%. This figure is generated from 10*
simulation runs.
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Distance (m) N, Maelay £
2 1.35%10° 6 1.98%x 1072
2.7 4.41x10° 9 1.09x1072
3 6.69x10° 10 8.84x1073
3.3 9.76x10° 11 7.31x1073
6 1.05%107 20 2.21 x1073

TABLE 6.2 — Inspected distance properties for a Lambertian reflecting object and a spatial
resolution of D, = 0.3 m. The columuns are the distance (m), the shots required for threshold
distinguishability Ny, signal stream delay in shots Mgelay (D) for each object distance and
§. System parameters are n = 0.1, ns;; = 0.5, signal attenuation § = 1, nigs = 0.5 and
ng1 = 4.49 x 10~4.

into perspective we use the coincidence window size 7. = 2 ns used in the first experimental
results in Ch. 8. Hence, the time required for a confident detection LLV sample at the distance of
6 m is t =~ 0.02 s. Meanwhile, Fig. 6.8 shows the mean and one standard deviation error bar for
each inspected distance LLV distribution, for a set of distances. The target object is situated at
a distance of Dcorrect = 3 m. For the system parameters in Fig. 6.8 the expected object present
mean LLV for all distances is ug =~ 3.22. Figure 6.8 does not show real-time statistics, as a single
LLV sample for a far distance takes longer to acquire than a near distance in the Lambertian
model. Therefore, we discard some simulation run results for the near distance in order to match
the quantity of simulation results with the far distance. Figure 6.8 shows the object present
statistics and the correctly inspected distance 3 m shows a strong signature, due to the correct
coincidence matching. However, all of the falsely inspected distances display varying levels
of a shifted LLV because the influence of accidental coincidence events are amplified by the
mismatch of real incoming click-counts and what is expected from a certain inspected distance.
Regardless, the two nearest inspected distances to the true distance (2.7 m and 3.3 m) are not
shifted enough to obscure the LLV signature of the true distance. Whereas, for an object absent,
all inspected distances statistics match their respective object absent statistical outcome and is

identical to Fig. 6.7.

6.6 REAL-TIME RANGE-FINDING

An example of real-time range-finding for our protocol is now demonstrated. In this section we
demonstrate real-time range-finding on an object with Lambertian scattering properties. For
different inspected differences (i.e. different parameter regimes) to have their LLV’s interpreted
the same, we must ensure that each LLV sample is formed from its corresponding shots required
for threshold distinguishability N;(D). Hence, for each inspected distance D an LLV sample is
taken every Ni(D) shots. We define a set of K LLV samples as {A1,...,Ag}, with each LLV



CHAPTER 6. PRACTICAL JAMMING-RESILIENT LIDAR PROTOCOL 102

5.0 1

2.5 1

0.0 fm==m===mmmpmm ===

LLV

—2.5 1

—5.0 A

T
2.0 2.5 3.0 3.5 4.0 4.5 5.0 5.5 6.0
Distance (m)

FIGURE 6.8 — LLV of simulated range-finding statistics when a Lambertian reflecting object
is situated at a distance 3 m. The figure displays the mean and one standard deviation error
bar, for each inspected distance. The correct distance 3 m is shown as a blue dot and error
bar. The shots required for threshold distinguishability N;(D), signal stream delay in shots
Mgelay (D) for each object distance and ¢ is given in Tab. 6.2. The horizontal (black) dashed line
is the detection threshold dpry = 0. n = 0.1, ng;1 = 0.5, signal attenuation is modelled by the
reflection of a perfect Lambertian scatterer at distance D, ng g = 0.1 and ng = 4.49 x 10~4.
This figure is generated from 10* simulation runs.

sample taken every Ni(D) shots. Chapter 4 defines the LLV sample rolling window R(5). Here,
we specify a special case of this where the sample number § = S. Hence, it is no longer a rolling
window and is instead the LLV sample mean ug = %, for a total number of samples 5,
where S < K.

The LLV sample mean ug(D) is plotted as a function of time-bin z in Fig. 6.9. This figure is
generated from a Monte-Carlo simulation, as introduced in Ch. 7. The number of LLV samples
| z/Ni(D)] that comprise pg(D) increases with the elapsed time z in time-bins. The more LLV
samples there are the sooner a confident detection decision is made, as for an unvarying system
the statistics converge to the relevant inspected distance LLV distribution. The search for an
object is executed by scanning from near to far, this is because near inspected distance have
more LLV samples after an elapsed time and hence a confident detection decision is made sooner.
Our range-finding protocol stops searching once there is a signature of an object at a distance D.
Figure 6.9 shows how the different inspected distances (excluding 6 m) roughly converge by the
last time-bin. The reason why the 6 m inspected distance only has a point in Fig. 6.9 is because
the total elapsed time is equal to the number of shots for just one sample for the 6 m inspected
distance. All inspected distances make the correct LLV test decision as well, with only the 3 m
inspected distance displaying a strong signature for the object present LLV test decision. Our

LIDAR protocol is able to extend to any distance. However, we limited the maximum distance
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FIGURE 6.9 — Real-time signal trajectory of ug for the near (1.2 m), correct (3 m), one delay
bin after correct (3.3 m) and far (6 m) inspected distances. Each inspected distance LLV sample
has pg on the vertical axis and elapsed time in shots (i.e. time-bins) z = Mejapsea On the
horizontal axis. The horizontal (black) dashed line is the detection threshold dpry = 0. The
total elapsed time in shots is Ny(6). The object situated at a distance 3 m. Ny, Melay (D) and
§ given in Tab. 6.2. fie, = 0.5 GHz, n = 0.1, ng/1 = 0.5, signal attenuation is modelled by the
reflection off a perfect Lambertian scatterer at distance D, ng g = 0.1 and ng; = 4.49 x 10~4.

considered in this chapter to a short-range 6 m, as the inverse square law for the Lambertian
scatterer causes the shots required to drastically increase in value at a great computational cost
for Monte-Carlo simulation.

Furthermore, the requirement that each LLV sample for an inspected distance must be
made every N;(D) shots is not necessary. However, if we wish to make an LLV sample for an
inspected distance sooner, this at the expense of detection decision error and comparability of
LLV between inspected distances. By recording an LLV sample sooner, this would mean that
the shots is less than the shots required for threshold distinguishability N < N¢(D). Therefore,
this would cause Pp to decrease and Ppa to increase due to the larger overlap with a smaller

integration time.

6.7 VELOCITY ESTIMATION

The ability to estimate the velocity of an object is invaluable for instructing the subsequent
possible location of that object. There is classical LIDAR technology that uses the Doppler
effect to estimate object velocity [168]. This can extend to quantum-enhanced LIDARs. The
optimal performance for the precision of range and velocity estimation (via the Doppler effect)
is limited by bounds set in [84]. However, we do not further consider velocity estimation via the
Doppler shift as it is experimentally challenging to implement, as the Doppler shift for sensible
velocities is near imperceptible. Instead, we present a cruder approach which depends on the

upsurge of LLV at the inspected distance with the correct delay as an object moves through
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space. For example, we present a simple demonstration of velocity estimation. An object is
travelling directly towards our detector with an unknown velocity von;. We detect an object at a
far distance Dy,, with the far distance LLV data stream at time-bin z;. Following from this, we
detect an object at a near distance Dye,, with the near distance LLV data stream at time-bin

zo. If we assume that the object is at a constant velocity, we can estimate its velocity with

Dfar - Dnear

ea—21) (6.9)

Vobj =

Of course, some error arises due to the delay bin approach, which considers any distance D in a

range [D, D + D,) as the same distance.

6.8 COVERTNESS

QI performs better than CI for object detection and ranging, particularly in low signal strength
and high background noise regimes. A trivial point is that covertness is afforded by QI enabling
confident detection at a lower signal strength than CI, because of the better performance of QI
[86]. There are other aspects which mean that quantum-enhanced LIDAR enables covertness in a
way that CI does not. For example, the theory for M: TBSS enables us to exploit that our source
hops randomly around the spectrum within its JSA. This means that any particular spectral
mode can have a lower signal strength for an M: TBSS enabled detector system than would be
allowed for one-mode QI (which detects all of the spectral modes in one detector). The ability of
M:TBSS to detect objects confidently using signal light weaker than one-mode QI (i.e. 1:TBSS)
requires enables further covertness. Another point is that QI is able to detect and range-find
using a CW-source pump, whereas for our experiment CI is completely unable to range-find.
There is an inherent reduction of covertness with the use of a pulsed source, as with a pulsed
source the signal power is highly concentrated temporally and therefore easier for a third party
to detect. This is opposed to a CW-source which has the same signal strength but is temporally
spread and is therefore relatively more difficult for a third party to detect. The ability of QI
(and M:TBSS) to detect and range-find with a CW-source pump at considerably weaker signal
strengths and with than CI highlights the improved covertness a quantum-enhanced LIDAR

protocol provides.
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6.9 JAMMING-RESILIENCE

One of the major benefits of our quantum-enhanced LIDAR protocol is its resilience to jamming.
Jamming can occur via a hostile party deliberately shining dynamic bright light towards our
detector in order to obstruct our ability to accurately range-find or detect target objects. The
coincidence counting approach for our quantum-enhanced LIDAR means that the influence of
background light is reduced compared to the influence it has on CI.

Our LLV is based on prior estimation of the system parameters before jamming. Therefore,
our LLV is out of tune to the real statistics during jamming. Fortunately, we can dynamically
sample the real background noise when the strength of our signal is much weaker than the
environmental background n << np,g. Therefore, our LLV is dynamically updated and this
can counter the effect of a varying background. Our method for dynamic background tracking
is that we continually re-estimate the mean photon number of the signal detector ng g. This
re-estimation is based off the average of the signal detector clicks from the rolling window size
of previous samples, for each sample number. CI is not able to benefit from dynamic tracking
as the signal is negligible compared to the varying background in the regimes we analyse.

The following section shows simulation of a jamming scenario for two different types of
jamming. The first type is sinusoidal jamming, which is a slowly varying sine wave of background
variation. This type of jamming is easy to track and hence mitigate its effect. The second type
of jamming is pseudo-random fast jamming. An intermediate form of jamming (somewhere
between sinusoidal slow jamming and pseudo-random fast jamming) is also possible. For this
intermediate jamming scenario, we can take the (largest) Fourier components of the background
light to partially mitigate the effect of this jamming. We can use the active background
tracking techniques for sinusoidal slow jamming on the largest Fourier components. Whereas,
for completely pseudo-random fast jamming, due to the unpredictable amplitude of noise this
means that dynamic background tracking has less benefit than the (slow) sinusoidal jamming. In
the following sections Ch. 6.9.1 and Ch. 6.9.2 we plot at the same time object present and object
absent statistics under the influence of a varying background. The statistics that we plot are by
LLV sample number, each of which is comprised of N shots. We are able to range-find under
the presence of jamming, using the approach presented earlier by searching for the upsurge of
LLV statistics at the correct delay with respect to neighbouring falsely guessed delays. However,
to avoid over-complicating our exposition of jamming-resilience we assume that we know the

distance of the object and hence its delay.
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FIGURE 6.10 — Signal clicks as a function of sample number. Object present and absent
statistics shown, undergoing sinusoidal slow jamming. The horizontal (black) dashed line is
the detection threshold drry = 0. 7 = 0.02, s/; = 0.5, signal attenuation factor £ = 0.5,
nB,s = NB,s,E + 7B,1, "B,s,e = 0.3 and a1 = 0.0001. Each sample is comprised of N = 600
shots. Amplitude of the sinusoidal jamming a = 0.87p g g and periodicity b = 7/250.

6.9.1 SLOW JAMMING

As a function of sample number § the mean photon number of the signal detector environmental
noise in the presence of sinusoidal slow jamming is 7ip s g(5) = a sin(b x §) + fig s g, where a is
the amplitude of the jamming and b is the periodicity. Figure 6.10 shows the signal clicks for
both object present and absent as a function of sample number §. It is clear in Fig. 6.10 that
the signal clicks for either situation of object present or absent are near identical.

In Fig. 6.11 we apply an LLV sample rolling window with refresh rate of S = 90 samples to
the LLV statistics for object present and absent, for both CI and QI. The benefit of applying a
rolling window is that it reduces the variance of our statistics, as per the theory of the average
distinguishability introduced in Ch. 4, which improves our distinguishability and ability to
visually discern between object present and absent scenarios. It is clear that the QI statistics
for object present and absent are distinguished from each other, but are still negatively affected
by the jamming. It is also clear that CI LLV statistics are not distinguished from each other. In
Fig. 6.11 for CI (and infrequently QI) false LLV test decisions are made due to the jamming.
With the dynamic background tracking shown in Fig. 6.12 for QI, we see that the effect of
jamming is countered by the dynamic background tracking and the QI statistics no longer given
false LLV test decisions. For example in Fig. 6.11 without the dynamic background tracking,
the lower background noise (with respect to the initial background noise estimation) at around

sample number 400 is misconstrued by our LLV statistics as a reduction of the likelihood of
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FIGURE 6.11 — LLV as a function of rolling window sample number. Object present and absent
statistics shown for QI and CI, undergoing sinusoidal slow jamming. The horizontal (black)
dashed line is the detection threshold dpry = 0. 7 = 0.02, 15,1 = 0.5, signal attenuation factor
£ =05, ngs = nBs,E + N1, ?BsE = 0.3 and a1 = 0.0001. Each sample is comprised of
N =600 shots. Amplitude of the sinusoidal jamming a = 0.87ip g g and periodicity b = 7/250.

object presence, because of the relative reduction of coincidence clicks. Whereas in Fig. 6.12 with
dynamic background tracking, this lower background noise at sample number 400 is accounted
for by a (dynamically) updated LLV test. Therefore, the LLV test correctly anticipates a relative
reduction of coincidence clicks originating from noise, thereby increasing the object present LLV

statistics.

6.9.2 FAST JAMMING

In the presence of pseudo-random fast jamming, for any sample number s, the mean photon
number of signal detector environmental noise is subject to selection by a pseudo-random number
in a range of values from [ s E — afip sk, ips,E + afip,sk]. Where we define a as the range
amplitude for the fast jamming. Figure 6.13 shows the signal clicks for both object present and
absent as a function of sample number §, undergoing pseudo-random fast jamming. It is clear in
Fig. 6.13 that the signal clicks for either situation of object present or absent are near identical.
In Figure 6.14 we apply an LLV sample rolling window with refresh rate of S = 90 to the LLV
statistics for object present and absent, for both CI and QI. It is clear that the QI statistics for
object present and absent are distinguished from each other. Moreover, the CI LLV statistics
are not distinguished from each other, we can see that false LLV test decisions are made due to
the pseudo-random fast jamming for CI. Figure 6.15 shows the dynamic background tracking
for QI. We see that the dynamic background tracking for the pseudo-random fast jamming does

not provide any notable advantage in this regime of jamming.
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FIGURE 6.12 — LLV as a function of rolling window sample number. Dynamic background
tracking is applied for QI. Object present and absent statistics shown for QI and CI, undergoing
sinusoidal slow jamming. The horizontal (black) dashed line is the detection threshold dyy = 0.
n=0.02, ng;1 = 0.5, signal attenuation factor ¢ = 0.5, fip,s = fip,s,g + 7,1, "B,s,E = 0.3 and
np,1 = 0.0001. Each sample is comprised of N = 600 shots. Amplitude of the sinusoidal jamming
a = 0.87ig s g and periodicity b = 7/250.
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FIGURE 6.13 — Signal clicks as a function of sample number. Object present and absent
statistics shown, undergoing pseudo-random fast jamming. The horizontal (black) dashed line
is the detection threshold dpry = 0. 7 = 0.02, ng,; = 0.5, signal attenuation factor £ = 0.5,
nBs = NB,s,E + nB1, "B,sE = 0.3 and a1 = 0.0001. Each sample is comprised of N = 600
shots. Amplitude of the range of the fast jamming a = 0.4.
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FIGURE 6.14 — LLV as a function of rolling window sample number. Object present and
absent statistics shown for QI and CI, undergoing pseudo-random fast jamming. The horizontal
(black) dashed line is the detection threshold drry = 0. 7 = 0.02, ng,; = 0.5, signal attenuation
factor £ = 0.5, np,s = n,s,g + 7B,1, 7B,s,E = 0.3 and ng 1 = 0.00001. Each sample is comprised
of N = 600 shots. Amplitude of the range of the fast jamming a = 0.4.
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FIGURE 6.15 — LLV as a function of rolling window sample number. Dynamic background
tracking is applied for QI. Object present and absent statistics shown for QI and CI, undergoing
pseudo-random fast jamming. The horizontal (black) dashed line is the detection threshold
duv = 0. n = 0.02, ns;;1 = 0.5, signal attenuation factor £ = 0.5, ngs = npsk + N1,
np,s,e = 0.3 and 7 = 0.00001. Each sample is comprised of N = 600 shots. Amplitude of the
range of the fast jamming a = 0.4.
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FIGURE 6.16 — LLV as a function of rolling window sample number. Object present and
absent statistics shown for 4:TBSS (denoted as 4) and 1:TBSS (denoted as 1), undergoing
sinusoidal slow jamming. The horizontal (black) dashed line is the detection threshold dyy = 0.
n = 0.0005, ns;1 = 0.5, signal attenuation factor £ = 0.5, np,s = "B,s,E + 7,1, B,s,E = 0.3
and nig 1 = 0.00001. Each sample is comprised of N = 2800 shots. Amplitude of the sinusoidal
jamming a = 0.87p g g and periodicity b = 7/250.

6.9.3 M:TBSS

There are situations such that the jamming is so intense or the return signal is so weak that
even QI (1:TBSS) is unable to accurately discriminate between object present or absent, even
with dynamic background tracking. Therefore, this section presents how the increase of spectral
modes for an M: TBSS system can improve the resilience to jamming. The jamming-resilience
is afforded by an M:TBSS system because as the number of M spectral modes increases, the
background noise incident on each of the M signal detectors is reduced. This reduction occurs
as we assume that the bandwidth of each detector for an M: TBSS system is a segment of the
bandwidth for a detector in a 1: TBSS system, therefore a higher M means that each detector
bandwidth (and hence the incoming background noise) is smaller. With a reduction of the
background noise, this reduces the ability for jamming to negatively influence our system due to
this spectral filtering. Another reason why jamming-resilience is improved by an M:TBSS system
is that an increase of M decreases our M:TBSS mean photon number 7y, thereby the HG is
more pronounced. Moreover, as we have access to the idler detectors and a 3rd party does not,
we know which of the M signal detectors is conditioned after an idler click. Figure 6.16 shows
object present and absent LLV for 1:TBSS and 4:TBSS as a function of LLV sample number, in
the presence of sinusoidal slow jamming. 1:TBSS is greatly affected by the jamming and 4:TBSS
is not as affected, but it still causes false LLV test decisions. Figure 6.17 shows the same as

Fig. 6.16 but with dynamic background tracking applied. 1:TBSS still makes false LLV test
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FIGURE 6.17 — LLV as a function of rolling window sample number. Dynamic background
tracking is applied for both 1:TBSS and 4:TBSS. Object present and absent statistics shown
for 4:TBSS (denoted as 4) and 1:TBSS (denoted as 1), undergoing sinusoidal slow jamming.
The horizontal (black) dashed line is the detection threshold dpry = 0. 7 = 0.0005, ng,; = 0.5,
signal attenuation factor { = 0.5, np s = n,s,g + 78,1, 7B,s,g = 0.3 and ng 1 = 0.00001. Each
sample is comprised of N = 2800 shots. Amplitude of the sinusoidal jamming a = 0.87p g 5 and
periodicity b = m/250.

decisions, but 4:TBSS now makes consistent correct LLV test decisions. This shows a scenario
where 4:TBSS is resilient to intense jamming, when 1:TBSS is not. Figure 6.18 shows object
present and absent LLV for 1:TBSS and 4:TBSS as a function of rolling window sample number,
in the presence of pseudo-random fast jamming. 1:TBSS is greatly affected by the jamming
and 4:TBSS is not as affected, but it still causes false LLV test decisions. Figure 6.19 shows
the same as Fig. 6.18 but with dynamic background tracking applied. 1:TBSS still makes false
LLV test decisions, but 4:TBSS now makes consistent correct LLV test decisions. This again
shows a scenario where 4:TBSS is resilient to intense jamming, when 1:TBSS is not. Contrary
to the previous application of dynamic background tracking, Fig. 6.19 shows an improvement in
the LLV test decisions compared to Fig. 6.18. This is because the amplitude of the jamming is
greater in Fig. 6.18 than in Fig. 6.14.

We begin this chapter by relating the previous chapters to the necessary background for
presenting a LIDAR protocol with jamming-resilience. We discuss the basics behind range-
finding and how it relates to our discretised time framework for coincidence matching. We then
discuss different models for expected signal attenuation, which correspond to various types of
scattering off a possible target object. We discuss how to incorporate delay information into
our LLV framework. After this, there are plots of the range-finding statistics for specular and
Lambertian reflectors at different distances. However, these are not real-time range-finding

statistics. We demonstrate how the LLV is affected nonlinearly when we consider delays for
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FIGURE 6.18 — LLV as a function of rolling window sample number. Object present and
absent statistics shown for 4:TBSS (denoted as 4) and 1:TBSS (denoted as 1), undergoing
pseudo-random fast jamming. The horizontal (black) dashed line is the detection threshold
div = 0. 7 = 0.0005, ns;; = 0.5, signal attenuation factor £ = 0.5, nps = npsE + B,
np,s,g = 0.3 and ng 1 = 0.00001. Each sample is comprised of N = 2800 shots. Amplitude of
the range of the fast jamming a = 0.8.
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FIGURE 6.19 — LLV as a function of rolling window sample number. Dynamic background
tracking is applied for both 1:TBSS and 4:TBSS. Object present and absent statistics shown for
4:TBSS (denoted as 4) and 1:TBSS (denoted as 1), undergoing pseudo-random fast jamming.
The horizontal (black) dashed line is the detection threshold dpry = 0. 7 = 0.0005, 7g 1 =0.5,
signal attenuation factor { = 0.5, np s = 7B,s,g + 7B,1, ?B,s,E = 0.3 and ng = 0.00001. Each
sample is comprised of N = 2800 shots. Amplitude of the range of the fast jamming a = 0.8.
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coincidence matching that do not correspond to the real delay (location) of the object. We then
show a set of LLV trajectories for a real-time scenario. For Lambertian scatterers, there are
more LLV samples for the nearer object location guesses. Therefore, it is obvious it is easier to
rule out or confirm the location of an object at closer distances. We have a short discussion
about velocity estimation and how our system provides a level of covertness unobtainable in
conventional LIDAR systems. We discuss how our system functions in the presence of dynamic
noise (jamming) and show that the LLV framework allows us to counter this jamming, along
with the innate resilience granted by coincidence counting for QI. We show simulated signal click
and LLV trajectories for different types of jamming for CI and QI, which shows the inability of
CI to function under such jamming. Finally, we extend our jamming-resilience capabilities by
incorporating the M:TBSS theory to show that the more modes in each beam, the more resilient

the system is to jamming.



CHAPTER 7: SIMULATION METHODOLOGY

7.1 MOTIVATION AND FOUNDATIONS

Throughout this thesis, we strive to characterise our LIDAR system with analytic instead of
numerical techniques. The reason for this is that it is often simpler and computationally less
expensive. However, there are multiple situations when an analytic approach is either unavailable
or not desired. In these situations we simulate what we require. Moreover, simulation allows
us to emulate experimental data sets to test our LIDAR protocol. This chapter details the
methodology of our simulations.

Monte Carlo simulation is a commonly used tool to estimate probabilistic outcomes which
are difficult or impossible to calculate through analytic methods. This type of simulation entails
repeated random sampling to generate an outcome (which is a random variable). In the context
of our LIDAR system, a click-count is an outcome of a simulation run. Each simulation run §
comprises of N iterations, where an iteration is synonymous with a single experimental shot of
our system. After multiple simulation runs, we generate a probability distribution of the random
variable (i.e. the click-count). The simulated probability distribution allows us to estimate
the true probability distribution of the random variable. We can improve this estimation by
increasing the number of simulation runs. Moreover, for the next iteration of a simulation run,
the outcome of that iteration does not depend on the outcomes from the previous iterations.
The outcome only depends upon its current situation (whether an object is present or not,
for example) and the probability of such an outcome. This is known as a Markovian process.
Therefore, the type of simulation we consider is called Markov-chain Monte Carlo [169].

We wish to generate a discrete random variable X which corresponds to an outcome of a

single shot of our experiment. This random variable has a probability mass function defined as
J
Pr(X =z;) = p;, where j =0,1,...,J and ijzl. (7.1)

J

Where p; the probability of an outcome x; of a single shot of our experiment. We use the
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discrete inverse transform method to sample the discrete random variable X from a uniformly

distributed random number U [170]. Where we set

ro ifU < pg

z1 ifpo <U <po+p1

) i1 j
xy if Yo pe U< 3o pi

zy i Y i U< Y opi

For a single experimental shot if the only outcome is either a click event or a no-click event then
Eq. 7.2 reduces to simulation of a Bernoulli trial, where pg is the probability of a no-click and p;
is the probability of a click. However, we require the formalism of Eq. 7.2 when simulating an
M:TBSS system, due to the multiple different types of outcome for a single experimental shot.
As this is a discrete example of the inverse transform method we search (through the index j)
until we find the outcome x; which satisfies the condition for our uniformly distributed random
variable U set by Eq. 7.2. Once the outcome z; is found for a given U, we now have our desired
random variable X = x;.

When simulating a single experimental shot for QI, there are two discrete random variables
corresponding to X7 the idler detector outcomes and Xg the signal detector outcomes. Therefore,
for each iteration, there are two uniformly distributed random numbers Uy and Ug, corresponding
to the idler and signal detector random variables respectively. Figure 7.1 shows diagrammatically
the process for simulating a QI system. From this diagram it is apparent that our model is a
Markov chain, as it does not matter how many clicks or no-clicks precede an iteration of the
simulation. This fact is reflected by the lack of change of probabilities p1, ps, p3 and p4 from
iteration 1 to iteration 2. Following on from this, there are multiple approaches to simulating

M:TBSS when M > 1, this is expanded upon in Ch. 7.3.1.

7.2 QI AND CI CLICK-COUNT SIMULATION

7.2.1 METHOD

This section details the methodology for simulating a click-count (for QI and CI), which is then

processed into an LLV. For each simulation run § there are N iterations. Each iteration i has
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FIGURE 7.1 — Diagram of two iterations of a Markov Chain Monte-Carlo simulation of a QI
system. The Markovian nature of our simulation is obvious as the recorded outcome of an
iteration does not affect the probabilities p1, p2, p3, p4 for signal click or no-click after idler click
or no-click for the subsequent iteration. We define Uy/g(i) as the random number generated for
the idler or signal detector outcome for iteration i.

two uniformly distributed random numbers Uy(i) and Ug(z). As discussed earlier, the outcome
of an iteration is found by a search involving Ur(é) and Ug(7), therefore we have the detector
outcome random variable X1(7) and Xg(i), for the idler and signal detectors respectively. If we
want a fair comparison of QI and CI from one simulation run, the random numbers Ug which
selects the outcomes for the signal detector for QI should be the same for CI. Moreover, if we
want a fair comparison of object present and absent scenarios for one simulation run, we reuse
random numbers for the object absent simulation after it has selected the outcomes for the
object present simulation.

From each simulation run, the number of each type of idler detector and signal detector
outcome is recorded. The data that is recorded for a simulation run is then processed into the
relevant LLV. Following this, we define the number of simulation runs N. The set of LLVs after a
number of simulation runs N is our simulated LLV distribution. If the Gaussian approximation
is valid for the system parameters, the convergence of the simulated LLV distribution to the
expected analytic LLV distribution is discussed in Ch. 7.2.2. We define the mean of our simulated

LLV distribution as

1 N
=5 D AG), (7.3)

where A(S) is the LLV from simulation run §. The standard deviation of our simulated LLV

distribution is

6= | = ST(AG) - ). (7.4)
N
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FIGURE 7.2 — The convergence of Monte-Carlo generated LLV distribution mean towards the
analytically calculated mean LLV. With mean on the y-axis and number of simulation runs on
the x-axis. 7 = 0.001, g s = 0.1, a1 = 0.00001, £ = 0.5, ns = 0.3,y = 0.3 and N =1 x 10°.

However, in situations when the simulated LLV distribution is not Gaussian, complete char-
acterisation of the distribution by the first two moments (& and &) is not possible. Therefore,
if we want to calculate the distinguishability measure from the simulated object present and
absent LLV distributions, this requires a manual search for the elements that have positive or

negative LLVs.

7.2.2 CONVERGENCE

This section shows how a simulated LLV distribution converges to what is expected analytically.
This is for a set of system parameters where the Gaussian approximation is valid, therefore the
LLV distribution is fully characterised by its mean and standard deviation. Figure 7.2 shows the
analytic mean and the mean of the Monte-Carlo generated LLV distribution as the number of
simulation runs N accumulates. Whereas, Fig. 7.3 shows the analytic standard deviation and the
standard deviation of the Monte-Carlo generated LLV distribution as the number of simulation
runs N accumulates. Convergence is guaranteed by the strong law of large numbers which
states that for the mean of a set of independent and identically distributed random variables, it

converges to the expected mean as N tends to infinity [171].
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FIGURE 7.3 — The convergence of Monte-Carlo generated LLV distribution standard deviation
towards the analytically calculated standard deviation LLV. With mean on the y-axis and
number of simulation runs on the x-axis. n = 0.001, ng,s = 0.1, ng; = 0.00001, £ = 0.5,
ng=0.3, 7 =03and N =1 x 10°.

7.3 M:TBSS LLV SIMULATION

7.3.1 METHOD

There are two different methods we use to simulate a single shot of the experiment for M:TBSS.
The first method uses the simplified M: TBSS theory. For an iteration 4, there are M uniformly
distributed random numbers Ur(M, ¢) for the set of M idler detectors and there are M uniformly
distributed random numbers Ug(M, ) for the set of M signal detectors. For each iteration
only the idler detector click and signal detector click which is correlated to the idler detector is
recorded.

It is difficult to simulate the full theory of M:TBSS with the first method. This is because
for the full theory of M:TBSS the click probabilities are framed to consider all detectors and
their outcomes together, rather than as M separate Bernoulli trials. Instead, we require an
alternative approach for simulation. For an iteration ¢, only one random number generates the
outcome for M idler detectors and only one random number generates the outcome for M signal
detectors. Unlike simplified M:TBSS, QI and CI, full M:TBSS does not have a Bernoulli trial
for each shot. Instead, there are many possible outcomes (when M > 1) which are sampled

according to the general form given in Ch. 7.2.
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7.4 SIMULATION CASE EXAMPLES

Throughout this thesis, we have set system parameters such that we can use the analytic
approach as much as possible. Monte-Carlo simulation can also generate many of these figures.
For example, we analytically calculate the LLV distributions in Fig. 3.11; however, we can also
generate them following the simulation technique described in Ch. 7.2.1. In this section we shall
focus on the situations where an analytic approach is not optional and simulation is required.

Figure 3.13 shows how the Bhattacharyya bound compares to the probability of error for the
LLV framework as a function of shots N. We use the Gaussian approximation for the click-count
distributions (and therefore the LLV distributions) to save computation time. However, when
shots IV < 2000 the Gaussian approximation fails and we must generate the LLV distributions
by simulation. Therefore, we calculate the probability of error for the LLV framework for shots
N < 2000 via simulation. Figure 4.2 shows the distinguishability ¢ as a function of shots N.
Similar to Fig. 3.13, there are data points for when the Gaussian approximation fails as there
are too few shots, therefore we simulate the LLV distributions for each N which is too small for
Gaussian approximation validity. Figure 5.3 is a rolling window of the mean LLV with an error
bar of one standard deviation for M:TBSS from an object absent to object present situation.
The Gaussian approximation is more prone to failure for M > 1 as there are more types of event
for the same number of shots, meaning there is a smaller mean number of click-counts for each
distribution.

The figures in Ch. 6 for range-finding all require Monte-Carlo simulation as we can not
analytically predict how different delays will affect coincidence click matching to a simulated
stream of click events. Moreover, if we want to simulate a realistic incoming stream of click
events the full formalism which includes non-coincidence clicks is required, because we need to
simulate every possible type of click that will occur. This is because non-coincidence clicks may
be coincident with clicks at another delay. The need for Monte-Carlo simulation is particularly
obvious for Fig. 6.9 as it displays an LLV-processed random variable on a time-series. The
figures pertaining to jamming, Fig. 6.10 to Fig. 6.19, need Monte-Carlo simulation because it is

also an LLV-processed random variable on a time-series.



CHAPTER 8: APPLICATION TO EXPERIMENT

This chapter showcases the simple-detection quantum LIDAR experiment performed at the
University of Strathclyde. Mateusz Mrozowski and Jonathan Pritchard devised the experiment.
Mateusz Mrozowski conducted the experiment. John Jeffers and myself developed the under-
pinning theoretical framework. Jonathan Pritchard, myself and Mateusz Mrozowski performed
analysis of the data. Ch. 1 details the premise of our experiment. If we exclude the idler detector

measurements, the experimental setup reduces to a CI system.

8.1 EXPERIMENTAL SETUP

Figure 8.1 is a schematic of the setup used to conduct the experiment for object detection
and Fig. 8.16 is a schematic of the setup used to conduct the range-finding experiment. Here,
a photon pair is generated at 810 nm from a 405 nm CW pump via Type-II spontaneous
parametric down conversion (SPDC). The nonlinear medium which facilitates SPDC here is a
periodically-poled Potassium titanyl phosphate (ppKTP) crystal stabilised at the temperature
62°C. The reason for a stabilised crystal temperature is that it is required for phase-matching
and hence effective generation of the down converted light. The poling period of the ppKTP
crystal is temperature-dependent — we require a particular poling period which matches (and
cancels out) the phase-mismatch of our light as it travels through the crystal. Furthermore,
each beam has a temperature-dependent refractive index, which affects the wave-vectors and
hence the phase-matching of the system [172]. Appendix L provides further details of our source
characterisation. The use of type-II SPDC facilitates easy separation of the idler and signal
beams as their polarisations are orthogonal. Moreover, as we use a quasi-phase matched and
periodically-poled crystal for SPDC generation the output light is collinear. This in turns allows
for a simpler experimental setup than SPDC generation from a birefringent crystal. To avoid
residual pump light interfering with our system, we include a LP (long-pass) filter after the
crystal, this LP filter blocks out light with a wavelength smaller than w = 750 nm. We then

separate the resulting photon pair on a polarising beam-splitter (PBS). The idler photon is
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FIGURE 8.1 — Schematic of the quantum LIDAR experiment.

detected directly in a shielded environment. Noise is injected to the system using an 810 nm LED
driven by a low-noise current driver to provide a constant noise independent from the target.
This noise is combined with the attenuated signal and coupled into a single photon detector.
We can change the noise levels to demonstrate operation at a variety of SNRs. Furthermore, to
emulate controllably the loss associated with finite target reflectivity in the object present (H1)
hypothesis, the signal photons pass through a calibrated ND (neutral density) filter. For the
target absent hypothesis (HO), a beam block is placed in the signal path, allowing coupling of

only the noise into the signal detector.

8.2 SYSTEM PARAMETER ESTIMATION

We process the click-count data from the experiment into an LLV. This processing requires
calculation of the underlying click probabilities for the system, which depends upon estimation
of system parameters. In this section we demonstrate how we estimate the system parameters
from experimentally acquired data. From a data-set we have multiple samples, with each sample
consisting of click-count data accumulated during integration time 7. We use the binomial
distribution to approximate the Poisson photo-count statistics of a sample of this time T". As the
Binomial distribution constitutes N Bernoulli trials, this means that we consider the make-up
of the integration time 7" as a succession of discrete experimental shots N. A shot is defined to
have the temporal duration of 7., where 7 is the coincidence window size set by the time-tagging

equipment. Therefore, each sample has N = {TZJ shots.
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8.2.1 DETECTOR DARK COUNT CHARACTERISATION

We begin estimation of the system parameters by characterising the detector dark count for
idler np1 and signal detector nipg. The system is isolated as much as possible from the
background environmental noise such that the only noise source arises from detector dark counts.
Furthermore, we switch off the pump, meaning there is no source light.

The click probability for the idler and signal detectors under the conditions required for
detector dark count characterisation is estimated via the estimators Pry, Prg, respectively. The

idler and signal detector click probability estimators are, respectively,

Nidler

Pr = N (8.1)
and

3 Nsi na

PI‘S = 7;[ 1, (8'2)

Where we define Njgier and Ngijgnal as the average of many click-count samples for idler and
signal data channels, respectively, for the relevant data-set (the pump switched off data-set for
this situation). These values converge to the mean of its respective click-count distribution as
the number of samples increases, if we assume that the underlying statistics are stable. Both
estimators satisfy the CRLB for Pry/g.

As the dark noise is assumed thermal, the idler detector click probability is

1

) 8.3
1+np; (83)

Priog =1—

Following from this, we substitute the estimator Eq. 8.1 for Prr..¢ and solve for fip 1. Therefore,

the idler detector dark count mean photon number is

_ 1
np,1

=—— -1 8.4
1E B (8.4)

Following a similar approach, the signal detector dark count mean photon number np g is defined

as
1

= ——— -1 8.5
1—P1“S ( )

np.s

For example, when the coincidence window size is set as 7. = 2 ns and the integration time
for each sample is T'= 0.1 s we can proceed with characterising the dark count mean photon

numbers of our experiment. The dark count mean photon number for the idler detector is
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np1 = 2.38 X 1079 and for the signal detector it is nps = 4.18 x 106,

8.2.2 SYSTEM LOSS AND SIGNAL MEAN PHOTON NUMBER ESTIMATION

Now that estimation of the dark count mean photon numbers is complete, the pump is switched
on. With the pump switched on, we can estimate the idler channel system loss 7r, signal channel
system loss ng and the mean photon number of the light source 7. The system is still isolated
from the environmental background noise and there is no attenuation in the signal beam.

A common value encountered in analysis of photon-pair experiments is the heralding efficiency.

We define the idler detector heralding efficiency as

Ncoinc.

HE; = .
Nidler

(8.6)

We define Nggine. as the average of many click-count samples for the coincidence click data

channel. Furthermore, the signal detector heralding efficiency is

N
HEg = —oine: 8.7
Nsignal ( )

Estimation of the system loss parameters are neatly approximated by the heralding efficiency.

Therefore, the idler and signal system loss estimators are
i = HEs, (8.8)

and

s = HEr. (8.9)

This approximation for estimating the system loss for the idler and signal detectors is valid in
the parameter-space where the system loss parameters are 0.15 < ng, n1 < 0.99, the dark count
mean photon numbers are 5 x 1072 < np,s,Mp1 < 5 X 107 and the mean photon number is
3.3 x 1073 <7 <83 x 1073, Appendix N describes the details for the system loss estimation
approximation. For estimation of the light source mean photon number we use the idler click
probability estimator Pr; = N% for when the pump is switched on. Hence, our estimation of
the light source mean photon number is

(1—-Pr)~ ' —1—7ipy

Uit

(8.10)

n =
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8.2.3 BACKGROUND NOISE AND SIGNAL ATTENUATION

Now that we have estimated the system parameters that are (relatively) unvarying, we now
proceed to estimate system parameters that are susceptible to change throughout the object
detection and ranging process. These parameters include the environmental background noise
and the signal attenuation factor. As the idler detector is optically-shielded from the environment,
its total background noise mean photon number equals the dark count mean photon number
np,1 = np,1. However, the signal detector is exposed to the environment when probing for a
possible target object. Therefore, we must estimate the (measured) signal detector background
noise mean photon number fig . The signal detector background noise mean photon number is
estimated by blocking the signal beam and collecting the click-count statistics. Our experiment
injects Poissonian noise into the signal detector channel; consequently, the signal detector
and coincidence click probabilities differ from the prior dark count estimation. Moreover, for
simplicity, we assume that the Poissonian noise dwarfs the signal detector thermal dark noise,
such that we approximate the signal channel noise as solely Poissonian in nature. Therefore, we
use the object absent click probability in the presence of Poissonian noise, as defined in Eq. 3.62.

Nsignal
N

This click probability has an estimator Pryo = . Thus, the estimation of the measured

mean photon number of the signal detector background noise is
fip,s = —In(1 — Pryo) (8.11)

For our experiment the signal attenuation factor £ has a preset value for each ND filter
used to emulate the loss from probing a possible target object. Appendix M describes the
method for calculating the signal attenuation factor £ for a particular ND filter. Otherwise, for
a realistic system with an unknown signal attenuation factor ¢, it is the last system parameter
we estimate. Appendix O details the method for estimating an unknown signal attenuation

factor and compares this to the CRLB.

8.3 EXPERIMENTAL RESULTS

In this section we show a selection of experimental results. We demonstrate capabilities such as
object detection, system performance metrics and object detection in the presence of different
types of jamming. We also demonstrate range-finding with and without jamming. We show
both the unprocessed raw data (signal clicks) and the (CI and QI) LLVs from a rolling window

of a sample refresh rate S. The rolling window allows for both easier visual interpretation of
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the statistics and improved distinguishability. The system parameters for the experimental
results are framed in terms such as click-count rate in Hz and dB for signifying loss or SNR.
In this section we will relate the experimental results terminology to the terms primarily used
throughout this thesis, such as mean photon number and attenuation factors. Of course, it
is more general to state the experimental results in terms of Hz and dB, as the mean photon
number and attenuation factor depends upon the type of click probability and the coincidence
window used. For a particular experiment, we calibrate our model off an initial data set (for
the noise only situation and object present) to estimate the system parameters. Following
the estimation of the system parameters, we are able to process click-count data into an LLV
for inference of object presence. Throughout our showcase of the experimental results, we
superimpose two data-sets for a particular set of system parameters: the object present (H1)
and absent (HO) data-sets. Even though we record these data-sets separately, they adhere to
the same system parameter regimes. For the experimental data we present we calculate that the
signal system loss g = 0.233 and the idler system loss 7y = 0.1958. We also calculate the SNR

from measured data rather than via the click probabilities as in Ch. 4.

8.3.1 OBJECT DETECTION

The data we show in Fig. 8.2 is when there is ~ 1 MHz of signal noise, 50uW of pump power
giving a pair production rate of 377 +5 kHz, a NDA40 filter to cause 33.5 dB of signal attenuation
and an integration time for each sample T" = 0.1 s. The coincidence window size 7. = 2 ns.
From an initial set of 100 samples we estimate the system parameters to calibrate the system.
The ND40 filter corresponds to a signal attenuation factor of ¢ = 1.79 x 1073. The mean
photon number of the source is 7 = 9.83 x 104, the idler detector background noise mean
photon number is negligible and the signal detector background noise mean photon number
np,s = 2.07 x 1073. For the object present hypothesis, the signal return rate of 16741 Hz yields
a CI SNR of SNR¢r = —37.9 £ 0.1 dB. The object present (no noise) coincidence click rate is
39.14+0.4 Hz and the object absent (noise-engaged) coincidence click rate is 200.2+0.5 Hz. These
values give the QI SNR SNRq; = —7.1 £ 0.1 dB. It is clear from Fig. 8.2 that the click-count
statistics are very similar for object present and absent data-sets. Figure 8.3 shows a rolling
window of CI LLV as a function of sample number 5. Equation 4.18 defines the LLV sample
rolling window, for a refresh rate of S = 50 samples. Figure 8.4 shows a rolling window of QI
LLV as a function of sample number 3, for a refresh rate also of S = 50 samples. In Fig. 8.4 we
have set the refresh rate high enough such that the object present and absent QI rolling average

LLV statistics are clearly distinguishable. For the same refresh rate the CI rolling average LLV
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FIGURE 8.2 — Signal clicks as a function of sample number §. Both object present (H1) and
object absent (HO) data-sets superimposed. This example has ~ 1 MHz of signal noise, 50uW
of pump power, a ND40 filter to cause 33.5 dB of signal attenuation and an integration time for
each sample T'= 0.1 s. The coincidence window size 7. = 2 ns.

statistics are not clearly distinguishable. However, with a suitable increase of sample refresh
rate S, we could clearly distinguish between object present and absent CI rolling average LLV
statistics, at the cost of an increased time required to reach confident detection for an LLV
sample.

The data we show in Fig. 8.5 is when there is ~ 1 MHz of signal noise, 150uW of pump
power giving a pair production rate of 1.13 + 0.02 MHz, a NDS8O filter to cause 52 dB of signal
attenuation and an integration time for each sample T"= 1 s. This increase of integration time
compared to the ND40 data-set is to counter the extremely low return rate of signal photons
for ND80. From an initial set of 100 samples we estimate the system parameters to calibrate
the system. The NDS8O filter corresponds to a signal attenuation factor of & = 3.09 x 10~°, this
degree of attenuation approaches values typically encountered outside the laboratory [86]. The
mean photon number of the source is 7 = 2.97 x 1073, the idler detector background noise mean
photon number is negligible and the signal detector background noise mean photon number
ng,s = 2.01 x 1073. For the object present hypothesis, the signal return rate of 7.1 4+ 0.9 Hz
therefore corresponds to a CI SNR of SNR¢r = —51.5 £ 0.6 dB. The object present (no noise)
coincidence click rate is 1.8 & 0.1 Hz and the object absent (noise-engaged) coincidence click
rate is 577 =1 Hz. These values give the QI SNR SNRqr = —25.1 £ 0.2 dB.

It is clear from Fig. 8.5 that the click-count statistics are very similar for object present and
absent data-sets. Figure 8.6 and Fig. 8.7 shows a rolling window of CI/QI LLV as a function of

sample number 3, for a refresh rate of S = 150 samples. The QI rolling average LLV statistics
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FI1GURE 8.3 — CI rolling window LLV as a function of sample number §, for a refresh rate of
S = 50 samples. Both object present (H1) and object absent (H0) data-sets superimposed. This
example has =~ 1 MHz of signal noise, 50uW of pump power, a ND40 filter to cause 33.5 dB of
signal attenuation and an integration time for each sample 7' = 0.1 s. The coincidence window

size 7. = 2 ns.
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FiGURE 8.4 — QI rolling window LLV as a function of sample number s, for a refresh rate of
S = 50 samples. Both object present (H1) and object absent (HO) data-sets superimposed. This
example has ~ 1 MHz of signal noise, 50uW of pump power, a ND40 filter to cause 33.5 dB of
signal attenuation and an integration time for each sample 7' = 0.1 s. The coincidence window

size T, = 2 ns.
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FIGURE 8.5 — Signal clicks as a function of sample number §. Both object present (H1) and
object absent (HO) data-sets superimposed. This example has ~ 1 MHz of signal noise, 150uW
of pump power, a NDS8O filter to cause 52 dB of signal attenuation and an integration time for
each sample T'= 1 s. The coincidence window size 7. = 2 ns.

are clearly disjoint for object present and absent. The CI rolling average LLV statistics have the
wrong detection decisions for object present and absent, even with an increase of sample refresh

rate S. Thus showing that CI does not function in this parameter regime.

8.3.2 SYSTEM PERFORMANCE

The previous section visually demonstrated the advantage of QI compared to CI for object
detection with LLV data. This section utilises some aspects of the system performance analysis
introduced in Ch. 4. We focus on the experiment when there is ~ 1 MHz of signal noise, 50uW
of pump power giving a pair production rate of 377 =5 kHz, a ND40 filter to cause 33.5 dB of
signal attenuation and an integration time for each sample 7' = 0.1 s. We use the entire data-set
as to estimate the system parameters. Equation 4.19 defines the average distinguishability as
a function of sample rolling window size. Figure 8.8 plots how average distinguishability ¢ave
increases with number of samples S for both theory-predicted and experimentally-measured CI
and QI. From Fig. 8.8 we see good agreement between experiment and theory. QI reaches the
peak distinguishability with S = 50 samples, this corresponds to an integration time of 5 s to
reach peak distinguishability. A common approach to assessing system performance for LIDAR
protocols is by a ROC. Chapter 4 describes how a ROC is calculated from object present and
absent LLV distributions. Figure 8.9 shows the ROC based off the object present and absent
distributions averaged from S = 50 samples. Plotted are both the theoretically predicted and

experimentally measured ROCs for CI, QI and CI averaged by 17 % .S samples to match the QI



CHAPTER 8. APPLICATION TO EXPERIMENT 129

—— HO

50 100 150 200 250 300 350
Sample number S

FIGURE 8.6 — CI rolling window LLV as a function of sample number §, for a refresh rate of
S = 150 samples. Both object present (H1) and object absent (HO) data-sets superimposed.
This example has =~ 1 MHz of signal noise, 150uW of pump power, a ND80 filter to cause 52 dB
of signal attenuation and an integration time for each sample 7"= 1 s. The coincidence window
size 7. = 2 ns.
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FiGURE 8.7 — QI rolling window LLV as a function of sample number s, for a refresh rate of
S = 150 samples. Both object present (H1) and object absent (HO) data-sets superimposed.
This example has = 1 MHz of signal noise, 150uW of pump power, a ND8O filter to cause 52 dB
of signal attenuation and an integration time for each sample "= 1 s. The coincidence window
size T, = 2 ns.
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FIGURE 8.8 — Average distinguishability ¢..s as a function of sample refresh rate S. This
example has ~ 1 MHz of signal noise, 50uW of pump power, a ND40 filter to cause 33.5 dB
of signal attenuation and an integration time for each sample T' = 0.1 s. The coincidence
window size 7. = 2 ns. Qly, is the theory-predicted QI average distinguishability and QL.
is the experimental data QI average distinguishablity. Cl;y, is the theory-predicted CI average
distinguishability and Cleypt is the experimental data CI average distinguishablity. The vertical
dashed grey line signifies the number of samples S = 50 used in the ROC curve in Fig. 8.9.

ROC. Once again, there is good agreement between theory and experiment for the ROC. It is
clear that the refresh rate S affects system performance. Another parameter that we can adjust
that affects system performance is the coincidence window size (duration of a shot) 7.. However,
even though the probability of a click increases with respect to an increased coincidence window
size, the noise-filtering benefit of QI due to inter-beam temporal correlations is reduced and the

heralding gain benefit is also reduced as the mean photon numbers are increased.

8.3.3 OBJECT DETECTION IN A JAMMING SITUATION

So far our exposition of experimental data for object detection assumes that the system
parameters do not change with time and that the LLV trained from an initial calibration
data-set applies to the remainder of the data-set. However, in reality LIDAR systems operate in
highly dynamic situations, where the background noise or our return signal varies over time.
This section presents experimental results which demonstrate the jamming-resilience theory
introduced in Ch. 6.9 for object detection when there is the deliberate temporal variation
of background noise, known as classical jamming. Intentional jamming techniques involve
emitting strong modulated light or laser signals (for our experiment we use an LED to inject
jamming noise), or deploying countermeasures to confuse or blind the LIDAR sensor. The
purpose of intentional jamming of LIDAR systems is to hinder accurate data gathering, thereby

compromising situational awareness. The results shown below experimentally demonstrate
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F1iGURE 8.9 — ROC for CI and QI. The x-axis shows probability of false alarm Pgs and the
y-axis shows probability of detection Pp. This example has ~ 1 MHz of signal noise, 50uW of
pump power, a ND40 filter to cause 33.5 dB of signal attenuation and an integration time for
each sample 7" = 0.1 s. The coincidence window size 7. = 2 ns. Ql,;, is the theory-predicted QI
average distinguishability and QI is the experimental data QI average distinguishablity. Clip
is the theory-predicted CI average distinguishability and Clexpt is the experimental data CI
average distinguishablity. All ROCs are generated from object present and absent distributions
averaged from S = 50 samples, apart from the black dashed line which is CI averaged from
17 % .S samples.

that QI is resilient to classical jamming. Moreover, as mentioned in Ch. 6.9 active background
tracking is possible when 7 < fig . The ability to track the background actively means we are
able to update the LLV proactively to attempt to further counter the effects of jamming. For
our experiment, we consult a look-up table (LUT) for background tracking instead of proactively
re-calculating the LLV.

Figure 8.10 shows signal clicks as a function of sample number § when there is sinusoidal
jamming. This form of jamming is first described in Ch. 6.9.1. We calibrate our system with
the first 200 samples, when there is no jamming. The object present and absent click-counts in
Fig. 8.10 are indistinguishable from each other, this indistinguishabilty is reflected in Fig. 8.11
which shows the CI rolling window LLV for object present and absent data-sets. Figure 8.12
shows the QI rolling window LLV for object present and absent data-sets for a) without active
background tracking b) active background tracking. We can see that for Fig. 8.12a) the object
present and absent LLVs are distinguishable, however the effect of jamming results in the
occurrence of false LLV test decisions. Whereas, Fig. 8.12b) the active background counters the
effect of jamming and only correct LLV test decisions are made. Figure 8.12 experimentally
confirms the jamming-resilience provided by QI as theoretically predicted in Ch. 6.9.

We now show the experimental results where the form of jamming is a pseudo-random noise,
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FIGURE 8.10 — Signal clicks (MHz) as a function of sample number § when there is sinusoidal
jamming. Both object present (H1) and object absent (H0) data-sets superimposed. This example
has ~ 2.4 MHz of signal noise which corresponds to a mean photon number 7ig g = 4.65 x 1073,
This figure has jamming with a modulation amplitude of 0.3 MHz which corresponds to a mean
photon number of 4.76 x 10~%. 50uW of pump power, a ND40 filter to cause 33.5 dB of signal
attenuation and an integration time for each sample T'= 0.1 s. The coincidence window size
Tc = 2 ns. The vertical dashed grey line at § = 200 represents the end of the calibration data-set.
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FIGURE 8.11 — CI rolling window LLV as a function of sample number § when there is
sinusoidal jamming, for a refresh rate of S = 200 samples. Both object present (H1) and
object absent (H0) data-sets superimposed. This example has ~ 2.4 MHz of signal noise which
corresponds to a mean photon number fig s = 4.65 x 1073, This figure has jamming with a
modulation amplitude of 0.3 MHz which corresponds to a mean photon number of 4.76 x 1074,
50uW of pump power, a ND40 filter to cause 33.5 dB of signal attenuation and an integration
time for each sample T'= 0.1 s. The coincidence window size 7. = 2 ns. The vertical dashed
grey line at § = 200 represents the end of the calibration data-set.
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FiGURE 8.12 — QI rolling window LLV as a function of sample number § when there is
sinusoidal jamming a) without active background tracking b) with active background tracking.
These plots have a refresh rate of S = 200 samples. Both object present (H1) and object absent
(HO) data-sets superimposed. This example has a2 2.4 MHz of signal noise which corresponds
to a mean photon number fig g = 4.65 x 1073, This figure has jamming with a modulation
amplitude of 0.3 MHz which corresponds to a mean photon number of 4.76 x 10~%. 50uW of
pump power, a ND40 filter to cause 33.5 dB of signal attenuation and an integration time for
each sample T'= 0.1 s. The coincidence window size 7. = 2 ns. The vertical dashed grey line at
5 = 200 represents the end of the calibration data-set.
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FIGURE 8.13 — Signal clicks (MHz) as a function of sample number § when there is pseudo-
random fast jamming. Both object present (H1) and object absent (H0) data-sets superimposed.
This example has ~ 2.4 MHz of signal noise which corresponds to a mean photon number
np,s = 4.65 x 1073, This figure has jamming with a modulation amplitude of 0.3 MHz which
corresponds to a mean photon number of 4.76 x 10™%. 50uW of pump power, a ND40 filter to
cause 33.5 dB of signal attenuation and an integration time for each sample 7= 0.1 s. The
coincidence window size 7. = 2 ns.

as first introduced in Ch. 6.9.2. Once again, we calibrate our system with the first 200 samples,
when there is no jamming. Figure 8.13 shows signal clicks (MHz) as a function of sample number
5. Figure 8.14 and Fig. 8.15 shows the CI and QI rolling window LLV as a function of sample
number §, respectively. The reason that Fig. 8.15 does not show active background tracking
is that for the rolling window size set, the change of noise is averaged out and so there is no
need to track. Active background tracking is of use for smaller rolling windows sizes, due to the

greater effect of the noise fluctuations.

8.3.4 RANGE-FINDING

The time-tagging software creates a virtual data channel for the coincidence counting. As it is
virtual, it is easy to have multiple coincidence channels corresponding to different delays for
matching the two real data channels: signal and idler. Chapter 6 demonstrates that a different
delay corresponds to a possible target object situated at a distance set by that delay. For our
experiment, we implement variations in target position with a mirror serving as the target
positioned on a motorized translation stage. This setup enables movement of the target at a total
range variation of 22 cm. Figure 8.16 shows how our experimental setup is modified to enable
the extension to range-finding. We define three locations separated by 11 cm intervals, denoted
as x4, xp and x¢. Following this, we assign three parallel coincidence detection channels with

delays of 7,,, = 1.77 ns, 7, = 2.52 ns and 7, = 3.27 ns corresponding to the round-trip time
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FiGURE 8.14 — CI rolling window LLV as a function of sample number § when there is
pseudo-random fast jamming, for a refresh rate of S = 200 samples. Both object present (H1)
and object absent (HO) data-sets superimposed. This example has ~ 2.4 MHz of signal noise
which corresponds to a mean photon number nig s = 4.65 x 1073, This figure has jamming with
a modulation amplitude of 0.3 MHz which corresponds to a mean photon number of 4.76 x 10~
50uW of pump power, a ND40 filter to cause 33.5 dB of signal attenuation and an integration
time for each sample T'= 0.1 s. The coincidence window size 7. = 2 ns.
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FIGURE 8.15 — QI LLV as a function of sample number s when there is pseudo-random fast
jamming, for a refresh rate of S = 200 samples. Both object present (H1) and object absent
(HO) data-sets superimposed. This example has =~ 2.4 MHz of signal noise which corresponds
to a mean photon number fig g = 4.65 x 1073. This figure has jamming with a modulation
amplitude of 0.3 MHz which corresponds to a mean photon number of 4.76 x 10~%. 50uW of
pump power, a ND40 filter to cause 33.5 dB of signal attenuation and an integration time for
each sample T'= 0.1 s. The coincidence window size 7. = 2 ns.
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FIGURE 8.16 — Schematic of the quantum LIDAR experiment with an extension to range-
finding capabilities.

to each location. For a coincidence channel for a set delay 7., we record a coincidence click if
there is a signal click [r, — 5,7, + %] after the idler click. For the following results, we set
the coincidence window size 7. = 1 ns. This value is mindful of the limitation to temporal
resolution set by the ~ 250 ps timing jitter of our system. However, as 7. > |7, — 72, | and
Te > |Twe — Tap| We can not discretise the different delays into a shot-by-shot basis akin to the
approach in Ch. 6 with Eq. 6.2. The inability to discretise the different delays according to
shots necessarily leads to a degree of cross-talk between the coincidence counting channels. This
cross-talk occurs in regimes where 7. > |7, — 7y, |, for any of the target delays 7., and 7,,. The
relative amount (as a fraction) of cross-talk for two different delay channels is ‘T‘B%:Afnl For
the following results, the relative cross-talk between the A,B channels (and the B,C channels) is
0.25. Therefore, cross-talk is not severely limiting for the example shown henceforth.

We now consider how to process the different coincidence delay channels into an LLV. The
relatively short distances involved and the specular nature of the reflection ensures that there
is a negligible difference in signal attenuation between the considered object locations. This
means that the system parameters for each delay channel are identical: consequently, for each
channel, the parameters that define the LLV only differ in delay. Therefore, range-finding in this
scenario depends only upon our ability to match signal and idler data channels with the correct
delay. We only train the LLV from an initial batch of data once. In the subsequent figures we
omit plotting the calibration stage. We now present the experimental data for a range-finding
scenario of a target object in three separate locations. The target begins at location xa, then

after 200 samples we stop recording and move the target with the translation stage to location

xp. Once the target has moved we resume recording, the same process follows for moving to
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FIGURE 8.17 — Signal detector click-counts in MHz as a function of sample number 5. Both
object present (H1) and object absent (HO) data-sets superimposed. For the object present data
set the object is three different locations, demarcated by the coloured regions. This example
has =~ 0.1 MHz of signal noise, 300uW of pump power, a ND40 filter to cause 33.5 dB of signal
attenuation and an integration time for each sample T'= 0.1 s. The coincidence window size
Tc = 1 ns.

location z¢. Figure 8.17 shows the signal clicks in MHz as a function of sample number s, for
both object present and absent scenarios. Figure 8.18 and Fig. 8.19 show the rolling window
CI and QI LLVs as a function of sample number §, respectively. Where Fig. 8.19 shows three
subplots corresponding to the three different delay channels for that LLV.

For Fig. 8.18 the object present and absent data-sets are distinguishable and would give a
confident result with a higher sample refresh rate. However, it is unable to range the location of
the object as it moves between the three different locations due to the lack of timing information
available for CI. Figure 8.19 demonstrates that QI is able to range-find the location of a target
object, as there is a clear upsurge in LLV for a delay channel when the target delay/location
corresponds to that delay channel. Even though we are able to correctly range-find, the effect of
cross-talk is noticeable for samples when the focused LLV delay channel has a delay adjacent to
the correct delay for that sample number. We can negate the effect of cross-talk in our detection
decision-making by increasing the LLV detection threshold diry to a higher value than the

conventional dryv = 0.

8.3.5 RANGE-FINDING IN A JAMMING SITUATION

This section describes how our protocol can range-find even when there is dynamic time-varying
jamming. It combines the theory from Ch. 6.2 and Ch. 6.9. The results from this section

demonstrate a major advantage of a QI-based LIDAR protocol: that we are able to range-find
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FiGURE 8.18 — CI rolling window LLV as a function of sample number §, for a refresh rate of
S = 25 samples. Both object present (H1) and object absent (HO) data-sets superimposed. For
the object present data set the object is three different locations, demarcated by the coloured
regions. This example has ~ 0.1 MHz of signal noise, 300uW of pump power, a ND40 filter to
cause 33.5 dB of signal attenuation and an integration time for each sample T'= 0.1 s. The
coincidence window size 7. = 1 ns.

covertly in the presence of time-varying noise which could confuse conventional LIDAR systems.
Figure 8.20 shows the signal clicks as a function of sample number 5. The target begins at
location x, then after 500 samples we stop recording and move the target with the translation
stage to location xp. Once the target has moved we resume recording, the same process follows
for moving to location x¢. The object present and absent data-sets become out of sync due to
imperfect splicing of the different data-sets corresponding to a change in target object location.
The CI LLV object present and absent data-set is not plotted as it is unable to even detect the
presence of an object due to the jamming (additionally, CI range-finding is impossible due to
the lack of timing information as shown in Ch. 8.3.4. Figure 8.21 shows the QI rolling window
LLV as a function of sample number § with three subplots corresponding to the three different
delay channels for that LLV.

We begin this chapter with a description of the experimental setup. We discuss how we can
map our theoretical protocol onto this experiment via the estimation of the system parameters.
We then present the experimental results. First, we demonstrate the ability to detect an object
(at a known distance) for various parameter regimes. After, we discuss the system performance
of QI compared to CI for object detection. Following this, we consider object detection in
a jamming situation, which proves the inability of CI to object detect in this situation. We
show how the experiment extends to facilitate range-finding capabilities. We then present

the experimental results for QI (CI with a CW source can not perform range-finding). We
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FIGURE 8.19 — QI rolling window LLV as a function of sample number §, for a refresh rate of
S = 25 samples. Both object present (H1) and object absent (HO) data-sets superimposed. For
the object present data set the object is three different locations, demarcated by the coloured
regions. a) the LLV is for delay 7, ,, b) the LLV is for delay 7, and c) the LLV is for delay
Tze- This example has ~ 0.1 MHz of signal noise, 300uW of pump power, a ND40 filter to
cause 33.5 dB of signal attenuation and an integration time for each sample T'= 0.1 s. The

coincidence window size 7. = 1 ns.
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FI1GURE 8.20 - Signal detector click-counts in MHz as a function of sample number §, in the
presence of sinusoidal jamming. Both object present (H1) and object absent (HO) data-sets
superimposed. The object present and absent data-sets become out of sync with the sinusoidal
jamming due to imperfect splicing of the different object location data-sets. This example has
~ 0.1 MHz of signal noise which corresponds to a mean photon number figs = 1.99 x 1075.
This figure has jamming with a modulation amplitude of 10 kHz which corresponds to a mean
photon number of 1.5 x 1076, 50uW of pump power, a ND40 filter to cause 33.5 dB of signal
attenuation and an integration time for each sample 7' = 0.1 s. The coincidence window size
7. = 0.2 ns.

conclude our experimental results by demonstrating the ability of QI to perform range-finding

in a jamming situation.
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FIGURE 8.21 — QI rolling window LLV as a function of sample number §, for a refresh rate of
S = 50 samples. This is in the situation of sinusoidal jamming. Both object present (H1) and
object absent (HO) data-sets superimposed. For the object present data set the object is three
different locations, demarcated by the coloured regions. a) the LLV is for delay 7, ,, b) the LLV
is for delay 7, and c) the LLV is for delay ;.. This example has ~ 0.1 MHz of signal noise
which corresponds to a mean photon number 7ig s = 1.99 x 1075, This figure has jamming with
a modulation amplitude of 10 kHz which corresponds to a mean photon number of 1.5 x 1076,
50uW of pump power, a ND40 filter to cause 33.5 dB of signal attenuation and an integration
time for each sample "= 0.1 s. The coincidence window size 7. = 0.2 ns.



CHAPTER 9: CONCLUSION

9.1 AIM OF THESIS

The aim of this thesis has been to provide a quantum-enhanced LIDAR protocol which is both
operator-friendly and applicable for deployment outside of a laboratory environment. Previous
literature does not demonstrate quantum-enhanced LIDAR with self-calibrated decision-making
abilities and operator-friendly terminology. Moreover, this thesis aims to demonstrate that

realisation of quantum-enhanced technologies for sensing applications are in the near-term.

9.2 DISCUSSION OF PROTOCOL ABILITIES AND EXPERIMENTAL RESULTS

We have provided a quantum-enhanced LIDAR protocol that can detect objects and range-find.
The theoretical and experimental results from our protocol reinforce the knowledge that simple-
detection QI performs better than CI in high noise, lossy and low signal strength regimes. Our
range-finding is covert when we use a CW pump in a low signal strength and high background
noise regime. We introduce a new and operator-friendly performance analysis method, alongside
more common-place approaches. A further operator-friendly feature of our protocol is that
detection decision-making is inbuilt into the data processing framework. Furthermore, the
framework is designed such that it is possible for the decision-making interpretation of the LLV
to be identical for QI or CI, or different parameter regimes. This facilitates a direct comparison
of the aforementioned modalities or assumed parameter regimes in our LLV framework.

There is a large amount of freedom to tailor the model, which underpins our protocol, to a
certain scenario: it is not restricted to a certain platform. For example, it is not restricted to a
certain wavelength, type of pump (pulsed or CW), or coincidence window size. Nor does the
photon statistics of the background light or source light restrict it, a change of type of light only
requires an updated set of relevant click probabilities. We can also modify the assumed target
object scattering properties.

Our framework demonstrates a small advantage from using the often-overlooked non-
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coincidence clicks as demonstrated by Eq. 4.14. This advantage stems from the missed idler
clicks not registering a signal click as a true coincidence-click. Moreover, the LLV framework
for analysing detector data easily extends to considering multi-mode correlations present in the
non-classical light, as introduced in Ch. 5. As such, our framework allows for multiple data
channels to reduce to a single metric. We theoretically demonstrate an advantage in using
multi-mode light for state discrimination.

A problem in binary hypothesis testing is the inability to dynamically update the estimations
of the two hypotheses, simultaneously. The relevant parameter regime for QI is well-suited to
remedy this, as the signal strength is low compared to the background noise. Therefore, the signal
detector statistics can estimate the background noise for the HO hypothesis, even when H1 is true.
This allows for dynamic updating of object present (H1) and object absent (HO) hypotheses,
facilitating a level of self-calibration of the LLV. This feature reinforces the operator-friendly
aspect of our protocol. It also shows the suitability of our likelihoodist statistical approach for a
QI-based system.

Our results demonstrate accurate object detection in scenarios with a SNR of -51.5 dB and
52 dB of signal attenuation, this corresponds to object detection in realistic scenarios [86]. Our
best improvement of SNR for QI compared to CI is 30 dB, which translates to accurate target
discrimination 17x faster for QI than CI. Moreover, our QI object detection results have a 13
dB improvement compared to the QI findings from England et al. in Ref. [73] and they are
comparable to the findings in from Liu et al. in Ref. [85]. Furthermore, our spatial resolution for
range-finding is 11 cm, limited by the timing jitter of our room temperature detectors. However,
what distinguishes our work from Ref. [85] is that we have a detection-decision orientated
framework for processing detector data, we demonstrate range-finding, our framework shows its
suitability for countering the effect of dynamic time-varying jamming and we have developed
generalised theory to improve system performance by using multi-mode correlations between
the two beams in QI. As such we have presented a jamming-resilient quantum-enhanced LIDAR

protocol which is practical for real-life use and is operator-friendly.

9.3 APPLICATIONS AND POSSIBLE FUTURE DEVELOPMENTS

One of the key limitations of QI for applications is that the signal strength is limited to
n < 1 for a quantum advantage. This makes detection of uncooperative targets at distance
challenging due to the weak signal strength and the subsequent low return rate. For example,

the demonstrated -52 dB loss is comparable to that expected from a Lambertian scatterer at
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15 m using a 10 em diameter telescope [91]. Cooperative specular reflectors, however, could
allow for accurate target discrimination at more typical LIDAR distances within reasonable
integration times. Our protocol could also provide accurate target discrimination of cooperative
specular reflectors which are partially obscured, when CI is unable to (albeit at shorter distances
than the unobscured situation). Lastly, high levels of incident probe light can damage or alter
certain targets. Therefore, QI would allow accurate target discrimination of such fragile samples,
due to its enhanced performance in weak signal strength regimes.

The other key limitation of QI is that it only outperforms classical coherent detection methods
in the presence of high noise g, > 1. Frequency-filtered natural daylight does not exceed this
mean photon number for optical wavelengths [173]. Whereas active strong jamming would cause
such a high noise mean photon number at optical wavelengths. This further demonstrates the
applicability of QI for sensing in jamming situations. Furthermore, frequency-filtered natural
background noise at microwave wavelengths does exceed this value, which gives credence to the
desire for the development of QI protocols at the microwave wavelengths [174].

By considering the two key limitations of QI, it is clear that the main application of QI-
based LIDAR is in scenarios when CI-based LIDAR fails or when coherence-based (optimal)
classical LIDAR methods are inappropriate for use. Cl-based LIDAR could fail in active
jamming situations and/or when covertness is desired. Furthermore, coherence-based classical
LIDARSs are not covert. QI-based LIDAR is able to function in such regimes. In particular, the
jamming-resilience from the coincidence-click noise filtering grants robustness. Additionally, the
range-finding capabilities with a CW pump and functionality at low signal strength regimes
grants a level of covertness.

Before considering experimental or theoretical extensions to our protocol we must consider
how certain parameters in our system influence the performance of our system. Some parameters
we have almost no control over, for example the signal attenuation factor £&. We can only
partially adjust the signal attenuation factor & by changing the area of our detectors to increase
the size of the collection optics. Whereas, we can increase the system loss parameters 7;/g by
improving the fibre-coupling, collection optics, or the detector quantum efficiency. However,
detector quantum efficiency is inversely related to the timing jitter, hence we must compromise
between an improved coincidence-count rate or spatial resolution. If we reduce the idler detector
background noise fig;; this would improve the quality of our heralding measurements as less
coincidence-clicks stem from detector dark noise. A better environmental-shielding method could
reduce the detector background noise, as would cooling our detectors to reduce thermally-induced

detector dark counts. For example, cooling our detectors from 30°C to —10°C would reduce
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the dark count mean photon number by a factor of 100, for a particular reverse bias voltage
of the SPAD [175]. Lastly, we could optimise our mean photon number 7 according to the
requirements of a particular application. For example, a smaller mean photon number would
improve the heralding gain and would improve covertness, albeit at the cost of an increased
integration time for accurate target discrimination.

There are extensions to our experimental setup which could improve the system performance.
For example, engineering to facilitate non-local dispersion cancellation shown by Blakey et
al. in Ref. [71] would filter out more noise, thereby improving the SNR. We can enhance
our spatial resolution for range-finding with the reduction of timing uncertainty via the use
of superconducting nanowire detectors, albeit this requires the use of cryogenics to cool the
detectors to their operating temperatures [176]-[178]. Future experiments could implement the
multiplexed detector set-up by Yang et al. in Ref. [80]. This could extend to a multiplexed
set-up for each detector in a set of spectrally resolving detectors, in line with M: TBSS theory
in Ch. 5. This approach would achieve enhanced system performance, with the reduction of
the deleterious effect of sensor dead-time and increased noise filtering. We could also improve
our detection and estimation theoretical framework. Instead of a rolling window approach to
mitigate the effects of a dynamic system, a more advanced approach would use a Kalman filter
to ensure accuracy of the LLV test by not only continually re-estimating the underlying system
parameters, but it would proactively predict the possible future parameters in a dynamic system.

This research has security and covertness at the forefront of its potential applications. We
could obtain imaging security with a QKD-like protocol running adjacent to our LLV framework.
Such a protocol would guarantee spoofing-resilience on-top of the jamming-resilience already
provided. This QKD-like protocol would benefit from the lack of classical channel required, as
the sender (Alice) and receiver (Bob) are the same person. Moreover, as Alice and Bob are the
same person there would be no false basis measurements, thereby helping the resultant key-rate.
However, the question remains as to which photonic degree of freedom would work best as a
basis for this QKD-like framework, given the requirements of preservation during free-space
propagation, reflection upon target object and practicality of the experiment.

To conclude, the outlook for deployment of QI-based LIDAR depends upon acknowledgement
of its advantageous use in niche use-cases. Such as covert sensing, fragile-target probing and
secure-imaging scenarios. The aforementioned future (possible) developments would improve

the capabilities of QI-based LIDAR in these application-spaces.
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CHAPTER A: FOCK BASIS METHOD FOR CLICK PROB-

ABILITY

This appendix demonstrates an alternative method for calculation of Eq. 3.31d. It also illustrates
how usage of the coherent state basis for beamsplitter calculations is desired instead of the Fock
basis approach shown here, due to the relative difficulty of this method. We consider the CI
protocol with thermal noise pg = pn(7p) and a coherent signal psource = |@){a|. The output

state from the beamsplitter is thus

A ISR ny 1 o .

U psource ® pBUT = z;) W (’rag +ta T) D2 (tOé)D3 (7“04)
% 10)2(0| ® |0)5(0|(r*as + t*a3)" D (ra) (A.la)
N ng Tk
St 2 )( ) "l
X |ta)s(ta] @ |ra)s{ra|(rras)™ K (t*dg)k , (A.1b)
_ 2(n—k) |42k

= Gy 2 () e

X |ta,n — k)o(ta,n — k| @ |ra, k)s(ra, k|, (A.1c)

where we introduce the displaced number state D(a)|n) = |a,n) [179]. We also simplify the
expression by setting k = k', as the detectors only enact upon the diagonals of the density
matrix. After this, we apply the method shown in Appendix. A.1. Hence, the state incident

upon the detector is

ﬁS =Tr3 (Uﬁsource ® ﬁBUT) ’ (A2a)
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FIGURE A.1 — Plot showing how a change of variables into u and v spans the entire space
summed originally by n and m.

Calculation of the click probability draws upon the results from Appendix A.2 for the overlap,

hence the click probability is

Pr=1- (0]3s[0), (A.3a)
o (7m]r*) 2
=1- — A.
uz:;) (ﬁB|7n|2 + 1)u+1 |<O|ta,u>| ’ ( 3b)
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=l ET T (A.3¢)

A.1 SIMPLIFYING A DOUBLE SUMMATION

The method of simplifying a double summation is used in the Fock basis method for beamsplitter

calculations. Suppose there is a density matrix of form

n

p=A ZX”Z( >szn "|n —m){n —m|. (A.4)

To tackle this problem, a discrete plot is made, resembling a right-angled triangle, with n and
m on the axes as pictured in Fig. A.1. The subsequent change of variables is u = n —m and

v = n + m. Following this, it is easy to see the new form of the double summation will be

i (X Z)"|u){ mi (u+> )= (A.5)
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Where S = {u,...,u+ 2k}, k € N. Additionally, setting y = *5* and expanding for the first

few number states, we see a pattern emerge, that allows the second summation to be rewritten

as,

p=ad 2yl Y (M oy (A5)
u=0 y=0
Knowing that
u+y—1 v _ 1
Z%( ) ) = (A

The second summation can be rewritten again as,

00 u—+vy v e (u—|—y—1)!(u+y) y .
yz—;)( y >(XY) _y; gu—1 w7 (A.8a)
1 XYy o 1
S O—xv)r T Tu axYy) <(1 _Xy)u> : (A.8b)
1 XY

Supplanting this result into the density matrix receives,

A N XZ O\
e 2 () W (A9)

A.2 CALCULATING THE DISPLACED NUMBER STATE OVERLAP

We want to calculate the displaced number state overlap |(0|te, u)|?. This derivation beings

with calculation of the non-conjugated term in the overlap

(O|te, u) = (0] D(ta) |u), (A.10a)

1 2 Atu
— ﬁ<0|D(ta)aT 0). (A.10b)
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We use the relation [180], D(a)a™Df(a) = (a' — o*)™ and Eq. A.10b is rearranged into the

form

1

Olte, u) = — (0] (@' — (ta)*)“D(ta) |0), Alla
(Oftar, w) m< [ (a' = (ta)")"D(ta) |0) ( )
1 < (u .
= = —(ta)*)*"P (0| 4P D(ta) |0), A.11b
7 2 () (-t olateDiea) o (A11b)
1 -
= (= {t)")"(Ofe). (A1lc)
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=2 (~(ta)")" (A.11d)
Above in Eq. A.11b the only non-zero term is when p = 0. Following on from the above, the
overlap is
eflta|2
|(0[ter, u)|* = |tar|?®. (A.12)

u!



CHAPTER B: PHOTON-NUMBER DISTRIBUTION DEFI-

NITIONS

In this appendix we define the photon-number distributions for the unconditioned pg, idler
no-click conditioned pg1,0 and idler click conditioned pg|1,; states. We provide the distributions
for both noise types we consider in this thesis: thermal (Fig. 3.5) and Poissonian (Fig. 3.6). The

photon-number distribution of the unconditioned state with thermal noise (Eq. 3.47) is

(Ensi + )"
(Ensi + np,g + 1))

P(n)s = (B.1)

Following this the photon-number distribution of the idler no-click conditioned state (Eq. 3.52)
is
(§nsnix + np,s)"

P = B.2
(n)I,O (gT}SﬁX + ﬁB’S n 1)(n+1) ) ( )

(1+nB,1—n1)
(I+np,1+an1)

with thermal noise (Eq. 3.54Db) is

where nx = n The photon-number distribution of the idler click conditioned state

1 (Ensh + fig,g)"
P = — : -
(s =5 ((ﬁnsn Fiips 4 1))

(11— Pr) (Enshx + Aps)" )

B.3
(énsnx + nps + 1)(n+D (B-32)

For the photon-number distributions with Poissonian noise, the derivation followed a similar

method as given in Appendix A.2, instead with the source with thermal statistics and the noise

VNB,S

N .

with Poissonian statistics from the coherent state with amplitude 8 = The photon-number

distribution of the unconditioned state with Poissonian noise (Eq. 3.56) is

P)s = 3 ety it (B.4)
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where the overlap between the n-photon Fock state and the displaced number state ¢35, u) is

(nltB, u) Z ( > )uP (n\/—i)! (tB)"Pe1tB1/2, (B.5)

p<n

The photon-number distribution of the idler no-click conditioned state with Poissonian noise
(Eq. 3.58) is

-y %me,qm (B6)
q=

where Eq. B.5 defines (n|t8, ¢). The photon-number distribution of the idler click conditioned

state with Poissonian noise (Eq. 3.60) is

P(n)iy = Pirl (P(n)s (- PrI)P(n)LO), (B.7)

where P(n)s and P(n) o are the relevant photon-number distributions for states with Poissonian

noise.



CHAPTER C: (GAUSSIAN APPROXIMATION REQUIRE-

MENTS

The Gaussian regime affords analytic simplicity and computational speed. This regime refers to
the system parameters that permits the approximation of the Binomial click-count distributions
as Gaussian distributions, with negligible error produced. The following criteria is applied to
ensure the Gaussian approximation is valid for the system parameters set. The criteria is that
all distributions for the system parameters in question must not be too skewed and that the
mean is not too skewed towards the limits of the range of possible values [181]. We can apply

two rough rules of thumb which is that both

11— 2p|

— 2 0.3, (C.1)
Np(1—p)

and

Np > 5, (C.2)

are satisfied. Where p is the success probability which underlies the distribution and N is
the number of shots. In practice, not all Binomial distributions require a Gaussian validity
check; instead, a validity check only applies to the Binomial distribution most prone to failing
the Gaussian approximation. In the scenario of low signal strength with signal loss in a
noisy environment, the weakest distribution is the object absent signal coincidence click-count
distribution after a thresholded minimum of idler clicks. The mean and standard deviation of
the idler click distribution is u; and oy respectively. The thresholded minimum of idler clicks is

Imin = |1 — 4o1]. Hence, the form of the weakest distribution is

T

Imin T o
Pmm<x>=( )pmma—pmm)lmm , (©3)

where pnin is the least likely type of signal click event in the analysed system when the object

is absent. The least likely type of signal click event for the system is the coincidence click. If
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this distribution satisfies Eq. C.1 then the Gaussian approximation is valid for the given system
parameters. If the Gaussian regime applies to even the weakest distribution, an approximation
to Gaussian is possible for all Binomial distributions for the system parameters set. This

approximation from Binomial to Gaussian is

P(a,N,p) = (N)pm . ()

X

to

1 c—p
P(z,p,0)~ e 0BT (C.5)

oV 2T
where = Np and 0 = \/Np(1 — p).



CHAPTER D: DERIVING THE LINEAR FORM OF THE

LLV

The generic LLV in its ratio of click probability distributions form

M%m:m(ﬂmig), (D.1)

x is the vector of the click-counts by type of click event, k is the relevant number of shots (CI
total shots and QI number of idler clicks) and Py 0} (2, k) is the probability for object present
or absent respectively. The probability distribution for click events is originally Binomial, due to
the Bernoulli trials undertaken. For the remainder of the appendices I use shorthand notation
for the click probabilities Prygi.c1 = pu1, Pruo.c1 = puo, Pr1 = pr, Prsj1,1 = psi1,1, Prsjro = psjno
and Prygg = pao. The CI protocol is focused on first, as there is only one element in = x. The

object present and absent probability density functions in its Binomial form, respectively

Pae) = (o0 = o) 02)
Puo(z,N) = (Z)pﬁo(l—pHo)Nm. (D.3)

As N,z and all the click probabilities are all real and positive Eq. D.1 can be expressed as a

linear equation. Hence, for CI Eq. D.1 is
A(z,N) = Mz + NC, (D.4)

where M = In (M) and C = In (%) The LLV for QI easily extends to include

pro(1—pH1)

idler not firing events in the linear equation. The signal click-count z conditioned by k idler

click events and signal click-count y after NV — k idler no-firing events in the QI protocol is
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transformed by the LLV defined as
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CHAPTER E: CLICK TO LLV DISTRIBUTION

All click-count distributions are easily transformed into LLV forms, assuming that the Gaussian
approximation is valid. The LLV for CI Eq. D.4 and QI Eq. D.5 are linear; this property
faciltates easy transformation from click-count to LLV distribution. The first two statistical
moments fully specify a Gaussian distribution and as linear transformations preserve normality
it is easy to transform click-count to LLV distribution. We focus upon the object present
scenario for the following analysis (the object absent scenario requires a simple replacement of

the relevant click probabilities). Shown below is the transformation into LLV moments for the

mean ppi.c1 = Npyp and standard deviation opy.cr = +/Npui1(l — py1) for CI

pr:cra = A(pmicn, N), (E.1)
= Muym.c1 + NC. (E.2)

and
oui:ca = Moni.cr. (E.3)

However, it is not as simple for QI. Equation D.5 encodes both coincidence clicks and non-
coincidence click-count distributions into the one LLV distribution. Equation D.5 amounts to a
linear combination and linear combinations preserve normality. Therefore, the resulting LLV
distribution is still normal. When there are k idler click events, a click-count distribution’s

statistical moments (p1.k, oH1:%) are transformed into its respective LLV statistical moments as

pHiA(e R = Mikpsi+ Cik + Mo (N — k)psjio) +

+ (N —k)Co. (E.4)
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for the mean and

oAk = (MPkpspi(l—ps1) +

0.5
+ M3(N - k)psiro(1 — psjio))

(E.5)

for the standard deviation. Much of the characterisation of system performance is oriented
around the LLV distributions conditioned by mean idler clicks py = Npy, rather than for & idler
clicks. Therefore, the mean of the object present LLV distribution conditioned by mean idler

clicks is defined as

patA@ ) = N(pr(Mipsj + C1 — Mapsjo — Ca) +

+  Mapsjio + Ca), (E.6)

and the standard deviation of the object present LLV distribution conditioned by mean idler

clicks is

OHUA(z ) = (N(pI(prsu,l(l —pgjr,1) +
- M3pspo(l—pso)) +

0.5
+ M22PS|1,0(1—PSI,0))> . (E.7)



CHAPTER F: DISTINGUISHABILITY DISCREPANCY

The LLV conditioned by k idler clicks processes coincidence (and possibly non-coincidence)
click data which has had k idler clicks, once this processing has occurred the knowledge of the
underlying click data is obscured and only an LLV is known. Neglecting our knowledge of how
many idler clicks there has been simplifies the post-processing of LLV data. Therefore, for any
LLV conditioned by k idler clicks this LLV can be processed with any other LLV with k #*k
idler clicks. In other words, each LLV conditioned by any number of idler clicks are equivalent
to each other in post-processing. Hence, it is important that the discrepancy in the effectiveness
of each LLV test conditioned by k idler clicks is limited. Otherwise this equivalence is erroneous.

For a set of system parameters, QI has object present and absent LLV distributions for each
k idler clicks. This corresponds to a distinguishability for each LLV conditioned by k idler clicks,
which is denoted as ¢,. The system performance is characterised in terms of the threshold
distinguishability ¢y, which is calculated from the LLV distributions conditioned on the mean
number of idler clicks. Consequently, there must be only a limited discrepancy between any ¢y,
and ¢y, for LLV equivalence to be valid.

Bounds are placed on what is considered to be extremal numbers of k idler clicks. We
define the minimum and maximum % idler clicks as Iy = |1 — 4o1| and Inax = |p1 + 4o1],
respectively, where py is the mean and oy is the standard deviation of the idler clicks distribution.

The upper bound for distinguishability discrepancy is arbitrarily set as Ty = 0.05. Therefore,

a regime has an acceptable amount of distinguishability discrepancy if both criterion

190 = Pl < p, g 197 Pl (F.1)
t

¢ N o

are satisfied.



CHAPTER G: SOLVING DISTINGUISHABILITY EQUA-

TION

The distinguishability measure for the LLV distributions conditioned on the mean number of

idler clicks is defined as

¢ = 1- ((1 - Q(OaMHI:A(m,MI)v UHI:A(:D,MI))) +

+ Q(07MHO:A(I,;LI)vJHO:A(z,,uI)))~ (Gl)

where Q(drLv, it,0) is the Gaussian Q-function. We use the object present/absent LLV distribu-
tion mean fip (g, ;) and standard deviation o (, ;) in the following derivation. The Gaussian

Q-function can be approximated by the error function erf(dyryv) as

Q(dry, p1,0) = 0.5 (1 - erf(dL:;v\/;u)> : (G.2)

Hence, the definition of ¢ is restated as

— 0.5 (erf(—£HA f(—HHLA ) . G.3
¢ (er (JHO:A\/i) e (O—HltAﬂ) ( )

The signs for above are dictated by the need for a positive argument in the error function.
Solving Eq. G.3 to find the parameters required for ¢ = ¢ needs the shots required for
threshold distinguishability Ny to be found. Firstly, for QI the shots required is decomposed into
N; = N11 + Nig and N; = %, where Nip; and Nyg are shots when the idler does and does not

fire, respectively. If we combine the previous two expressions it is clear that Ny = Nll(p% —-1.

Equation G.3, framed in terms of the variable Ny; when ¢ = ¢, is expressed as

by = 0.5 (erf(_Go\/NTl) + erf(Gy \/NTl)) , (G.4)
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where
Mipn + C1 + (é —1)(Mzpro + C2)

G= 05
V2 (lezpu(l —pn) + M3 (5 = Dpro(1 — plo))

(G.5)

From Eq. G.5, we substitute the relevant click probabilities to yield the object present coefficient
(G1 and object absent coefficient G, respectively. Therefore, Ny is numerically solved with the
inverse function of ¢y

Np = F 7 (¢y). (G.6)

Following this, the shots required to reach threshold distinguishability is

The shots required to reach threshold distinguishability is used throughout this thesis. It is
how we can ensure a particular system parameter regime will reach threshold distinguishability,
as we have the ability to increase the integration time (increase the number of shots) when
acquiring an LLV sample. This analytic approach we have demonstrated here to calculate the
shots required to reach threshold distinguishability saves us from a computationally expensive

numerical approach to estimate this value.



CHAPTER H: COMMUTATOR RELATIONS

We restate the operators shown in Eq. 5.5b, Eq. 5.5a and Eq. 5.5c. We demonstrate in this
appendix that these operators satisfy the commutator relations which the disentangling theorem

requires. We have that

M
o AT AT
Ky = ZaSzal(]M+1—z)’ (H.1a)
z=1
M
K_ = Z AsA1(M41-2)s (H.1b)
z=1
LM
K3 = 3 Z szdsz + &I(M+1fz)d;(]u+1_z)~ (H.1c)
z=1

We begin with the commutator relation
Ky, K ] = —2K3 (H.2)

If we expand the commutator and rearrange we get

M

il aed ot ot
(K4, K 05,08 taI M1—2)AI(MA1—t) = AS205,01(M+1-2)Op(pr41—p)- (H.3)
z,t=1

We then separate the summation into terms where z = ¢t and rename the index as v. We also

isolate terms where z # t.

M
(K4, K] =" ak,asuah a1 — asub,arari—n il o)+
v=1
M
+ Z &Lz&Std;(M+l—z)&I(M+1_t) - &Szégtdl(wf'*‘l—z)d}(M+l—t)' (H.4a)
z,t=1

z#t



APPENDIX H. COMMUTATOR RELATIONS 163

The expression is simplified thanks to the z # ¢ summation equalling to 0, since every term in it

commutes. Therefore,

dTSV&SV&;(M-&-l—v)&I(M*H*V) - &SudgudI(MJrlfV)d}(MH—y)’ (H.5a)

M-

[f(-‘r’k—]

N
Il
—

dTSVdSud;(M+1_V)dI(M+17u) - (1+ &Tgdeu)&I(Mﬂ—u)d;(MH_V)’ (H.5b)

I
M=

N
I
—_

Il
NE
2

N X X ot
vaSv (aI(M+1—z/)aI(M+1*V) - aI(M+17V)aI(M+1—V)) -

v=1
- dI(M+1—V)d;(M+17V)’ (H.5¢)
M
== ak,bs, + &,(MH,V)aj(MH_V) = —2Kj. (H.5d)
v=1

Thus, relation 1 is satisfied. Following from this, the next commutator relation is
(K3, Ki] = + K. (H.6)

As the analysis is very similar for the + case as the — case, I shall only derive the + case here.

Expansion of the commutator receives

M

T oAt
Z aszasz+aI(M+1 Z)aI(M-H z))a’StaI(M-',-l -~
z,t=1 (H?)

[K3a K"r

l\.’)\»—~

At At N o
- aStaI(M+1—t)(aSza5Z + aI(M+1*Z)aI(M+1—z))

By separating the summation into two components: one where z = ¢, and the index renamed

as v, and one where z # t. The summation when z # ¢ equals to zero, hence the commutator

reduces to
M
2 " AT A1
(K3, Ky] = 3 Z asyaSV +ar(ar1-0) 41— u))aTSV I(M+1—v) "

— dTS d;(MH V)(asyasl, +ar(v+1— V)a}(MH V)) (H.8a)
| M

= 5 <&Su(dSVd-gl/ - d:r‘?y&SV) + dgy(dI(M+1*V)d}(M+1_y)_

v=1

R A N

a’I(MJrlV)aI(M+1—V))>a[(M+1V)> (H.8b)
1 .

_ AT AT _

=3 Z 208,07 (nr41-0) = K- (H.8¢)

Relation 2 has been verified.



CHAPTER I: STATE VECTOR DERIVATION

In this appendix we apply the individual operators in Eq. 5.7 to the M mode vacuum. The
combination of these three results yields the M:TBSS state vector in Eq. 5.8a. The first term in

the derivation is

e "= {0} 0r) = [{0}ana)- (L1

This reduces to the vacuum state because the only non-zero terms are when the index of the

exponent power expansion is zero. We now derive the second term

oo

eln(cosh72(r))f(3|{0}2M Z

ni ~In(cosh™?7))" (K3)"[{0}anr). (L2)

We use the multi-nomial expansion and focus on [182]

n

-3\n _ n! 1 oA \b
(K°)"{0}2nr) = Z Oby+er+-+bar+enr, Tyl baglent! bM!CM!(a81a81) e

bi,c1,...,bar,e00=0

X o (@ prsnn) ™ (andfy)er . (anrafy) M {0} an), (L.3a)

2 n!

= Z 5c1+--~+cM,nﬁ|{0}2M> (I.3b)
o~ oar =0 1:+--CM -

= M"|{0}2n). (L3c)

In the above we use that for all i where 1 < ¢ < M the only non-zero terms are when b; = 0.

Moreover, for all ¢, (&Hd;rl)ci {0}2ns) = [{0}2ar). Therefore, the remainder of the derivation is

. . <1, M n
oln(cosh Z(r))K3|{0}2M> - Z —(Tln(cosh_%’)) , (I.4a)

{0}2n1)- (L4b)
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The last derivation applies the multi-nomial expansion again,

(sech(r))Me*ewtanh(T)fﬂ|{0}2M> = (sech(r))M Z(fewtanh(r))"x
n=0

X Z 6b1+---+bM,n|b1;~-~7bM>mI®|bM7~~

by,...,bpr=0

This state is the M: TBSS state vector in Eq. 5.8a.

165

b1>mS'

(I.5a)



CHAPTER J: UNEVENLY DISTRIBUTED JOINT SPEC-

TRAL AMPLITUDE

This appendix details the case of a JSA that is not evenly distributed between the M spectral
modes. Each correlated idler ¢ and signal k£ mode has a weight €2; attributed to it, where

0<Q; <1and Zi\il Q; = 1. Hence, the unequal JSA M:TBSS squeezing operator is
M M
Sa.m#(C) = exp (—CM Y oabal MY Qzasza,(MH_z)) . (J.1)
z=1 z=1

By applying the disentangling theorem as before, the three operators that satisfy the required

commutator relations are

M
Ky =My Q.abal ., ., (J.2a)
z=1
K =KI, (J.2b)
MM
Ky =~ Z_‘: 02(al, as. + ar.al,). (J.2¢)

Furthermore, by applying the squeezing operator to the 2 mode vacuum this yields

(o]
[)mzrBss =2, (C)|[{0}ans) = (sech(r))™” XL Z(—ewtanh(r))" ...
n M " (J3a)
Z Oy 4-tbrg,n M H Qb1 ..., bar)mI ® b, - -, b1)ms,
bi,...,bar=0 =1
_ 1 i (_em n )n
C(m+ DI o n+1)
. (7.30)

b1, 00 )m1 @ |bar, -, b1)ms-

M
n b;
Z 5b1+"'+b1w7TLM H Qi

bi,...,bar=0 =1

When all modes have the same weight 2; = ﬁ, this state vector |1))n:TBss reduces to the

equally distributed JSA form presented earlier |1)n.TBsS-
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CHAPTER K: M:TBSS REDUCED STATE

The density matrix of the M:TBSS reduced state is par.ress(1) = Trvms,mi—{mr} (AM:TBSS)s
which is when all but one mode is traced out. Calculation of the M:TBSS mean photon number
nyr from Eq. 5.30 is greatly assisted when we are aware that the photon statistics of the M:TBSS
reduced state is thermal. From the photon-number distribution of this reduced state we can
easily calculate the click probability when only one idler detector clicks — relevant to Eq. 5.30.

Hence, the photon-number distribution of the reduced state for a photon-number ¢ is

P(q) = Tr (pmressyla){al) , (K.1a)
o0 n
=Y P, M) D Suprtbrima (K.1b)
n=0 bg ..... b]u:O
ad I+ M -2
= ZP(H—q,M)( ) (K.1c)
e M -2
7 n
— (ﬁ+1)q+M 1FO(M7L am)v (Kld)
ﬁq
- . K.1
e (1)

We can see clearly that Eq. K.le is thermal, where in the derivation we have introduced the

generalised hypergeometric function ,F, [183].



CHAPTER L: SPDC PHOTON SOURCE

The QI source used in these experiments is a type-II collinear SPDC photon pair source based
on a ppKTP crystal [184], with a polling period of 10 um and stabilised at the temperature
62°C. A CW 405 nm pump laser focused to a 1/e? radius of 11 pm is driven through the
crystal to generate photon pairs at 810 nm. We use a Hanbury-Brown-Twiss configuration
to characterise our source quality [185]. At a pump power P = 0.3 mW, the typical count
rates were Nigier = 0.562 MHz and Ngigna1 = 0.507 MHz signal photons. We used fiber-coupled
single-photon counting modules (Excelitas SPCM-AQRH-14-FC) with a quantum efficiency of
60 % at 810 nm operating at room temperature as our detectors. Using a 7. = 2 ns coincidence
window, we measured the typical rate of coincidences as N, = 0.138 MHz. We measured the
second-order coherence of the signal path conditioned on idler detection as g(*(0) = 0.006.
The value for source brightness was 7.55 & 0.01 x 10 pairs/s/mW. The pump power for our

experiments varied between 50 and 300 pW.



CHAPTER M: TARGET REFLECTIVITY AND NOISE

SOURCE

Neutral density (ND) filters realises a replicable and finite target reflectivity for our experiment.
To calibrate the filter loss and thus target reflectivity &, we take the ratio of the total signal
count-rate with (without) the filter after subtracting the detector background measured with
the SPDC source blocked. To ensure accuracy of our estimation of target reflectivity £ at the
highest attenuation levels, we use integration times of up to 1 second.

A low-noise current driver (Koheron DRV300-A-10) drives an LED, which provides our
system with (artificial) background noise. The low-noise current driver facilitates a controllable
and constant background count to the signal detector. Our LED light is not coherent like
how laser light is, but it does have Poissonian photon statistics. Moreover, our noise source is
independent of target reflectivity or position. Use of a low-noise current driver is necessary to
make a comparison between CI and QI detection protocols, as CI is extremely susceptible to any
drift in noise level. For the sections Ch. 8.3.3 and Ch. 8.3.5 that involve temporally modulated
active jamming, we use a function generator to add modulation on top of a DC offset at the

current driver.



CHAPTER N: SYSTEM LOSS ESTIMATION APPROXIMA-

TION

As stated earlier, system loss calculated by Eq. 8.8 and Eq. 8.9 is an approximation. We estimate
the heralding efficiency when there is limited noise in the system and there is no attenuation of
our signal beam. The heralding efficiency of the signal and idler detectors, respectively, in terms

of click probabilities and as an explicit function of system loss

Neoine. — PrnPrp

HEg = =A N.1
S Nsignal PI‘S 1 ( )
and
Ncoinc.
HE; = N = Prpy = Agns, (N.2)
idler

where A; and Ag are constants. The signal attenuation factor £ = 1 as there is no attenuation
of the signal beam when we are estimating the system loss. The noise source is thermal as there
are only dark counts during the system loss estimation, this determines which click probabilities
we use. Equation 8.8 is valid when A; ~ 1 for all possible values of idler and signal system loss,

where it is defined as

1 1
(1 — PTI)

Ar

(

~ Prg\api+mn+1l

)). (N.3)

nsh+nps+1 Nsfix + Aps + 1

Equation 8.9 is valid when Ag ~ 1 for all possible values of idler and signal system loss, where it

is defined as

_ fip,s+1 _ _
o L <Pr1(n—i—1>nz)(nsnx—i—nn,s—i—l)—F)7 (N.4)

~ Pri\ (psn+nps+ 1)(nshx +ps + 1)
with F = (nyx — (1 — Pr)an) + n%(ﬁD)S +1—(1—Pr)(fip,s + 1)). If the approximation does
not hold then calculation of the system loss 7;/g requires a numerical approach. Our maximum
tolerance of the HE approximation error is |1 — Ag| = 0.01 and |1 — A;] = 0.01, any set of

parameters that exceeds this tolerance is not included in the parameter space mentioned in
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Ch. 8.2.2 when our HE approximation is valid.



CHAPTER O: SIGNAL ATTENUATION FACTOR ESTIMA-

TION

In a realistic system, the signal attenuation factor is completely unknown from the onset. This
appendix details how we would estimate this parameter in a system that does not use preset ND
filters to emulate the signal attenuation. Chapter 4 introduces a FOM which uses the CRLB for
estimation of the signal attenuation factor £. This section compares the variance of our method
for estimating the signal attenuation factor A2é with the variance of the optimal estimator, as
given by the CRLB A2émin. The CRLB in this section differs from Ch. 4 as we have Poissonian
noise for the signal channel and we consider the click-count distributions to be binomial. The

CRLB for Cl is

N ?In )\ !
A% CLimin = (— Z fCI(JJ)al(aJ;gI())) , (0.1)
=0

where for(z) = (J;[) (Prs(£))*(1 — Prg(€))V =% and Eq. 3.57 defines Prg(£). The CRLB for QI is

Nidie 0?In(fou(2)) ) o (0.2)

AQéQI:min - <_ a:z:% fQI(x) 852

where fqi(z) = (N‘;ler)(Prsml(f))x(l — Prgpp,1(€))Miter =" and Eq. 3.61 defines Prgp1(€). The
CRLB estimator theory is shown for only one click-count sample, therefore to remain consistent
with the theory developed in Ch. 4, our signal attenuation factor estimators é are also only
from one click-count sample. Of course, if we were to increase the number of samples for our
estimations this will consequently reduce the CRLB and the variance of our method of estimation.
Moreover, to keep consistent with the CRLB theory introduced in Ch. 4 and for simplicity we
only consider that £ is a parameter that we estimate. Whereas, a more thorough treatment
acknowledges that the other system parameters are also estimates and this in turn results in a
multi-parameter CRLB and a vector of our estimators. We use the theory developed by Liu

et al. in Ref. [76] for our CI and QI signal attenuation factor estimators. For a CI system the
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signal attenuation factor estimator is

ECI = argmaxf (fCI (x)) (03)

The QI system the signal attenuation factor estimator is

£qi = argmax (fqi(z)) (0.4)
We can calculate the variance of our estimator f with the relation
A’ =E(€) - E(¢)” (0.5)
The expected value of é is given by

EE) = Y w(@)i(a), (0.6)

=0

where x is number of signal clicks for CI and number of coincidence clicks for QI, zax is IV for
CI and Niqjer for QI, and w(z) is the probability for the estimator ¢ to estimate the value & (z).

We calculate the probability w(x) for CI/QI as

w(z) = foryqi(e), (0.7)

this distribution has the actual signal attenuation factor £ as its parameter. Figure O.1 compares
the CI CRLB and the variance of our method for CI signal attenuation estimation, as a function
of signal detector background noise. Whereas, Fig. O.2 compares the QI CRLB and the variance
of our method for QI signal attenuation estimation, as a function of signal detector background
noise. Our estimator essentially satisfies the CRLB for both CI and QI, this is expected as our
estimation of the click probability for a binomial distribution satisfies the CRLB. It is also clear

that the QI estimator is better than the CI estimator when comparing Fig. O.1 and Fig. O.2.
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FIGURE O.1 - Comparison of the CRLB and our estimator é for CI. The variance of the
estimation is on the y-axis A2¢ and signal detector background noise mean photon number on
the x-axis. ng = 0.3, £ = 0.5, n = 0.05 and N = 50000.
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FIGURE O.2 - Comparison of the CRLB and our estimator é for QI. The variance of the
estimation is on the y-axis A%¢ and signal detector background noise mean photon number on
the x-axis. Nidlcr =N PI‘I, ns = 03, m = 03, g = 05, n = 005, T_lB,I = 0.0001 and N = 50000.
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