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Abstract

The pervasive and escalating threat landscape in cyberspace has underscored the critical role
of human factors as the most significant vulnerability in cybersecurity defences. While
technical solutions advance, a persistent gap between cybersecurity knowledge and protective
behaviours remains a central challenge, particularly among digitally native but often
overconfident youngsters. This research addresses a critical lacuna in the literature by moving
beyond a generalised view of cybersecurity awareness to investigate how specific domains of
knowledge and behavioural components interact to influence the cyber hygiene of young adults

in Malaysia, a nation with one of the highest cybercrime rates in Southeast Asia.

A sequential, multimethod design was employed. First, a large-scale survey (N=765) assessed
five distinct domains of cybersecurity knowledge: password, software/system, human,
organisational, and social security; and their relationship with behavioural determinants framed
by the Theory of Planned Behaviour (TPB): attitudes, subjective norms, and perceived
behavioural control. This quantitative phase was followed by a controlled phishing simulation
experiment, where a stratified random sample of survey participants was targeted by one of
three ethically-designed phishing emails. This innovative design allowed for a critical
comparison between participants' perceived security intentions (measured in the survey) and

their actual behavioural responses (observed in the simulation).

The findings reveal a critical paradox. While survey results indicated a moderately positive
self-assessment of cybersecurity knowledge and strong behavioural intentions, the phishing
simulation demonstrated a significant vulnerability, with a substantial portion of participants
succumbing to the attacks. Quantitative analysis identified that knowledge domains related to
human security (e.g., recognising suspicious emails and websites) and organisational security

were the most significant predictors of secure behavioural intentions. However, the



experimental phase crucially demonstrated that these intentions did not reliably translate into
behaviour. Furthermore, demographic analysis revealed that educational level, rather than age
or gender, was the most significant moderator, with higher education correlating with both
greater knowledge and, paradoxically, in some cases, a higher susceptibility to certain types of
phishing attempts in real-world contexts, suggesting potential overconfidence among more
educated individuals. It is important to note that the phishing simulations used in this study
were designed to be recognisable to vigilant users; the finding regarding education and
susceptibility is discussed as a potential trend requiring further investigation rather than a

definitive conclusion based solely on the simulation results.

The thesis makes three primary contributions. First, it provides empirical evidence for a
domain-specific understanding of cybersecurity knowledge, moving the field beyond
monolithic constructs. Second, it critically demonstrates the stark discrepancy between
perceived and actual cybersecurity behaviour within a youngster cohort, challenging the
efficacy of awareness measures that rely solely on self-reporting. Third, it validates the
application of the TPB in a cybersecurity context while highlighting its limitations in predicting
actual behaviour without observational data. The study concludes that effective cybersecurity
interventions for youngsters must not only disseminate knowledge but also actively address the
behavioural biases and overconfidence that contribute to the knowledge-behaviour gap,
recommending a shift towards experiential, simulation-based training integrated into
educational curricula. This research offers a robust methodological framework and substantive
findings for policymakers, educators, and security professionals aiming to build a more

resilient digital society.
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CHAPTER1 INTRODUCTION

The genesis of the contemporary internet lies in the late 1960s with the U.S. Department
of Defence's development of ARPANET, a network designed to interconnect research
institutions and facilitate resource sharing (Advanced Research Projects Agency Network)
(Tronco, 2010). As the foundational architecture of the modern internet, ARPANET's
expansion introduced transformative digital infrastructures and protocols. This evolution has
precipitated a profound societal transformation, enabling unprecedented global connectivity
and novel domains like e-commerce and social networking. Consequently, while the internet
has fundamentally reconfigured modern life, it has also concomitantly produced a critical and

expanding frontier of cybersecurity challenges.

The foundational technologies that enable global connectivity and digital convenience
inherently introduce systemic vulnerabilities, giving rise to a spectrum of cyber threats. The
ontology of these threats can be traced to the late 1960s, with early instances such as the illicit
use of computers for telecommunications fraud presaging future risks, perhaps. While initially
characterised in the 1980s and 1990s as acts of minor dissent or mischief, the evolution of
cyber-attacks has mirrored the internet's integration into critical societal functions. Today, they
constitute deliberate and malicious operations designed to compromise digital assets, steal

sensitive information, and disrupt essential services.

The contemporary threat landscape is distinguished by its severe and multifaceted
consequences. Cyber-attacks precipitate substantial economic damage, as illustrated by
logistics disruptions incurring costs of millions (Weaver et al., 2022), and pose direct threats to
national security, with the SolarWinds and WannaCry incidents for instance (Kushner, 2013;
Walker, 2018; Wolff et al., 2021). Furthermore, they engender a critical erosion of privacy

through large-scale data breaches, such as the Equiax leak impacting 800 million individuals



(Novak & Vilceanu, 2019), and are weaponised to manipulate public discourse and jeopardise
political stability (Neyazi, 2020; Santini, 2021; Schafer, 2020). These objectives are typically
realised through the exploitation of technical vulnerabilities or via social engineering, a
persistent threat vector demonstrated by recent successful attacks on major corporations like
MGM Resorts, Fujifilm, and Canva (Fujifilm, 2021; Jackson, 2023; Welsh, 2020),

underscoring the enduring challenge of securing complex digital infrastructures.

This research is situated within the distinctive socio-technological context of Malaysia,
a nation that has undergone rapid digital transformation. This evolution into a diversified,
export-oriented economy, supported by significant investment in information and
communication technology (ICT) infrastructure (Felker, 2025), has concurrently amplified the
national cybersecurity risk profile. Globally, Malaysia confronts a severe threat landscape,
ranking as the eighth most breached country worldwide (Azmin & Serota, 2024) and leading
Southeast Asia in malware exposure. This elevated ranking can be attributed to several factors:
a significant cybersecurity talent gap, with only 15,248 active professionals against a required
27,000, outdated or unpatched devices that attackers exploit (Leskin, 2025), with Malaysia
ranks first in Asia for data breaches, with 98% of phone numbers and 89% of names exposed,
enabling sophisticated impersonation scams (Fam, 2025). While youngsters constitute
approximately 46% of the total population (Mahidin, 2021) and represent the largest proportion
of internet users in the country (see Figure 2, pg. 7). At the national level, cybercrime now
constitutes approximately 70% of all crimes reported to the Royal Malaysia Police (Ariffin &
Letchumanan, 2020), with phishing established as the most prevalent fraud vector and a cause

of substantial financial losses.

In response, Malaysia has enacted a robust institutional cybersecurity framework
encompassing policies, a national strategy, and initiatives designed to protect critical
infrastructure (Malaysian National Security Council, 2020). Despite this strategic focus, a
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critical gap persists: the national approach predominantly emphasises institutional and
infrastructural security, thereby neglecting the human element; specifically, the cybersecurity
vulnerabilities of the public. This oversight is particularly acute, given Malaysia's substantial
demographic of young adults aged 18-26 years-olds, conceptualised here as "youngsters". This
digitally-native cohort exhibits high online engagement yet demonstrates a pronounced
disconnect between their stated cybersecurity knowledge and intentions, and their actual
protective behaviours a phenomenon termed the "knowledge and intention-behaviour gap".
Consequently, this research investigates this specific gap as it manifests in Malaysian
youngsters, a public-facing vulnerability that seemingly remains unaddressed within the

current national cybersecurity efforts.

Prevailing awareness campaigns often operate in a superficial manner, failing to
cultivate a foundational cyber knowledge domain, or a structured understanding of core threats,
principles, and consequences which builds the essential cognitive foundation upon which
genuine protective intention can be formulated and, subsequently, upon which consistent
secure behaviour can be built. Without progressing individuals from a state of being passively
unaware to actively formulating an intention and acting, interventions will not bridge the

knowledge-intention-behaviour gap.

Therefore, this research argues that addressing the human element in a national
cybersecurity strategy requires moving beyond the isolated measurement of knowledge (know-
how). While establishing a baseline of youngsters understanding of key cyber-security domains
is necessary, the true foundation for effective intervention necessitates an investigation into
knowledge and psychological drivers behind the resistance to deception gap between what they
know and how they act in threat scenarios. This study focuses explicitly on closing this
knowledge-behaviour gap. It takes phishing as a central case, as resisting such attempts
depends not merely on factual knowledge but also on the youngster’s capacity to detect
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deceptive cues, dark patterns and apply understanding under pressure (Mathur et al., 2019; Oh
et al., 2025). Accordingly, the selected knowledge domains are designed to measure
comprehension of principles that directly aid in identifying phishing tactics, for instance
recognising suspicious URLs, understanding authentication mechanisms, and assessing
communication legitimacy. By targeting these root cognitive and behavioural factors of
vulnerability, the research aims to shift from outdated awareness metrics towards strategies that

address the specific behavioural risks within the Malaysian youngsters demographic.

Five cybersecurity knowledge domains: password security, software and system
security, human security, organisational security, and social security; were selected to align
methodically to address the knowledge-behaviour gap among Malaysian youngsters aged 18—
26. The selection of that age group represents an age group that transitionally entering higher
education, starting careers, or joining the workforce (Rehman & Manickam, 2023). The
research included organisational security as part of the domain, where we have seen studies
which capture the increase of apprenticeship career paths which are critical as youngsters
increasingly engage with professional environments (Fabian et al., 2023; Smith et al., 2020).
This domain allows the research to assess whether an organisational security domain
initiatively allows research to effectively assess individual improved cybersecurity practices,
thereby bridging the gap between institutional efforts and personal behaviour. Furthermore,
social security was included as it acknowledges the role of internet access such as social media
and peer interactions in shaping cybersecurity behaviours, a key aspect for the most digitally

active users (Al-Hodiany, 2023).

Thesis statement is: Knowledge on its own is insufficient to improve phish detection and

thereby prevent Malaysian youngsters from falling victim to attacks.



1.1. Research Motivation

The motivation for this research is rooted in the author's professional experience in the
cybersecurity industry. Prior to undertaking this PhD, the author spent seven years working in
cybersecurity roles, including experience analysing phishing campaigns deployed within large
organisations. This industry exposure revealed a critical gap: while technical defences were
advanced, employees, digitally native staff, remained vulnerable to phishing attacks despite
having received cybersecurity awareness training. This observation raised a fundamental
question: why does knowledge not translate into behaviour? This question became the raison
d'étre of this thesis: to move beyond measuring awareness to understanding the psychological
and behavioural mechanisms underlying the knowledge-behaviour gap, specifically among

Malaysian youngsters.

The strategic focus on youngsters is dictated by Malaysia’s unique demographic
divergence. Unlike nations such as the United Kingdom and the United States of America with
aging populations, Malaysia has significant youngster-dominant population structure (see

Figure 1 pg. 6).

This digitally active cohort represents both the future of the nation's digital economy
and a primary target for cybercriminals. Consequently, the youngster bulge expands the
national attack surface, making Malaysia more vulnerable to phishing, social engineering, and
malware attacks that disproportionately target younger, digitally active youngsters. This group
exhibits extensive use of social media, online gaming, e-commerce, and mobile applications,
yet lacks commensurate cybersecurity awareness or safe digital practices. Existing research on
this group in the Malaysian context is limited, particularly with respect to studies that dissect

cybersecurity into specific knowledge domains and link the knowledge to actual behaviour.
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Figure 1 Comparison of population in Malaysia, United Kingdom and United States of
America (PopulationPyramid.net, 2025)

Empirically, the behavioural patterns of this demographic reveal an operational
dependence on always-on digital connectivity for quotidian routines (Tila, 2020), from
mobility (e-payment for transportation) and sustenance (food procurement via apps) to
educational access, professional development, and the maintenance of socio-cultural identity
through social media platforms. Youngsters between ages 18-26 were selected for this
research, as this demographic segment represents the largest proportion of internet users in
Malaysia, constituting nearly half of the total user base, according to 2020 national statistics

(see Figure 2 pg. 7).
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As illustrated in Figure 3, cybersecurity awareness forms the foundational layer of the
cybersecurity learning continuum, where youngsters are competently identified and mitigate
threats such as phishing. This model progresses from raising basic awareness among the public
environment, to delivering practical training for IT and organisational personnel, and
culminates in formal education for specialists with deep expertise, such as cybersecurity
practitioners (Gardner, 2014). In general, it focuses on making people understand cybersecurity

risks, and how their actions directly contribute towards secure cyber practices.

09, ‘
A \ o J
Awareness H Training H Education

Figure 3 Cybersecurity learning Continuum




Current efforts to build cybersecurity awareness, however, are often ineffective in
reaching the general public, and particularly youngsters. Whether the extent to which cyber
hygiene practices effectively protect the organisation (Uberti, 2020), lack of cyber preparation
(Bareja, 2021) insufficient depth of the talent pipeline (Barela et al., 2019) or obsolete strategic
resources (Nagyfejeo & von Solms, 2020). These fundamental limitations are complicated by
the core challenge of measurement, which must be gained from a basic and actionable
understanding of cybersecurity. Participating in cybersecurity awareness training is
insufficient, as effective self-defence requires a foundational knowledge of what to protect in
cyberspace and how to protect it (Ariffin & Letchumanan, 2020). Youngsters must, therefore,
move beyond superficial awareness to develop a stable knowledge base that actively informs
their own defensive behaviours thereby bridging the gap between intention and actual
protective behaviour. This directly applicable knowledge is essential for taking preventative
measures to safeguard themselves against incidents, rather than solely focusing on risks posed

to others.



1.2.

Research Questions

The primary objective of the survey is to address research questions as below:

RQ1: How do different cybersecurity knowledge domains (password, software/system,
human, organisational, and social security) predict Malaysian Youngsters' self-reported
cybersecurity behavioural intentions?

RQ2: To what extent do the Theory of Planned Behaviour constructs (Attitude,
Surrounding Pressure, and Perceived Control) mediate the relationship between
cybersecurity knowledge domains and behavioural intentions among Malaysian
youngsters?

RQ3: How do demographic factors (gender, age, education level) and cybersecurity
knowledge domains influence actual cybersecurity behaviour, as measured by
susceptibility to phishing simulations?

RQ4: What discrepancies exist between Malaysian youngsters' self-reported
cybersecurity intentions and their actual behaviour when faced with a simulated

phishing attack?



1.3. Aim and Objective

This research aims to address these gaps through a two-phase empirical study investigating
the cybersecurity practices of Malaysian youngsters. The overarching objective is to determine
how cybersecurity knowledge and behavioural factors predict resilience to cyber-attacks, and

how these relationships are moderated by demographics.

e Phase 1: A quantitative survey will be administered to a large sample to measure
cybersecurity knowledge, behavioural intentions, self-reported practices, and

demographic variables and directly address research questions 1 and 2.

o Phase 2: Building on the Phase 1 analysis, and to directly address research questions 3
and 4, a subset of volunteering participants will be targeted by a simulated phishing
attack. This phase provides an objective behavioural measure to complement and
validate the self-reported data from the survey.
The integrated findings from both phases will provide a comprehensive model of the

factors influencing the cybersecurity practices of the study population.
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1.4. Research Hypotheses

To provide clarity for the reader, Table 1 below maps each research question to the

corresponding hypotheses tested in this study

Table 1 Mapping research question to hypotheses

Research Question Corresponding Hypotheses

RQ1: How do different cybersecurity Hé6a-Ho6e, H7a-H7e, H8a-HS8e
knowledge domains predict self-reported |(knowledge domains — Attitude,
behavioural intentions? Subjective Norms, Perceived Control)

RQ2: To what extent do TPB constructs

mediate the relationship between H1, H2, H3 (Attitude, Subjective
knowledge domains and behavioural Norms, Perceived Control — Intention)
intentions?

RQ3: How do demographic factors and |[H4, HS, H9 (Perceived Control —

knowledge domains influence actual Behaviour; Intention — Behaviour;
behaviour (phishing susceptibility)? Demographics — Behaviour)

RQ4: What discrepancies exist between |[HS (Intention — Behaviour) — tested via
self-reported intentions and actual comparison of survey and simulation
behaviour? results

Table 1 above shows the diagram of Research Question mapping onto Hypotheses. RQ1
is addressed by H6-HS8 (examining the influence of the five knowledge domains on the three
TPB constructs). RQ2 is addressed by H1-H3 (examining the influence of TPB constructs on
intention). RQ3 is addressed by H4, H5, and H9 (examining direct paths to behaviour and
demographic moderation). RQ4 is addressed by HS5, interpreted through the comparison of
survey intentions (Phase 1) with actual simulation behaviour (Phase 2). Hypothesis diagram in

Figure 4, page 11.
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1.4.1. Intention

Attitude is a key driver of behavioural intention. The investigation of this specific relationship

to RQ2.

Hi: Youngsters who hold a more positive attitude toward cybersecurity practices will

demonstrate stronger intention to engage in secure online behaviour.

Social norms often act more indirectly in digital-behaviour studies.

H2: Higher perceived social pressure from family, peers, educators, and surrounding

influences will positively influence youngsters’ intention to adopt safe cybersecurity

behaviours.

Confidence to update systems, avoid suspicious links, and adjust behaviour, strongly predicts

intention, aligning with TPB.

H3: Youngsters with stronger perceived control (confidence in performing secure

behaviour) will show stronger intention to engage in cybersecurity-safe practices.

This reflects TPB’s pathway where perceived control may influence behaviour directly.

H4: Youngsters who perceive higher levels of behavioural control are more likely to

demonstrate safer observable cybersecurity behaviour.

1.4.2. Behaviour

Behaviour was used as one of the components that came from the Theory of Planned Behaviour

(TPB) model and complement RQ4.

Hs: Stronger cybersecurity intentions will lead to safer actual cybersecurity behaviours.
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1.4.3. Cyber Knowledge Domain

These hypotheses examine how the collective cyber knowledge domain in RQ1 (password

security, software & system security, human security, organisational security, social security)

influences the three constructs in the TPB model.

He: Cyber Knowledge Domains — Youngsters’ Attitude

Hea: Password Security has a significant positive influence on Youngsters’ Attitude toward

cybersecurity.

Hep: Software & System Security has a significant positive influence on Attitude.

Hec: Human Security has a significant positive influence on Attitude.

Heq: Organisational Security has a significant positive influence on Attitude.

Hge: Social Security has a significant positive influence on Attitude.

H7: Cyber Knowledge Domains — Youngsters’ Social Pressure (Subjective Norms)

H7,: Password Security has a significant positive influence on Social Pressure.

H7p: Software & System Security has a significant positive influence on Social Pressure.

H7.: Human Security has a significant positive influence on Social Pressure.

H74: Organisational Security has a significant positive influence on Social Pressure.

H7e: Social Security has a significant positive influence on Social Pressure.

Hs: Cyber Knowledge Domains — Youngsters’ Perceived Behavioural Control

Hga: Password Security has a significant positive influence Perceived Control.
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Hgp: Software & System Security has a significant positive influence on Perceived Control.

Hgc: Human Security has a significant positive influence on Perceived Control.

Hgg: Organisational Security has a significant positive influence on Perceived Control.

Hge: Social Security has a significant positive influence on Perceived Control.

1.4.4. Demographic Characteristics

This assumption forms the basis for the analysis within RQ3. As age and education rise, and
among females, risky behaviour decreases. Thus, demographics meaningfully moderate

cybersecurity behaviour.

Ho: Higher demographic will reduce risky cybersecurity behaviour

Cyber Knowledge Demographic Moderator
Domain
Age Gender Education Level

Password Security |
H9

.
Software & System 2 Attitude -
Security /H6 ’

7= Social Pressure H2 Intention s

H8
\ Perceived Behavioural ‘
Control —H3

I
Ha

Human Security

Organisational Security

v

Social Security

Cybersecurity Behaviour <

Figure 4: Research Hypothesis for Studies into Youngsters’ Cybersecurity Knowledge,
Intention and Active Behaviours
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Figure 4 above illustrates the hypothesised relationships in this study. The five
cybersecurity knowledge domains (Password Security, Software/System Security, Human
Security, Organisation Security, and Social Security) were derived from a synthesis of the
literature in Sections 2.6.1(I)-2.6.1(V) and represent distinct areas of cybersecurity
competency. The three 'control' constructs refer to the Theory of Planned Behaviour (TPB)
components: Attitude, Subjective Norms (labelled 'Surrounding Pressure'), and Perceived
Behavioural Control. These TPB constructs mediate the relationship between knowledge
domains and behavioural intentions. The model also includes direct paths from Perceived

Control to Behaviour and from Intention to Behaviour, as well as demographic moderation.

1.5. Research Contribution and Significance of the study

This research makes three distinct and significant contributions to the field of cybersecurity:

e Theoretical Contribution: The study provides a novel theoretical advancement by
deconstructing the monolithic concept of cybersecurity awareness into five specific,
measurable knowledge domains. It then empirically establishes the differential
influence of these domains on the behavioural components of the Theory of Planned
Behaviour (TPB), thereby offering a more nuanced understanding of the psychological
mechanisms that underpin the knowledge-behaviour gap.

e Methodological Contribution: Methodologically, this research introduces and
validates a robust sequential multi-method design, integrating a large-scale survey with
a controlled phishing simulation. This approach directly addresses a critical validity gap
in the literature by triangulating self-reported intentions with observed behavioural

data, yielding a more authentic and reliable analysis of cybersecurity practices
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Practical and Policy Contribution: The findings deliver actionable, evidence-based
insights for key cyber stakeholders in Malaysia. For policymakers and educators, the
results provide a clear framework for moving beyond generic awareness campaigns
towards developing targeted interventions that address specific behavioural triggers and
knowledge deficiencies identified in the youngster demographic, thereby enhancing the

efficacy of national cybersecurity initiatives.
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1.6. Thesis Chapters

Introduction in chapter 1, establishes the foundation by presenting the background of
cybersecurity, highlighting the critical role of the human factor, the significance of the study
and stated the research questions, along with the research hypothesis the study and explains the

thesis structure.

Chapter 2, the Literature Review, establishes the human element as the principal
vulnerability within cybersecurity, foregrounding its analysis on pervasive threats such as
phishing and social engineering. It systematically operationalises cybersecurity competency by
delineating five critical knowledge domains. Employing the Theory of Planned Behaviour as
its theoretical framework. Contextualising this within Malaysia, it synthesis culminates in the
identification of a critical and persistent knowledge-intention-behaviour gap among Malaysian

youngsters, thereby defining the core problem this research investigates.

Chapter 3 details the pragmatic, multi-method approach that was adopted, meticulously
describing the two sequential phases: a large-scale survey that measured knowledge and
behavioural intentions, followed by a controlled phishing simulation experiment that observed
actual behaviour, with thorough explanations of sampling strategies, instrument development,

data collection procedures, and ethical considerations.

The presentation and analysis of the empirical findings are reported in Chapter 4, Data
Analysis and Results, which covers data preparation, descriptive statistics of the demographics
and key constructs, tests for validity and reliability, and the results of both the survey analysis

and the phishing simulation, including hypothesis testing.

Chapter 5 interprets these results by critically analysing them in relation to the research
questions, exploring the paradox between high self-reported knowledge and actual phishing

susceptibility, and linking the findings back to the research literature in Chapter 2 and Chapter
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3 which culminated in practical recommendations for education, policy, and awareness
initiatives.

Finally, Chapter 6 synthesises the entire study by summarizing the key findings,
explicitly outlining the original contributions to knowledge, acknowledging the research's
limitations, and proposing concrete avenues for future work, followed by a personal reflection

on the academic journey undertaken to complete the thesis. The structure of this thesis is in

Figure 5.

Chapter 2 : Literature

Chapter 1 : Introduction >

Review

\. Chapter 3 : Methodology J

I 1
(RQ1 and RQ2) Phase 1: (RQ3 and RQ4) Phase 2 :
Survey Experiment
Chapter 4 (Phase 1) Chapter 4 (Phase 2 )
Survey Analysis Phishing Analysis
[ |
¥

Chapter 5: Discussion and Recommendation, and

Future Work

Chapter 6 : Conclusion

Figure 5: PhD Dissertation Structure
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CHAPTER 2 LITERATURE REVIEW

2.1. Introduction

This chapter presents a comprehensive review of the literature concerning the
relationship between cybersecurity knowledge and behaviour among Malaysian youngsters.
The review is structured to build a foundational understanding before narrowing the focus to

the specific context of Malaysia and the behavioural theories relevant to this study.

The chapter begins with Section 2.2, which scopes the field of cybersecurity to establish
a consistent definition for this research and explores the critical role of human factors as a
primary vulnerability. Section 2.3 builds on this by examining the human element, shifting the
perspective from the "weakest link" to the primary attack surface. Building on the foundation
in Section 2.3, Section 2.4 analyses the types of attacks targeting users, detailing essential
countermeasures, while Section 2.5 explores the social engineering arsenal, categorising

attacks by medium of delivery, deception techniques, and intended goals.

Section 2.6 investigates the prevention of phishing success through various knowledge
domains, including password, software, human, organisational, and social security. This section
also introduces the Theory of Planned Behaviour (TPB) as the framework for understanding
user’s behaviour. Finally, Section 2.7 then synthesises these discussions within the Malaysian
context, outlining the nation’s cybersecurity challenges, key legislative measures, and public-
private collaboration initiatives. Collectively, these sections highlight the critical youngsters'

cybersecurity knowledge—behaviour gap, establishing the core problem this research addresses.

By integrating insights from global cybersecurity research with specific findings from
Malaysia, this chapter identifies the persistent disconnect between what youngsters know and

how they act online. It concludes by validating the necessity of this research and lays the
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groundwork for developing a targeted framework to bridge this knowledge-behaviour gap

among Malaysian youngsters.

The term 'youngster' was deliberately chosen for this study to move beyond a rigid,
classical definition of youth. Drawing from Lakoff (1987) is prototype theory, which posits that
categories often have radial structures with central and extended members, we conceptualise
'youngster' as a fluid category representing the journey into adulthood. Consequently, the term
serves as a placeholder for a demographic character marked by a specific life-stage transition

and broad individual differences, rather than being limited to a fixed age bracket.

2.2. Scoping Cyber Security: From Technical Walls to the Human Firewall

The International Telecommunication Union (ITU) defined comprehensive definition

of cybersecurity referred to ITU-T X.1205 as:

“Cybersecurity is the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions, training, best practices,
assurance, and technologies that can be used to protect the cyber environment and
organisation and user’s assets. Organisation and user’s assets include connected
computing  devices,  personnel, infrastructure,  applications,  services,
telecommunications systems, and the totality of transmitted and/or stored information
in the cyber environment. Cybersecurity strives to ensure the attainment and
maintenance of the security properties of the organisation and users assets against
relevant security risks in the cyber environment. The general security objectives
comprise availability integrity, which may include authenticity and non-repudiation

confidentiality ", (International Telecommunication Union, 2008).

A consistent definition of cybersecurity has been in debate be it in the academic (Cains
et al., 2022; Schatz, Bashroush, & Wall, 2017; Wang, Sun, & Zhu, 2020), government and
private sectors (CISA, 2014; International Telecommunication Union, 2008; Luiijf, Besseling,
& de Graaf, 2013) or even considered from non-expert perspectives (Neil et al., 2023).

However, they remain inconsistent. This research is concerned that the inconsistencies might
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come from heterogeneity of countries’ regulations, acts and their cyber security initiatives.
Maurer & Morgus (2014) compiled cybersecurity definitions covering a wide range of ideas
from different countries and government bodies and concluded that while various sources
present surface-level differences in how they describe the field, the fundamental definition of
cybersecurity remains consistent across most contexts. These definitions converge on the
protection of assets within cyberspace against unauthorised access and attacks, primarily to

maintain the CIA triad (confidentiality, integrity, and availability).

This research identifies six core contexts of cybersecurity, derived from an analysis of
definitions provided by the Oxford English Dictionary, national agencies, and prominent
scholars. (Balzacq & Cavelty, 2016; Bullock, Haddow, & Coppola, 2018; CISA, 2014;
International Telecommunication Union, 2008; Muller, 2024; Oxford English Dictionary,

2025):

1. Measures: Implementation of strategies, policies and tools to ensure safeguarding of
cyberspace. The measure can also be in the aspect of technical controls or a non-
technical control.

2. Protection: Guarding the assets (Infrastructure, data and application or the people)
against destructions, disruption, unauthorised access.

3. Cyberspace: Internet and interconnected with the digital environments. Where cyber
activities occur.

4. Attack: Objects that shape cyberspace environment such as malware (Balzacq &
Cavelty, 2016), attempts to breach the security in IT/OT.

5. Unauthorised access: Access to the system data by individuals who do not have
permission to access and breach the confidentiality.

6. CIA triad: Confidentiality, integrity, and availability, a foundation in cybersecurity.
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It is crucial to distinguish cybersecurity, which focuses on securing networks and systems
within digital environments, from the broader field of information security, which protects data
in both physical and digital forms (Alexei & Alexei, 2023). Historically, cybersecurity
strategies emphasised technical measures to secure these digital layers (Devasis et al., 2022).
However, the contemporary threat landscape has undergone a significant shift which mandates

a shift in strategy.

We have seen a rapid increase in social engineering attacks rather than technical attacks
such as malware attacks (Kamarudin et al., 2018), DoS/DDoS attack (Li et al., 2018), SQL
injection (Paul, Sharma, & Olukoya, 2024), or cross-site scripting (XSS) attacks (Krombholz
et al., 2015). Albeit technical mitigation is taken against cyber threats, prioritising technical
strengthening of the system, network, or application architecture alone is insufficient. This
deceptive practice such as impersonating, Quid Pro Quo, pretexting, or replication may appear
in many forms, but it most often relies on psychological manipulation tactics that take

advantage of human trust.

For organisations, for instance, it is widely acknowledged that the advanced
technological infrastructure within large organisations, while essential for productivity, offers
no absolute defence; the threat of cyber-attacks continues to loom despite these substantial
investments. It is crucial to understand the human’s perspective in term of cybersecurity to
improve employee cyber hygiene practices. In general, the world is witnessing a rapid increase

in attacks that bypass technical controls by targeting the user directly.
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2.3. The Pivotal Human Factor: From “Weakest Link” to Primary Attack
Defender

This shift in focus is not incidental. Robust technical defences, while essential, offer no
absolute guarantee (Murtaza, Pak, & Siddiqi, 2022). A common and disconcerting thread runs
through modern security breaches: the human factor. Human error, influenced by cognitive
factors like stress, workload, and expertise, remains a leading and persistent vulnerability
(Joisten et al., 2022; Montafiez, Golob, & Xu, 2020; Rahim, Hamid, & Kiah, 2019; Safa et al.,
2015). This was a significant cybersecurity threat, particularly evident during the COVID-19
pandemic when remote working and e-learning, surged (Guitton, 2020). Researchers
consistently conclude that internet users are a primary threat vector, with human behaviour
being a core factor influencing cybersecurity outcomes (Aigbefo, Blount, & Marrone, 2022;
Anderson & Agarwal, 2010; Burns & Roberts, 2013; Lahcen et al., 2020; Shah & Agarwal,

2020).

High-profile incidents illustrate this vulnerability. For example, in May 2025, the UK
retailer Marks & Spencer disclosed a cyber-attack resulting from 'human error' rather than
technical failure. An employee was tricked by a phishing email into revealing credentials,
leading to unauthorised access to customer data. The incident cost the company an estimated
£300 million (Saker-Clark, 2025). Similarly, NHS Scotland experienced a disruption due to a
cyber-attack (ANSecurity, 2025), and major email providers have reported credential theft
attacks (Cloud&More, 2025). These examples highlight that the greatest threat is often not
sophisticated malware, but the exploitation of human psychology through social engineering.
Social engineering, is the root cause of many modern breaches (Saulsbery, 2021). It is defined

as:

“Social engineering is the process of someone or something (e.g., email, malware,

programme) fraudulently and maliciously masquerading as someone or something else
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to acquire unauthorised information or to create a desired action that is contrary to the
victims or their organisation’s self-interests. Simply put, its a “con” with malicious
intent. It is often done in person, using mailed advertisements, using email, in

messaging apps, or over the phone”. (Roger, 2021, p. 259).

Whilst social engineering is not novel as it was first introduced in the early 1970
(Pound, 1969), it capitalised on gaps in knowledge and exploited psychological tendencies such
as trust, urgency, offering rewards, invoking identity threats, ensuring contextual fit, and
curiosity, mainly to alter decision-making and prompting specific actions (Chapagain et al.,
2024; Gallegos-Segovia et al., 2017; Longtchi & Xu, 2025). This vulnerability has been noted
for decades (Kraemer, Carayon, & Clem, 2009; Schultz, 2005; Tam, Glassman, &
Vandenwauver, 2010) and remains critically relevant today (Corradini & Nardelli, 2020; Inho,
2021; Renaud, van der Schyff, & MacDonald, 2023; Wulandari, Adnan, & Wicaksono, 2022).
Human factors represent aspects beyond the predictive capacity of secure technology, making
informed “actions, knowledge, and attitude” the most efficacious personal security
measure (Reynolds, 2021). Therefore, the paradigm must evolve from viewing the human as
the "weakest link" to recognising them as the primary attack surface requiring dedicated

defence (Onwuegbuche et al., 2025).

2.4. Attacks Targeting Users

Phishing attacks have become the largest and most rapidly growing cybercrime vector.
As common as social engineering is nowadays, people remain vulnerable to these tactics.
Receiving emails claiming exciting news or warning of financial trouble, pretending to be a
friend, or exploiting tragic events to stir sympathy and encourage donations, and using
emotions such as curiosity, fear, and empathy are ways of manipulating to deceive people in

phishing scams.
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Figure 6 shows both the two main ways phishing attacks are carried out are by
convincing a victim to click a malicious link, leading to a fake website, or to open a corrupted
attachment, which can deploy harmful software also provision of information. Ultimately, both
techniques function by using social engineering to manipulate human decision-making.
Phishing stands apart from other social engineering tactics because of the industrialises
deception, combining unique adaptability with low-cost, highly scalable operations within the
digital environment. Its continuous evolution enables it to grow increasingly complex,

challenging both human resilience and traditional security defences (Subbulakshmi et al.,
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Figure 6 Implementation of Phishing Attacks (Abroshan et al., 2021, p. 44929)

Users' lack of knowledge of their own behavioural vulnerabilities increases potential
consequences to phishing attacks, although there are many other factors that contributed to
phishing attacks, this research acknowledged the factor of specific domain in cyber knowledge
with behaviour as one of the main contribution, which is explained in detail in Section 2.4 and

Section 2.5 below (Desolda et al., 2022).

25



The integration of Artificial Intelligence has fundamentally escalated the phishing
threat landscape by acting as a force multiplier that enhances the scale, precision, and
evasiveness of attacks across all vectors (Rajeswari & Rajeeth, 2025; Salahdine & Kaabouch,
2019). Al automates the labour-intensive process of reconnaissance and content creation,
enabling hyper-personalised spear phishing at scale and generating linguistically flawless
emails that erase traditional detection cues like poor grammar (Emanuela, Cristina, & Luminita,
2024). Furthermore, it empowers new levels of sophistication through dynamic attacks, such
as Al-driven voice cloning for vishing (Blancaflor et al., 2025), interactive chatbots for
smishing (Shibli, Pritom, & Gupta, 2024), and algorithmically generated domains and landing
pages for quishing (Keerthi et al., 2025). These paradigm shifts have effectively democratised
advanced social engineering, lowering the skill barrier for attackers while simultaneously
creating a more pervasive and credible threats that challenges both human vigilance and

conventional, static security filters

2.4.1. Phishing countermeasures
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Figure 7: Protection techniques as part of phishing countermeasures (Ramanathan &
Wechsler, 2012, p. 3)
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Based on Figure 7 by Ramanathan & Wechsler (2012), despite their shared focus on
proactive phishing prevention, network and client-side approaches have distinct challenges.
Network-based defences remain inherently reactive, as their efficacy relies on constant demand
and updates and targets the client-side of the security architecture, though this approach is
uniquely dependent on consistent user engagement and the fallibility of human judgment. A
holistic security strategy integrates technological solutions with ongoing user awareness
programmes which can strengthen defence, ensuring that both automated systems and human

behaviour work together to reduce phishing attack success.

An awareness programme is crucial, in that it is the vehicle for disseminating
information to all users. Cyber security awareness ensure that individuals comprehend their
personal role in securing information and systems (Wilson & Hash, 2003). Based on the NIST

Special Publication 800-50, awareness is described as:

“...The purpose of awareness presentations is simply to focus attention on
security... Awareness relies on reaching broad audiences with attractive packaging

techniques...” (Merritt et al., 2024, pp. 8-9)

Machine learning also is one of a comprehensive set of tools for enhancing online
security through, and prevention of, phishing attacks. The application of XGBoost and Random
Forest demonstrated over 97% accuracy in distinguishing between legitimate and phishing
emails (Divakarla & Chandrasekaran, 2023). In PhishBlock, a system combining Blockchain
and Machine Learning, Pitre, Joshi, and Das (2023) proposed a system to counter the rising
threat of phishing attacks. Gradient Boost and SVM machine learning algorithms were
integrated to improve the system's detection and prevention capabilities, while Blockchain

technology was employed to enhance the system's security and reliability (Abadla et al., 2023;
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Lakshmi, Skandarsini, & Ida, 2023; Mittapalli, Ojha, & T, 2021; Prasad et al., 2024). Al tools
such as Natural Language Processing (NLP) have become a critical tool for boosting phishing
detection with successful rate of 90-95% of sophisticated spear-phishing emails detected
(Mohamed, Taherdoost, & Khashan, 2025). Other Al tools such as VeriActor, DNN with a
Lasso-based feature, Named entity recognition (NER), and Atrous Spatial Pyramid Pooling

(ASPP) shows an accuracy of above 80 percent of Al phishing detection (Pan et al., 2025).

Whilst most researchers highlight technical interventions, Nevin, Renaud, and Finney
(2022) carried out a study to assess whether presenting participants with cues (encouraging
thoughtful consideration) could enhance their skills in recognizing phishing attempts. Although
the intervention did not lead to a substantial increase in detection rates overall, further
examination indicated a potential positive correlation between the intervention and the better
identification of emails that triggered feelings of urgency or stimulated greed and curiosity.
Others implemented gamification (Adams & Makramalla, 2015; Baxter, 2016; Jalali, Siegel,
& Madnick, 2019; Ortiz, Reinerman-Jones, & Matthews, 2016; Power, 2018; van Steen, 2021)
and phishing simulation (Abdullah & Mohd, 2019; Bank, 2005; Chatchalermpun & Daengsi,
2021; Dodge, Carver, & Ferguson, 2007; Gordon et al., 2019; Rizzoni et al., 2022; Sparks,

2022; Sten et al., 2019) with a notable increase in threat detection rates among users.

2.5. The Social Engineering Arsenal

The exploitation of the human factor is operationalised through a diverse arsenal of
social engineering attacks. To systematically categorise this threat landscape, this research
employs the conceptual framework presented in Figure 8 in page 29, which deconstructs
attacks into three core components: the Medium of Delivery, the Deception Technique, and the

attacker’s goal.
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Historically, the term change from ‘fishing’ to ‘phishing’ originated in 1996 during
social engineering attacks targeting America On-Line (AOL) (Ribeiro, Guedes, & Cardoso,
2024) as a means for exploitation of social engineering to carry out crimes and the word
phishing is in printed materials in 1997 (Rader & Rahman, 2015). Phishing has since become
the most dominant social engineering vector due to its scalability and digital efficiency
(Mouton et al., 2014). It stands apart by being highly adaptable, continually growing more
complex, and spawning numerous specialised subtypes that populate the framework in Figure

8.
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Figure 8. A Conceptual Framework of Social Engineering Attacks

The most dominant vectors for social engineering are the phishing attack (Desolda et
al., 2022; Naqvi et al., 2023), quid pro quo (Vishal et al., 2025) or many other social

engineering attacks. However it can also include tailgating, which is also one of social
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engineering attacks which involve a physical social engineering attack vector (Akati & Conrad,

2021; Kamruzzaman et al., 2023).

Social engineering only involves minimal to no technical expertise for the attacker to
bypass security measures to gain confidential information. For example, in a spear phishing
attack, attackers only need to understand the victim’s characteristic, and their behaviours
(Albladi & Weir, 2020; Corradini & Nardelli, 2020). Considering that social engineering threats
are evolving and diverse (Aldawood & Skinner, 2019), it is essential for the employee to remain
vigilant with this threat. To mitigate social engineering, initiatives must necessitate from both
the technical aspects and also an extensive understanding of its foundations (Hatfield, 2018)
which is argued to be inconsistent due to the fact that it consisted of multiple phases (Z. Wang
et al., 2020) and some contended the lack of technical aspect with psychological bias (Murtaza
et al., 2022). The contention is that technical defences assume rational, rule-based behaviour,
but humans are emotional, inconsistent, and easily manipulated. Until security starts treating
psychology as seriously as it treats encryption, the human factor remains the weakest link.

2.5.1. Categorising Social Engineering Attacks by Medium of Delivery, Deception

Techniques, and Goal.
2.51.1. Medium of Delivery

Email has emerged as a widely used communication tool on the internet, driven by its
ability to support various communication features such as document attachments, embedded
links, customisable design elements, ease of use, and underlying protocols (e.g., SMTP, IMAP,
POP3) that enable reliable message delivery across different systems. The relevance of
mentioning these protocols is that they are inherently vulnerable to spoofing and interception,
attackers can exploit weaknesses in email protocols to forge sender addresses, bypass
authentication, and make phishing emails appear legitimate. Because attackers continuously

adapt to current technology, they have become increasingly sophisticated, employing the latest
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tactics for the exploitation of victims. These attacks manifest through social engineering: the
exploitation of human vulnerabilities by deploying sophisticated deceptive tactics, designed to
dupe individuals into surrendering sensitive information, such as login credentials, financial
data, or personal details. By diversifying their methods to maximise the success rate of such
attacks, attackers utilise email as the primary attack vector for social engineering, accounting
for 96% of cases (Tomici¢, 2023). The remaining four percent comprise alternative vectors,
including SMS (smishing) (Akande et al., 2023), or voice calls (vishing) (Alabdan, 2020), QR
code (Mayer, Bekavac, & Strecker, 2024), WhatsApp, Snapchat, Skype and other social apps

(Bello et al., 2025).

I.  Vishing

Vishing, Vishing, or 'voice phishing', is a form of deception executed through phone
calls. The term first appeared in security literature around 2006, as attackers began combining
Voice over Internet Protocol (VoIP) technology with social engineering tactics. The word
'vishing' is a portmanteau of 'voice' and "phishing' (Abu-Nimeh, 2009).Its tactics have evolved
from simple fraudulent calls, as historically reported by the American Bankers Association, to
now incorporate advanced technical algorithms. These include text-to-speech (TTS) systems,
the misuse of generative Al, and large language models (LLMs) to enhance the scale and
credibility of attacks, (Marchal et al., 2024; Toapanta et al., 2024; Triantafyllopoulos et al.,

2025).

31



[ Takes victims important data or Money |

p

Alttacker
Poses as Ask to
Government Share id
Employee or and
e et password
——
i\ Askto |
Attacker download |
Poses as software
Attacker Support agent which ‘ User
| malicious )

[ Take the control of victims computer |

Figure 9: General vishing attack (Ashfaq et al., 2024, p. 413)

Instead of using emails or malicious websites, vishing exploits voice over internet
protocol technology to trick individuals by imitated for legitimate scenario into revealing
sensitive information (see Figure 9). Jones et al. (2021) implemented real-world vishing attacks
and summarised that vishing attack rely heavily on emotional persuasion rather than reasoning.
Triantafyllopoulos et al. (2025) said there were gaps in understanding vishing in terms of
psychological perspectives. A case study of smishing, vishing and phishing, showed that
vishing was the least common, however it proved to be more successful for attackers (Zimba,
Mukupa, & Chama, 2024). Large financial funding organisations were also invested to develop
next-generation security platforms that can simulate, detect, and respond to vishing attacks in

real time using OpenAl (Thompson, 2025).

II.  Smishing

Meanwhile smishing, a portmanteau of "SMS" and "phishing," a type of phishing attack
conducted via mobile devices, involves sending deceptive text messages that lure users into
accessing fake websites, apps, or links. Emerged in the early 2000s as mobile phones became

ubiquitous. The first documented smishing attacks appeared in the US in 2003-2004, where
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attackers sent text messages impersonating banks or credit card companies, requesting
recipients to call a number or visit a website to 'verify' their account information (Abu-Nimeh,
2009). Unlike email phishing, smishing exploits the immediacy and higher open rates of text
messages, typically 98% of SMS messages are read within 3 minutes (Shamy, Xie, & Zhong,

2025).

Smishing aims to steal financial details as well as personal information stored on the
device (Akande et al., 2023). Smishing can have significant consequences for individuals who
rely heavily on their smartphones (Blancaflor et al., 2021) or online applications such as.
Smishing started to cause large financial losses in the US in the early 2000s (Abu-Nimeh,
2009). Author Morgan et al. (2023) studied smishing interactions from the users’ perspective
to understand users’ behaviour, experience, and knowledge of smishing. They highlighted

significant gaps between knowledge and behaviour when it comes to smishing.

III.  Quishing

Quishing, a portmanteau of "QR code" and "phishing," constitutes a less-documented
form of cybercrime (Rys, Slusarek, & Zielinski, 2025). It is a sociotechnical attack wherein
perpetrators harvest sensitive information by persuading victims to scan QR codes (Figure 10)
that redirect them to fraudulent websites (Awuah & Hayfron-Acquah, 2022). The pandemic
served as a catalyst for the propagation of digital payment technologies, with QR code payment

systems emerging as a prominent and widely adopted solution (Le, 2022).
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Figure 10 Example of QR Code

The vulnerability is exacerbated by the extensive integration of QR codes into trusted
environments (ReliaQuest, 2023). The attack surface for quishing is vast because it exploits
QR code usage in contexts where users' guards are naturally lowered. This includes educational
institutions, where codes provide instant access to quizzes and learning materials (Boise State
University, 2025); the hospitality sector, where establishments such as restaurants and bars use
them for digital menus and promotional loyalty programmes (CE Noticias Financieras, 2024a);
retail environments, where they facilitate promotions and coupon redemption (Okazaki, Li, &
Hirose, 2012); social media platforms, where they are central to marketing campaigns and
competitions and many others. The normalization of this technology in such as every day,
benign scenarios, create a potent psychological vector for social engineering attacks.
Consequently, while technical defences evolve (Tayachi et al., 2025), the average individual
lacks the technical capacity resources, rendering them defenceless without integrated
protection. Ultimately, this process depends on constant vigilance to overcome the convenience
and urgency that attackers exploit, demonstrating that effective personal security is a

continuous, conscious application of understanding rather than a passive awareness.
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2.51.2. Deception Techniques
IV.  Spear Phishing

Spear phishing is a targeted attack against an individual, with a significant success rate, due to
the fact a phisher gathers personal information. Hence, the planning maximises success
(Ahmetoglu & Das, 2022; Kwak et al., 2020; Sibi Chakkaravarthy, Sangeetha, & Vaidehi,
2019; Thomas, 2014; Varshney et al., 2024). Using gathered information makes it possible to
tailor emails to appear more credible and trustworthy, making it likely that the victim will be
deceived (Iannarelli & O’Shaughnessy, 2015). van der Heijden & Allodi (2019) argue that
whether phishing attacks arrives via email, SMS, or social media, the ability to deceive a human
is determined by its believability and persuasiveness. The effectiveness of spear phishing
attacks is based on replicating the original website/email to look legitimate (PhishLabs, 2016),
legitimacy of the email header (Grant et al., 2017), and the email styling (Mao et al., 2013).
Whereas spear-phishing is directed at specific individuals or defined groups, whaling attacks
represent a further refinement, characterised by an enhanced degree of targeting precision and
strategic focus on high-value individuals within organisational hierarchies (Pienta, Jason

Bennett, & Johnston, 2020).

Whaling is a classic example of a social engineering attack that manipulates human
behaviour and trust (Boulton, 2016). Whaling is a highly targeted form of phishing that
specifically targets high-level executives within organisations, aiming to exploit their
privileged access to sensitive data (Alabdan, 2020; Gusev, 2022). Cybercriminals who carry
out this type of attack are known as whalers (Pienta et al., 2020). General whaling attacks
usually involve selecting their target, normally in the “C-Suite” level, a term that refers to an
organisation's most senior executives, typically including the Chief Executive Officer, Chief
Financial Officer, and Chief Information Officer, among others whose titles begin with "Chiet",

before they meticulously research the victims, and their immediate contacts, to gather

35



information, utilise manipulation strategies and select a suitable communication medium, such

as email or telephone calls, to deceive the victim (Vanitha et al., 2024)

For example, the chairman of the board of Petropert was targeted in recent whaling
activities, out of many other victims (CE Noticias Financieras, 2024b). Many researchers
propose approaches and methods to counteract whaling activity, acknowledging that while
whaling, like all phishing, fundamentally exploits human behaviour (e.g. trust in authority or
panic), technical solutions can reduce exposure before human judgement is tested. These
include the use of ensemble Machine Learning (ML) techniques used for the detection and
filtering of spam emails (Fatima et al., 2024), a deep learning-based method to capture the
characteristics of the email content (Vanitha et al., 2024), and a control based approach with an
implementation of cost evaluation (Olifer et al., 2017). However whaling attacks are found to

be challenging since they involve people’s behaviour and how they reason about their actions.

2.5.1.3. Dark patterns

The term dark-patterns defines as:

“Instances where designers use their knowledge of human behaviour (e.g., psychology)
and the desires of end users to implement deceptive functionality that is not in the users

best interest” (Gray et al., 2018, p. 1).

Dark patterns are deceptive design elements in user interfaces that manipulate users
into taking actions they did not intend, such as clicking on malicious links, sharing excessive
personal information, or agreeing to unfavourable terms. In the context of phishing, dark
patterns include visual tricks (e.g., spoofed logos and fake security badges), linguistic
manipulation (e.g., creating false urgency with phrases like "Your account will be closed
immediately'), and technical deception (e.g., hiding the true destination URL). As Gray et al.

(2018, p. 1) define, dark patterns are “instances where designers use their knowledge of human
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behaviour and the desires of end users to implement deceptive functionality that is not in the

user's best interest”.

The capacity to instantly modify, adapt, and customise various interfaces and features
provides significant affordances for malicious acts. A practice defined as a dark patter, these
capabilities allow for an attacker to target individuals with precisely tailored environments and
messages, thereby manipulating users into performing unintended actions (David & Carmi,
2025). Certain populations are particularly susceptible to such manipulation. Children, for
instance, are inherently vulnerable to dark patterns, as they have yet to develop the cognitive
defence mechanisms needed to recognise and resist dark patterns (Renaud et al., 2024),

youngsters such as university students are included (Gonzalez, 2018).

Dark patterns in phishing emails have evolved significantly from the rudimentary
methods employed in the early years of such attacks. Phishing attacks incorporate dark pattern
use  sophisticated visual deception and refined psychological manipulation, carefully
constructed to manipulate users into trusting the message with fake sender domains, urgency
in language usage, and spoofed brand logos (Oh et al., 2025). Not only found in phishing
emails, a significant number of applications and websites for online shopping often employ
dark patterns to manipulate user behaviour to serve commercial interests at the expense of the

buyers (Sapkale, 2024).

2.51.4. Goal

The primary goals of the deployment of social engineering attacks are fundamentally driven
by a set of malicious objectives (Wang, Zhu, & Sun, 2021). Commonly, the objective is getting
information (Zimba et al., 2024) or data exfiltration (Hafner et al., 2023), where attackers seek
to steal sensitive data such as login credentials, financial details, personal identification

information, or corporate secrets, often for use in further crimes such as identity theft or
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espionage (Meng et al., 2023). In addition, system sabotage or malware installation, where the
compromise of a device or network is intended to cause damage, deploy ransomware, create
persistent access, or integrate the system into a botnet is another critical aim in social
engineering attacks (Leonov et al., 2021). Another goal is to get the victim to click on a link;
this action serves as the essential gateway, initiating the chain of compromise by redirecting
users to fraudulent sites to harvest credentials or triggering the download of malicious payloads
that lead to data theft, financial loss, or system infiltration. These goals are interconnected and

cascading, as illustrated in the Figure 8 in page 29.

2.6. Preventing Phishing Success

2.6.1. Cyber Security Knowledge

A knowledgeable user in cyber threats acts as a crucial first line of defence against the
subtle threats of social engineering attacks, thereby strengthening the cybersecurity stance of
both organisations and individuals (He & Zhu, 2014). However, those without cyber knowledge
will not realise that a cyber threat exists (Renaud & Weir, 2016). Given that no technical
security solution can offer absolute protection when it comes to the human factor, it is
imperative to focus on equipping users with the knowledge to mitigate these risks (Aldawood

& Skinner, 2019).

Prior studies have concentrated on identifying common online safety practices (Revilla,
Montoya, & Ramamoorthi, 2023). Although these investigations have advanced the field, a
complete understanding of the factors driving online safety practices behaviours, especially
attributed to students' cybersecurity knowledge, is lacking (Kovacevi¢, Putnik, & Toskovi¢,
2020; Li & Liu, 2021). Furthermore, the precise measurement of cyber hygiene and its

relationship to specific cybersecurity areas remains under-explored.
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A critical gap often lies in the practical, detailed knowledge required to implement
cyber safe effectively. This underscores that enhanced cybersecurity awareness can only be
achieved through a comprehensive understanding of the cybersecurity concept itself and
recognizing the availability and function of security features. Enhanced cybersecurity
awareness can only be achieved through impacting a comprehensive understanding of the
cybersecurity concept itself (Zwilling et al., 2022) and recognizing the availability of security
features (Furnell, 2005). Detailed cybersecurity knowledge seems to be key to enhancing user

protection (Morgan et al., 2023).

Although a consensus in the field emphasises the importance of cyber knowledge
(Jones, Siami, & Armstrong, 2018; Lee & Chua, 2024; Sikos, 2023; Zwilling et al., 2022) and
a number of researchers have investigated cybersecurity awareness among young people, see,
for example (Nicholson et al., 2020; Oksanen & Keipi, 2013; Quayyum, Cruzes, & Jaccheri,
2021). this study identifies a significant limitation in such an approach. To progress beyond
foundational awareness, a specialised and differentiated understanding of specific
cybersecurity domains is required. Consequently, this research investigates five cyber
knowledge areas; password security, software/system security, human security, organisation
security, and social security. This targeted approach is necessary because effective
cybersecurity awareness depends on addressing the distinct threats, human factors, and
required countermeasures unique to each domain. Recent initiatives have addressed procedural
updates, yet there has been a distinct lack of effort to formally recognise or engage youngsters
(Claudia & Erika, 2025; Khanzadeh et al., 2025; Nafees et al., 2017; Skopik et al., 2022),

moving beyond a one-size-fits-all model of knowledge.

This is to describes the necessary cyber knowledge as "yvou cannot secure and protect
what you do not know you have" (Ackerman, 2021, p. 27). The five domains are explained in
detail in the sections that follow.
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I. Password security

Research has expanded on these concepts, emphasizing the importance of protecting
the confidentiality, integrity, and availability of data. As Schatz et al. (2017) noted, password
security encompasses a range of practices and safeguards to protect the cyber environment and
its users. It is an “approach and actions associated with security risk management processes
followed by organisations and states to protect confidentiality, integrity and availability of data
and assets used in cyber space. The concept includes guidelines, policies and collections of
safeguards, technologies, tools and training to provide the best protection for the state of the

cyber environment and its users” (Schatz et al., 2017, p. 66)

Despite efforts to establish secure practices in data protection, considerable evidence
still indicates a widespread lack of password security among internet users. These passwords
were often not chosen with security in mind, making them relatively easy to guess or crack
(Revillaetal., 2023). Managing passwords is a critical component of maintaining cybersecurity
in both daily routines and practical applications (Freminville, 2020). While this problem
persists, as evidenced that people tend to have fewer weak passwords in social networking,
chat, and webmail services compared to other online platforms (Bonneau, 2012), as they may
be reluctant to change their current methods because they are comfortable with them (Renaud,
Otondo, & Warkentin, 2019). For instance, a binary sequence with a length of 10 bits offers
1,024 possible combinations, while a 20-bit sequence increases this number to over one
million. The necessity of using strong passwords is paramount for protecting sensitive
information from unauthorised access. It is advisable to include a combination of letters (both
uppercase and lowercase), numbers, and special characters, which collectively complicate the

guessing process for attackers when creating password.

However, even the strongest passwords can be rendered ineffective by phishing attacks,

which bypass technical brute-force defences by directly deceiving users into surrendering their
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credentials. Phishing emails, messages, or websites trick individuals into entering their login
details on fraudulent platforms, effectively nullifying password complexity as a security
measure (Byun et al., 2024). While strong passwords are essential, they are rendered ineffective

if users cannot recognise and resist the deceptive tactics of phishing attacks.

Although it is noted that two-factor authentication (2FA) bolsters security even if a
password is compromised, and prevented from unauthorised access (Bhanderi et al., 2023; Jose
& Rajasree, 2020). Despite the privilege to have the additional security layers to mitigate the
risks posed by cyber threats like phishing and brute-force attacks, millennials display less
apprehension about protecting their personal data compared to Generation X and Baby
Boomers (Dance, 2019), considering their low knowledge in 2FA (Barakovi¢ & Barakovi¢
Husi¢, 2023). The pervasive use of social media platforms amplifies this vulnerability, as they
may unintentionally disclose sensitive data or participate in activities that compromise their

digital security (Maitland & Lynch, 2020).

II.  Software and system security

Software security involves protecting software from security threats, such as viruses,
malware, and other malicious software. Software security measures, such as firewalls, antivirus
software, and regular updates, help prevent cyber-attacks by addressing vulnerabilities in
applications and operating systems. While System security involves protecting the entire IT

infrastructure, including networks, servers, and other devices.

Examples of system security measures include network segmentation, intrusion
detection systems, and security audits. Neglecting to update software and apply security
patches to the network can create vulnerabilities that invite cyber-attacks, for instance the T-

Mobile data breach in 2021 (Sievert, 2021).
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Depending on the user's software update behaviour preferences, a user may update
based on the vulnerability’s criticality introduced by vendor, their machines operating system,
or based on an application’s updates. There is a clear correlation that infected machine do not
receive regular updates (Khan, Zehui, & Copeland, 2012) whole some users still lack the
knowledge to differentiate between antivirus and firewalls (Talib, Clarke, & Furnell, 2010).
This behaviour significantly increases the vulnerability to cyber-attacks. It has been
demonstrated that user behaviour with software upgrades can lead to a computer's infection

with malicious software or malware (Pérez-Sanchez & Palacios, 2022).

A direct event or failure caused by weaknesses in system and software security is
ransomware; a form of malware that encrypts a computer system's data or restricts access until
a ransom is paid (Or-Meir, Nissim, Elovici, & Rokach, 2020). While locker, crypto, and MAC
ransomware each employ distinct spreading methods, a common denominator is the
exploitation of a system and software vulnerabilities. These weaknesses have contributed to
ransomware becoming one of the most prevalent and destructive cyber threats (Cohen &

Nissim, 2018; Sweta, Sangita, & Bharti, 2022).

Peers (2022) conducted rigorous laboratory tests on various antivirus products to assess
their overall security capabilities. Complementing these evaluations, the researchers
independently examined how these products detected and blocked a range of Mac and
Windows malware samples. This hands-on approach provided insights into real-world
performance. Based on these comprehensive assessments, six antivirus products emerged as
top performers: AVG, Avira, Bitdefender, Clario, Intego (comprising VirusBarrier antivirus and

NetBarrier firewall), and Norton.

From the software development perspective, proactive software security prioritises the

early detection approach such as using the fuzzing technique (Miller, Fredriksen, & So, 1990),
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creating a large volume of random or unexpected input data to test the reliability and security
of a software programme, aiming to uncover potential errors or vulnerabilities (Chen et al.,
2018; Liang, Pei, Jia, Shen, & Zhang, 2018; Takanen, DeMott, Miller, & Kettunen, 2018)
shown in Figure 11 within the software development lifecycle (SDLC). Pre-deployment
security measures (proactive) include activities such as fuzzing, code reviews, and penetration
testing conducted during the software development lifecycle (SDLC) before the software is
released. Post-deployment security measures (reactive) include activities such as monitoring,
patching, and incident response after the software is in use. Otherwise, ensuring the security of
deployed code by using penetration testing (Antunes & Vieira, 2014; World, 2021) should be
a standardised procedures in SDLC as part of software security defence (Pierce, Jones, &
Warren, 2006). Penetration testing is a valuable proactive security measure, but it does not
ensure complete security. It must be used alongside other defences, including continuous
monitoring, user awareness training, and regular software updates. In addition, access control
testing with human expertise and manual testing are still crucial for identifying and addressing
access control vulnerabilities effectively (Rennhard, Kushnir, Favre, Esposito, & Zahnd, 2022;
Zhong, 2023). Unlike traditional reactive measures that focus on blocking attacks, this
approach is the best practice for software developers who seek to identify and rectify

underlying weaknesses before they can be exploited.

Post-deployment Pre-deployment

Firewall Authentication
IPS Access control Code auditing

IDS Vulnerability Reverse-engineering

Anti-virus S€@nning Fuzzing
Traffic inspection

Figure 11: Reactive post-deployment and proactive pre-deployment security measures for
software security (Takanen et al., 2018, p. 11)
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This thesis underscores the importance of user understanding, or usage, of post-
deployment security measures, such as firewalls, antivirus software, vulnerability scanning,
and access control as in complementing the critical role of pre-deployment software
development in ensuring overall system security. For instance, Kovacevi¢ et al. (2020) in their
research found that despite 99.3% of participants using the internet on their cell phones, a
surprisingly low 32% reported having antivirus protection installed, which can lead to cyber

threats.

III. Human security

Relying solely on technology is not enough, with the advancement of new technology,
users must actively protect their information. The significance of human security is
increasingly acknowledged (Khadka & Ullah, 2025) as technological measures cannot entirely
eliminate the risk of human error or malicious intent (Hadlington, 2017). Human security, as
stated by Hitomi (2010, p. 33) is defined as “human security implies a shift in the way we think
about the essence of security”. Human security signifies a paradigm shift, establishing
individuals at the core of security measures, positioning their decision-making based on the
knowledge they have in protecting against threats in cyberspace. Essentially, human security is
the way humans see threats. Policies and strategies need to be more responsive to the evolving
needs and challenges people experience as they navigate digitalization in their daily routines
(Zojer, 2020). Cain, Edwards, and Still (2018) reported a large number of users admitting to
clicking, downloading attachments, or sharing sensitive information in response to emails from

unknown senders. Individuals bear the responsibility for their own security.

Developing phishing resistance is a critical manifestation of this responsibility. The

ability to recognise when one is being manipulated (Campbell, 2019) is essential for defending
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against phishers, who consistently bypass technical measures (Parthy & Rajendran, 2019) y
exploiting habitual actions (Wulandari et al., 2022), lower risk perceptions (Albladi & Weir,
2020), and reliance of indirect cues (Siddiqi, Pak, & Siddiqi, 2022), which signals that users
rely on to assess email legitimacy that are not directly related to the email's technical integrity.
Building phishing resistance thus requires equipping individuals with both awareness of
deceptive tactics and the motivation to practice good cyber hygiene (Montafiez et al., 2020). In
contrast conceptualising humans, the approach from conceptualizing humans as the “weakest
link” to framing them as the “solution”, empowering individuals with the knowledge,
resources, and motivation to engage proactively in security practices is the stronger approach

(Zimmermann & Renaud, 2019).

IV. Organisational security

The term “organisational security” is commonly used to describe the procedures and
policies put in place to safeguard a company's data, employees, and operations against external

dangers such as those posed by hackers, natural disasters, and other human related threats.

Reducing cyber threats in organisations requires the implementation of defence policies
and compliance measures. A security management system is typically put in place to enforce
these policies. However, the review of existing literature revealed a gap: numerous
organisations face challenges in determining the appropriate security policies for safeguarding
their information and data, as they lack knowledge of the most effective policies to implement
(Oyelami & Azleena Mohd, 2020). Adopting security management often involves hiring
consultants. For instance, adopting the ISO27001 standard can cost up to £22,000 in
consultation fees, an expense that poses a major obstacle for small to a small to medium
organisations, (Gillies, 2011). Therefore, organisational security measures, such as
comprehensive security awareness programmes that educate employees on established

policies, are essential.
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This is particularly critical as organisations often include early career
employees/workers who enter the workforce directly after high school, so apprenticeship
models represent a salient example, wherein high school students engage in concurrent
employment and structure study. This educational structure has only gained prominence in
recent years. This specific intersection of emergent apprenticeship pathways receive only

limited scholarly attention according to our research.

Organisations may be exploited by an attacker as a possible entry point. Hence, it is
imperative that all staff obtain learning and development opportunities and develop the
necessary skills to reduce the risk of human vulnerabilities. Strategic training will influence
employees’ engagement to training. Adams & Makramalla (2015); van Steen & Deeleman
(2021), for instance, found trainings may be futile if one approach fits all is used in an
organisation. Hence they recommended combining gamification components that involve a
component with player versus a machine since Baxter (2016) found that the implementation of
gamification can have a positive impact on both the enjoyment and learning outcomes of the
participants. This approach can fundamentally prevent human threat in an organisation. The
encouraging results indication that gamification of cybersecurity can increase behavioural

control (van Steen & Deeleman, 2021).

Organisational phishing resistance therefore requires a multi-layered strategy
(Althobaiti & Alsufyani, 2024). First, technical controls such as email filtering (Mahalakshmi,
Pansy, & Thejashree, 2025), domain authentication (DMARC, DKIM, SPF) (Akati & Conrad,
2021), and multi-factor authentication (MFA) (Cuyugan & Rey, 2024) can reduce the volume
of attacks reaching employees and limit the damage of compromised credentials. However, as
Oh et al. (2025) demonstrate, even technically savvy users can overlook phishing dark patterns.
Thus, the second and equally critical layer is to educate employees. Training programmes must
move beyond generic cybersecurity awareness to focus specifically on phishing recognition,
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teaching employees to scrutinise sender addresses, hover over links before clicking, and
question unsolicited urgent requests. Third, organisations should foster a culture where
employees feel empowered to report suspicious emails without fear of blame, enabling rapid

response to emerging threats (Ramluckan, van Niekerk, & Martins, 2020).

V.  Social security

Social cybersecurity is an emerging area of research that intersects science and
engineering evolving an area of national security with significant implications for future
warfare (Beskow & Carley, 2019). Whereas traditional cybersecurity emphasises the protection
of machines and digital systems, social cybersecurity focuses on the protection of individuals,
groups and societies and protecting them from being lured, and exploited, from cyberattacks
(Carley, 2020). Carley (2020) also implemented the BEND framework, categorizing and
evaluating various techniques used to mislead and influence individuals and groups in the
digital realm (Figure 12 pg. 47) which is an acronym representing seven categories of social
cyber-attack techniques: Baiting, Exploitation, Notice, Distraction, Bias, Emulation, and
Neutralisation. Data control in this context derives primarily from social media platforms,
whose extensive collection of user information enables threat actors to craft highly personalised
and convincing social engineering attacks. For example, 'Baiting' involves offering something
enticing to lure victims, 'Emulation’ involves impersonating trusted entities, and 'Distraction’
involves diverting attention from malicious content. The BEND framework is relevant to this
study because it provides a systematic way to understand the manipulation techniques used in

phishing attacks targeting youngsters
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Information Maneuver Network Maneuver

Knowledge network manipulation Social network manipulation
Things you can do by effecting what is being discussed Things you can do by affecting who is talking/listening to whom
E Discussion that brings up a related but relevant Back Actions that increase the importance of the
ngage topic ac opinion leader
. Discussion that provides details or elaborates - Actions that creates a group or the appearance
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Dismay worry/sadness/anger to group Narrow sequestered from other aroups
. Discussion about ta totally different topic and Actions that reduce the size of the group or
Distract irrelevant Neglect make it appear that the group has grown

Figure 12: BEND model (Beskow & Carley, 2019, p. 123)

These attacks often leverage the very social contexts that Wu, Edwards, and Das (2022)
highlight that family relationships, workplace hierarchies, and even interactions among
strangers. For instance, a spear-phishing email might impersonate a family member requesting
financial assistance, a colleague sharing a seemingly legitimate document, or a trusted
institution demanding urgent action. Therefore, phishing attacks extend beyond individual
awareness to encompass a social dimension; fostering collective vigilance, encouraging
verification norms, and building cultures where questioning suspicious communications is

standard practice.

Data control presents a significant challenge considering the intricacies of how people
interact and behave socially (Wu et al., 2022) be it within their families (Brush & Inkpen,

2007), work acquaintances (Watson et al., 2020) or with unacquainted persons (Bossauer et
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al., 2020; Radke et al., 2011). Data control lies in its direct amplification of the BEND
framework's influence techniques (discussed on page 48). Without access to granular personal
data, adversaries cannot effectively deceive, manipulate, or exploit targeted individuals and
groups. For example, a spear-phishing email that references a victim's recent vacation location
or job title is far more convincing than a generic scam message. Thus, data control is a critical

vulnerability that enables sophisticated social engineering attack.

To the best of this researcher's knowledge, no prior study has deconstructed
cybersecurity awareness into five distinct knowledge domains and empirically tested their
differential influence on behavioural intentions using the Theory of Planned Behaviour within
the specific context of Malaysian youngsters aged 18-26. Furthermore, few studies have
combined a large-scale survey with a controlled phishing simulation to directly compare self-
reported intentions with observed behaviour in this demographic. It is this domain-specific,
multi-method approach that distinguishes the present research from prior work on youngsters'

cybersecurity.

2.6.2. Behavioural and demographic differences in Cyber Security

However, simply being aware of standard cybersecurity measures, such as strong
passwords, firewalls, and access controls does not equate to their correct application (Frank &
Eweniyi, 2013; Hawamleh et al., 2020; Mtair, 2023). Human behaviour is complex and
dynamic and is influenced by a multitude of factors including demographic disparities.

Understanding these characteristics can be challenging due to their unpredictable nature.

Age is known to be one of the demographic factors that significantly impacts the
behaviour in cybersecurity (Branley-Bell et al., 2022; Jarvie & Renaud, 2024; Mwagwabi &
Jiow, 2021). Young people, heavily reliant on the internet for daily life, are increasingly

vulnerable to cybercrime (Zhang et al., 2020). Their active engagement in online communities,
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such as social media platforms, makes them prime targets. Coupled with their often-limited
ability to discern online threats, this heightened exposure significantly increases their risk of
falling victim to cyberattacks. Although they can be more confident in using online banking
(Chiew, Yong, & Tan, 2018), research conducted in Finland by Oksanen & Keipi (2013)
revealed that teenagers are significantly more likely to experience cyberattacks than adult,
owing to their status as more native internet users with particularly heavy engagement in social
media platforms (Algahtani et al., 2023; Angela, Huda, & Rusdiyan, 2025; Pangrazio &

Cardozo-Gaibisso, 2020).

Anwar et al. (2017) found that sociodemographic factors, particularly gender,
significantly influence cybersecurity behaviours. The study revealed a statistically significant
gender gap in cybersecurity knowledge, with males demonstrating higher levels of
cybersecurity knowledge (Cain et al.,, 2018). While males may be viewed as more
technologically proficient, females might exhibit greater caution and risk aversion (Shehata &
Eldakar, 2024). While these traits appear stable on average, an important question is whether a
'tipping point' exists, for instance, a specific level of cybersecurity knowledge or a particular

age at which the protective benefit of female caution is eclipsed by male technical proficiency.

In addition, academic achievement can be a factor in determining levels the
effectiveness in cybersecurity hygiene (Donalds & Osei-Bryson, 2020). Academic institutions
and private companies are increasingly offering cybersecurity awareness training to boost
individual protection (Ugwu et al., 2023). However, a crucial question arises: how can those

without a university education access similar knowledge and skills?

In Scotland, structured cybersecurity education terminates at Primary 7, and jeopardises
cohesive readiness to secondary students, resulting in a significant deficiency as secondary

students are the common targets of cyber threats (Prior & Renaud, 2022). Research on
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Australian adolescents indicated that knowledge, on its own, does not consistently lead to
protective behaviours, as the persistence of adolescents’ behaviour in security threats highlights
the security paradox, suggesting a gap in cybersecurity knowledge and behaviour (Al-Saggaf
& Maclean, 2024; Quayyum et al., 2021). Youngsters navigate the cyberspace environment
where the traditional boundaries separating content, contact, and conduct risks are not distinct
but are instead overlapping and blurred, complicating their ability to differentiate between real

and perceived threats (Gaspard, 2020).

Research with students in two different countries, Hungary and Vietnam, exhibited
similar deficiencies in cyber security knowledge but neglected secure smartphone practices and
established that this is a widespread issue that other countries would also identify (Thao &
Tick, 2021). Hence, deficiency is not attributable to a single cause but rather the behavioural
neglect and the inherent characteristics of mobile device use. This research acknowledges this
multi-faceted reality by incorporating dark pattern cues (e.g., urgency, visual deception, and
language manipulation) into the phishing email designs, as detailed in Section 3.4.2.2, and by
ensuring that the phishing simulation emails were compatible with both mobile phone and
computer viewing. Research indicates that young users, who bear increasing responsibility for
their own digital safety, tend to make riskier decisions when faced with unfamiliar online
interactions (Nicholson et al., 2020). Research from Finland (Oksanen & Keipi, 2013) showed
that individuals aged 15-24 were more likely to experience cyberattacks, as compared to older
age groups, and the absence of a comprehensive cybersecurity curriculum across all
educational levels should be further mitigated as most of the research and implementation at

University level and should be implemented much earlier in educational levels (Martti, 2020).

On the other hand, students in academic institutions basically integrated cybersecurity
awareness within the institution whist their studies to the fundamental in cybersecurity, which
determined the difference with other level of education (Donalds & Osei-Bryson, 2020).
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This perspective is not without contention. Multiple authors have found that
demographic differences do not significantly correlate with certain cyber-attacks, for instance
malware attacks (Lévesque et al., 2018), this research believe in contrasts with two other
findings (Lévesque, Fernandez, & Batchelder, 2017; Shehata & Eldakar, 2024) and related to
phishing attacks (Holbrook et al., 2010) which contradict or challenge its conclusion with

indication to a significant correlation.

2.6.2.1. Theory of Planned Behaviour (TPB)

The Theory of Planned Behaviour (TPB) builds upon the Theory of Reasoned Action
(TRA), introduced by (Fishbein & Ajzen) in the 1970s. Central to the TPB is the notion that an
individual's intention to perform a specific behaviour is the primary determinant of that
behaviour. This intention is shaped by three factors: personal attitudes toward the behaviour,
subjective norms (perceived social pressure), and perceived behavioural control (self-efficacy).
It is important to clarify the causal direction: subjective norms influence intentions, and
intentions influence behaviour. Behaviour does not directly shape intentions, although past
behaviour can influence future intentions through habit and experience, in Figure 13 (Ajzen,
2024). This framework is directly applicable to this study's objective of understanding the
relationship between youngsters’ knowledge and their actual behaviour during a phishing

simulation.

The TPB allows us to move beyond simple knowledge assessment and investigate why
a user falls for a phish: Is it due to carelessness? Is it the influence of a workplace culture not
prioritising security (a subjective norm)? Or is it a lack of confidence in their ability to identify
a threat (low Perceived Behaviour Control (PBC))? With both subjective norms and PBC
explained in Section 2.6.2.2. Consequently, the TPB provides a multi-faceted lens to dissect
the behavioural antecedents of phish detection, making it a highly suitable and robust theory

for this research, despite its noted underutilisation in the cybersecurity domain (Akhyari,
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Abdullah, & Rashid, 2018; Anderson & Agarwal, 2010; Burns & Roberts, 2013; Donalds &

Osei-Bryson, 2020; Safa et al., 2015; Sulaiman et al., 2022).

Copyright © 2024 Icek Ajzen

Attitude
toward the
behavior

Normative Subjective
beliefs norm

Figure 13 Theory of Reasoned Action. Reprinted from Theory of Reasoned Action, by Ajzen,
I., Retrieved November 17, 2024, from https://people.umass.edu/aizen/tra.html

The Theory of Reasoned Action (TRA) posits that a person's intention to perform a
behaviour is a primary determinant of that behaviour. Intentions are shaped by attitudes towards
the behaviour and subjective norms, reflecting perceived social pressure. The TRA remains a
cornerstone for understanding human behaviour across diverse fields. Its enduring influence is
evident in contemporary research (Akther & Nur, 2022; Al-Husseini, 2023; Alzahrani, Hall-
Phillips, & Zeng, 2019; Bauer & Bernroider, 2017; Davis et al., 2022). The importance of this
model underscores its value in exploring the complex relationships between attitudes,
subjective norms, and behavioural intentions within today's dynamic and expanding research

environment.

Building on the foundation of the Theory of Reasoned Action (TRA), the Theory of Planned
Behaviour (TPB) incorporates the additional construct of perceived behavioural control,
providing a more comprehensive framework from for understanding and predicting human

behaviour. Figure 14 presents the full TPB model; the leftmost column specifically delineates
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the three belief types (behavioural, normative, and control) that serve as the foundational

antecedents to attitude, subjective norm, and perceived behavioural control, respectively.

Copyright © 2019 Icek Ajzen
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Figure 14: The theory of Planned Behaviour (Ajzen, 2019)

“According to the theory of planned behaviour, intention (and behaviour) is a function
of three basis determinants, one personal in nature, one reflecting social influence, and the
third is dealing with issues of control” (Ajzen, 2005, p. 117). In 1985, Ajzen identified the
significant flaw and the boundary conditions of Ajzen's theory of reasoned action, which did
not adequately address transitioning between intention and behaviour, (Ajzen, 1985). TRA was
first developed by two scholars and the theory stated that intention is the best predictor of
behaviour. Intention, based on TPB, is the product of three different processes, (Fishbein &

Ajzen, 1975, 1980, 2011).

This addition acknowledges that while attitudes and subjective norms influence
intention, their impact can vary depending on an individual's perceived ability to perform the
behaviour (self-efficacy). As Ajzen (1991) noted, the relative importance of these factors

depends on both the behaviour itself and the environmental context. Importantly, intentions
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reflect an individual's motivation and commitment to a behaviour, reflecting anticipated effort

and action. These core components of the TRA and TPB, as outlined in Table 2, provides a

foundation for understanding and predicting human behaviour.

Table 2 Differences Between Theory of Reasoned Action (TRA) and Theory of Planned

Aspect

Founders

Core elements

Introduction

Determinants
of Behaviour

Behaviour (TPB)

Theory of Reasoned Action (TRA)

Martin Fishbein and Icek Ajzen
(Fishbein & Ajzen, 1975)

e Attitude toward behaviour

e Subjective norms

Introduced in the late 1970s as a
framework for understanding and
predicting human behaviour based
on rational decision-making
processes.

Attitude

Reflects an individual's personal
evaluation of a specific behaviour as
positive or negative.

Subjective norms

Perceived social pressures and
expectations from significant others
related to the behaviour.

Theory of Planned Behaviour
(TPB)
Icek Ajzen (Ajzen, 1985)

e Attitude toward behaviour
e Subjective norms

e perceived behavioural control
(PBC)

Developed in the late 1980s as an
extension of TRA, adding the
dimension of perceived behavioural
control to provide a more
comprehensive model of behaviour
prediction

Attitude

Remains a key determinant of
behavioural intention, representing an
individual's overall assessment of a
behaviour’s desirability.

Subjective norms
Like in TRA, TPB considers the

influence of perceived social
pressures and expectations on
behaviour.

Perceived Behavioural Control
(PBC)

Adds perceived behavioural control
as a factor influencing behavioural
intention.  This  considers an
individual's belief in their capability
to perform the desired behaviour,
detail in 2.6.2.2 (III).
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Role of
Intention

Incorporates

Example
Scenario

Applicability

2.6.2.2.

An individual's intention is the
primary determinant of behaviour.

TRA focuses on the attitudinal and
normative aspects of behaviour.

An individual's decision to initiate
recycling is influenced by personal
views on recycling and the perceived
expectations of close associates
(Sujata et al., 2019)

TRA is used in various fields to
understand and predict behaviour,
particularly in domains where
attitudes and social norms play a
significant role.

Intention is a key predictor of
behaviour, influenced by attitudes,
subjective norms, and perceived
behavioural control.

TPB extends TRA by adding the
dimension of perceived behavioural
control (PBC), which addresses the
influence of perceived control and

self-efficacy on intention and
behaviour.
The intention to use a secure

password manager is shaped by: (1)
personal opinions about the tool
(attitude); (2) social pressures from

peers and colleagues (subjective
norms; and (3) confidence in
effectively managing the tool

(perceived behavioural control — an
individual self-efficacy belief, not
group conformity

TPB is applied in situations where
perceived control and self-efficacy

are important factors influencing
behaviour, such as technology
adoption, healthcare, and

environmental sustainability.

Application of TPB in Cyber Security Research

The adoption of the Theory of Planned Behaviour (TPB) for this research is justified

by robust empirical evidence supporting its core constructs, which have proven effective in

understanding and predicting human behaviour. While the theory of planned behaviour is

undeniably one of the most successful theories in the field of psychology, the recognition of

the theory can also be seen from other fields such as computer science and technology, others

such as business and economics (Jimmieson, Peach, & White, 2008; Kautonen, van Gelderen,

& Fink, 2015; Liobikiene, Mandravickaite, & Bernatoniene, 2016; Tan, Ooi, & Goh, 2017),

engineering (Chen, 2016; Mohammadinezhad & Ahmadvand, 2020; Wang et al., 2014; Zhao

et al., 2018) and others (Shapiro, 2000; Sukhmani, 2017; Wynn, Smith, & Killen, 2021).
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Especially in the context of cybersecurity, the use of TPB has also increased over time.
However, these applications remain largely general rather than domain-specific to
cybersecurity. Specifically, there were researchers that used the same theory to investigate the
connection between cybersecurity and human behaviour, (Askew et al., 2019; Choi, Cho, &
Lee, 2019; Palmieri, Shortland, & McGarry, 2021; Rana et al., 2019) and this has gradually

increased.

The Theory of Planned Behaviour has been recognised as a powerful model in
predicting and explaining various types of human behaviours, including those related to
information security (Akhyari et al., 2018; Burns & Roberts, 2013; Farhana, Fahmie, & Wan,
2021; Sulaiman et al., 2022)

I.  Attitude Towards Cybersecurity Practices

In the context of cyber security, an individual's attitude towards behaviours like using
strong passwords or enabling two-factor authentication is shaped by perceived consequences,
such as the risk of account compromise. Subjective norms, influenced by peers and social
groups, also impact cybersecurity actions. Additionally, perceived behavioural control,

determined by factors like technical skills and resource availability, plays a crucial role.

Understanding these factors is pivotal for designing effective interventions. Educational
programmes can enhance knowledge and skills, while social marketing can positively influence
attitudes and norms. The TPB provides a valuable framework for predicting, explaining, and

changing cybersecurity behaviours.

Previous research (Donalds & Osei-Bryson, 2020; Lorenz, Kikkas, & Osula, 2019;
McGuire, 2015) has emphasised the importance of cybersecurity knowledge. Moreover, their
study failed to identify the underlying motivations for this behaviour. Wang (2013) anti-

phishing study revealed a positive correlation between knowledge and attitudes towards
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cybersecurity solutions. Burcu, Hasan, and 1zak (2010) and Jensen et al. (2017) also found that
employee attitudes, influenced by factors like compliance benefits and costs, impact the
effectiveness of security awareness training.
II.  Subjective Norms

The Theory of Planned Behaviour also considers the role of subjective norms, which
refer to an individual's perception of the social pressure exerted by important referents, such as
family, friends, or peers, to engage or not engage in a particular behaviour. In the context of
cybersecurity, subjective norms can play a significant role in shaping an individual's intentions
and behaviours. Existing research indicates that individuals who perceive strong
encouragement and support from their peers, family members, or other influential groups to
adopt cybersecurity practices are more likely to follow through and engage in such behaviours
(Lin et al., 2021). Findings based on Wiafe et al. (2020) strengthen the argument that the actions
of others significantly impacted individuals' willingness to justify their own security
transgressions, thereby normalising such behaviour (Kim, Yang, & Park, 2014). However, for
teenagers, the strong influence of peers significantly discourages compliance with
cybersecurity best practices, thereby increasing risky online behaviour (Mwagwabi & Jiow,
2021).
III.  Perceived behavioural control

The third key construct in the Theory of Planned Behaviour is perceived behavioural
control, which refers to an individual's perceived ease or difficulty of performing a particular
behaviour. In the context of cybersecurity, this construct is particularly relevant as it can
influence an individual's confidence and willingness to engage in protective behaviours.
Studies have shown that when individuals feel more in control and confident in their ability to
use cybersecurity measures, they are more inclined to adopt and maintain such practices (Y1 et

al., 2025).
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Empowering young people, such as by making strong password habits feel achievable
and manageable, is important, as they often feel overwhelmed by password requirements or
doubt their ability to remember complex passwords (Renaud et al., 2019). Whether people seek
both control over their circumstances and the ability to act freely (Kose & Dogan, 2019), there
can be a mismatch between individuals' beliefs about their secure behaviour and their actual
behaviour (Hoong, 2021). This discrepancy can significantly affect cybercrime.

IV. Intention

A fundamental premise of the Theory of Planned Behaviour is that an individual's
intention to perform a particular behaviour serves as a strong predictor of their actual
engagement in that behaviour. Research has demonstrated that individuals with a stronger
intention to adopt protective measures, such as using strong passwords, updating software, or
being cautious when sharing personal information online, are more likely to engage in these
behaviours in the context of cybersecurity (Burns & Roberts, 2013).

V. Behaviour

The goal of the Theory of Planned Behaviour is to predict and explain actual behaviour.
In the context of cybersecurity, this would translate to individuals' actual engagement in
protective behaviours, such as using strong passwords, updating software, and being cautious
when sharing personal information online. Extensive empirical evidence has consistently
shown that the key constructs of the Theory of Planned Behaviour, including attitude,
subjective norms, and perceived behavioural control, are highly effective in predicting and

explaining individuals' cybersecurity-relate.

Internet users' actions can significantly influence the outcome of various situations, as
technological advancements have created a wider range of factors that can trigger individual

behaviour (Warren, 2018).
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2.7. Malaysia’s Cyber Security: Challenges, Initiatives and Legislative

Practices
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Figure 15 Administrative divisions of Malaysia (Central Intelligence Agency, 2021)

Malaysia is a Southeast Asia country (Figure 15), consisting of fourteen states which
has undergone significant economic and technological development (Department of Statistics
Malaysia, 2021). The country has transformed from a primarily agricultural economy to a
diversified, export oriented, driven by the manufacturing and services sectors. The government
has made efforts to promote technological advancement and innovation, leading to the growth
of various industries, including information and communication technology (ICT). Malaysia
has invested substantially in ICT infrastructure, becoming a hub for technology companies and

startups (Bawaba, 2014; Tang & Rosidi, 2025; Tiong, Cheng, & Choong, 2022).
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2.7.1. Public-Private Collaboration Initiatives to govern cybersecurity in Malaysia
2.711. Malaysia's Legislative Measures

The Malaysian government has implemented substantial measures to tackle
cybersecurity concerns; the Dewan Negara (Senate, the upper house of the Parliament of
Malaysia) has recently approved the Cyber Security Bill 2024 (Bernama, 2024) and enacted as
the Cyber Security Act 2024 by the Attorney General's Chamber in June 2024 (National Cyber
Security Agency, 2024), to govern National Critical Information Infrastructure (NCII) in

Malaysia.

Critical National Infrastructure (CNII) for Malaysia is defined as:

“A computer or computer system which the disruption to or destruction of the computer or
computer system would have a detrimental impact on the delivery of any service essential to
the security, defence, foreign relations, economy, public health, public safety or public order of
Malaysia, or on the ability of the Federal Government or any of the State Governments to carry

out its functions effectively” (National Cyber Security Agency, 2024, p. 9).

Malaysia has established a robust legal framework for cybersecurity, encompassing a

range of legislation since 1997. The cyber laws in Malaysia are shown in Figure 16.

+Digital Signature Act Multimedia Act Act Activities Act Online Safety Act

*Telemedicine Act

«Copyright
(Amendment) Act Communication and Electronic Commerce Electronic Government

Personal Data
Protection Act

Figure 16: Cyber laws in Malaysia
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2.71.2. National Cyber Security Agency (NACSA)

NACSA is Malaysia's leading agency for cybersecurity, tasked with safeguarding the
Critical National Information Infrastructure (CNII) by coordinating cybersecurity efforts,
countering cyber threats, and raising public awareness. NACSA develops and implements
cybersecurity policies, enhances capacity, and collaborates internationally to address cyber

challenges.

One notable establishment under NACSA is the National Cyber Coordination and
Command Centre (NC4), which handles national-level cybersecurity threats and disasters. NC4
is linked to various Security Operation Centres (SOCs) in Malaysia, including CyberSecurity
Malaysia SOC, Government Integrated Telecommunications Network (GITN) SOC, Cyber
Defence Operation Centre (CDOC), and MCMC Network Security Centre. Additionally, X-
Maya, a National Cyber Crisis Exercise from the National Cyber Crisis Management Plan

(NCCMP), is another initiative by Malaysia to counteract cybersecurity threats and attacks.

2.713. National Cyber Security Policy (NCSP)

Meanwhile, the adoption of the NCSP in 2006 marked a significant advancement
prompted by Malaysia's recognition of cybersecurity as a crucial national concern in the digital
age. The main objective of the NCSP framework is to effectively handle and reduce risks
related to the Critical National Information Infrastructure (CNII). The NCSP promotes
worldwide collaborative efforts in tackling global cyber threats. Malaysia actively collaborates
with other states and international organisations to strengthen Malaysia's strategic position in

information security.
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2.71.4.

Toward a Safer
and More
Secure
Cyberspace

We provide you with proactive services
together with an integrated cyber approach fo
harness the power of information networks.

Cybersecurity Malaysia

HCyberaa9

Provides response and management of
cyber security incidents for all types of
internet users.

CyberSAFE’

MALAYSIA
Increases awareness of online safety

and security issues among Malaysians
while harnessing the benefits of

cyberspace.
|iCtj|DPr‘ e urit ||

' MALAYSIA
s 0 EC 27001

Protect stakeholders as well as gain the
confidence of your customers and bask
in the goodwill of the marketplace

Aim at identifying and driving various
government collaborations cross-border
cooperation, working relations and
activities to advocate the cyber security
agenda

MyCERT

Malnysia Computer Emargency Rosponse Team
Performs 24x7 computer security
incident response services to any user,
company, government agency or
organisation. Tools

CyberGuru

Comprehensive, robust, and cost-
effective information security
pregrammes for your ongoing

professional development.

CIIP

Extend cyber security protection for our
national critical assets, networks and
systems against all forms of cyber
threats.

®Security

Bulletin
Our freshest and most important
content ensures you are kept up-to-date
in this cyber security arena.

s
My©SO
::.". MyCyberSecurity Cinic
Discover cyber security consufting and
support services as well as learn what
you need to know to protect your digital
devices

I P
f.-’

Provides impartial assessment and
certification based on the foremost
international standard for ICT security

function.
More
INDUSTRY ENGAGEMENT,
AND COLLABORATION,

Connects the ICT security industry
players with the business entities and
general public on matters related to
cyber security.

CyberNEWS
The Quarterly Newsletter
Check out our involvement in various
programs and activities throughout the
year. Keep abreast with these
occasions to get the latest information
on CyberSecurity Malaysiak A; Avs
development

Figure 17: Toward a safer and more secure cyberspace (Cyber Security Malaysia, 2024)

Another Malaysian government's effort to counter cyber threats is services offered by

Cybersecurity Malaysia are shown in Figure 17 above. The Cyber Security Awareness for

Everyone (CyberSAFE), an initiative focuses on enhancing cybersecurity knowledge among

children, youngsters, parents, and organisations. However, the CyberSAFE programme has yet

to achieve optimal public engagement. While approximately 170,000 individuals, primarily

within the 15-64 age group, participated in the programmes in 2018 (Abdullah, Mohamad, &

Yunos, 2018). Broader participation is essential to maximise its impact. Complementing these

efforts is the Mobile Assessment Security Scanning Application (MASSA), developed by

MyCERT (Khalid, Aziz, Arif, & Rifai, 2023). While MASSA offers a valuable tool for Android
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users to assess mobile security, its exclusivity to this platform restricts its overall reach.
Expanding MASSA to encompass other operating systems would significantly enhance its

potential to protect the public from cyber threats.

2.71.5. National Security Council (NSC)

The implementation of Malaysia Cyber Security Strategy 2020-2024 (Malaysian
National Security Council, 2020) aims to enhance cybersecurity awareness among Malaysian
citizens through well-coordinated and effective programmes and initiatives. The strategy is

built on four strategic pillars:

a. Pillar 1: Governance, Legal and Regulatory Framework
b. Pillar 2: Cyber Security Technology and Operations
c. Pillar 3: Cyber Security Culture and Public Awareness

d. Pillar 4: Cyber Security Education, Skills and Talent Development

This study centres on pillar 4 as in Figure 19, which emphasises skill and knowledge
development, raising awareness, and providing education to the people — with specific attention
to youngsters as a target group. For instance, Pillar 4 suggests introducing cyber security as a
subject in primary, secondary a.d tertiary curricula in collaboration with the Ministry of
Education Malaysia. For instance, it suggested to introduce cyber security subject as one of the
syllabi at primary, secondary and tertiary level with the collaboration with Ministry of
Education Malaysia. The statement acknowledges that although there have been efforts to
create required initiatives and programmes, there are obstacles in terms of resources,
approaches, and target groups when it comes to improving cybersecurity awareness in
Malaysia. The report emphasises the necessity of a more comprehensive implementation plan

for promoting awareness of cybersecurity.
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In order to successfully increase awareness, it is imperative for all parties involved to
collaborate to provide fundamental education in the field of cybersecurity to individuals who
utilise technology. The initiative needs to be widely exposed to assess the value of
cybersecurity information and comprehend the correlation between demographic and

behavioural factors in this setting.

The government has launched initiatives in the Digital Malaysia programme (Chong,
Puah, & Teh, 2025) such as Digital Free Trade Zone (DFTZ) and National Fiberisation and
Connectivity Plan (NFCP), aiming to increase the country’s digital competitiveness and
establish Malaysia as a developed digital economy. Additionally, the government has
encouraged the development of the e-commerce industry and taken steps to promote

cybersecurity (Athena Information Solutions, 2022; Powell, 2021).

Since then, widespread internet access in Malaysia has increased dramatically. By 2019,
98% of the population in Malaysia owned mobile phones, and 76% had home internet
subscriptions (Department of Statistics Malaysia, 2019). The digital revolution has brought
significant benefits, but it has also come with a darker side, as it heightened cybersecurity risks.
As the reliance on online platforms grows, so does the potential for cyberattacks, data breaches

and other malicious activities.

Alongside these positive development, businesses and individuals face a rising tide of
threats from phishing, ransomware, and cybercrime, which can inflict significant financial

damage, compromise sensitive information, and disrupt critical services (See Figure 18).
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Figure 18: Cybercrime classification in Malaysia, 2018-2023

Cybercrime in Malaysia has surpassed traditional crime, with Malaysia leading
Southeast Asia in malware attacks, recorded at sixteen million in one year to (Digital News
Asia, 2019). The Royal Malaysia Police reports that seventy percent of crimes are now cyber-
related (Ariffin & Letchumanan, 2020). Malaysia incurred losses amounting to RM2.23 billion
(£382 million) due to cyberattacks. Not only that, but Malaysia has also been ranked 8" among
the world's most breached nations, in 2024 Q2, the population has experienced a sharp rise of

144% with a large majority of online or phone scam (Azmin & Serota, 2024).

These attacks can cripple the critical infrastructure and destabilise economic, political,
and social activities (Yunos et al., 2010). tech savvy youngster are a prime target for
cybercriminals. Their confidence and frequent online activity may lead to risk-taking
behaviours, such as reusing passwords or clicking unverified links, increasing their

vulnerability. Research highlighted that youngsters are particularly vulnerable to cyber threats
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despite, or sometimes because of, their digital skills (Bordonaba-Juste, 2020; Fatokun et al.,

2019).

Figure 1 in Section 1.1 page 7 shows the demographic distribution demonstrates a shift
from 4.0% (ages 15-19) to 4.6% (ages 20-24), highlighting a growing young adult population.
This 0.6% increase reflects a larger demographic group entering early adulthood. In Malaysia,
adults aged 15 to 64, who are most likely to understand cyberspace and the impact of cyber
threat, dominate the population at 69%. Youngsters’ population between 15-30 is
approximately 40% of Malaysia’s population. In contrast, minors under 15 make up 23%, while

seniors aged 65 and above account for just 7% (Department of Statistics Malaysia, 2019).

This research concentrates on 18-26-year-olds; underlines the relevance of studying
this age group, as they represent a transitioning population (from high-schooler to university

and adulthood) where cyber behaviour and knowledge are expected to grow dramatically.
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Figure 19 (CyberSecurity Malaysia, 2023)

Based on the latest mid-year threat landscape report, phishing and malware attacks
remained persistent threats throughout the first six months of 2023 (CyberSecurity Malaysia,
2023) and can be seen in Figure 18 in page 65. Echoing this point, Figure 19 outlines key
mitigation initiatives from CyberSecurity Malaysia, emphasising those related to security
awareness and training to minimise cyber threats. It adds to the discussion by illustrating the

gap between existing national initiatives and the needs of the youngster demographic.
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However, while the mitigation plan offers a strategic framework for securing organisational
infrastructure and staff, it presents a critical limitation by overlooking the security of native
internet users, who are a primary target of the cited phishing and malware threats. The plan's
focus on management performance and standardised organisational metrics fails to account for
generalisation of vulnerabilities. This omission directly underscores the research gap this thesis
addresses, validating the necessity to shift focus beyond institutional security and develop
targeted awareness interventions that are holistically tailored to the demographics, who

represent a critical front in the modern cyber threat landscape.

2.8. Malaysian Youngsters’ Cybersecurity Knowledge—Behaviour

Intention Gap

Youngsters represent one of the most active groups in the digital environment, relying
heavily on the internet for education, entertainment, communication, and financial transactions.
Malaysian secondary students use social media for an extensive five hours daily (Ahmad et al.,
2018). This extensive engagement, while enhancing digital literacy, also increases exposure to
cyber threats such as privacy issues and cyberbullying. Studies consistently highlight a
paradox: despite being adept technology users, youngsters often lack the depth of cybersecurity
knowledge necessary to protect themselves effectively (He & Zhu, 2014; Renaud & Weir,
2016). This knowledge deficit is compounded by risky behavioural patterns that heighten their

vulnerability.

For instance, Saudi et al. (2021) presents a proof-of-concept security model (Mobotder)
for detecting vulnerabilities in mobile gaming apps, determined that 70% of tested games in
the Google Play Store posed medium security risks with recommendation for a better
education, secure development practices, and tools like Mobotder to mitigate exploitation.
Further Yaacob, Haryani, and Zahurin Ma (2021) stated that youngsters in Malaysia possess

gaming disorders with online addiction in over three-quarters of the youngsters surveyed
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(76.9%) engaged in gaming via mobile phones. In the Malaysian context, a comprehensive and
validated assessment instrument capable of delineating and evaluating these type of
Problematic Internet Use (PIU) remains notably absent (Siaw et al., 2025). Not only online
game addition, but cyberbullying, personal data misuse, unwanted exposure to pornography
(Yusuf'et al., 2023) correspondingly lead to youngsters experiencing risky online behaviour. In
addition, using a phishing simulation using a link in WhatsApp, a cross-platform instant
messaging (IM) and voice-over-IP (VoIP) service owned by Meta Platforms (Farooq,
Dahabiyeh, & Javed, 2024) to detect users’ susceptibility in phishing attack, Ali & Rahman
(2025) found that the convergence of financial strain, a tendency toward impulsivity, and

increased receptiveness to incentives, renders younger adults more prone to phishing attack.

In CyberSAFE Malaysia (2017) it is noted that a substantial percentage (50%) of middle
school students in Malaysia engage in online activities without supervision from their parents
Furthermore, as active users in cyberspace especially for social media user, university students
in Malaysia demonstrated moderate levels for protecting themselves from cyber threat and
scam (Shahidah et al., 2021). Ramakrishnan, Yasin, and Periasamy (2022) seconded in their
survey that through an improved cybersecurity awareness defined by the interrelationship of

knowledge, behaviour, and attitudes, and how these elements influence one another.

Cybersecurity knowledge is a critical first line of defence against threats such as
phishing, malware, and social engineering. Yet, evidence suggests that many youngsters are
unaware of fundamental security principles or fail to apply them consistently in daily digital
practices. For example, weak password habits remain common, with individuals frequently
reusing credentials across platforms or neglecting to adopt protective measures such as two-
factor authentication (Barakovi¢ & Barakovi¢ Husi¢, 2023). While technical measures such as

firewalls and antivirus software are widely available (Nick, 2022), many youngsters either fail

70



to install them or misunderstand their functionality (Talib et al., 2010), leaving systems open

to exploitation.

Behavioural studies reinforce this gap between knowledge and behaviour. Although
young users are often aware of threats like phishing, their online conduct does not always
reflect this awareness. This may manifest in clicking on suspicious links, oversharing personal
information on social media, or ignoring security warnings (Cain et al., 2018; Maitland &
Lynch, 2020). Overconfidence in their digital skills could lead them to underestimate risks,
while habitual online behaviours, formed through convenience and speed, encourage shortcuts
that compromise safety (Wulandari et al., 2022). Furthermore, peer influence can normalise
unsafe practices, such as sharing account credentials or bypassing security protocols (Murtaza

et al., 2022)

While young adults may demonstrate confidence in activities like online banking
(Chiew et al., 2018), this confidence does not always correlate with secure behaviours.
Differences in education also play a role: university students often receive some formal
cybersecurity training, whereas peers outside academic institutions may lack structured

exposure to such content (Donalds & Osei-Bryson, 2020).

The inconsistency between knowledge and behaviour among youngsters aligns with the
constructs of the Theory of Planned Behaviour (TPB). Attitudes toward cybersecurity can be
shaped by perceived inconvenience, leading to neglect of protective measures despite
recognising their importance. Subjective norms, such as the influence of friends or online
communities, may encourage risky practices even among knowledgeable users. Perceived
behavioural control is also a factor, with some youngsters feeling overly confident in their
technical skills without fully understanding the scope of cyber threats. These constructs help

to explain why cyber knowledge and technical interventions alone may be insufficient in
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preventing successful attacks without addressing the underlying psychological and social

influences on behaviour.

Researchers have developed multi learning techniques to engage in cyber security
education such as student-centric learning, problem-based learning, game-based learning, self-
paced learning, and integrated learning, as proposed by Te-Shun (2019), to a virtual escape
room (Loffler et al., 2021) as an effort to strengthen cybersecurity resilience among youngsters.
To align this, research by Mwagwabi & Jiow (2021) highlighted the lack in motivating better
cybersecurity practices in teens with the use of theory-based studies on teen cybersecurity
behaviour. However, this engagement must not only enhance technical understanding but also
actively address human vulnerabilities, social influences, and biases that undermine secure

practices.

Integrating behavioural science with cybersecurity education, tailored within these

multi learning techniques, offers a promising path to bridge this gap.

2.9. Summary

This literature review explored the dynamic interplay between cybersecurity
knowledge and behavioural practices among Malaysian youngsters, with a particular focus on
phishing vulnerability. It highlights the pressing need for cyber resilience in a rapidly
digitalizing society, emphasizing the importance of understanding both technical and human-

aspects of cybersecurity.

The foundational concept of cybersecurity is rooted in preserving the confidentiality,
integrity and availability principles. While definitions vary across academic, governmental,
and international contexts, they converge on the core objectives of preventing unauthorised
access, ensuring data integrity, and maintaining system availability. The review underscores

that effective cybersecurity is not solely a technical issue but increasingly a human-centric
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challenge, with social engineering attacks, such as phishing and exploiting psychological

vulnerabilities.

The human factor is identified as one of the most significant and persistent vulnerability
in cyberspace (Aigbefo et al., 2022). A well-established premise in cybersecurity is that human
error, low cyber awareness, and behavioural tendencies contribute to the majority of security
breaches (Alexei & Alexei, 2023). Psychological traits such as stress, fatigue, and cognitive
biases make individuals susceptible to manipulation, particularly through phishing, vishing,
smishing and whaling (Montafiez et al., 2020). A knowledgeable and vigilant user base forms
the first line of defence, yet gaps in cyber knowledge, especially among youngsters, remain as

a critical issue (Bonsaksen, Kleppang, & Steigen, 2024; Meadows & Sambasivam, 2023).

In the Malaysian context, while the government has made strides through initiatives
such as the Cyber Security Act 2024 and the National Cyber Security Policy (NCSP),
cybercrime continues to surge. Malaysia ranks among the countries with the highest rates of
cyber incidents in Southeast Asia. Public-private collaborations and educational programmes
like CyberSAFE and MASSA indicate progress, but widespread engagement and tailored

interventions are still lacking.

The review classifies cybersecurity knowledge into five domains: password security,
software/system security, human security, organisational security and social security (See
RQ1). Each domain highlights specific knowledge gaps, such as weak password habits,
misunderstanding of basic protections like 2FA and antivirus software and a lack of policy
awareness in organisational settings. The emerging field of social cybersecurity further reveals

the risks of manipulation within digital communities.

To analyse cybersecurity behaviour, the Theory of Planned Behaviour (TPB) is adopted

(RQ3). TPB posits that attitudes, subjective norms and perceived behavioural control
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collectively shape intentions, which in turn influence behaviour. In cybersecurity, attitudes
toward best practices, the influence of peers and confidence in executing safe behaviours are
all critical predictors of whether individuals act securely online. Prior studies show that
interventions targeting these factors whether through education, gamification and simulation
may significantly improve cyber hygiene, although many fail to address youngsters-specific

needs.

This chapter has identified a critical research gap: the absence of an understanding that
connects specific cybersecurity knowledge areas directly to the actual behaviour of youngsters.

It concludes that current approaches are insufficient without this link.

Furthermore, the chapter underscores the necessity for more targeted and effective
cybersecurity strategy. It explicitly calls for strategies that are designed around key
demographic variables such as age, gender and educational background arguing that these
factors are not merely incidental but essential to developing impactful cybersecurity awareness

programmes.

In summary, the core mandate moving forward is to reveal the nature of the gap between
knowledge and intention behaviour while systematically accounting for demographic diversity.
This establishes a direct foundation for the next chapter, which will propose and develop a

strategy (or plan) to address these specific shortcomings.
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CHAPTER 3 RESEARCH METHODOLOGY

This chapter outlines the methodological and procedural foundations that underpin the

research. Grounded in a multimethod approach, it delineates how both quantitative and

experimental strategies were integrated to investigate the gap between cybersecurity

knowledge intention and behaviour among Malaysian youngsters. The methodology was

informed by a pragmatist epistemology, which afforded flexibility in the selection of tools and

strategies appropriate for addressing the complexity of the research questions.

The chapter is structured as follows. Section 3.1 presents the research design and the

rationale underpinning its selection. Section 3.2 provides a detailed account of the sampling

strategy, instrument development and data collection procedures implemented across the two

sequential phases of the study (see Figure 20).
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Figure 20: Proposed Research Design
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Ethical considerations and adherence to institutional research governance frameworks
were also comprehensively addressed to ensure conformity with established academic
standards in section 3.2. Section 3.3 describes Phase 1, a structured survey employing
convenience sampling to examine cybersecurity knowledge domains and their association with
demographic variables. Section 3.4 details Phase 2, a controlled phishing simulation designed
to capture actual behavioural responses. The inclusion of pilot studies in both phases enhanced
the validity and reliability of the research instruments and procedures. Finally, Section 3.5

provides a summary of the research methodology.

3.1. Selection Strategy

Sampling methods are important in research because they allow researchers to draw
conclusions about a larger population based on a smaller sample. By selecting a representative
sample, researchers can make inferences about the characteristics of the larger population with

greater accuracy and efficiency (Creswell, 2018).

There are two sorts of sampling methods: probability and non-probability. Based on
Babbie (2008), when the goal is to obtain a sample that is representative of the wider population
and to estimate population parameters with a particular degree of precision, probability
sampling should be used. Non-probability sampling, on the other hand, is implemented when
the research phenomenon is exploratory, the population is difficult to reach, or other practical
constraints make probability sampling impossible or impractical. However, an extended

explanation of probability and non-probability sampling can be seen below.

3.1.1. Sampling Design

Sampling methods fall into two categories: probability and non-probability, each with
significant epistemological implications for generalisability and bias, and to mitigate singular-

method limitations (Brewer & Hunter, 2006)
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The first category is probability sampling. It relies on randomness to achieve
representativeness and comprises numerous systematic procedures. These methods encompass
simple random sampling; where each element has an equal chance of selection, stratified
sampling; which proportionally represents subgroups, systematic sampling; selection at fixed
intervals, cluster sampling; drawing from predefined groups, and multi-stage sampling; which
is hierarchical randomization (Cochran, 1977; Fink, 2002; Lewis-Beck, 2004). In contrast, a
second category is a non-probability sampling, used when random selection is not practical to
be used in the research, focusing instead on practical or theory-driven considerations. This
approach includes convenience sampling; which relies on readily available participants,
purposive sampling; targeting specific traits or criteria, quota sampling; ensuring demographic
balance, and snowball sampling; where existing participants help recruit others through
referrals (Chiew & Pieprzyk, 2010), albeit at the cost of statistical generalisability (Renaud,
Searle, & Dupuis, 2021). It is more common in exploratory research which involve diverse
demographics, for instance, in cybersecurity behaviour studies (Adebowale et al., 2021) where

depth and logistical constraints supersede broad representativeness.

3.1.2. Choice of Sampling

A multi-method approach promises “more sociologically significant conclusions and

greater opportunities for both verification and discovery”, (Brewer & Hunter, 1989).

Phase 1- Convenience Sampling

it is practical to employ convenience sampling to gather respondents since Malaysia’s
geographically and demographically dispersed, thus selected to ensure feasibility while
capturing heterogeneous perspectives in phase 1. In addition, we tried to maximise the sample
size comprehensively, in order to balance statistical accuracy (Kumar, 2018), within limited

time and expenditures (Schreuder, Gregoire, & Weyer, 2001). We inferred the use of this
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approach based on our research objective and established practices in behavioural
research (Ahmead, El Sharif, & Abuiram, 2024; Anderson & Agarwal, 2010; Dzidzah, Owusu

Kwateng, & Asante, 2020; Jinyin et al., 2025; Rich, 2018).

Phase 2- Stratified Random Sampling

Stratified random sampling was then employed in phase 2 (Figure 20 pg.74).
Respondents who consented and submitted a valid email address subsequently randomly
assigned at a random in one of the three phishing email experiment as our strata criterion. The
thematic content and structural composition of the emails were carefully standardised in
technical design (see 3.4.3.1) to maintain uniformity across experimental conditions. Every
participant had an equal probability of receiving Email 1, 2, or 3 (see Figure 28 pg. 97, Figure
29 pg. 98, and Figure 30 pg. 99) thereby supporting the validity of the experimental design.
This sequential design practically balances both the generalisability and rigorous of the

research, where strategic combination is a key strength in applied cybersecurity research.

3.2. Ethical Considerations

Prior to commencing the first phase of this research, which involved a survey
(application ID: 1639, Appendix A), and the second phase, which involved a phishing
simulation (application ID: 2249, Appendix B), ethical approval was obtained from the
University of Strathclyde Computer and Science Department. This approval ensured that all
study procedures adhered to the ethical guidelines and standards set forth by the department
and the university, safeguarding the rights and well-being of the participants involved in both

phases of the research.

An informed consent was obtained from participants through a comprehensive
Participant Information Sheet (See Appendices C and F). This sheet detailed the purpose of the

study, the procedures involved, the voluntary nature of participation, and the researchers'
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contact information. Participants were also provided with a Consent Form, which reiterated the
voluntary nature of participation, the option to withdraw at any time, and the measures taken
to ensure confidentiality and anonymity. The form explicitly stated that the data collected
would be used solely for research purposes and would be destroyed after the completion of the
study. Additionally, it emphasised that any information recorded in the research would remain

confidential, and no identifying information would be made publicly available.

3.3. PHASE 1: Survey

The primary purpose of this survey is to explore the link between cybersecurity knowledge and
behavioural intention in Malaysian youngsters. Specifically, it seeks to determine not only what
knowledge matters most (RQ1: How do different cybersecurity knowledge domains
(password, software/system, human, organisational, and social security) predict
Malaysian Youngsters' self-reported cybersecurity behavioural intentions?) but also how
it influences intention, by analysing the mediating role of attitude, social pressure, and
perceived control (RQ2: To what extent do the Theory of Planned Behaviour constructs
(Attitude, Surrounding Pressure, and Perceived Control) mediate the relationship between
cybersecurity knowledge domains and behavioural intentions among Malaysian youngsters?)

(see Section 1.2).

3.3.1. Data Collection

Surveys are an indispensable tool for data collection based on its flexibility to support
quantitative and qualitative data analysis (Dawson, 2017). The survey instruments were
considered carefully to ensure all questions could be answered comprehensively. The wording
was designed to be accessible to respondents of all socio-demographic backgrounds. Given
that English is not the first language in Malaysia, to limit misinterpretation and enhance

linguistic accessibility, the survey was not only made in English also translated into Bahasa
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Malaysia and was professionally verified by a translator. Offering the survey in multiple
languages was considered crucial for ensuring the inclusion of diverse respondents (Normand,
Paterno, & Winckler, 2014). we designed the survey to be flexible, allowing individuals to

complete it at their own convenience.

The complexity of questions was also considered. A funnel approach was used, starting
with basic questions and progressing to more specific ones. This approach aimed to gradually
increase the intensity of the questions and ensure a consistent and unbiased respondent
experience. Finally, to incentivise participation, all survey participants were entered into a
lucky draw for two online shopping vouchers of 100 Ringit Malaysia. Considering a minimum
wage in Malaysia is 1,700 Ringgit Malaysia and taking a minimum number of working days
in week of 98.08 based on Hun (2025), offering RM100 for a specific task is reasonable, as it
represents less than half of one day’s minimum wage for that week, and this were included in

the ethical approval.

Participants aged 18 to 26 years, representing demographics such as age, gender, and
education level, were invited to take part. This research focused on gathering data from young
individuals across Malaysia, so we prioritised convenience to encourage participation from
diverse backgrounds. To further enhance accessibility, we provided a direct link to the survey,

enabling participants to begin immediately with a single click.

The survey was distributed strategically over five working days. We began by
partnering with social media influencers from Malaysia who shared the survey link through
their stories, which can be seen in Figure 21. We then disseminated the survey link through our
own social media channels and other platforms, including targeted emails distributed through

HR departments.
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Figure 21 Social media post and story distribution

3.3.1.1. Development of Instruments

We reviewed previously conducted surveys on similar topics to identify established
instruments and research designs (Rachad, 2012). This allowed us to adapt existing survey

items with proven validity and reliability, minimizing the need for extensive modifications

Section A: In direct response to Research Question 3 (RQ3), this research examined three
demographic variables which is age, gender and level of education to analyse relationships to
cyber knowledge and user behaviour. The demographics were included based on empirical

evidence from previous research in section 2.7 indicating that user behaviour differed based on

81



these factors. Specifically, studies showed significant gaps in cyber behaviour among users

(Howe et al., 2012; Redmiles, Kross, & Mazurek, 2016, 2017).

Section B: Likewise, to investigate cyber knowledge domain areas to youngsters, the survey
was designed to address Research Question 1 (RQ1). The structure and instruments for the
survey questionnaire were adapted from established research and explained further in Section

3.3.3.1.

Section C: To understand youngsters’ behaviour, we initiated instruments for cyber behaviour
and compared these with the actual behaviour in our phase 2 of the study, to eliminate any
disparities and support accuracy. The questionnaire was revised to ensure straightforward
language, clear terminology, and the elimination of any prejudiced language to support the

Research Question 2 (RQ3) and Research Question 4 (RQ4).

Careful consideration was given to the arrangement and structure of questions to ensure
clarity and understandability for all demographic groups while maintaining a professional tone.
Clear headings and page breaks were used to guide respondents and indicate the intensity of
the questions. A funnel approach was used (Fink, 2002), starting with basic demographic
questions (e.g., age, gender, level of education) and progressing to more specific, cognitively
demanding questions about cybersecurity knowledge and behaviours. The questionnaire
transitioned smoothly between sections to prevent confusion, and basic graphics were
incorporated to aid comprehension. Qualtrics XM was used to create a systematic and
professional form and layout. Moreover, clear instructions were provided at the beginning to

assist respondents.

Drafting and pilot testing the questionnaire before distribution were essential steps to

ensure the reliability and validity of the instrument. Validity ensured the accurate measurement
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of the intended variables, while reliability ensured consistent results upon repeated application

under similar conditions (Rachad, 2012).

3.3.1.2. Pilot Study

Because this study employed convenience sampling to maximise the number of survey
respondents, it was crucial to minimise potential inaccuracies after distribution. Pilot studies
played a vital role in refining the survey methodology. They helped identify and address
practical challenges, preventing errors, validating research instruments, and ensuring
consistency across survey items (Bailar & Lanphier, 1978; Cranfield et al., 2021; Renaud,

Zimmermann, et al., 2021; Srinivasan & Lohith, 2017; van Teijlingen et al., 2001).

While there is no strict rule on the number of pilot tests required, it is common practice
to conduct at least two: an initial and a conclusive pilot test (Hunter & Brewer, 2006) and

depends on factors such as its complexity, target audience, and available resources.

For this research, the survey instruments underwent multiple rounds of pilot testing.
Feedback was gathered from a diverse group of individuals, including potential respondents
within the target demographic, colleagues from the Chief Information Security Office (CISO)
department at Maybank Ageas Holdings Berhad (Malaysia), PhD students at the University of
Strathclyde's Computer and Information Science department, former colleagues from AirAsia
X Berhad Malaysia, and thesis supervisor. Adjustment was made until the fifth round of pilot

testing with an overall of 22 people tested, and feedback wes taken during the pilot testing.

3.3.1.3. Post Adjustment

The pilot study feedback proved an invaluable in refining the survey and adding
essential elements. For example, at first, during the pilot testing, we acknowledged that
feedback on Section A for email requirements highlighted the need to make it as required field

(force response requirement) as shown in Figure 22). As it is vital for our second phase of the
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research, we collected respondents who provided their accurate email address to deploy our
Phase 2, and we replied based on email collected in our Phase 1. However, after our last pilot
testing, we decided to remove the force response requirement because we especially wanted to
maintain the voluntary nature of our respondents and ethical research practice, as well as to

avoid survey abandonment from respondent frustration.

Page Break
~ Response requirements
Q4 *
Add requirements [ @
Ty Kindly provide your email address (Please note that your provided email may receive an autherised phishing simulation
~A
at any time. No sensitive data will be collected.)
@ Force response
Request response
Add validation »
- O import from library | <+ Add new question
~ Question behavior - =
>
‘L. Display logic ot Add Block

Figure 22: Qualtrics Force Response Requirement

The second feedback that we gathered from the pilot testing indicated the need for
attention checks within the survey. To ensure high-quality data, it was essential to identify
unreliable responses, such as those from participants who might not be fully engaged with the
questions (Renaud & Ophoft, 2021). Therefore, we incorporated three factual attention checks

throughout the questionnaire to encourage careful reading and accurate responses, see Table 3.

Table 3 Attention check response

Values:
Variable name Label

Level of Codes
Attl= Attention 1 If you're paying attention, click Sometimes 2= “Sometimes”
Att2= Attention 2 If you're paying attention, click Never 1=“Never”
Att3= Attention 3 If you're paying attention, click Disagree 2= “Disagree”
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Our approach included incorporating an error statement for each attention check within
the survey. Attention checks were included to see whether respondents have meaningfully
engaged with the questions and accurately answered a given survey question (Beach, 1989).
While attention check items were intentionally basic, they are widely used and validated in
online survey research as a design called 'instructed response items' or 'instructional
manipulation checks' (IMCs) (Shamon & Berning, 2020). They conducted a comprehensive
study comparing different attention check formats and found that even simple instructed
response items are effective for detecting inattentive respondents. Their meta-analysis showed
that respondents who fail such checks produce significantly lower-quality data across all items,
with higher rates of straight-lining (selecting the same response for all questions), shorter

completion times, and inconsistent responses.

Gummer, RoBmann, and Silber (2021) further demonstrated that IMCs are particularly
effective in online surveys where researchers cannot directly observe respondents' engagement.
They recommend using multiple attention checks (three in this study) and retaining respondents
who fail only one, while excluding those who fail two or more. This strategy balances data

quality with sample retention.

Shamon & Berning (2020) validated this approach, showing that respondents who fail
one attention check are often still attentive to other questions, whereas those who fail two or
more are consistently inattentive. Therefore, this study's threshold (exclude if 2 or more checks
are failed) follows established best practices, ensuring their valuable input contributed to the
research findings, and respondents who overlooked two or more attention checks were

excluded from the analysis (Table 3 and Figure 23).
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Please respond to each of the following questions in the manner that best reflects your cyber security knowledge awareness
practices. Please read the question carefully.

Never Sometimes About half the time Most of the time Always
Use pop-up blocker (e.g., AdBlock,
AdGuard, Opera Browser, etc.) © © © © ©
Use antivirus software (E.g. Microsoft
defender, McAfee, Kaspersky, Norton, O O O O @]
etc)
Anti-virus software is up to date (e.g. 0 0
) 0O O O
manually or turned on automatic update) - g - g
If you're paying attention, click
. O O O O o]
Sometimes
Clear Browser Cookies (e.g. username,
(e v o 0 o o o
password, bank account details, etc)
Update applications to the latest version
(e.g. operation systems, applications, O O O O O

etc)

Figure 23: Attention response in the survey items using Qualtrics

Another feedback that we evaluated is that customised validation procedures initially
filtered out individuals exceeding the age criteria for participation. However, based on pilot
feedback, this validation error message was removed for future research that can be analysed
(Figure 24). Despite this removal, responses from participants not meeting the age criteria were

still excluded from our data analysis.

Custom Validation

Validation will pass if the following condition is met:

Q1 Please provide your age ~ H Over 26~ || Is Not Selected

Choose an error message to display on failure: = Error Text v~

Figure 24: Custom Validation for Respondents
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3.3.2. Cyber Knowledge Domain Items

To examine cyber knowledge domain areas, the survey was divided into sections, each
targeting specific domain, such as password security (see Table 4), software/system security
(see Table 5), human security (see Table 6), organisational security (see Table 7), and social
security (see Table 8). The selection of these specific knowledges came from our empirical
findings in our literature review, that researchers often overlooking the role of distinct and more
focused knowledge domains in shaping cybersecurity awareness, generally addressed only on

the general knowledge in cybersecurity without understanding the root cause from respondents.

Therefore, this lack of specificity presented as limitation in understanding how focused
knowledge in particular domains may influence youngsters’ cybersecurity. This can be seen
from passive engagement in cybersecurity awareness and some deemed ineffective (Jarvie &
Renaud, 2024; Kianpour, Kowalski, & @verby, 2022; Venter et al., 2019; Vikas et al., 2025;
Yulianto et al., 2025) and highlighted a notable gap in current literature and these cyber
knowledge domain areas were chosen based on their fundamental theoretical and practical

relevance.

Using established instruments with known psychometric properties reduces the risk of
measurement error and allows for comparison with prior studies . All items were pilot tested
(see Section 3.3.1.2) and adapted for the Malaysian youngster context, including translation
into Bahasa Malaysia by a professional translator. Item wording was simplified where

necessary to ensure accessibility for respondents with varying English proficiency levels
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Table 4 Summary of Survey Instrument Sources

Instrument Item Codes Source Number of
Items
Adapted from Ion, Reeder, &
Password Security PassSecl — Consolvo (2015) ... No one can 5
PassSec5 hack my mind': Comparing Expert
and Non-Expert Security Practices
Software/System SoftSysSecl —  Adapted from Ion, Reeder, & 5
Security SoftSysSec5 Consolvo (2015)
Human Security HumSec1 — Adapted from Ion, Reeder, & 5
HumSec5 Consolvo (2015)
Organisation Security OrgSecl — Adapted from Ion, Reeder, & 5
OrgSec5 Consolvo (2015)
Password Combination Additional items from Djukanovifz 1 (em.beﬁdded
Ttems PassSec3 et al. (2021) and Ng, Kankanhalli, within
& Xu (2009) PassSec1-5)
SociSecl — Developed based on CyberSecurity
Social Security SociSecs Malaysia guidelines (Abdullah, 5
Mohamad, & Yunos, 2018)
Theory of Planned YoungATT1-4, Adapted from van Steen &
Behaviour Constructs
. .. YoungSP1-4, Deeleman (2021) 'Successful
(Attitude, Subjective e . 16
; YoungPC1-4, Gamification of Cybersecurity
Norms, Perceived YoungCCl1-4  Training'
Control, Intention)

3.3.21. Password security

The seminal work by Denning (1982) laid the foundation for understanding password
security risks in computer systems, identifying threats such as unauthorised access, data
leakage, and inference attacks. Existing research suggested that password security is widely
regarded as the creation and management of passwords for online accounts and confidential

data as well as enhancing the integrity of the password.

We acknowledge that the password standard guidelines has changed since 2017 from
the National Institute of Standards and Technology (NIST), by promoting length and

memorability over complexity such as in Table 5 for Code:PassSec3 which is “Use a
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combination of uppercase and lowercase letters (e.g. aBc, ABC, or abc, etc), numbers (e.g.,

123, etc), and special characters (e.g., @+, etc) in your password”. However, we implemented

the item this way because we found that many people had never even heard of the update

password guideline, hence, by first showing them the old guideline and also implementing the

updated guideline, we don't just teach them what is new, we demonstrate why password

security has improved, making the knowledge and behaviour integrated simultaneously.

Table 5 Password Security Items

Code Item

PassSecl  Use two-factor authentication (e.g., 2-step verification, etc) for at least one
of the online accounts.

PassSec2  Use password manager to keep track of all passwords (E.g., 1Password,
LastPass, Dashlane, etc)

PassSec3  Use a combination of uppercase and lowercase letters (e.g. aBc, ABC, or
abc, etc), numbers (e.g., 123, etc), and special characters (e.g., @+, etc) in
your password.

PassSec4  Use personal information (e.g., your name, last name, date of birth, etc) in
your password.

PassSec5  Reveal confidential information (e.g. Identification Number (ID), credit
card number, and CVV number, etc)

3.3.2.2. Software And System Security

The item in this section is to understand a youngster’s knowledge in using software

security for their electronic devices and internet usage security. We also included system

security as part of understanding the overall secure internet infrastructure.
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Table 6 Software and system security items

Code Item

SoftSysSecl Use pop-up blocker (e.g., AdBlock, AdGuard, Opera Browser, etc.)

SoftSysSec2 Use antivirus software (E.g. Microsoft defender, McAfee, Kaspersky,

Norton, etc)

SoftSysSec3 Anti-virus software is up to date (e.g. manually or turned on automatic
update)

SoftSysSec4 Clear Browser Cookies (e.g. username, password, bank account

details, etc)

SoftSysSec5 Update applications to the latest version (e.g. operation systems,

applications, etc)

3.3.2.3. Human Security

Meanwhile, the item in human security is employed to youngsters understanding of secure

browsing and whether youngsters understand the vulnerabilities in internet browsing.

Table 7 Human security items

Code Item

HumSecl Visit websites you have not heard of

HumSec2 Check if the website you’re visiting uses HTTPS

HumSec3 Enter password after clicking on a link in an email and that link take to a

website

HumSec4 Open emails or attachments from unknown sources

HumSec5 Look at the URL bar to verify visiting the website
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3.3.24. Organisation Security

To account for the professional context of participants within our target age groups, this
study also incorporated measures to determine their exposure to organisational security
practices. Specifically, items were included to ascertain whether respondents had received
formal cybersecurity training or whether their employing organisations had implemented
robust security protocols. This approach served two key purposes. First, it established a
benchmark for organisational security knowledge among participants who were already in a
workplace environment. Second, it provided a basis for analysing, in the study's second phase,
whether such organisational factors influenced their security behaviours, such as their
propensity to uphold or inadvertently violate security protocols. This was a necessary
consideration, as the sampling strategy aimed for inclusivity within the demographic factor,
which included individuals who had entered the workforce after high school or had completed

higher education, rather than being exclusively enrolled in formal education.

Table 8 Organisation security items

Code Item

OrgSecl Work device(s) is monitored by administrator

OrgSec2 Organisation's Information Technology helpdesk sends out alert

messages/emails concerning security

OrgSec3 Organisation constantly reminds to practice computer security

OrgSec4 Organisation distributes security newsletters or articles

OrgSec5 Organisation organises security talks
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3.3.2.5. Social Security

As we already know and had been justified in the literature review, Malaysia also
governed initiatives for cybersecurity practices. Hence social security implementation is to
assess the public’s knowledge and information dissemination regarding awareness between
youngster’s. We used guidelines for cyber resilience based on Cybersecurity Malaysia

(Abdullah, Mohamad, & Yunos, 2018) and developed this instruments.

Table 9 Social security items

Code Item

Have ever encountered any cyber-attack(s)? (e.g. Phishing attack, malware and

SociSecl .
virus attack, ransomware attack, etc. )

Exposed to cyber security practices through government initiatives (e.g. Cyber
SociSec2 Security and Awareness for Everyone (CyberSAFE), national cyber exercise in
Malaysia, etc.)

Exposed to cyber security knowledge through past education (e.g. high school,

SociSec3 . .
universities, etc.)

Exposed to cyber security policy in Malaysia (e.g. Malaysia Cyber Security
SociSec4 Strategy 2020-2024, National Cyber Security Policy in Malaysia, National Cyber
Exercise in Malaysia, etc.)

Know how to report cybercrime (e.g. Cyber999, National Scam Response Centre

SociSecs (NSRC), Malaysian Communication and Multimedia Commission (MCMC), etc.)

3.3.2.6. Youngsters Cyber Behaviour

Whilst Whitty et al. (2015) found that knowledge alone is insufficient to deter harmful
cyber behaviour, other scholars indicated that additional behavioural factor such as self-
reported behaviour, controlled task behaviour, cognitive behaviour and others, must be put into
consideration (Anwar et al., 2015; Gainsbury et al., 2014; Hill et al., 2010). Hence, Table 10
utilises the Theory of Planned Behaviour (TPB) to contribute to youngsters’ adoption of safe

online practices with their behaviour and how youngsters make decisions regarding their online
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safety with the cyber knowledge areas were implemented. Eight items for this section were

adapted from van Steen & Deeleman (2021).

Table 10 Measurement items for Behaviour using the TPB Components

Component

Item

Attitude

It is important to at all times to adhere to cybersecurity knowledge
awareness

To me, cyber security knowledge awareness practices will affect
cyber behaviour

It is important to always behave accordingly in cyberspace

To me, I behave differently if I have cyber security knowledge

awareness

Subjective Norms

Most people around me obey to cybersecurity knowledge awareness
My family and friends think that cyber security knowledge
awareness will affect cyber behaviour

Most people around me think that it is important to behave
accordingly in cyberspace

My surrounding think that I behave differently if I have cyber

security knowledge awareness

Perceived behavioural

Control

I find it easy to ensure that I always comply with the cybersecurity
knowledge awareness

Following cyber security knowledge awareness affecting my cyber
behaviour

I find it easy to ensure I behave accordingly in cyberspace

I find it easy to behave differently if I have cyber security knowledge

Intentions

I plan to always comply to cybersecurity knowledge awareness
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I expect to follow cyber security knowledge awareness for my cyber
behaviour

I plan to always behave accordingly in cyberspace

I expect to behave differently if I have cyber security knowledge

3.3.2.7. Additional comment

To complement the quantitative data and provide richer contextual insights, the survey
concluded with an optional, open-ended question. Greene, Caracelli, and Graham (1989) stated
that this can serve as a complementary function. The primary purpose was to elucidate,
enhance, and illustrate the quantitative findings by capturing youngsters’ own voices, nuanced
explanations, and unanticipated perspectives on cybersecurity. The textual data from this open-
ended question were analysed using a hybrid approach to thematic analysis (Byrne, 2022),
which combined the use of NVivo software recommended by Braun & Clarke (2006) for initial
coding and management, followed by a structured analytical process performed in Microsoft

Excel to ensure rigour and transparency, as shown in Table 31 p133.

All qualitative responses were imported into NVivo 14 to facilitate the first two phases
of analysis: familiarisation and initial coding. During the coding phase, a systematic, data-
driven process was employed to generate concise labels capturing key concepts. To enhance
analytical thoroughness and provide a clear audit trail, the coded data was subsequently
exported into Microsoft Excel for theme development and refinement (Robinson, 2022).
Within Excel, each code and its associated text excerpts were organised in a tabular format,

enabling a granular, side-by-side comparison of all instances across participants.
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The final set of themes provided a structured, rich description of the qualitative data,
which was integrated with the quantitative results to offer a triangulated, comprehensive

understanding of the cybersecurity knowledge-intention-behaviour gap.
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3.4. PHASE 2: Phishing Simulation Method

Building on the survey of intentions, Phase 2 implements a phishing simulation to gather actual
behavioural data. This phase directly compares intention with action, specifically asking: which
factors predict real failure (RQ3: How do demographic factors (gender, age, education
level) and cybersecurity knowledge domains influence actual cybersecurity behaviour, as
measured by susceptibility to phishing simulations?), and how significant is the 'intention-
behaviour gap in the cybersecurity context (RQ4: What discrepancies exist between
Malaysian youngsters' self-reported cybersecurity intentions and their actual behaviour

when faced with a simulated phishing attack)? (see Section 1.2).

3.4.1. Participants And Sampling

We invited participants to continue their involvement in this second phase of the
research, to which they had given their consent by giving their email address in the initial
survey. Randomization of participants to experimental conditions was achieved using
Microsoft Excel. The RANDBETWEEN(1, 3) function was employed to generate a random
sequence of numbers, where 1 corresponded to Experiment 1, 2 to Experiment 2, and 3 to
Experiment 3. We deployed three experiments considering the practicality of a controlled and
staged manner. We understand the ethical monitoring and avoided large-scale risky

deployment.
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Figure 25: Randomisation of Participants to Experimental Function Condition

In addition, this method ensures an equal probability of each participant being assigned to any

of the three experimental conditions. Figure 25 shows the same cells after the random numbers

were 'frozen' by pasting them as values, ensuring that the randomisation scheme remained

constant throughout the study.
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3.4.2. Phishing Simulation Design

g
. Create VMs
— | Server Hardware
Open GoPhish
Phishing Toolkit
; Record <
‘ \ J
[ |
Connect IP Using N
PuTTY SSH e
Phishin —
Emallg Victim .
A
Open email | NOr
YES
¥
YES Click link in NO—————]
email
Submit Data |—NO—————
YES
¥
a
N 7
Fake Legitimate
Website Website

Figure 26: Phishing campaign simulation flow diagram

Figure 26 depicted our systematic phishing campaign simulation workflow. We first
initiated the process by establishing the necessary infrastructure, which included creating
virtual machines on server hardware to create the IP address, then connected using a PuTTY
SSH terminal, enabling remote access and control. We utilised the GoPhish phishing toolkit,

which facilitated the design, deployment, and recording of phishing campaigns.
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3.4.21. Phish Simulation Campaigns

The primary objective of this simulation was to observe and analyse participant actual
behaviour in response to a phishing email in regard to their cyber knowledge areas. Key metrics
included email opening rates, which provided insights into the effectiveness of the email
subject lines in capturing participant attention. Additionally, link click-through rates were
monitored to gauge the persuasiveness of the email content in enticing participants to interact
with the embedded links. Finally, the study tracked the submission of personal information to
the simulated phishing websites, providing a crucial measure of the emails' overall

effectiveness in deceiving participants.

This study employed a sophisticated phishing simulation campaign, incorporating three
distinct email designs, as illustrated in Figure 27, Figure 28 and Figure 29. These variations
aimed to assess the effectiveness of different visual and textual cues in eliciting participant
interaction. while there was no actual concept of a universally optimal “prime time” for
phishing attacks, we initially considered factors such as target audience: When are they most
likely to be online and checking emails? This could be during work hours, lunch breaks, or

evenings.

With research from Hoheisel et al. (2023) and Hendrik (2018) where the phishers
exploited people when they are busy or distracted to consider the best time to deploy phishing
simulation campaign. Corresponding to periods when youngsters are more likely to be engaged
in study-work-related activities and thus more susceptible to phishing attempts. The emails
were strategically disseminated at 9:00 AM and 6:00 PM local time (Malaysia) and during
weekdays. This timing aimed to maximise the potential for participant interaction with the

emails, providing a more accurate reflection of real-world phishing scenarios.
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\‘]Mtagnam

Hi User,

Someone tried to log in to your Instagram
account.

If this was you, please use the following code to
log in:

823013

If this wasn't you, please reset your password to
secure your account.

sazuanadli2Z@gmail.com

Figure 27: Phishing Simulation Campaign 1

The first phishing simulation designed to mimic an Instagram security alert. This email
was utilised in the first phishing simulation campaign. Since most of youngsters in Malaysia
used Instagram, this campaign co-opted panic and urgency. Youngsters, whose lives are centred
on social media, may demonstrate naivety with respect to differentiating between legitimate

and fake emails. We tested this potential naivety with our experiments.
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Urgent suspicious Activity on your Microsoft Account. UPDATE NOW.  inbox x

o sitisurayabm@gmail.com 1236PM (12 minutes ago) vy @

tome =

Microsoft Account

Dear Siti Suraya,
Someone in Bogota, Colombia, attempted to log into your account several times. If you believe this was fraudulent activity, please report it here.

If you do not believe this to be a fraudulent activity, you may ignore this message
Sincerely,

Suraya@Microsoft.com

Figure 28: Phishing Simulation Campaign 2

This phishing simulation campaign is strategically designed to investigate the
correlation between demographic factors, specifically an individual's level of education and
their status (such as being a student or employed), and their susceptibility to phishing attacks.
The research objective is grounded in academic literature, as it draws upon the work of Donalds
& Osei-Bryson (2020), positioning the campaign within a broader scholarly context that seeks
to understand how these variables influence cybersecurity knowledge and behaviour. The
phishing email itself was meticulously constructed with a set of specific, measurable cues that
served a practical test of the recipient's vigilance, which will be detailed in the next
section. Furthermore, the email incorporated deliberate red flags, including an anomalous extra
spacebar at the bottom, designed to test the recipient's attention to detail against the compelling

urgency of the message.
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New sign-in from Chrome OS

Hi Siti Suraya,
Your Google Account sitisurayabm@gmail.com was just used to sign in on Chrome OS

. sitisurayabm@gmail.com

Chrome OS
n Tuesday, 25 November 2024 12:54 (British Summer Time)
Leeds, UK*

Don't recognise this activity? if you don't recognise this device click the following
place:

click here

Review your recently used devices here

Why are we sending this? We take security very seriously, and we want to keep you in the
loop on impotant actions in your account.

We were unable to determine whether you have used this browser or device with your
account befare. This can happen when you sign in for the first time on a new computer,
phone, or browser, when you use your browser's incognito or private browsing mode clear
your cookies, or when somebody else is accessing your account.

Best,
The Google Accounts team

Figure 29: Phishing Simulation Campaign 3

This phishing attempt is more refined and less overtly aggressive with less noticeable
phishing cues. It adopts a neutral tone and incorporates Google’s branding and standard
notification style to enhance credibility. This understated strategy may be more effective in

deceiving recipients, particularly those less vigilant to common phishing indicators.

To facilitate this comprehensive analysis, the GoPhish platform was utilised for both
the construction of the phishing emails and the subsequent collection and analysis of
participant’s data. This platform offered a robust and versatile framework for conducting the
phishing simulation, enabling precise control over email content, delivery timing, and data

logging. The integrated analytic capabilities of GoPhish provided valuable insights into
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participant behaviour, facilitating a comprehensive evaluation of the effectiveness of the

different email designs and dissemination strategies.

To ensure the reliability and validity of the findings, we make use of standardisation in
our experiments, each of the phishing experiments has cues utilised in the experiments with

the intention to focus on participant behaviour within a controlled environment.

3.4.2.2. Phishing Email Cues

The existing literature on phishing susceptibility reveals a wide array of
experimentation approaches and ways of measuring how people react to phishing emails
(Parsons et al., 2016; Williams & Polage, 2019), from live phishing simulation without any
training (Xu & Rajivan, 2023), to phishing training before simulation (Steves, Greene, &

Theofanos, 2020).

The absence of a consistent pattern in the deceptive cues employed in phishing email

varies, thus, we employed cues based on the literature reviewed. The phishing email employed:

1. Urgency

2. Visual (logo, banners, etc.)

3. Language (grammatical errors, email personalisation)
4. 4. Technical (URL and HTTPS) factors.

These cues were included in all three phishing were carefully integrated into the email
design based on the validity of the cues where respondents have successfully identified
phishing emails (Carle & Ophoff, 2024; Kdohler, Piinter, & Meinel, 2024), frequently utilised
cues for detecting phishing signs (Jampen et al., 2020; Williams & Polage, 2019), and only
used human judgement (Stuart et al., 2014). The examples of phishing email cues employed in

the campaign can be seen in Figure 30 and Figure 31.
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Urgent suspicious Activity on your Microsoft Account. UPDATE NOW.

sitisurayabm@gmail.com "6 PM (O minutes ago)

tome =

Microsoft Account

Dear Siti Suraya,

Someone in Bogota, Colombia, attempted to log into your account several times. If you believe this was fraudulent activity, please report it here.

If you do not believq this to be a fraudulent activity, you mayjign, is message

Sincerely,
Suraya@Microsoft.com

- N

" &« Renlv ) ~ Forward ) (@)

Figure 30: Visual, Language and Urgency Cues Dark Patterns

(] A Notsecure  137.184.112.102/7rid=preview-pG346H6 i = o B & O R e Relaunch to update

Nork [ Dummy website [ Kids Schools » [ All Bookmarks

P fmcioce i

] Office 365

Sign in with your organizational account

LI Keep me signed in

Figure 31: Technical Email Cues

3.4.2.3. Pilot Study

A pilot study was conducted with a small group of individuals to assess the functionality

and design of the phishing emails. This focused on evaluating the technical aspects, such as the
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embedded links, attached files, and tracking codes, to ensure their proper implementation. The
pilot did not involve sending emails to actual study participants, as this could have
inadvertently alerted them to the upcoming phishing simulation, potentially influencing their
behaviour and compromising the integrity of the study's findings. While participants were
informed during the initial survey phase that a phishing email would be part of the study, this

pilot aimed to minimise any further hints or cues that could bias their responses.

3.4.3. Instrumentation and Data Analysis Methods

The data gathered from the phishing campaign simulation was analysed using a
quantitative approach. Participant interactions with the phishing emails and landing page, was
exported from the GoPhish platform into Microsoft Excel for initial organisation and cleaning.
Variables within the Excel dataset were carefully labelled to maintain clarity and consistency
throughout the analysis. We used IBM SPSS, SPSS SEM and other statistical analysis that

explained above.

3.5. Summary

This chapter defined the methodological framework for the research, which was based
on a multimethod approach to examine cybersecurity knowledge and behaviour among
Malaysian youngsters. The research was conducted in two consecutive phases, informed by a
pragmatic epistemology to guarantee adaptability and relevance in tackling the research

enquiries.

A convenience sampling method was utilised to effectively collect a substantial and
diverse sample from the geographically scattered target population. The survey instrument was
carefully crafted, completing several rounds of pilot testing and professional translation into

Bahasa Malaysia to guarantee clarity, validity, and accessibility. Ethical measures, such as
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informed permission and data confidentiality, were rigorously followed, and attention-check

questions were incorporated to ensure data quality.

During the second phase, a regulated phishing simulation was executed to transcend
self-reported data and obtain genuine behavioural responses. Participants who provided
consent in the initial phase were randomly allocated, employing a stratified random sampling
technique, to one of three separate phishing email trials. These emails, crafted to replicate
typical situations from platforms such as Instagram and Google, employed recognised
deceptive indicators including urgency, graphic imitation, and technical subterfuge. The major
purpose was to examine real-world interactions with these simulated threats, recording

measures like email opening and link click-through rates.

Throughout all rounds, ethical approval was gained, and the strict procedural design
ensured the study's trustworthiness. The strategic combination of a broad survey and a targeted
experiment was highlighted as a key strength of the research, skilfully balancing
generalisability with experimental rigor to provide a comprehensive knowledge of the

complicated research subject, see appendices A and D.
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CHAPTER 4 RESEARCH ANALYSIS

4.1. Introduction

This chapter discusses the findings obtained from two phases of quantitative data. The
first phase involves the analysis of a hybrid survey completed by 765 participants, which
included 48 closed-ended and one open-ended questionnaire. We report the outcome of the

three phishing experiments, which participants from the first phase volunteered for.

The data analysis process followed a four-step guidance from Zainudin (2012),
encompassing data mining as in Section 4.2, analysis for phase one in Section 4.3, analysis for
phase 20 in Section 4.4 and analysis for the overall model in Section 4.5. Finally, this chapter
summarises all findings based on the analysis and provides a discussion bridging the sequential

quantitative data.

4.2. Data Preparation and Screening

The necessity of data cleaning prior to analysis has been emphasised by Hurley (2014),
who outlines three primary justifications for this critical step. First, without proper data
cleaning, analytical outcomes may lack reliability, compromising the validity of the study.
Second, if inaccuracies persist within the dataset, they are likely to surface during analysis,
leading to incorrect results or flawed assumptions rather than mere inefficiencies. Third,
maintaining data integrity reflects respect for the contributions of study participants, ensuring

their input is accurately represented.

Huxley (2020) further elaborates on practical methodologies for preliminary data
inspection, including reviewing data inputs, assessing missing data, examining distribution

patterns, and identifying anomalies such as outliers. Aligning with these recommendations, the
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present study implemented four essential procedures to ensure error-free and precise analysis.

Following this procedure, a refined dataset comprising 765 respondents was obtained.

4.2.1. Data Screening and Post Adjustment

The dataset was collected via Qualtrics and subsequently transferred to Microsoft Excel
for initial cleaning, following Fink (2003) guidance before being imported into SPSS for

statistical analysis. The following steps were undertaken:

4211. Comprehensive Data Cleaning

To ensure the quality and reliability of the data for subsequent analysis, of the 991 initial
responses received, 226 (22.8%) were excluded from the final analysis, resulted in a final
dataset of 765 responses available for analysis. This involved a meticulous examination of each
record to address inconsistencies arising from the collection process and to verify adherence to
the study's inclusion criteria. A primary step in this process was the removal of incomplete
survey responses (n = 168, 16.9%), respondents started the survey but did not complete all
sections. These partial responses were excluded because missing data could not be assumed to
be missing at random, and listwise deletion would have reduced statistical power for the
Structural Equation Modelling (SEM) analysis, thereby focusing the analysis on fully answered
and coherent datasets.. Following Fink (2003) a guidance on handling missing data, no
statistical imputation was performed to ensure the analysis was based solely on the direct
responses provided by participants, thereby maintaining the integrity of the original data.
Furthermore, the absence of outliers was confirmed through the inclusion and analysis of
attention response items within the survey instrument, this screening removed potential outliers
arising from inattentive responding (n = 58, 5.8%). Respondents failed two or more of the three
attention checks (Attl, Att2, Att3 in Table 3, p. 83). Following the recommendations of

(Gummer et al., 2021), respondents who failed only one attention check were retained as they
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demonstrated consistent focus, while those who failed two or more were excluded. detail
discussed above in Table 3 and Figure 23 in page 83-84. Thus, the final dataset (N = 765)
responses thus represent a completion rate of 77.2% among those who started the survey. This
completion rate is consistent with typical online survey response rates reported in cybersecurity
research (Cranfield et al., 2021; Renaud, Searle, et al., 2021). No statistical imputation was
performed for missing data as the analysis is based solely on complete responses to maintain

data integrity.

4.2.1.2. Identification and Rectification of Data Errors

The dataset was meticulously screened for inconsistencies arising during data
collection. For instance, 21 entries containing invalid email addresses (e.g., respondents
entering physical addresses instead of email credentials) were excluded, as they did not meet

the study’s data requirements.

4.2.2. Systematic Data Coding

Upon completing data cleaning, the dataset was systematically coded to facilitate
analysis. Data coding involves assigning numerical or symbolic identifiers to questionnaire
responses, thereby enhancing clarity and analytical efficiency (Fink, 2002). In this study,
coding was integrated during the instrument design phase to streamline subsequent data

processing. A detailed coding scheme is presented in Appendix .

4.3. PHASE 1 ANALYSIS: Survey Data
4.3.1. Demographic Analysis

A key objective of the sampling design was to secure a demographically diverse
respondent base. While the study's focus on a younger population inherently shaped the

primary age distribution, we ensured significant variation within other demographic
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parameters. The final sample is thus characterised by its diversity in gender and educational

levels, affirming the inclusion of a heterogeneous group of participants.

4.31.1. Age

The largest percentage grouping of 28.0% (n=214) was for those aged 25-26 years, and

the second largest was for 18-year-olds at 21.7% (n=166). The overall distribution offers a

representative sample of the age groups, with 19-20 year olds comprising 18.7% (n=143), 21—

22 year olds representing 14.4% (n=110), and 23-24 year olds accounting for 17.3% (n=132),

as shown in Table 11 and Figure 32.

Table 11 Frequency distribution for age

Frequency Percent Cumulative
Percent
Valid 18-19 166 21.7 21.7
20-21 143 18.7 40.4
22-23 110 14.4 54.8
24-25 132 17.3 72.0
26> 214 28.0 100.0
Total 765 100.0
Age
= 1819
" 20-21
" 22-23
m24-25
m 26>

Figure 32 Age frequency
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4.3.1.2. Gender

The sample of youngsters’ cyber knowledge behaviour consisted of 484 (63.3%)
female, 266 (34.8%) Male, and 15 (2.0%) preferred not to disclose their gender, (n=765). This

is shown in Table 12 and Figure 33.

Table 12 Frequency distributions for gender

Frequency Percent Cumulative
Percent
Valid Male 266 34.8 34.8
Female 484 63.3 98.0
Others 15 2.0 100.0
Total 765 100.0
Gender

15

m Male
= Female

= Others

Figure 33 Gender frequency
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4.3.1.3. Level of education

In terms of educational attainment, nearly half of the respondents held a bachelor's
degree (46.5%, n=356). Those with a high school qualification constituted 22.0% (n=168) of
the sample, while 21.2% (n=162) held a diploma. Postgraduate representation included those

with a master's degree (9.2%, n=70) and a doctoral degree (1.2%, n=9), as shown in Table 13

and Figure 34.
Table 13 Frequency distribution for level of education
Frequency  Percent Cumulative
Percent

Valid High Sch 168 22 90.8
Diploma 162 21.2 67.7
Bachelor 356 46.5 46.5
Master D 70 9.2 100
Doctoral 9 1.2 68.9
Total 765 100.0

Level of Education

9

70

m High Sch
= Diploma
= Bachelor
® Master D

= Doctoral

Figure 34 Level of education frequency

112



To understand the youngsters in Malaysia, we produced 5 x 3 cross-tabulation table for
demographic differences (see Table 14). It revealed significant differences in level of education
based on gender and age. Females considerably outnumbered males in higher education,
particularly in older age groups. For instance, among individuals aged 25-26, 94 females hold
bachelor’s degrees compared to only 17 males. Conversely, younger males, ages 18-22, are
more likely to have obtained high school qualifications, with 105 males versus 38 females in
the 18-year-old group. There is a noticeable trend in educational attainment as individuals age:
females tend to pursue higher degrees, be it for bachelor's and master's in their mid-20s, while

males primarily complete basic education at younger ages.

However, any claims about gender differences must be tempered by the sample
composition: the sample included 484 females (63.3%) and only 266 males (34.8%), which
may overrepresent female perspectives and underrepresent male perspectives. Future research
with a more balanced gender distribution (e.g., quota sampling) is needed to confirm whether
these observed differences are statistically reliable or artefacts of sampling bias. The 'Prefer not

to say' category (n = 15, 2.0%) is too small for meaningful subgroup analysis.

Table 14 Distribution of education levels by gender and age group (N=765)

Male Female Others
Education Group Education_Group Education_Group
High Sch Diploma Bachelor Master D Doctoral |High Sch Diploma Bachelor Master D Doctoral | Diploma Bachelor Master D
18 105 7 0 0 0 38 13 3 0 0 0 0 0
Age 19-20 4 19 11 2 0 5 35 56 7 1 1 1 1
Group 21-22 1 6 19 2 1 1 16 55 5 0 2 2 0
23-24 2 3 28 3 2 1 14 64 9 3 0 3 0
25-26 5 17 17 12 0 6 29 94 27 2 0 3 2
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4.3.2. Cybersecurity Knowledge and Behaviour Analysis

All constructs for cybersecurity knowledge were measured on a 5-point Likert scale,
where 1 = “Never”, 2 = “Sometimes”, 3 = “About half the time”, 4 = “Most of the time” and 5
= “Always”, as seen in Table 24 pl18. Descriptive statistics were calculated for all key
constructs. The results indicate a mixed level of cybersecurity engagement among the
respondents. Participants demonstrated moderate engagement with practices like using
password managers (mean=3.34) but showed lower consistency in safeguarding sensitive
information (mean=2.03) and avoiding personal details in passwords (mean=2.14). Overall,
knowledge scores were moderate in areas like software/system security (mean=3.29) and low

in human security (mean=2.27) and social security (mean=2.24).

Observation on Password Security Results (Table 15): It is notable that PassSec 4 ('Use
personal information in your password') and PassSec 5 (‘Reveal confidential information')
have the lowest means (2.14 and 2.03, respectively), indicating that most respondents rarely or
never engage in these insecure practices. This is expected and positive, as it suggests awareness
of basic password hygiene. However, the moderate mean for PassSec 2 ('Use password
manager') at 3.34 suggests room for improvement in adopting more advanced password
management tools. This pattern as good awareness of basic rules but lower adoption of

sophisticated tools, is consistent with prior research (Barakovi¢ & Barakovi¢ Husi¢, 2023).
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43.21. Password security

Descriptive statistics for password security reveal an overall score of 2.8170
(SD=0.75687). This shows a negative perception of password security amongst youngsters (see
Table 15). PassSec 2 “Use password manager to keep track of all passwords (E.g., 1Password,
LastPass, Dashlane, etc)” had the highest mean value indicating that youngsters’ implemented

efficacy towards password manager.

Table 15 Password security construct

Items N Minimum  Maximum Mean Std. Deviation
PassSec 1 765 1 5 3.27 786
PassSec_2 765 1 5 3.34 .860

PassSec 3 765 1 5 3.30 .843

PassSec 4 765 1 5 2.14 1.278

PassSec 5 765 1 5 2.03 1.256

PassSec 765 2.00 5.00 2.8170 75687

Valid N (listwise) 765

For the full list of Password Security items and their sources, see Section 3.3.2.1 (Table
5 pg. 87). The interpretation of Likert scale values (1 = Never to 5 = Always) is explained in

Section 4.3.2.
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4.3.2.2. Software/system security

SoftSysSec reveal an overall mean score of 3.2937 (SD = 0.90708) in Table 16. This
shows that a positive attitude of software and system security amongst youngsters, with
SoftSysSec_ 5 having the highest mean score of 3.84 “Update applications to the latest version
(e.g. operation systems, applications, etc)”, indicating that youngsters always ensure that the

application is updated to the latest version.

Table 16 Software/System security construct

Items N Minimum  Maximum Mean Std. Deviation
SoftSysSec 1 765 1 5 3.15 1.466
SoftSysSec 2 765 1 5 3.24 1.402
SoftSysSec 3 761 1 5 3.17 1.333
SoftSysSec 4 765 1 5 3.06 1.393
SoftSysSec_5 765 1 5 3.84 1.079
SoftSysSec 765 1.20 5.00 3.2937 90708

Valid N (listwise) 765

4.3.2.3. Human security

HumSec reveal (Table 17) an overall mean score of 2.2667 (SD = 0.77972). This
indicates a relatively lower level of human security awareness among the youngsters, with
HumSec 5 having the highest mean score of 2.82 “Look at the URL bar to verify visiting the
website”, suggesting that some aspects of human security are perceived with more attention,
while relatively low level of cautiousness of “HumSec 5: Open emails or attachments from
unknown” sources but still, there is a general room for improvement in the overall security

practices among youngsters.
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Table 17 Human security construct

Items N Minimum  Maximum Mean Std. Deviation
HumSec 1 765 1 5 2.30 1.137
HumSec 2 765 1 5 2.53 1.367
HumSec 3 765 1 5 1.89 1.033
HumSec 4 765 1 5 1.79 .966

HumSec 5 765 1 5 2.82 1.280
HumSec 765 1.00 5.00 2.2667 77972

Valid N (listwise) 765

43.24. Organisation security

The descriptive statistics for OrgSys (Table 18) items reveal an overall mean score of
2.6886 (SD=0.80784), suggesting a negative level for organisation security among youngsters.
OrgSys 3 received the highest mean score of 2.94 “Organisation constantly reminds to
practice computer security”, indicating that active awareness within organisations, while

OrgSys_5 had the lowest mean score of 2.41, suggesting that the need of more security talk or

trainings.
Table 18 Organisation security construct
Items N Minimum  Maximum  Mean Std. Deviation
OrgSys_1 765 1 5 2.66 1.491
OrgSys 2 765 1 5 2.79 1.367
OrgSys_3 765 1 5 2.94 1.327
OrgSys 4 765 1 5 2.64 1.255
OrgSys_5 765 1 5 241 1.254
OrgSys 765 1 5 2.68 .8078

Valid N (listwise) 765
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4.3.2.5. Social security

Descriptive statistics for Social Security in Table 19 reveal an overall mean score of
2.2438 (SD=0.87975), indicating negative perception of social security among the youngsters.
Formal education “SociSec_3: Exposed to cyber security knowledge through past education
(e.g. high school, universities, etc.)” is the most significant factor influencing cybersecurity
social security with the mean score of 2.86, whereas government initiatives, policy knowledge,

and cybercrime reporting mechanisms are less familiar to the youngsters.

Table 19 Social security construct

Items N Minimum  Maximum Mean Std. Deviation
SociSec 1 765 1 5 1.90 1.067

SociSec 2 765 1 5 2.19 1.203
SociSec_3 765 1 5 2.86 1.338

SociSec 4 765 1 5 2.09 1.226
SociSec 5 765 1 5 2.17 1.304
SociSec 765 1.00 5.00 2.2438 .87975

Valid N (listwise) 765

4.3.2.6. Youngsters’ Attitude

Descriptive statistics for YoungATT reveal an overall mean score of 6.1039 (SD =
1.02584). This shows a positive perception of YoungATT amongst youngsters. YoungATT 1
has the highest mean value, indicating that the youngsters showed a positive attitude towards

adhering to cybersecurity knowledge, in Table 20.

Table 20 YoungATT construct

Items N Minimum  Maximum Mean Std. Deviation
YoungATT 1 765 1 7 6.26 1.148
YoungATT 2 765 1 7 6.04 1.188
YoungATT 3 765 1 7 6.19 1.093
YoungATT 4 765 1 7 5.93 1.293

YoungATT 765 1.00 7.00 6.1039 1.02584
Valid N (listwise) 765
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4.3.2.7. Youngsters’ Surrounding Pressure

Surrounding pressure' refers to perceived social influence from important others,
including family members, friends, peers, educators, and colleagues; to engage in
cybersecurity-safe behaviours. This construct operationalises the 'Subjective Norms'

component of the Theory of Planned Behaviour (see Section 2.6.2.1).

Youngsters perceive a moderate level of surrounding pressure, as indicated by the
overall mean score 0f 4.9382 (SD=1.17624) for YoungSP. Breaking this down further, the most
significant factor, measuring item “YoungSP_2 “My family and friends think that cyber security
knowledge awareness will affect cyber behaviour” has the highest mean score (5.18),
underscoring the strong role of belief from youngsters’ close relationship with surrounding
people in shaping cybersecurity. In contrast, YoungSP 1 with item “Most people around me
obey to cybersecurity knowledge awareness” shows the lowest mean (4.49), was intended to
measure whether respondents perceive that their social circle follows cybersecurity best

practices, suggesting that other surrounding factors exert relatively weaker influence (see Table

21).
Table 21 Youngsters' Surrounding Pressure (Subjective Norms) Construct
Items N Minimum  Maximum Mean Std. Deviation
YoungSP 1 765 1 7 4.49 1.537
YoungSP 2 765 1 7 5.18 1.447
YoungSP 3 765 1 7 5.20 1.340
YoungSP 4 765 1 7 4.89 1.534
YoungSP 765 1.00 7.00 4.9382 1.17624
Valid N (listwise) 765
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4.3.2.8. Youngsters’ Perceived Control

Descriptive statistics for YoungPC reveal an overall mean score of 5.6095 (SD =
0.91688), indicating a relatively positive perception of perceived control among youngsters.
YoungPC 2, which refers to “Following cyber security knowledge awareness affecting my
cyber behaviour” has the highest mean score of 5.85, suggesting that youngsters feel they have
the most control over their actions based on their knowledge related to cybersecurity.
Conversely, YoungPC 1, “I find it easy to ensure that I always comply with the cybersecurity
knowledge awareness” had the lowest mean score of 5.36, reflecting a slightly lower perception
of control in some areas. Overall, the data suggests a moderate level of perceived control among

youngsters over their cybersecurity behaviours (see Table 22).

Table 22 YoungPC construct

Items N Minimum  Maximum Mean Std. Deviation
YoungPC 1 765 1 7 5.36 1.237
YoungPC 2 765 1 7 5.85 1.149
YoungPC 3 765 1 7 5.58 1.132
YoungPC 4 765 1 7 5.65 1.234

YoungPC 765 1.00 7.00 5.6095 91688
Valid N (listwise) 765
4.3.2.9. Youngsters’ Cyber Cautiousness Intention

Descriptive statistics for YoungCCI reveal an overall mean score of 5.6095
(8SD=0.91688), indicating that youngsters generally perceive themselves to have a moderate
level of control over their cybersecurity actions (Table 23). Among the items, YoungCCI 5
received the highest mean score of 5.93 “I expect to behave differently if I have cyber security
knowledge”. Conversely, YoungCCI 1 had the lowest mean score of 5.79 “I plan to always

comply to cybersecurity knowledge awareness”, indicating that some areas of perceived control
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might need further attention. Overall, the data shows that youngsters have a relatively strong

sense of control, but there are variations across different aspects of cybersecurity.

Table 23 YoungCCI construct

Items N Minimum  Maximum Mean Std. Deviation
YoungCCI 1 765 1 7 5.79 1.154
YoungCCI 2 765 1 7 5.85 1.082
YoungCCI 4 765 1 7 5.90 1.086
YoungCCI 5 765 1 7 5.93 1.103

YoungCCI 765 1.25 7.00 5.8667 94101
Valid N (listwise) 765

4.3.3. Instrument validity: Reliability and Validity of the Survey Instrument
4.3.3.1. Reliability Analysis

Cronbach alpha (o) is used to construct a validation score to test the credibility of the
analysis (Cronbach, 1951). While alternative metrics for assessing reliability exist, such as
coefficient H (McNeish, 2018), Cronbach’s alpha remains the predominant instrument within
psychological and behavioural research, justifying its application in this study. The score for

Cronbach’s alpha is calculated by formula:

__k [, _Zst
R — S%

The need of Cronbach alpha in survey and construct validation is fundamentally

axiomatic, function as necessary, to warrant the credibility of a construct into a composite score
for subsequent analysis. This study employed Cronbach's alpha to verify that the items within
each construct (e.g., the five Password Security items) consistently measured their intended
construct before aggregating them into composite scores for subsequent analysis (EFA, CFA,
SEM). While alternative metrics exist (e.g., coefficient H, omega), Cronbach's alpha remains

the most widely reported reliability statistic in behavioural research, facilitating comparison
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with prior studies. Scholars have varying perspectives on acceptable thresholds score for
Cronbach’s alpha. Hair (2009, p. 14) suggest a minimum reliability coefficient of 0.7 as the
standard cutoff value as in Table 24, however Straub, Boudreau, and Gefen (2004) suggested
that the minimum acceptable value is set at .60 for exploratory research and .70 for
confirmatory research, though Bujang, Omar, and Baharum (2018) argues that a lower alpha
value of 0.5 may still be acceptable, particularly when dealing with a small number of items in

the scale.

Table 24 Cronbach's interpretation values to five-point Likert scale

Response Score Cronbach’s Interpretation

Alpha

Always 5 >=(.90 Excellent

Most of the time 4 0.80-0.89 Good

About half the time 3 0.70-0.79 Acceptable

Sometimes 2 0.60-0.69 Questionable

Never 1 0.50-0.59 Poor
<0.50 Unacceptable

The thesis used Cronbach's alpha to assess the internal consistency reliability of the
multi-item scales measuring each cybersecurity construct (password security, software/system
security, human security, organisational security, social security, and the Theory of Planned
Behaviour components: attitude, subjective norms, perceived behavioural control, and
intention). It is used appropriately based on Barbera et al. (2021) recommendations, as it was
employed appropriately for single-administration internal consistency. Common
misinterpretations were avoided; it did not claim equivalence across different test forms nor
make assertions regarding item difficulty. Transparent justification for the selected thresholds
was provided, and the relevance of the statistic for establishing the reliability of the multi-item
constructs was clearly explained prior to their aggregation and subsequent analysis using EFA,

CFA, and SEM.
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Table 25 indicated all constructs complied with the reliability measurement, therefore, all

variables are accepted for further analysis.

Table 25 Reliability analysis for each variable

Cronbach’s N of

Variables Alpha Items
Password security 78 5
Software/system security .70 5
Human security .69 5
Organisation Security .84 4
Social security .76 5
Youngsters’ attitude .89 4
Youngsters’ subjective norms 81 4
Youngsters perceived control 77 4
Youngsters’ cyber intention .87 4
Youngsters’ behaviour .63 13

4.3.3.2. Construct Validity (Factor Analysis)

After assessing the reliability of the variables, we then employed exploratory factor
analysis (EFA) to evaluate their validity and uni-dimensionality. In addition to EFA, validity
can also be examined through confirmatory factor analysis (CFA), which provides measures of
convergent validity and discriminant validity.
4.3.3.2.1. Exploratory Factor analysis (EFA)

Exploratory Factor Analysis (EFA) is a statistical technique used to identify the
underlying structure among a set of observed variables. EFA answers the question, for instance
“Do these survey items group together into meaningful clusters (factors)?”. Unlike
Confirmatory Factor Analysis (CFA), which tests a pre-specified structure (Thompson, 2004),
EFA is data-driven and does not impose a predetermined pattern (Gorsuch, 1997). EFA allows
researchers to explore how variables interrelate and to identify whether they can be grouped

into broader latent constructs, known as factors (Pett, Lackey, & Sullivan, 2003).
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For this research, EFA was performed using principal axis factoring (PAF) with varimax
rotation in SPSS version 29. The minimum factor loading criterion was set to 0.50, meaning
that only items with a loading of 0.50 or higher on a given factor were considered to have a
meaningful relationship with that factor. Several key statistical concepts are essential for

understanding the EFA results.

First, a factor loading refers to the correlation between an observed item (e.g., a survey
question) and its underlying factor, with loadings ranging from -1 to +1. A loading of 0.50 or

above indicates that the item shares at least 25% of its variance (0.50% = 0.25) with the factor.

Second, communality represents the proportion of variance in an observed variable that
is explained by all extracted factors combined, with values ranging from 0 to 1 (Yong & Pearce,
2013). In this study, communality values below 0.50 were considered insufficient, indicating

that the factors did not adequately explain the item's variance.

Third, cross-loading occurs when an item shows significant factor loadings (>0.50) on
two or more factors simultaneously, indicating that the item does not clearly represent a single
construct. This phenomenon threatens discriminant validity, which is the extent to which

distinct constructs remain empirically distinct from one another (Najera, Abad, & Sorrel, 2025).

Fourth, the phrase "failed to load" means that an item did not achieve a factor loading
of 0.50 or higher on any factor. In practical terms, this indicates that the item shares no

meaningful relationship with any of the extracted factors.

A simplified version of EFA term definition diagram is reproduced below as in Table
26. Consequently, such items in construct variable were removed from further analysis because

they did not contribute to any coherent construct.

124



Table 26 EFA Terms Definition

Term Definition How Applied in This Study
Correlation between an item | Minimum loading set to 0.50; higher
Factor Loading and its underlying factor loadings indicate stronger item-
factor relationship
Proportion of item variance | All values exceeded 0.50, indicating
Communality explained by all extracted | items were well-explained by the
factors factors
Latent construct grouping | Four behavioural factors (Attitude,
related observed variables Subjective Norms, Perceived
Control, Intention); Five knowledge
Dimension/Factor
factors (Password, Software/System,
Human, Organisation, Social
Security)
Tests if correlation matrix | Significant (p < .001), confirming
Bartlett's Test
differs from identity matrix data suitability for factor analysis
Assesses sampling adequacy | Values >0.50, indicating appropriate
KMO Measure
data for factor analysis
Cumulative percentage of | 64.035% for behaviour; 65.327% for
Total Variance
variance accounted for by | knowledge
Explained
retained factors

i.  Youngsters’ Cyber Behaviour

The result show that communalities were over 0.50. An important step involved

weighing the overall significance of the correlation matrix through Bartlett’s Test of Sphericity,
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which provide a measure of the statistical probability that the correlation matrix has significant
correlations among some of its components. The results were significant, x> (n=765) =
5778.219 (p <0.001), which indicate its suitability for factor analysis. The Kaiser-Meyer-Olkin
measure of sampling adequacy (MSA) which indicates the appropriateness of the data for factor
analysis, was 0.861. In this regard, data with MSA values above 0.500 are considered
appropriate for factor analysis. Finally, the factor solution derived from this analysis yielded

four factors for the scale, which accounted for 60.379 per cent of the variation in the data.

Nonetheless, in this initial EFA, two items (i.e “YoungPCl1: I find it easy to ensure that
I always comply with the cybersecurity knowledge awareness”, “YoungPC4: I find it easy to
behave differently if I have cyber security knowledge™) loaded onto its factor and other than
its underlying factor. In addition, one item “YoungPC4: I find it easy to behave differently if
have cyber security knowledge” loaded onto its factor and other than its underlying factor.

Hence, the two items were removed from further analysis.

While the Kaiser-Meyer-Olkin (KMO) measure indicates the proportion of variance
among variables that might be common variance, Bartlett’s Test of Sphericity confirms that
the correlation matrix is not random, hence the reason the test is used in this research. Together,
they satisfy the statistical assumptions required to justify the use of EFA (Kaalil, Ozkal, &

Demilrer, 2025).

We then repeated the EFA without these items. The results of this new analysis
confirmed the five-dimensional structure theoretically defined in this research (see Table 27).
The Kaiser-Meyer-Olkin MSA was 0.843. The three dimensions explained a total of 64.035
per cent of the variance among the items in this study. The Bartlett’s Test of sphericity proved
to be significant, and all communalities were over the required value of 0.500. the four factors

identified as part of this EFA aligned with the theoretical proposition in this research. Factor 1
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includes items YoungATT1 to YoungATT4, referring to Youngsters’ Attitude (YoungATT).
Factor 2 gathers items YoungCCIl to YoungCCIl4, which represents Youngsters’ Cyber
Cautiousness Intention (Youngcci). Factor 3 indicates items YoungSP1 to YoungSP4, which
represents Youngsters Surrounding Pressure (YoungSP). YoungSP is one of the four constructs
derived from the Theory of Planned Behaviour (TPB) to measure subjective norms.
Specifically, the perceived social pressure from family, friends, peers, and surrounding
influences to engage in cybersecurity-safe behaviours. Finally, Factor 4 includes items
YoungPC1 and YoungPC2, which represent Youngster’s Perceived Control (YoungPC). Factor

loading is presented in Table 28.

Table 27 Youngsters’ Cyber Behaviour EFA Result

Factor

Items 1 2 3 4

Youngsters’ Attitude
YoungATT1 .868
YoungATT?2 .810
YoungATT3 .800
YoungATT4 .656

Youngster’s cyber cautiousness intention
YoungCClI1 17
YoungCCI2 .683
YoungCCI3 .845
YoungCCl4 770

Youngsters Surrounding Pressure
YoungSP1 615
YoungSP2 .807
YoungSP3 751
YoungSP4 626

Youngsters Perceived Control
YoungPCl .870
YoungPC3 .549

ii.  Youngsters’ Cyber Knowledge Areas

Initially, the analysis showed that not all communalities were above 0.50. An important
aspect of the analysis was testing the overall significance of the correlation matrix using

Bartlett’s Test of Sphericity. This test determines whether significant correlations exist among
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the variables in the matrix. The results were statistically significant, with ¥*> (n = 765) =
6617.923 (p <0.001), confirming that the data was appropriate for factor analysis. In addition,
the Kaiser-Meyer-Olkin (KMO) measure of sampling adequacy was 0.684, which indicates
that the data is suitable for factor analysis, as values greater than 0.500 are deemed acceptable.
The factor solution identified four factors, accounting for 40.402 per cent of the total variance

in the data, generally considered to explain a moderate amount of the total variance in the data.

We then removed 12 items for exploratory factor analysis (EFA) (see Table 28) as they
did not load significantly on any of the factors to statistical criteria where the factor loadings <
0.50 (“failed to load”), communalities < 0.50, or cross-loading > 0.50 on two or more factors.
Items meeting any of these criteria were removed to ensure the statistical validity of the factor
structure for subsequent analysis (EFA, CFA, SEM). Items for cybersecurity knowledge were

removed, including:

a. HumSec2 ('Check if the website you're visiting uses HTTPS') failed to load
(loading < 0.50). This is surprising, as checking HTTPS is a fundamental
security practice. One possible explanation is that Malaysian youngsters may
not be familiar with HTTPS or may not distinguish between HTTP and HTTPS,
rendering this item ineffective for this population. Alternatively, mobile
browsing, where HTTPS indicators are less visible, may be the primary mode
of internet access for this demographic

b. HumSec5 ('Look at the URL bar to verify visiting the website') failed to load.
Like HumSec?2, this may reflect mobile browsing habits where the URL bar is
often hidden or truncated.

c. SoftSysSec4 ('Clear browser cookies') and SoftSysSec5 (‘Update applications

to the latest version') failed to load. These are technically oriented practices that
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may not resonate with non-expert users, particularly youngsters who may rely
on automatic updates rather than manual checks

d. OrgSecl ('Work device(s) is monitored by administrator') and OrgSec2
('Organisation's IT helpdesk sends out alert messages'), these items cross-loaded
onto both Organisation Security and Social Security, suggesting that youngsters
who are not in full-time employment may not distinguish between workplace
monitoring and broader social cybersecurity initiatives.

e. OrgSec5 (‘Organisation organises security talks') was removed due to low
loading. This item assumes participants work in organisations that provide
formal security training, which may not apply to students or early-career

workers.

Statistical removal does not mean these behaviours are unimportant for cybersecurity.
Rather, it suggests that, within this specific sample of Malaysian youngsters aged 18-26, these
items did not co-vary strongly with other items in their intended constructs. Possible
explanations include; (1) Item may be to basic that respondents did not discriminate between
them and other items; (2) Instrument adapted from Ion, Reeder, and Consolvo (2015) was
originally designed for a general adult population, which may have stronger corporate security
exposure. Malaysian youngsters, many of whom were students or early-career workers, may
not encounter organisational security practices for instance “Clear browser cookies” as
frequently as corporate employees. This 'corporate emphasis' in the original instrument may
explain why some organisation-related items were removed; (3) The importance placed on
certain security practices may differ between Malaysian youngsters and the populations in

which the original instruments were validated.

Moreover, above justification aligned with the analysis using eigenvalues values at

<1.00 and communalities of <0.500.
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Same repetition as 4.3.3.2.2 were made to the items that were included for EFA which

Kaiser-Meyer-Olkin MSA analysed at 0.654. The three dimensions explained a total of 65.327

per cent of the variance among the items in this study. This outcome suggests that the derived

factor structure provides a coherent and well-supported representation of the data, offering a

more interpretable framework. The Bartlett’s Test of sphericity proved to be significant, and all

communalities were over the required value of 0.500. The five factors and items identified in

this analysis aligned well with the theoretical framework shown in Table 29.

Table 28 Items removed from CFA analysis

Code Items

PassSecd Use personal information (e.g., your name, last name, date of birth, etc) in
your password

PassSecs Reveal confidential information (e.g. Identification Number (ID), credit
card number, and CVV number, etc)

SoftSysSecd Clear Browser Cookies (e.g. username, password, bank account details,
etc)

SoftSysSecs Upd‘fl‘[e gpplications to the latest version (e.g. operation systems,
applications, etc)

HumSec2  Check if the website you’re visiting uses HTTPS

HumSec5  Look at the URL bar to verify visiting the website

OrgSecl Work device(s) is monitored by administrator

OrgSec? Organization's Information Technology helpdesk sends out alert
messages/emails concerning security

OrgSec5 Organization organizes security talks

Table 30 provides the Confirmatory Factor Analysis (CFA) results, which validate the factor

structure identified in EFA.
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Table 29 Youngsters' Cyber Knowledge EFA Result

Factor

Items 1 2 3 4 5
Password security
PassSec1 0.671
PassSec2 0.848
PassSec3 0.66
Software/System
Security
SoftSysSec1 0.636
SoftSysSec2 0.858
SoftSysSec3 0.819
Human Security
HumSecl 0.682
HumSec3 0.681
HumSec4 0.82
Organisation
Security
OrgSec3 0.775
OrgSec4 0.785
Social Security
SociSec2 0.751
SociSec3 0.602
SociSec4 0.885
SociSec5 0.713

4.3.3.2.2. Confirmatory Factor Analysis (CFA)

Rather than simply extracting patterns from data, CFA directly evaluates how well a
proposed factor structure aligns with the observed relationships (Roos & Bauldry, 2021). A
structural equation model (SEM) was generated through moment structure (AMOS) 29.0 from
SPSS version 29.0 to draw a graph of the Measurement Model for CFA. All the constructs in
this research are drawn and then covaried with each other to perform CFA. Then the model is
assessed for Model Fit, and the reliability and validity of the constructs is assessed as in Figure

35.
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Referring to Table 30 (Reliability and Convergent Validity), the concept of a "dominant
factor" or statistically called as strongest measurement properties can be understood in two
ways: by factor loading magnitude (from EFA) and by construct reliability and validity (from
CFA). Among all constructs, Youngsters' Attitude (YoungATT) exhibits the highest composite
reliability (CR = 0.991) and the highest average variance extracted (AVE = 0.685), indicating
that it explains the greatest proportion of variance in its observed indicators. This suggests that,
among the behavioural constructs derived from the Theory of Planned Behaviour, attitude
toward cybersecurity practices is the most reliably measured and conceptually coherent factor

in this study.

Several noteworthy values deserve explicit commentary. YoungPC2 (loading = 0.905)
is particularly striking, as it demonstrates that the item "Following cyber security knowledge
awareness affecting my cyber behaviour" shares approximately 82% of its variance (0.905* =
0.819) with the Perceived Control construct. This indicates that respondents who perceive a
direct link between their cybersecurity knowledge and their behavioural outcomes are
exceptionally strong indicators of overall perceived behavioural control. Conversely,
SoftSysSecl ("Use a pop-up blocker") has the lowest loading in the table (0.445), with only
19.8% of its variance explained by the Software/System Security factor and a correspondingly
high measurement error (0.802). This suggests that pop-up blockers may not be a salient or
recognised cybersecurity practice among Malaysian youngsters. Similarly, PassSec3 (loading
= 0.485) falls slightly below the 0.50 threshold, implying that traditional password complexity
rules may be less relevant to this demographic, possibly due to the increased adoption of

password managers or updated password guidelines.

On the other hand, SoftSysSec3 ("Anti-virus software is up to date") demonstrates the
strongest loading among the knowledge domains (0.896), confirming that keeping antivirus
software updated is a well-understood and coherent cybersecurity practice. Among the
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behavioural constructs, YoungATT1 (loading = 0.892) shows that youngsters hold a strong
positive attitude toward the consistent adherence to cybersecurity knowledge. These
highlighted values provide a clearer understanding of which items most reliably represent their

respective constructs, and which may warrant reconsideration in future research.
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Figure 35 Final CFA Model
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Table 30 Reliability and Convergent Validity

Standardised Composite AVérage Maximum Standardised
Variables/ Constructs Items Factor Cronbach Reliability Variance Sh?red Factor Em,)r (*1 §
Loadings Alpha (CR) Extracted | Varience Loading"2 loading*2)
(AVE) | (MSV)

YoungATT1 .892 .868 796 .204
. YoungATT2 .839 810 .704 .296
YoungAttitude YoungATT3 958 200 991 .685 .194 736 64
YoungATT4 711 .656 .506 494
YoungSP1 .670 615 449 551
. YoungSP2 789 .807 .623 371
YoungSurrounding_Pressure YoungSP3 =79 51 .830 .536 .194 607 393
YoungSP4 .682 626 465 .535
. YoungPCl 677 .870 458 542
YoungPerceived Control YoungPC2 905 549 786 .639 359 319 131
YoungCCI1 167 17 .588 412
. . [YoungCCI2 754 .683 .569 431
YoungCyber Cautiousness_Intention YouneCCI3 %73 945 .852 .636 359 62 38
YoungCCIl4 .790 .770 .624 376
PassSecl 793 .671 .629 371
Password Security PassSec2 .683 .848 745 444 .001 466 .534
PassSec3 485 .660 .235 765
SoftSysSecl 445 .636 .198 .802
Software/System Security SoftSysSec2 187 .780 .605 .540 .038 .619 381
SoftSysSec3 .896 797 .803 197
HumSec1 .682 .682 465 .535
Human Security HumSec3 .670 .681 72 .533 .003 449 551
HumSec4 .827 .820 .684 316
o . OrgSys3 .825 775 .681 319
Organisation Security Ori Sis 4 30 35 784 .645 129 608 30
SociSec2 778 751 .605 395
. . SociSec3 .641 .602 411 .589
Social Security SociSecd 263 285 .838 567 129 45 555
SociSec5 712 713 .507 493

The measurement model was assessed to evaluate its reliability, convergent validity,

and discriminant validity. The confirmatory factor analysis (CFA) results in Table 30 indicate

a good fit of the model to the data. The fit statistics (X?/df = 2.96, RMSEA = .051, RMR =

062, GF1 =918, CFI = .933) fall within the acceptable thresholds recommended by Li-tze &

Bentler (1999) and Browne & Cudeck (1992), thus confirming a satisfactory model fit.
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All constructs demonstrated strong internal consistency reliability, with both
Cronbach's Alpha and Composite Reliability (CR) values exceeding the recommended value

of 0.70.

Convergent validity was generally supported. The standardised factor loadings for most
measurement items were above the 0.60 criterion, and all were significant. Furthermore, the
Average Variance Extracted (AVE) for most constructs surpassed the 0.50 benchmark (Claes
& Larcker, 1981), indicating that the constructs adequately explain the variance of their
indicators. For the "Password Security" construct, the AVE value was 0.444, slightly below the
0.50 threshold. However, its Composite Reliability (0.744) was well above the 0.70
acceptability standard. Following the guidance of Hair et al. (2010), this combination indicates
that the convergent validity for this construct remains adequate, as the CR confirms its internal
consistency. Similarly, one item for "Software/System Security" (SofSysSecl) had a factor
loading of .445. This loading was retained as it meets the more liberal but acceptable 0.40
threshold suggested by (Stevens, 2009) and was deemed essential for maintaining the content

validity of the construct.

Finally, discriminant validity was established for all constructs, as the Maximum Shared

Variance (MSV) for each was less than its corresponding AVE (Claes & Larcker, 1981).

In summary, the results confirm that the measurement model is both reliable and valid,

providing a solid foundation for testing the structural model.

4.3.4. Open-Ended Response Analysis

To complement the quantitative data and gain deeper, contextual insights into
participants' perceptions, a thematic analysis was conducted on the single open-ended survey
item requesting "Additional Information". This qualitative approach was essential to capture

the nuanced, unprompted concerns and suggestions of the respondents (Nowell et al., 2017),
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providing a rich understanding that closed-ended questions could not fully elicit (Braun &

Clarke, 2006).

4.3.41. Data Preparation and Analytical Process

The analysis followed a systematic, multi-stage process. Initially, the textual data from
all 54 respondents who provided additional comments were extracted and compiled. The
analysis was conducted using a hybrid approach, leveraging both software-assisted analysis
with NVivo 15 (Release 1.7.2) and manual coding in Microsoft Excel to ensure rigor and

comprehensiveness.

1. Familiarisation and Initial Theme Generation using NVivo: The qualitative data
was first imported into NVivo 15. As the initial step in the analysis process, prior to any
manual coding, the software's word frequency query was conducted to identify the most
frequently occurring terms across all 54 responses. This provided an unbiased, data-
driven overview of prominent concepts without researcher-imposed categories. The

nn nn

analysis visually highlighted words such as "awareness", "cybersecurity", "exposed",
"elderly", "education", and "government", as evident in Figure 36. These frequent
terms, generated directly from participants' own language, served as a foundational
guide for the initial inductive coding process. Following this, the data underwent a

process of immersive and repeated reading to ensure deep familiarity with the content,

after which a preliminary set of codes was generated based on the data's content.
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Figure 36 Word Cloud Query from NVivo

2. Development of a Structured Codebook and Systematic Coding in Excel: The
preliminary codes from NVivo were refined and organised into a structured codebook
comprising 11 distinct themes, each with a corresponding code (e.g., CMA, VGE,
VGY), as detailed in Table 31. This codebook was then applied systematically in an
Excel spreadsheet. To ensure coding consistency and to validate the themes identified
in NVivo, the frequent words from the NVivo query were actively cross-referenced
during the Excel coding process. This cross-referencing ensured that the final themes
were not only comprehensive but also directly anchored in the specific language used

by the participants.
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Table 31 Thematic codebook for open-ended responses

Code Themes Description
Explicitly states a need for more exposure,
CMA  Call for More Awareness campaigns, or highlights a current lack of
awareness.
Identifies the elderly, older people, or parents as
VGE Vulnerable Groups: Elderly
a vulnerable group.
Identifies children, teenagers, students, or the
VGY Vulnerable Groups: Youngsters '
younger generation as a target group.
' o Focuses on formal education, training
EDU Education & Training . . .
programmes, or curriculum integration.
. Mentions the role of authorities, government, or
SYS Systemic & Government Role o
organisations.
BAC Barriers: Cost & Accessibility Identifies financial cost as a barrier to security.
BAK Barriers: Knowledge & States that cybersecurity is hard to understand or
Complexity that knowledge is lacking.
POS Positive Feedback/General Provides general positive feedback or agrees with
Support the importance of cybersecurity.
NEG Negative Feedback/Critique Criticises the survey method or data collection.
) Describes the respondent's own cybersecurity
PRAC  Personal Practice )
habits.
N/A No Additional Info / N/A The field is empty or contains no additional info.
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3. Data Structuring for Quantitative Analysis: To facilitate the quantitative analysis of
qualitative data, a "one theme per row" structure was initially adopted during the coding
process in Excel. This meant that a single response expressing multiple ideas was
assigned multiple codes across separate rows, with participant sentences duplicated to
maintain context for each code. This duplication was necessary for the systematic
counting of theme frequencies and proportions during analysis. However, for the final
presentation in Table 32, each unique participant statement is typed only once, with all
associated codes listed alongside it. This approach preserves the clarity of the analysis

while enhancing the readability of the table.
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Table 32 Single response with multiple themes

Excerpt from transcript

Codes

"In Malaysia, exposure to cyber security is still on
minimal level especially within primary and
secondary school students" , #P29

Vulnerable Groups: Youngsters (VGY)
Call for More Awareness (CMA)

"I hope government can provide initiative to send
awareness to more people about the cyber security as
we are moving fast in the modern world" , #P34

Systemic & Government Role (SYS)
Call for More Awareness (CMA)

"[ think it is better for the knowledge of security is
implemented in the education website of university,
school and so on to avoid any unethical behaviour
among the students" , #P36

Vulnerable Groups: Youngsters (VGY)
Education & Training (EDU)

"Cyber security is really important as it helps to
protect my privacy and ensure my cyber life is safe
and free from any scams and threats. It is important
for kids and adults nowadays to be exposed to the
cyber security program and have an awareness of it
as it will build a cyber-safe generation in the future.
Thank you and good luck for your study." , #P7

Vulnerable Groups: Elderly (VGE)
Vulnerable Groups: Youngsters (VGY)
Call for More Awareness (CMA)

"I usually detect scam by using google lens for
pictures, CCID web and true caller. I realised that we
lack of cybersecurity awareness as people around me
tend to trust any people that try to scam them. I often
need to remind them always as im always alert with
the scammers."” , #P15

Vulnerable Groups: Elderly (VGE)
Call for More Awareness (CMA)
Personal Practice (PRAC)

"Cyber security issues demand more attention from
many authorities, including the government,
employers, and families, because during these day,
everyone is exposed to cyber fraud.", #P25

Systemic & Government Role (SYS)
Call for More Awareness (CMA)

4.3.4.2. Thematic Analysis Findings

This section presents the first mention of the themes derived from the open-ended

responses. The analysis of 54 responses yielded 76 code-able instances across the 11 themes.

The frequency and proportion of each theme are presented in Table 33 and summarised in

Figure 37.
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The most prominent finding was a pervasive Call for More Awareness (CMA), which
constituted over a third of all coded themes. This indicates a strong consensus among
participants that current levels of cybersecurity awareness are insufficient. This result aligns
with previous research conducted by Abdullah et al. (2018) , which emphasised that Malaysia's
growing integration with ICT highlights the critical importance of widespread cybersecurity

awareness.

A portion of the responses also highlighted specific Vulnerable Groups, with concerns
for Youngsters (VGY) appearing only a few percentage points higher than for the Elderly
(VGE). This was often coupled with calls for structured Education & Training (EDU) , which
also represented a meaningful proportion of the themes. Participants suggested integrating
cybersecurity into school curricula, an area highlighted in the literature as warranting further
investigation (Rehman & Manickam, 2023), and creating targeted programmes for different

demographics.

Furthermore, a Systemic & Government Role (SYS) was mentioned in a smaller
proportion of responses. While infrequent, this indicates that some participants perceived a
need for greater involvement from authorities and organisations. As discussed in Section 2.6.1,
relevant authorities such as CyberSecurity Malaysia and MCMC have implemented
cybersecurity initiatives; however, respondents expressed that these initiatives may not be
reaching a broad enough segment of the public. A smaller subset of comments pointed to
barriers, including the perceived Cost & Accessibility (BAC) and Knowledge & Complexity
(BAK) of cybersecurity itself, which were mentioned infrequently but nonetheless suggest

obstacles that deter proactive measures.
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Table 33 Frequency and Proportion of Identified Themes

Themes Codes Frequency Proportion
Call for More Awareness CMA 27 36%
Vulnerable Groups: Elderly VGE 7 9%
Vulnerable Groups: Youngsters VGY 11 14%
Education & Training EDU 8 11%
Systemic & Government Role SYS 5 7%
Barriers: Cost & Accessibility BAC 1 1%
Barriers: Knowledge & Complexity BAK 3 4%
Positive Feedback/General Support POS 8 10%
Negative Feedback/Critique NEG 1 1%
Personal Practice PRAC 3 4%
No Additional Info / N/A N/A 2 3%
Total 76 100%
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4.3.43. Bridge to Knowledge Domain from Quantitative Data

The findings from this thematic analysis provide a critical qualitative depth to the quantitative

results.

Perceived Systematic

Failure SYS
Drives
Barriers to Adoption Call for More Awareness
BAK/BAC CMA
Hinders Manifest as

Demand for Targeted
Education & Training EDU

)

Specifically Reinforces
Targets focus on

Vulnerable Groups
VGY/NGE

Figure 38 Relationship between themes

The conceptual model in Figure 38 offers a synthesised explanation, suggesting that
cybersecurity application is a consequence of domain knowledge and education. The
predominant call for awareness (CMA) directly correlates with the survey statistics, which
indicated moderate to low engagement with certain cybersecurity practices (e.g., Human
Security, Social Security). The identified focus on Vulnerable Groups (VGE, VGY) and
Education (EDU) is discussed in relation to the demographic findings and the potential need

for tailored intervention strategies in Section 5.3.
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4.4. PHASE 2 ANALYSIS: Phishing Simulation Data

4.4.1. Data cleaning

The initial participant pool comprised N=765 individuals. As a mandatory prerequisite
for inclusion in the phishing simulation phase, participants were requested to provide a valid
and verifiable email address during the first phase. Cases that failed to meet this criterion, as
such, those who did not provide an email address or those with technically invalid/unreachable
addresses, were excluded from the subsequent campaign and the final analysis cohort. This
pre-screening exclusion resulted in a final sample size of N=483 for the primary analysis of
susceptibility to the three phishing email conditions. The non-participation at this stage is
considered a Missing Completely at Random (MCAR) mechanism relative to the subsequent

phishing outcomes, as it is based purely on technical compliance.

The analytical foundation for this chapter is the curated dataset, prepared as described
in the Methods chapter, which was analysed using IBM SPSS Statistics. Crucially, the
numerical values for the dependent variable (Experiment Status or ‘expstatus’), were decoded.
This involved verifying and recoding the values within the variables themselves to ensure
accurate representation of the experimental conditions. The primary outcome was modelled as
an ordinal variable with four levels of escalating engagement, starting at the lowest level: '1":
Email Sent, '2": Email Opened, '3": Link Clicked, and '4": Data Submitted. The distribution of
cases across these ordinal levels is first examined descriptively, followed by inferential

analyses to identify factors associated with progression to higher stages of susceptibility.

4.4.2. Descriptive Results of the Phishing Simulation

A cross-tabulation analysis was conducted to examine the distribution of participant
responses across three different phishing campaign in Section 3.4 and the various email

classifications. This initial descriptive analysis provides an overview of the data structure and
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reveals key patterns in user susceptibility before inferential statistical testing. The row variable
was the experiment number (‘ExperimentNo’), representing the three different phishing
simulations, and the column variable was the experimental status (‘ExperimentalStatus’),
which categorised participant interaction with the phishing email into one of four ordered

levels, as explained in Table 34.

Table 34 Cross-Tabulation of Phishing Experiment Number by Participant Response Status

ExperimentStatus
1 2 3 4 Total
Experiment 1 1 3 22 139 165
No 2 4 5 19 144 172
3 0 4 19 123 146
Total 5 12 60 406 483

First, most participant interactions across all three experiments fell into the safest
category, ‘Email Sent’ (Status 1), accounting for 406 out of 483 total responses (84.1%). This
indicates a generally high level of security knowledge among the cohort. The email was sent

using GoPhish tools to the participant's email address.

Second, the rate of the most severe compromise, 'Submitted Data' (Status 1), was
consistently very low throughout the experiments. It was observed in only 5 instances out of
483 (1.0%), with no occurrences in the third experiment. The intermediate engagement levels
of 'Clicked' (Status 2) and 'Opened' (Status 3) also represented small proportions of the total

responses, at 2.5% (n=12) and 12.4% (n=60), respectively.

When examining the trends across the sequential experiments, the number of
participants who exhibited 'No Interaction' (Status 4) remained the dominant response in each
round, constituting 406 out of 483 total responses (84.1%). This indicates a generally high

baseline level of security awareness among the cohort. However, a slight fluctuation in the total
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number of participants per experiment is noted (165, 172, 146). The counts for the more severe

responses, particularly 'Submitted Data' (Status 1) and 'Clicked' (Status 2) are low, suggesting

high knowledge in cyber security.

Table 35 Case Processing Summary

Decsription Marginal
N Percentage
Experiment Email Sent 406 84.1%
Status Email Open 60 12.4%
Clicked Link 12 2.5%
Submitted 5 1.0%
Data
Age 18-19 20 4.1%
20-21 111 23.0%
22-23 94 19.5%
24-25 78 16.1%
26 180 37.3%
Gender Male 101 20.9%
Female 377 78.1%
Others 5 1.0%
LOEdu High-School 25 5.2%
Diploma 121 25.1%
Degree 277 57.3%
Masters 52 10.8%
PhD 8 1.7%
Valid 483 100.0%
Total 765

In summary, these descriptive results establish a baseline understanding of participant

behaviour, characterising the sample as largely resilient to the phishing simulations but with a

small, consistent proportion engaging in risky behaviours. This sets the foundation for the
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formal hypothesis testing presented in the next section, which will determine if these observed

differences across experiments are statistically significant.

4.4.3. Bridging the Data: Correlating Survey and Simulation Result

To test the hypothesis that the type of phishing email significantly predicts the level of
participant cyber knowledge, a regression model was employed. This approach ensures robust
analysis of both susceptibility in phishing and the outcome of overall variables. The Ordinal
Logistic Regression (OLR), specifically the proportional odds model, was selected due to the
inherently ordered nature of the variable. To test the hypothesis that the type of phishing email
significantly predicts the level of participant cyber knowledge, an ordinal logistic regression
was employed. Specifically, the proportional odds model was selected due to the inherently
ordered nature of the outcome variable (phishing susceptibility). Phishing susceptibility, as
operationalised in this study, is not a simple binary state but a hierarchical construct of
escalating compromise severity (Taylor & Becker, 1998). The outcome variable,
‘ExperimentalStatus’, captures this inherent order, ranging from the least severe 'No

Interaction' to the most severe 'Submitted Data'.

Table 35 shows the Cases Processing Summary highlighting the cases included in the
analysis. The number of missing cases (n=282) primarily reflects the exclusion of participants
who did not successfully enter the experimental phase, aligning with the listwise exclusion
approach for non-compliance and invalid data (as noted in Section 4.4.1). The total sample size
for the analysis (N=483) is correctly reflected in the descriptive results above. The high rate of
no interaction in the phishing simulation was not anticipated but is consistent with some prior

phishing simulation studies (Gordon et al., 2019; Rizzoni et al., 2022).

Model Fitting Information in Table 35 shows that there is a significant improvement in

fit (<0.05) as compared to null model, hence, the model is showing a good fit. Meanwhile for
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Goodness-of-Fit in Table 36 shows statistically significant improvement in fit over the null
model, confirming that the phishing experiment, as a set, are meaningful for predicting the

variables below.

Table 36 Model Fitting Information

-2 Log Chi-
Model Likelihood Square df Sig.
Intercept 358.363
Only
Final 337.670  20.693 11 0.037

Link function: Logit.

Table 37 Goodness-of-Fit

Chi-Square df Sig.
Pearson 649.104 580 0.024
Deviance 252.316 580 1.000
Link function: Logit.

The pseudo-R-square values reported in Table 37 indicate the proportion of variance in
phishing susceptibility explained by the demographic predictors. The Nagelkerke R? of 0.063
suggests that the model explains approximately 6.3% of the variance, which, while statistically
significant, indicates that unmeasured factors (e.g., cognitive load, personality traits, contextual
cues) account for the majority of variance in phishing susceptibility which a common finding
in behavioural cybersecurity research (Clark et al., 2023; Kwak et al., 2020). For this research,
there has been a 3.9 percent increase in the prediction of the moderator in the model (age, level

of education and gender) based on the behaviour in comparison to the null model.
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Table 38 Pseudo R-Square

Types of Pseudo

R-Square

Cox and Snell 0.042
Nagelkerke 0.063
McFadden 0.039

Link function: Logit.

For Parameter Estimates, Table 38 shows an increase of youngsters’ intention (B=-
0.091; s.e.’=0.148; P-value=0.541) when there is lower phishing susceptibility. The Odds
Ratios (O.R) quantify the change in the odds of a participant being in a higher category of
susceptibility (i.e., 'Clicked Link' or 'Submitted Data') versus all lower categories, for a one-
unit change in the predictor. The ordinal regression analysis revealed a complex picture
regarding the demographic predictors of phishing susceptibility. The ordinal regression
analysis revealed a statistically significant effect for gender; however, the extreme parameter
estimates (e.g., Male: p =-11.926, p <.001; Female: B =-13.070, p <.001) and odds ratios of

effectively zero suggest the presence of quasi-complete separation.

Quasi-complete separation occurs in logistic regression when a predictor variable
perfectly predicts the outcome for most, but not all, cases. This phenomenon typically arises
when there are zero cell counts, for example, when no participants from a particular gender
group fall into the highest severity category (Clark et al., 2023). However, removing the
parameter entirely would lose information. The standard solution (Clark et al., 2023) is to
collapse categories or collect more balanced data. For this study, the gender results are reported
with a cautionary note, and the 'Others' category is treated as the reference. Future research

should recruit a larger and more balanced sample to enable stable estimation of gender effects.

In contrast, the effects of Age and Level of Education on compromise severity were not
statistically significant. While point estimates indicated that younger age groups (e.g., 20-21

years: O.R = 1.52) and those with lower educational level (e.g., High School: O.R = 2.83) had
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elevated odds of more severe susceptibility compared to their older (>26 years) and PhD-

holding counterparts, the confidence intervals for all categories crossed the null value (OR =

1.0) and p-values exceeded the .05 threshold. Therefore, after addressing the gender variable

anomaly, no robust, significant demographic predictors of phishing compromise severity were

1dentified in this model.

Table 39 Parameter Estimates and Odd Ratio

95% Confidence Interval

B O.R S.E Wald Sig.  Lower Bound pper Bour
Location Youngster's -0.091 0.913 0.148 0.374 1 0.541 -0.382  0.200
Intention
18-19 0.384 1.468  0.697 0.304 1 0.581 -0.982 1.750
20-21 0.417 1.517  0.363 1.316 1 0.251 -0.295 1.129
22-23 0.201 1.223  0.371 0.294 1 0.588 -0.526  0.929
24-25 -0.425  0.654 0342 1.545 1 0.214 -1.096  0.245
26 0? 0
Male -11.926  0.000  0.418 813.034 1 0.000 -14.846 -13.206
Female -13.070  0.000  0.000 1 -15.170 -15.170
Others 0? 0
High-School 1.039  2.826 1.145 0.824 1 0.364 -1.204  3.282
Diploma 0.213 1.237  0.891 0.057 1 0.811 -1.533 1.959
Degree 0.678 1.971 0.874 0.603 1 0.438 -1.035 2392
Masters 0.079 1.083 0919 0.007 1 0.931 -1.721 1.880
PhD 0 0

Link function: Logit.

a. This parameter is set to zero because it is redundant.

The columns in Table 38 represent:

B (Estimate): The log-odds coefficient for each predictor. Negative values

indicate lower odds of higher severity; positive values indicate higher odds.

O.R. (Odds Ratio): Exp(p); the factor by which the odds of being in a higher

severity category change for a one-unit increase in the predictor. An OR < 1

indicates lower odds; OR > 1 indicates higher odds.*
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- S.E.: Standard error of the estimate.

«  Wald: Chi-square test statistic for each predictor.

« df: Degrees of freedom.

« Sig.: p-value; values < 0.05 indicate statistical significance.*

«  95% Confidence Interval: The range within which the true odds ratio is likely

to fall with 95% confidence.*

For example, the odds ratio for '20-21 years' (O.R. = 1.517) suggests that participants
aged 20-21 have approximately 1.5 times higher odds of being in a higher severity category
compared to the reference age group (26+ years), but this result is not statistically significant

(p=0.251).

The proportional odds assumption, a prerequisite for the ordinal regression model, was
assessed using the Test of Parallel Lines. The result in Table 39 was non-significant (¥*(22) =
30.837, p=0.100), indicating that the assumption was not violated and fulfilled. This confirms
that the effect of the predictor variables on moving between the ordered categories of phishing
susceptibility was consistent across all threshold points in the model, thus validating the use of

the ordinal logistic regression approach.

Table 40 Test of parallel lines

-2 Log Chi-
Model Likelihood Square df Sig.
Null 337.670
Hypothes
General 306.833"° 30.837° 22 0.100

The ordinal regression analysis indicated that gender was a statistically significant

predictor of phishing susceptibility. However, due to quasi-complete separation (discussed
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above), the odds ratios for male (OR = 0.000) and female (OR = 0.000) participants were
effectively zero relative to the reference category ('Others'). This suggests that, within this
sample, no male or female participants fell into the highest severity categories (e.g., 'Data
Submitted'), while a small number of participants in the 'Others' category did. Thus, the finding
should be interpreted with caution, and the apparent 'lower odds' for male and female
participants is an artefact of the sparse data distribution rather than a meaningful substantive
finding. All other demographic variables (‘Age’ and ‘LOEdu’) are insignificant predictors of

the level of phishing susceptibility.

4.5. Testing the Research Model and Hypotheses

We used IBM SPSS and SEM using SPSS AMOS Statistics for conducting statistical
analyses, designed to streamline data management and processing for research. It allows survey
data, often encoded numerically (e.g., 1 for "male", 2 for "female" and 3 for “others”), to be
stored alongside descriptive labels for better readability and interpretation. SPSS supports
multiple data formats, including files from database applications like Microsoft Access and
spreadsheets like Microsoft Excel and Lotus 1-2-3. Additionally, it can import ASCII files and
data created in earlier SPSS versions, offering versatility and seamless integration for data
handling (Huizingh, 2007). In this study, each hypothesis was evaluated as either fully
supported (if all criteria met) or not supported (if any criterion failed). This binary approach is

consistent with standard hypothesis testing conventions.

4.5.1. Structural model assessment

A structural equation model generated through AMOS was used to test the relationship.
A good-fitting model is accepted if the value of the CMIN/df is <5 (K. Wang et al., 2020), the
goodness-of-fit (GFI) indices; the Tucker & Lewis (1973) index (TLI); the Confirmatory fit

index (CFI) (Bentler, 1990) is > 0.90 (hair et al, 2010). In addition, an adequate-fitting model
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was accepted in the AMOS computed value of the standardised root mean square residual

(RMR) <0.05, and the root mean square error approximation (RMSEA) is between 0.05 and

0.08 (hair et al, 2010). The fit indices for the model shown in Table 40 fell within the acceptable

range: CMIN/df = 3.345, goodness-of-fit (GFI) = .901, TLI = .904, CFI1 = .916, SRMR = .07,

and RMSEA = .05.

The squared multiple correlation was 0.40 for youngsters’ intention, this shows that

40% variance in youngsters’ intention is accounted by youngsters’ attitude, youngsters’ social

pressure and youngsters perceived control (Figure 39).
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The study assessed the influence of cyber knowledge domain, which is password
security, software/system security, human security, organisation security on youngsters’
intention. The influence of password security on attitude was negative and insignificant (b = -
021, t = -413, p = .680). Hence, hi (Youngsters who hold a more positive attitude toward
cybersecurity practices will demonstrate stronger intention to engage in secure online
behaviour) was not supported. The influence of software/system security on attitude was

positive and significant (b =.166, t=5.106, p <.001) hence, h2 was supported.

Model fit indices and hypotheses results are presented in Table 40 and tested research model

with result in Figure 40.

Each hypothesis in this study proposes a directional relationship between two
constructs (e.g., "Software/System Security has a significant positive influence on Attitude").

The decision to support or reject a hypothesis is based on three criteria:

a) The direction of the relationship: The standardised estimate () must be positive (as
hypothesised) or negative (if a negative relationship was hypothesised).
b) The statistical significanc: The p-value must be less than 0.05.

c) The t-value — The t-value must be greater than +1.96 (for p < 0.05).

To illustrate, consider Hypothesis H6b: "Software/System Security has a significant
positive influence on Attitude." The results showed a positive standardised estimate (f =0.166),
a t-value of 5.106 (well above +1.96), and a p-value of < .001. Since all three criteria were
satisfied; positive direction, statistical significance, and an adequate t-value; this hypothesis

was marked as "Yes" (Supported) in Table 40.

Example: Password Security — Attitude (H6a)

In contrast, Hypothesis H6a: "Password Security has a significant positive influence on

Attitude." The results showed a negative standardised estimate (B =-0.021), a t-value of -0.413
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(within the range -1.96 to +1.96), and a p-value of 0.680 (well above 0.05). Since the direction
was negative (opposite to the hypothesised positive relationship) and the result was not

statistically significant, this hypothesis was marked as "No" (Not Supported) in Table 40.

Table 40 summarises all hypothesis testing results, and Figure 40 provides a visual
representation of the significant paths in the structural model. Non-significant paths were also

reported in Figure 40 for clarity from the beginning to the end of the research.

Table 41 Hypotheses result

Standardised
Hypothesis Path Estimate  t-value p-value Decision
B
HI Attitude — Intention 0.253 8.597 <.001 Yes
H2 Subjective Norms (Surrounding Pressure ~ 0.046 1.532  0.126 No
H3 Perceived Control — Intention 0.533 11.814 <.001  Yes
H4 Perceived Control — Behaviour -0.013 -0.686  0.493 No
HS5 Intention — Behaviour -0.013 -0.686  0.493 No
H6a  Password Security — Attitude -0.021 -0.413 0.68 No
H6b  Software/System Security — Attitude 0.166 5.106 <.001  Yes
H6c  Human Security — Attitude -0.059 -1.089  0.276 No
H6d  Organisation Security — Attitude 0.065 1.353 0.176 No
H6e  Social Security — Attitude -0.073 -1.432  0.152 No

H7a  Password Security — Subjective Norms ~ -0.048 -0.926  0.355 No
H7b  Software/System Security — Subjective ~ 0.116 3.034 <.001  Yes

H7c¢  Human Security — Subjective Norms -0.03 -0.541  0.588 No
H7d  Organisation Security — Subjective Nor ~ 0.034 0.682  0.495 No
H7e  Social Security — Subjective Norms -0.086 -1.766  0.077 No
H8a  Password Security — Perceived Contro  -0.017 -0.4 0.689 No
H8b  Software/System Security — Perceived 0.091 3.182  0.001 Yes
H8c¢  Human Security — Perceived Control 0.047 1.001 0.317 No
H8d  Organisation Security — Perceived Con  0.084 2.042 0.046 Yes
H8e  Social Security — Perceived Control -0.078 -1.846  0.065 No

CMIN/df =3.345, the goodness-of-fit (GFI) = .901, TLI = .904, CFI = .916, SRMT = .07, and
RMSEA = .05.
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A hypothesis was considered supported if three conditions were met; (1) standardised
estimate () was in the hypothesised direction (positive for all H6—HS8); (2) the p-value was
less than 0.05, and; (3) the t-value exceeded £1.96. Non-significant paths (p > 0.05) and paths

with estimates in the opposite direction to that hypothesised were considered not supported.

Cyber Knowledge Demographic Moderator
Domain
Age Gender Education Level
Password Security

»
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Software & System / Attitude —
Securit d
) .
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H4

y
Social Security Cybersecurity Behaviour <

Figure 40 Tested research model result

This study highlights a disconnect where high cybersecurity intentions does not
significantly predict cybersecurity behaviour (HS), check Figure 40 as above, this can be
interpreted in two interconnected factors, one was during the execution of the phishing
experiment and two is the conceptual scope in the experimental phase. As a high volume of
participants, 84.1% missed or ignored the simulation (can be seen in Table 34), the behavioural
outcome variable was absent. As intention cannot manifest if the phishing attempt is not
encountered, this suggests that in real-world scenarios, the primary challenge isn't just a lack

of intent, but a lack of situational engagement with the threat itself. Secondly, the research
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model measured knowledge and intention within defined knowledge domains but omitted
critical behavioural competencies. Since the research did not assess respondent’s ability to
detect deception, their knowledge of reporting protocols for suspicious emails, or their
awareness of recovery steps post-breach creates a significant barrier between wanting to be

secure and knowing how to act securely in a dynamic threat environment.

The limited interaction with the phishing emails suggests that simply ignoring a
message may be a passive form of defence, however, this does not indicate whether the user
correctly identified the email as deceptive or was aware of the appropriate reporting alternatives
such as in Figure 17. The following 5.2.4 will address the ambiguity, whether ‘ignore’ an email
constitutes an informed defence, while also addressing the missing behavioural components of
proactive deception detection, incident reporting, and post click recovery and addressing the

research recommendation (5.3), research limitation (6.4) and future work (6.5).

4.5.2. Correlation Between Demographic Differences to Actual Behaviour

HO9: There is negative significant relationship between demographic and behaviour

Pearson product correlation was computed to assess demographic and behaviour (Table
38). There was a negative correlation between the variables (age r=-.379, p<.001; Gender =
-.298, p<.001; LOEdu r= -.404, p<.001) and actual behaviour, hence H9 was supported. The
negative correlations indicate that as age and level of education increase, risky cybersecurity
behaviour decreases. Similarly, the negative correlation with gender (where male = 1, female
= 2) suggests that male participants exhibited lower levels of risky behaviour compared to
female participants. In other words, older, more educated, and male participants were less likely
to engage in risky actions (such as clicking phishing links or submitting data) during the

phishing simulation.
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Table 42 Correlation between demographic and behaviour

Age Gender LOEdu Behaviour
Age 1
Gender 2657 1
LOEdu 592" 334" 1
Behaviour -379" -.298" -.404" 1

**_ Correlation is significant at the 0.01 level (2-tailed).

4.52.1. Age and Gender Effects on Cybersecurity Behaviour

To provide clarity and completeness regarding the role of demographic factors, a brief
examination of age and gender effects is warranted. As shown in Table 41, age demonstrated a
negative correlation with risky behaviour (r =-.379, p <.001). This finding suggests that older
participants within the 18-26 age range exhibited greater caution during the phishing simulation
compared to their younger counterparts. Specifically, participants aged 25-26 were less likely

to click on phishing links or submit personal information than those aged 18-19.

Regarding gender, the negative correlation (r = -.298, p < .001) indicates that male
participants (coded as 1) engaged in less risky behaviour than female participants (coded as 2).
However, as noted in Section 4.4.3, the gender results should be interpreted with caution due
to quasi-complete separation, which arose from the sparse distribution of outcomes across the
small 'Others' category (n = 15). Future research with a more balanced gender representation

is needed to confirm these preliminary findings.

4.6. Summary

This chapter presented the comprehensive findings derived from a sequential

quantitative research design, encompassing data from a survey and three subsequent phishing
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experiments conducted with 765 participants. The data analysis adhered to a rigorous four-step
process, which included data preparation and screening, descriptive analysis, exploratory
analysis, and final statistical analysis. The core of the chapter focused on testing the structural
relationships between various security factors and user behavioural intentions. The results of

the path analysis identified several significant relationships:

Software/System Security as a Key Driver: The most consistent and powerful predictor
was the Software/System Security factor. It was found to have a highly significant positive
influence on Attitude (f = 0.166, p < 0.001$), Subjective Norms (f = 0.116, p < 0.001$), and
Perceived Control (f =0.091, p = 0.0018$). This suggests that perceptions of robust technology
security are fundamental to shaping internal beliefs, social pressure, and perceived ease of
action regarding security behaviour. While organisational Security's Influence: Organisational
Security demonstrated a significant, though moderate, positive impact solely on Perceived

Control (B =0.084, p = 0.0469%).

Attitude Predicts Intention: The path between Attitude and Intention was found to be
the strongest in the model (f = 0.253, p <0.0018$), confirming the central role of an individual's
positive or negative feeling toward security behaviour in predicting their actual decision to

engage in that behaviour.

Notably, several hypothesised paths were found to be statistically non-significant,
including all tested relationships involving Password Security, Human Security, and Social
Security (when predicting Attitude or Subjective Norms). This outcome suggests that the
independent security factors, aside from Software/System Security, did not directly or
meaningfully influence the users’ pre-intention beliefs, norms, or control over their security
actions in this context. The chapter concluded with a discussion bridging these quantitative

findings to provide a holistic understanding of the data.
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CHAPTER S DISCUSSION AND RECOMMENDATION

5.1. Introduction

This chapter provides a critical analysis and interpretation of the results presented in
Chapter 4, situating them within the broader scholarly landscape outlined in the literature
review (Chapter 2). The primary aim of this research was to investigate the significance of
cyber knowledge and behaviour on youngsters in Malaysia. The key findings, derived from
two sequential quantitative phases: a closed-ended questionnaire (Phase 1) of 765 youngsters

followed by a phishing simulation (Phase 2), reveal a complex and nuanced picture.

The phase one data indicates a statistically significant positive correlation (p < 0.01)
between cyber knowledge domains and youngsters’ perceived behaviour with cybersecurity.
However, and crucially, the phase two data provide essential context, revealing a concomitant
intention behaviour and actual behaviour with cyber attacks such as phishing attack among

youngsters.

This chapter will proceed to interpret these core findings where the cyber knowledge
domain-behaviour paradox and the phenomenon of actual behaviour through these four

research questions:

RQ1: How do different cybersecurity knowledge domains (password, software/system,
human, organisational, and social security) predict Malaysian youngsters' self-reported

cybersecurity behavioural intentions?

RQ2: To what extent do the Theory of Planned Behaviour constructs (Attitude, Surrounding
Pressure, and Perceived Control) mediate the relationship between cybersecurity knowledge

domains and behavioural intentions among Malaysian youngsters?
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RQ3: How do demographic factors (gender, age, education level) and cybersecurity knowledge
domains influence actual cybersecurity behaviour, as measured by susceptibility to phishing

simulations?

RQ4: What discrepancies exist between Malaysian youngsters' self-reported cybersecurity

intentions and their actual behaviour when faced with a simulated phishing attack?

In addition, this chapter will proceed to synthesise these results with existing theories in the

recommendation section to suggest for future research avenues.

5.2. Interpretation of Findings in Relation to Research Questions

5.2.1. Research Question 1

How do different cybersecurity knowledge domains (password, software/system, human,
organisational, and social security) predict Malaysian youngsters' self-reported

cybersecurity behavioural intentions?

The findings from the structural equation model (SEM) provide a clear, albeit mixed, answer
to this question. The analysis reveals that not all cybersecurity knowledge domains are equally
significant predictors of youngsters' self-reported behavioural intentions (YoungCClI), as first

reported in Section 4.3.2.9 (Table 23) , where the overall mean score was 5.87 out of 7.

Specifically, the path analysis indicates that Software/System Security had a
statistically significant, positive influence on Attitude (B = .166, p < .001) and Perceived
Control (B = .091, p = .001). This construct was initially described in Section 4.3.2.2 (Table
16), where it demonstrated an overall mean score of 3.29 out of 5, indicating moderate

engagement among respondents.
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Organisation Security also showed a significant, though weaker, positive influence on
Perceived Control (f = .084, p = .046). This implies that awareness of organisational security
measures, such as alerts from an IT helpdesk, contributes to youngsters' confidence in

managing cybersecurity threats.

Conversely, Password Security, Human Security, and Social Security did not demonstrate
significant direct paths to the TPB constructs of Attitude, Subjective Norms, or Perceived
Control in the model. The negative, non-significant path from Password Security to Attitude (3
= -.021, p = .680) was particularly noteworthy, indicating that knowledge of password best
practices does not necessarily translate into a more positive cybersecurity attitude within this

cohort.

Therefore, in answer to RQI1, Software/System Security is the strongest positive
predictor of Malaysian youngsters' self-reported cybersecurity behavioural intentions,
operating through its enhancement of their Attitude and Perceived Control. The other domains,
particularly Human and Social Security, which had the lowest mean scores in the descriptive

analysis, show no significant predictive power in the structural model.

5.2.2. Research Question 2

To what extent do the Theory of Planned Behaviour constructs (Attitude, Surrounding
Pressure, and Perceived Control) mediate the relationship between cybersecurity

knowledge domains and behavioural intentions among Malaysian youngsters?

The findings strongly support the role of TPB constructs as mediators, with Attitude
and Perceived Control being particularly pivotal. The model's R? value of 0.40 for Youngsters'
Intention indicates that these three constructs collectively explain 40% of the variance in

cybersecurity behavioural intentions. The path analysis clarifies their distinct roles.
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Attitude was a significant and positive direct predictor of Intention (B =.253, p <.001).
As established in RQ1, this attitude is significantly shaped by knowledge in Software/System
Security. Perceived Control was the strongest direct predictor of Intention (f = .533, p <.001).
This construct is significantly bolstered by knowledge in both Software/System Security and
Organisation Security. This indicates that youngsters who feel capable of implementing
security measures (e.g., updating software) and who are supported by organisational systems
are far more likely to form an intention to act cautiously. Surrounding Pressure (Subjective
Norms) was the only TPB construct that did not significantly predict Intention (p = .046, p =
.126). This suggests that social influences from family and friends, while present (as shown by
the moderate mean score of YoungSP), are less impactful than an individual's own attitude and

sense of control in driving their cybersecurity intentions.

In summary, for RQ2, the relationship between cybersecurity knowledge domains and
behavioural intentions is significantly mediated by the TPB constructs, primarily through
Perceived Control and secondarily through Attitude. Knowledge influences intention not
directly, but by shaping these internal psychological factors. The model confirms that what
youngsters know (specifically about software and systems) enhances what they feel they can
do (perceived control) and their positive evaluation of cybersecurity (attitude), which in turn

drives their intention to act securely.
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5.2.3. Research Question 3

How do demographic factors (gender, age, education level) and cybersecurity knowledge
domains influence actual cybersecurity behaviour, as measured by susceptibility to

phishing simulations?

As reported in Section 4.4.2 (Table 34), the phishing simulation revealed that 84.1% of
participants (n = 406 out of 483) had no interaction with the phishing email. The demographic
analysis in Section 4.4.2 (Table 11 - Table 13) showed that the sample comprised 63.3% female

and 34.8% male participants, with nearly half holding a bachelor's degree (46.5%).

While cybersecurity knowledge domains like system/software security helped shape
positive intentions, however, it did not warrant of who would fall for the phishing attack.
Outdated software and unpatched system vulnerabilities degrade device performance, creating
a frustrating user experience. For the digitally native younger generation, whose daily lives are
intertwined with social media, transportation apps, and mobile-first communication, the need
for secure and updated systems is not just a technical issue but a crucial social and technological

requirement (Pérez-Sanchez & Palacios, 2022; Stone, 2018).

The actual behaviour was more directly influenced by demographic factors such as age,
level of education, and gender. Based on the findings of this study (see Section 4.4.2, Table
34), it is not accurate to claim that all youngsters pose reckless behaviour. Rather, the data
indicate that younger participants within the 18-26 age range, specifically those aged 18-19 —
demonstrated higher susceptibility to phishing attacks compared to older participants aged 25-
26. This finding aligns with Ali & Rahman (2025) who found that younger adults are more
prone to phishing attacks due to financial strain, impulsivity, and increased receptiveness to

incentives. This is primarily the reason that most of the researchers acknowledged the fact that
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the need of earliest education or awareness in cybersecurity is essential (Capellan et al., 2020;

Chiou et al., 2021; Fleenor, Peker, & Cutts, 2019; Yesem & Hillary, 2020).

In addition, Table 41, age (r =-.379, p <.001) and education (r = -.404, p < .001) were
negatively correlated with risky behaviour, indicating that older and more educated participants
were less likely to engage with phishing emails. Gender also showed a negative correlation (r
= -.298, p < .001), with male participants exhibiting less risky behaviour than female
participants. However, due to quasi-complete separation (see Section 4.4.3), the gender finding
should be interpreted with caution; the 'Others' category was too small for reliable estimation.
Despite this, the negative correlation suggests that, in this sample, male participants were less
susceptible than female participants with a finding that warrants further investigation with

larger, more balanced samples.

5.2.4. Research Question 4

What discrepancies exist between Malaysian youngsters' self-reported cybersecurity

intentions and their actual behaviour when faced with a simulated phishing attack?

This research question addresses the core "intention-behaviour gap." The findings
reveal a critical and clear discrepancy. High Self-Reported Intentions: In Phase 1, participants
reported very high levels of cyber cautiousness intention (YoungCCI mean = 5.87/7, as
reported in Section 4.3.2.9, Table 23) and positive attitudes (YoungATT mean = 6.10/7, Section
4.3.2.6, Table 20). In contrast, Phase 2 revealed that, across all three experiments combined
(see Section 4.4.2, Table 34), 84.1% of participants (n = 406 out of 483) ignored the phishing
email entirely. Among the remaining participants, 12.4% opened the email, 2.5% clicked the
link, and 1.0% submitted data. This discrepancy between high self-reported intentions and low
behavioural engagement indicates that, on average, participants did not translate their positive

intentions into active vigilance.
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They intended to behave securely. Contrasting Actual Behaviour: In Phase 2, despite
these high intentions, a portion of the cohort still engaged in risky behaviour. While other
respondents were resilient, 12.4% opened the phishing email, 2.5% clicked the link, and 1.0%
submitted their data, this did not manifest the intention if the majority of the participants

ignored the phishing email.

Platform-Constrained Vulnerabilities: A Discussion of Contextual Barriers to Phishing

Detection and Response

One possible interpretation of the low engagement rate (84.1% no interaction) offered
here as a speculative explanation rather than a quantitative finding. Is that email may not be
the primary digital communication platform for many Malaysian youngsters, who increasingly
favour instant messaging applications such as WhatsApp, Telegram, and Instagram. This
phenomenon, which might be termed 'platform dormancy', suggests that participants may have
overlooked the phishing emails simply because they rarely check their email accounts, rather
than because they actively identified the emails as malicious (Participant 1, appendix M). . the
non-interaction rate itself is a meaningful finding: it suggests that passive avoidance such as
ignoring suspicious emails, may be a common defence strategy among youngsters, rather than

active identification of phishing cues.

However, this interpretation remains speculative and cannot be quantitatively validated
with the current data. It is presented here as a potential avenue for future research rather than a
definitive conclusion. Future studies should directly measure participants' primary
communication platforms and email checking frequency to empirically test the 'platform

dormancy' hypothesis

This observation aligns with Lee, Chern, and Azmir (2023) reports that mobile instant

messaging (MIM) such as WhatsApp possesses distinct educational affordances that effectively
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facilitates group, cooperative, and collaborative work. It is also said that WhatsApp is a
practicable instructional strategy that enables successful study development in students

(Indiran, Ismail, & Rashid, 2022).

ﬁs Outlook

Re: Follow-Up Regarding Your Participation in a Ph.D. Research Study

From |
Date Mon 05/01/2026 15:17
To  Siti Suraya Binti Mohamad <siti-suraya-binti-mohamad@strath.ac.uk>

:CAUTION: This email originated outside the University. Check before clicking links or
Thank you for reaching out and for including me in your study. I'm happy to provide some
information about my email habits and security practices in response to your questions:

1. How often do you check your email?
| check my email regularly, usually once a day.

2. Do you use any email filters or security tools to manage or screen incoming emails?

Yes, | use the Boxbe email filter to screen incoming messages. It helps prioritize emails from known
contacts and filters potential spam into a separate folder.

3. Are there any specific signs or red flags that typically make you cautious about opening an
email?

| tend to be cautious if an email comes from an unknown sender and includes links that don‘t
match the supposed sender’s domain.

| hope this information is helpful for your research. Please let me know if you need any further
details.

Thanks and all the best!

Kind regards,

Figure 41 Example of participant feedback (single participant responding to three questions)

A salient insight from the qualitative email data was the participants’ active reliance on
automated email filtration systems. For instance, Participants 2 in Figure 41 explicitly
referenced using tools like ‘Boxbe’, which operates to ‘prioritise emails from known contacts’

and sequester suspected spam, with the development of more sophisticated spam filtration

systems has been growing (Magdy, Abouelseoud, & Mikhail, 2022). This practice substantiates
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the key quantitative finding presented in Section 4.4, wherein Software/System Security
emerged as a significant predictor of Perceived Control (B =0.091, p=0.001). The convergence

of these data suggests that there is a sense of digital control among youngsters.

Thus, while participants exhibited resilience in this email-centric study, their
susceptibility may be markedly higher on platforms characterised by greater habitual
engagement and lower perceived risk, such as social media. This finding underscores the
context-dependent nature of cybersecurity behaviours and suggests that apparent resilience

may not translate across digital domains.

In the context of cybersecurity, resilience refers to an individual's ability to anticipate,
withstand, recover from, and adapt to adverse cyber events such as phishing attacks, data
breaches, or system compromises (Oner, Cetin, & Savas, 2025). Unlike mere awareness, which
implies passive knowledge, resilience encompasses active defence behaviours, recovery from
incidents, and the capacity to learn from past mistakes to strengthen future responses. In this
study, resilience is operationalised as the participant's ability to resist the phishing simulation

by not clicking links or submitting data.

This gap is evident when comparing the structural model with the phishing results. The
model in Phase 1 showed a non-significant and negative path from Intention to actual
Behaviour (f =-.013, p = .493). This means that the strong intentions reported in the survey
did not translate into a measurable, protective effect against the real phishing attacks in the
simulation. This finding is consistent with the intention-behaviour gap literature (Jenkins,
Durcikova, & Nunamaker, 2021). Similarly, the negative path from Password Security to
Attitude (B =-0.021) suggests that knowledge of password best practices does not necessarily
translate into positive attitudes. Thematic analysis of open-ended responses provides a potential

explanation for this gap. The predominant "Call for More Awareness" (36% of themes) and
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mentions of "Barriers: Knowledge & Complexity" suggest that while youngsters have good
intentions and some knowledge, they may lack the specific, applied skills or automatic
vigilance needed to detect sophisticated phishing attempts in the moment. They know what
they should do, but in a real-world scenario, this knowledge does not always manifest as correct

behaviour, highlighting a deficit in situational awareness and capitalised safe practices.

5.3. Recommendations

Based on the analysis and findings, we acknowledged that it is essential to rather
recommend an effective measure to closing the knowledge gap with youngsters’ behaviour.
The section below provides recommendations based on the relationship between cyber
knowledge and behaviour.

5.3.1. Translating Early Cyber Knowledge into Lasting Security Intentions and

Behaviour

Based on our findings we stated that knowledge acquisition, however comprehensive,
cannot independently produce secure behavioural intentions or ensure the maintenance of long-
term cybersecurity hygiene. As Damenu et al. (2025) observe, increased familiarity with ICT
technologies can paradoxically lead to reduced risk perception, as children who experience the
benefits of digital engagement tend to perceive these environments as less risky, fostering
overconfidence and less cautious behaviour. This phenomenon aligns with broader evidence
that while students may possess some cybersecurity awareness, their understanding is often
superficial, resulting in a disconnect between knowledge and practice that leaves them
vulnerable to online threats (Angela et al., 2025; Barakovi¢ & Barakovi¢ Husi¢, 2023; Cain et

al., 2018; Xu & Li, 2025; Zwilling et al., 2022).

The cultivation of positive security intentions must therefore be recognised as a distinct

and essential objective alongside knowledge transfer. The integration of cybersecurity
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knowledge domains into early education is essential to address the critical global cyber threat.
Evidence shows that visual, narrative-based curricula using accessible platforms like Scratch
can effectively teach core concepts such as confidentiality, integrity, and authentication to K—
12 students. Such approaches are not only engaging and comprehensible but also equitable,
enabling scalable implementation across diverse socioeconomic settings (Pranathi et al., 2022).
Furthermore, to improve user engagement, training must account for the difficulty of the
content relative to the target group’s existing knowledge base (Kuchar, Blazek, & Fujdiak,
2023). Malele (2023) demonstrate through their cloud-based cybersecurity framework for high
school students that motivation is as determinant as background experience in shaping learning
outcomes, with their adaptive assignments revealing that completion rates dropped when
interactive tasks required sustained engagement, implying the need to reinforce interactions

and motivational factors earlier in the learning process.

Similarly, research examining gamified cybersecurity education reveals that prior
learning significantly contributes to increased student motivation, and that students with
sustained or increased motivation exhibit positive correlations between motivation and

subsequent learning outcomes (Qusa & Tarazi, 2021).

These findings establish motivation as a critical mediator between knowledge and
intention behaviour. Translating this understanding into early curriculum design requires
pedagogical approaches that deliberately foster intention behavioural commitment. The
systematic literature review by Damenu et al. (2025) on cyber security educational games for
children reveals evidence of positive learning outcomes across 91 games, yet critically
identifies a lack of systematic design processes and methodological rigour in evaluating
whether these outcomes translate to sustained behavioural change, with recommendation based
on theory-informed game design approaches that combine bottom-up and top-down strategies
to enhance educational impact from the systematic literature review by Damenu et al. (2025).

171



Based on these findings, the authors' recommendation for implementing gamified
cybersecurity education in high schools was grounded in the observed positive correlation

between motivation and learning outcomes.

Building on this, understanding specific knowledge domains, an issue debated in past
studies, can significantly enhance the precision of safer cybersecurity (Qusa & Tarazi, 2021;
Sharif & Ameen, 2020). The implications for early curriculum implementation across the five
cybersecurity domains are clear. In password security, youngsters may learn the technical
requirements of strong passwords but lack the intention to apply them consistently without

motivational reinforcement that connects password practices to personal relevance.

For social security, awareness of privacy risks must be coupled with the cultivation of
internalised norms around information sharing, moving beyond rule-following to positive-
driven behaviour. 'Internalised norms', a finding from the thematic analysis of open-ended
responses in this study (see Section 4.3.4, Table 31, and Figure 35), refer to participants'
expressions of personal, self-adopted standards for cybersecurity behaviour that are not
imposed by external rules or peer pressure but are genuinely accepted as personally important.
For example, several participants stated that they 'personally believe' in the importance of

cybersecurity, indicating internalisation rather than mere compliance.

Within organisational security, early exposure to concepts like reporting suspicious
activity should be embedded peer-supported structures that normalise security-conscious

behaviour as a shared responsibility.

In software security, understanding the importance of updates must be accompanied by
the development of habits and routines that automate secure responses, reducing reliance on
conscious intention alone. Within human security, the foundational domain encompassing

cognitive resilience that the goal must be to develop not only knowledge but also the
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metacognitive capacity to recognise manipulation and the motivational commitment to act on
that recognition. As states, interactive platforms that move beyond passive learning by
leveraging simulations of real-world digital scenarios can actively teach vital safety skills while
building the confidence and motivation necessary for youngster to navigate digital

environments safely (Bolun, Bulai, & Ciorba, 2021).

Ultimately, embedding cybersecurity knowledge in early curricula is necessary but
insufficient without parallel attention to the psychological and motivational mechanisms that
translate knowledge into intention, and intention into consistent behaviour. The evidence
presented here confirms that addressing the cybersecurity challenges facing youngsters
requires a dual focus: (1) equipping them with domain-specific knowledge across all five
security domains, and (2) fostering the internal motivations and peer-supported habits that

transform that knowledge into resilient, self-sustaining secure behaviour

5.3.2. Mapping behaviour effects to a wider cybersecurity knowledge domain

The persistent knowledge-intention behaviour gap identified in this study underscores
a fundamental limitation: Possessing cybersecurity knowledge does not automatically translate
into secure behaviour. This phenomenon, often termed the "intention-behaviour gap" (Jenkins
et al., 2021) or "knowing-doing gap" (Hsieh, 2025) has been extensively documented in
cybersecurity research (Jenkins et al., 2021). Individuals may express strong positive intentions
to follow security practices, yet these intentions frequently fail to materialise into consistent
action (Ceran & Karatas, 2025). As Jenkins et al. (2021) explain, this inconsistency is
particularly problematic in security contexts because a single failure to enact positive
intentions, such as clicking a phishing link despite knowing the risks, could compromise an
entire system. The presence of competing intentions, such as desire to minimise effort or
complete tasks efficiently, often moderates and weakens the relationship between good

intentions and actual security behaviour. Consequently, fostering genuine behavioural change
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requires more than simply imparting cybersecurity knowledge; it necessitates cultivating strong

and resilient security intentions that can withstand competing demands.

van Schaik & Renaud (2025) introduce Cognitive Dissonance Theory (CDT) to explain
the failure to close the “knowledge-gap”. As such that when new security information
contradicts a user's existing habits or beliefs, the resulting psychological discomfort
(dissonance) can cause them to reject the new knowledge rather than change their behaviour.
Thus, CDT is presented not as a tool for knowledge transfer, but as a critical barrier that must
be understood and mitigated to foster genuine behavioural change. To add a similar point,
hardiness personality traits; a personality construct characterised by commitment (viewing life
events as interesting and meaningful), control (believing one can influence events through one's
actions), and challenge (viewing change as an opportunity for growth rather than a threat),
established habits may precipitate automated cognitive and behavioural responses, thus, to
advance the behaviour will promote the likelihood of better understanding in cyber knowledge
domain (Aigbefo et al., 2022). A complementary perspective is that the conceptualization and
measurement of the security mindset (Holley, Garcia, & Bernd, 2023) as a malleable

behavioural construct.

The analysis in this study reveals that merely assuming an investigation for parallel
development between cyber knowledge domains and behavioural outcomes will not resolve
security deficiencies, that prolonged cyber knowledge-intention behaviour gap requires a two-
pronged approach, which is to harden technical control while at the same time sharpen human
skills. These two must operate in synergy, for instance, providing phishing awareness training
coupled with training for advanced email filtering, which both translate into consistent security

practices.
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5.3.3. Establishing effective techniques for training youngsters

In context, since we saw the tension between passive disengagement (missing the
email) and an informed, and active defence (identifying the phishing attempt), it is crucial that
the need for training that specifically drills youngsters on deception detection confidence such
as dark patterns, and reporting efficacy such as knowing how to verify, report, or escalate a
threat. Techniques used in phishing simulation play a pivotal role in maintaining effectivity of
awareness, especially when we want to attract youngsters to be more resilient in cyberspace
(Wright, Johnson, & Kitchens, 2023). Effective training has been proved to be effective in
condition with gamification elements such as progress mechanics, player controls, problem
solving, and an attachment story (Adams & Makramalla, 2015). Adams & Makramalla (2015)
explained further of progress mechanics refer to visual or symbolic indicators of a user's
advancement through a training programme, such as experience points (XP), level bars,
achievement badges, or completion percentages. These mechanics provide learners with a clear
sense of accomplishment and motivate continued engagement. An example from cybersecurity
training is a phishing simulation that awards points for correctly identifying suspicious emails

and displays a progress bar toward the next 'security awareness level.

Consequently, the results advocate for a strategic pivot in delivery channels from
ineffective email to more integrated platforms. For Malaysian youngsters, embedding
cybersecurity awareness within WhatsApp, a cornerstone of their digital communication
practices, is proposed as a critical intervention to bridge the engagement gap. Moreover, the
mode of delivery is of equal significance to the content. This investigation demonstrates that,
for Malaysian youngsters, email is progressively less efficacious as a principal medium for
awareness training, Farooq et al. (2024) and Zaharon, Ali, and Hasnan (2021) recommended

the need for continuous education on evolving phishing tactics, as phishing or other social
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engineering techniques will remain a persistent factor influencing how individuals interact on

the internet (Xu & Rajivan, 2023).

In addition, to cultivate practical resilience, training should be expanded to include
hands-on competencies to youngsters. This includes instructing youngsters on the proactive
use of spam filters to detect and mitigate phishing attempts (Sarno, Gendron, & Volante, 2025).
Technique reported by respondents in this study (see Figure 41) as a simple yet effective layer
of defence, hence, training to strengthen email filtering systems as a foundational layer of
defence represents a significant, scalable contribution to active deception detection
(Mahalakshmi et al., 2025). Furthermore, programs should be designed to foster positive
behavioural control, empowering users with clear, actionable steps for secure cyber practices
rather than merely listing prohibitions. This shift from passive awareness to active skill-

building is essential for translating knowledge into habitual, secure behaviour.

5.3.4. Updated Awareness from Agencies

Any organisations, be it from the government to private agencies must ensure that they have
an updated requirement when they want to provide cybersecurity awareness. In Malaysia, the
government agency for cybersecurity under The Ministry of Digital still uses an old password
standard information poster that includes the statement to “Create password that have at least
8 characters with numbers and symbols” or “Change your password regularly, at least once

every 3 months”, which has been outdated since 2017 as in Figure 42.
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Figure 42: Poster from CyberSecurity Malaysia on Safe Password Guideline (CyberSecurity
Malaysia, 2024, p. 1)

Based on NIST 800-63B an updated approach eliminated the complexity rules over
technological augmentations such as password managers and robust multi-factor authentication
(MFA), shifting focus from user-borne complexity to systemic defences against modern

authentication threats (Temoshok et al., 2025).

Whereas in our research, we learned that the use of the most updated guideline will
benefit the people in cyberspace, the critical infrastructures, and agencies be it from the public
to private sector. We learnt the lesson with outdated data practices, which has been discussed

in 2.6.
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5.4. Summary

This chapter has provided a critical interpretation and discussion of the research
findings, situating them within the context of the study's objectives and the broader theoretical
framework. The analysis, grounded in the sequential quantitative data from Chapter 4, reveals
a complex picture of cybersecurity awareness and practice among Malaysian youngsters. The

core findings can be summarised as follows.

The relationship between each research question and its corresponding hypotheses is
summarised below. RQ1 (How do different cybersecurity knowledge domains predict self-
reported behavioural intentions?) was addressed by hypotheses H6a—H6e (knowledge domains
— Attitude), H7a—H7¢ (knowledge domains — Subjective Norms), and H8a—H8e (knowledge
domains — Perceived Control). The results showed partial support: only Software/System
Security significantly predicted Attitude (H6b), Subjective Norms (H7b), and Perceived
Control (H8b), while Organisation Security significantly predicted Perceived Control (H8d).

All other knowledge domain paths were not supported.

RQ2 (To what extent do the Theory of Planned Behaviour constructs mediate the
relationship between knowledge domains and behavioural intentions?) was addressed by H1
(Attitude — Intention), H2 (Subjective Norms — Intention), and H3 (Perceived Control —
Intention). The findings supported H1 and H3, confirming that Attitude and Perceived Control
are significant predictors of behavioural intention. However, H2 was not supported, indicating

that Subjective Norms (social pressure) did not significantly influence intention in this cohort.

RQ3 (How do demographic factors and cybersecurity knowledge domains influence
actual cybersecurity behaviour?) was addressed by H4 (Perceived Control — Behaviour), HS
(Intention — Behaviour), and H9 (demographics — behaviour). The results supported H9,

confirming that age, gender, and education level correlated with reduced risky behaviour.
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However, H4 and H5 were not supported, indicating that neither perceived control nor intention

significantly predicted actual phishing susceptibility.

RQ4 (What discrepancies exist between self-reported intentions and actual behaviour?)
was addressed by comparing the survey results (Phase 1) with the phishing simulation
outcomes (Phase 2). The key finding was a substantial intention-behaviour gap: despite high
self-reported intentions (YoungCCI mean = 5.87/7), 84.1% of participants had no interaction
with the phishing email, and among those who did engage, some clicked links or submitted
data. This discrepancy suggests that intentions alone do not reliably translate into secure

behaviour when individuals face a simulated phishing attack.

Collectively, these findings point to a "cyber knowledge domain-behaviour paradox":
while youngsters possess varying levels of knowledge and strong intentions, this does not
reliably translate into resilient real-world behaviour, particularly against social engineering
attacks like phishing. The recommendations put forward from early education and updated

awareness campaigns to engaging training techniques.

The next chapter will conclude the thesis by presenting an overview of the key findings,
contributions of the study, future research, limitations of the study, and recommendations for

future research.
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CHAPTER 6 CONCLUSION

Our main findings can be summarised as: a) cyber knowledge has 5 specific domains
called password security, software/system security, human security, organisation security, and
social security and analysis shows specific domain is significant to youngster’s behaviour in
safe cyber practice; b) attitude, social pressure and perceived control have a significant impact
on cyber intentions; and c¢) demographics. Therefore, mitigation strategies need to target these

specific areas.

6.1. Research Limitations

Although this study had strengths, such as its depth of insights from 765 participants
from a survey, it also had some limitations. Limitation included: the cohort of the study (ages
18-26), the high risk of a sampling bias from convenience sampling and access issues with

phishing simulation campaigns.

First, the study focused specifically on youngsters aged 18-26 years. This strategic
focus was initially justified by an identified research gap pertaining to this population segment
within the Malaysian context, where individuals in this age range are transitioning from
education to employment (or higher education). The examiner raises a valid point: this is not
necessarily a limitation of external validity but rather a deliberate boundary condition of the
study. The findings are representative of this specific age subsection and should not be
generalised to older adults or younger adolescents without further research. Future studies

should extend the age range to enable comparative analyses.

Second, the adoption of a convenience sampling strategy in Phase 1 was pragmatically
necessary to facilitate participant recruitment via social media and collaborations with local
universities and colleges. While this approach benefited the research by enabling access to a

large and diverse sample (N = 765), it inherently carries a heightened risk of sampling bias.
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This methodological choice may systematically underrepresent populations with limited digital
connectivity or internet access. To mitigate this constraint, demographic variations within the
sample were critically examined, and Phase 2 employed a stratified random sampling technique
to validate the initial findings. Although this approach was pragmatically necessary to facilitate
participant recruitment, it inherently carries a heightened risk of sampling bias (Golzar, Noor,

& Tajik, 2022).

Lastly, our third limitation of this study was encountered during the execution of the
phishing simulation campaign. At first this research developed a website, initially to simulate
a legitimate phishing attack on the participants. The initial methodology involved deploying a
simulated phishing website, developed using Wix.com, accompanied by a corresponding
domain email address. However, this platform was persistently flagged (Figure 43), as we
developed three different website and domain addresses to mimic legitimate phishing attack

and deactivated by automated security systems within 48 hours of deployment (Figure 44).

€ G % userswixcom/sign/blocked-accountview=sign-up8isendEmail=trueloginCompName=SignUp_Halreferrallnfo=SignLp_H&lpostSignUp=https 3A%2F%2Fmwwixcom¥k2inew%2Fnto%2F8pcstlogin=http.. & % B @ £ | & @  NewChomesvaisbi §

# CoogleScholar G Google ) Welcome to Official.. [ PhD@Stath M Gmal [ Social Media [ Travel [3J Work [J Dummywebsite [J KidsSchools [J Eiga @ [ GoPhish [ AlBookmarks

WIX

€ Back

Your account is blocked

Access to your accountis blocked by Wix.
Please contact Customer Care and open aticket to log in.

Contact Customer Care

Figure 43 Flagged for phishing activity
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Figure 44 Website cannot be reached

Consequently, an alternative approach was necessitated, utilising the PhishMe phishing
toolkit (see Figure 26, pg.95). This adaptation resulted in a simulation that was potentially less
sophisticated than intended, as it precluded the use of a custom domain, potentially making the
phishing emails more discernible to participants. Despite this challenge, the campaign was

successfully administered across three iterations, each incorporating recognised phishing cues.

6.2. Theoretical Contributions

This study makes three primary theoretical contributions:

a) Domain-specific knowledge framework: The research moves beyond treating
'cybersecurity knowledge' as a monolithic construct by proposing and validating
a multi-domain  knowledge framework encompassing Password,
Software/System, Human, Organisational, and Social Security.

b) Identification of the most potent predictors: The findings reveal that
Software/System Security and Organisational Security were the most
significant positive predictors of behavioural intentions, operating through their

influence on Attitude and Perceived Control (see Section 4.5.1, Table 40).
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c) Demographic moderation: Among demographic factors, educational level
(rather than age or gender) emerged as the most significant moderator, with
higher education correlating with both greater knowledge and, paradoxically,
higher susceptibility to sophisticated phishing attempts in some cases (see

Section 4.5.2, Table 41).

6.3. Methodological Contribution

From a methodological standpoint, this research makes a significant contribution
through its sequential mixed-methods design. The integration of a large-scale quantitative
survey (N=765) with a controlled phishing simulation (N=483) sets a rigorous precedent for
measuring cybersecurity behaviour. This approach overcomes the limitations of reliance on
self-reported data, which is often plagued by social desirability bias, by providing an objective

behavioural outcome measure.

While the TPB has been widely applied in cybersecurity contexts, this research provides
a nuanced understanding of the specific mediating roles of its constructs: Attitude, Subjective
Norms, and Perceived Control within a non-Western, youngster-centric sample. The findings
clarify which TPB constructs are most influential (Perceived Control and Attitude) and which
are not (Subjective Norms) in predicting cybersecurity intentions among Malaysian

youngsters.

6.4. Practical and Policy Contributions

The practical implications of this research are immediate and substantial. For
cybersecurity educators and awareness campaigns in Malaysia and similar contexts, the
findings provide an evidence-based roadmap for intervention. The identified weakness in
Human and Social Security knowledge domains dictates a strategic pivot in awareness content,

moving beyond technical advice towards critical thinking, social engineering recognition, and

183



psychological resilience training. The findings argue for a pivot in cybersecurity awareness
strategies while moving away from generic, one-size-fits-all training towards targeted,

experiential, and simulation-based approaches integrated into educational curricula.

For policymakers, particularly agencies like CyberSecurity Malaysia and the Ministry
of Education, the study offers a critical, evidence-based assessment of current initiatives. The
finding that outdated password guidelines are still being promoted serves as a direct call to
action for the systematic updating of national cybersecurity resources based on international
best practices (e.g., NIST guidelines). The strong theme from the qualitative data calling for
more awareness, coupled with the empirical evidence of knowledge gaps, provides a powerful
mandate for increasing investment and refining the targeting of national cybersecurity
education programmes, suggesting they should be embedded "at the earliest curriculum" as

highlighted in the discussion in chapter 5.

Finally, by identifying that demographic factors are poor predictors of behaviour
compared to knowledge and psychological constructs, the research argues for a move away
from demographic stereotypes in cybersecurity profiling. This suggests that resources should
be focused on universal, knowledge-based interventions that are accessible to all youngsters,
regardless of gender or educational background, while being sophisticated enough to address

the specific psychological barriers identified.
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6.5. Future Work

This research provides a clear and valuable roadmap for subsequent research by: utilise
secure, institutional-grade platforms to develop more ecologically-valid and sophisticated
phishing models that avoid premature takedowns, expand its demographic and geographic
scope, investigating the human-technical interplay in deception detection, and applying multi-

method approaches to provide deeper explanatory power.

A key focus for future endeavours is to augment the methodological rigour of phishing
simulations. Future research may employ safe, institutional-grade systems, potentially
established in partnership with government entities like CyberSecurity Malaysia and the
Malaysian Communications and Multimedia Commission (MCMC). Such collaborations
would enable the development of more ecologically valid and advanced phishing models that
are ethically implemented and shielded against premature takedowns, thereby maintaining their

research integrity.

The term 'ecologically valid' refers to the degree to which research findings can be
generalised to real-world settings. In the context of phishing simulations, an ecologically valid
design would closely mirror actual phishing attacks that users encounter in their daily lives
including realistic sender addresses, convincing website clones, and authentic urgency cues,

rather than simplified or easily identifiable fake emails.

'Premature takedowns' refer to the automated or manual removal of simulated phishing
websites by security services, hosting providers, or browsers before the research data collection
is complete. As noted in Section 6.4 (Research Limitations) and illustrated in Figure 43 and
Figure 44 (pg. 177), three different websites developed for this study were deactivated by
automated security systems within 48 hours of deployment. This disrupted the research and

necessitated an alternative approach using the GoPhish toolkit.
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Furthermore, the finding in Figure 41, pg. 161 suggest an investigation for future
research in the interplay between automated technical controls and active human deception
detection. Future studies should examine how improved email filtering systems, to reduce the
‘noise’ of low-effort phishing attempts, impact a user’s ability to engage with and accurately
identify sophisticated scams. In addition, beyond deception detection, research is needed to
evaluate the reporting behaviours of youngsters, whether they know how to alert the authorities
as discussed in 2.7, and their capability in recovery efficacy if they clicked on a link. It is
hypothesised that by minimising exposure to crude attacks, strengthening email filtering
systems could allow users to focus cognitive resources on more deceptive campaigns, thereby
making active deception detection a more measurable and reliable behavioural outcome for
executing proper incident response protocols. This delineates the respective and

complementary roles of technological and human resilience in a layered defence strategy.

To improve the generalisability of these findings, subsequent studies should broaden
the demographic and geographic scope. Utilising stratified random sampling to encompass a
wider range of age groups, socioeconomic status, and digital literacy levels would enable
comparative analyses to ascertain whether the factors influencing phishing susceptibility are
exclusive to a youngster demographic or prevalent across the entire population. Extending this
research to different cultural and national contexts might help disentangle culturally unique
behaviours from universal cognitive security risks. Specifically, specialised study is needed on
populations systematically underrepresented in cybersecurity studies, such as persons with

poor internet connectivity, to build equitable and comprehensive public cybersecurity policy.

Beyond these immediate extensions, embracing multi-method techniques would
provide deeper explanatory power. Integrating qualitative methodologies, such as in-depth
interviews following simulations, could reveal the cognitive and behavioural rationale
underlying participants' behaviours, expanding beyond what they did to explain why.
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Ultimately, a combination of more realistic simulations, diverse and representative sampling,
and mixed-method designs will be critical for furthering a holistic understanding of phishing

vulnerability and for designing more effective countermeasures.

6.6. In Summary

Mapping the Personal Landscape: Development and Growth in Academia

The completion of this thesis marks a significant transformation in my professional
trajectory, representing a deliberate pivot from a seven-year career in the cybersecurity industry
to the academic research. This academic path was initiated by industry gained from analysing
phishing campaigns deployed during my professional experience. The experience uncovered a
clear imperative for a future-proof Malaysia's digital security, moving beyond immediate
defence mechanisms to build a robust, research-informed foundation. Undertaking a PhD was
thus a strategic commitment to bridge the critical gap between industry practice and scholarly

inquiry, equipping myself to contribute at a more systemic level to the nation's cyber resilience.

This academic passage was navigated alongside considerable personal and professional
responsibilities, including early parenthood and a full-time role in the financial sector. This
confluence of roles, while challenging, proved to be a profound catalyst for growth. It
necessitated the development of advanced skills in rigorous time management, strategic
prioritisation, and resilient project execution. More significantly, it forged a unique scholarly
identity, one that synthesises the pragmatic, problem-solving orientation of an industry

practitioner with the methodological discipline and theoretical depth required of a researcher.

The experience of balancing these multifaceted responsibilities has also generated a
vital intellectual insight: the great significance of broadening the academic landscape. The
route of a practitioner-researcher, while frequently complicated, brings vital views that can

strengthen the relevance and effectiveness of cybersecurity studies. By describing this journey,
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this thesis contributes to a broader discourse on cultivating diversity within academia,
advocating for frameworks that support non-linear pathways and the integration of professional
skills. Ultimately, this process has not only resulted in a corpus of research but has also
fundamentally influenced my capacity to serve as a bridge between industry and academia,

dedicated to bolstering Malaysia's cybersecurity landscape for the future.
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Ethics application has been approved

From www-data@cis.strath.ac.uk <www-data@cis.strath.ac.uk>
Date Wed 24/05/2023 14:47
To  Siti Suraya Binti Mohamad <siti-suraya-binti-mohamad @strath.ac.uk>

Hello,

Your ethics application "The Influence of Cyber Security Knowledge Awareness to youngster's
Behaviour in Malaysia; A Multi-Method Study” (ID: 1639) has been approved.

URL: hitps://local cisstrathac uk/w/extras/ethics/index php2view=1639

CIS Ethics Approval System.



B. Consent form for survey
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Consent Form for Smvey

Name of department: Computer and Information Science
Title of the study: The Influence of Cyber Security Knowledge Awareness to youngster's
Behaviour in Malaysia; A Multi-Method Study

I confirm that I have read and understood the Parficipant Information Sheet for the above project
and the researcher has answered any queries to my satisfaction.

I confirm that I have read and nnderstood the Privacy Notice for Participants in Research Projects
and understand how my personal information will be used and what will happen to it (Le. how it
will be stored and for how long).

Tunderstand that my participation is voluntary and that T am free to withdraw from the project at any
time, up to the point of completion, without having to give a reason and without any consequences.
Tunderstand that I can request the withdrawal from the study of some personal information and that
whenever possible researchers will comply with my request. This includes the following personal
data:

+ By continuing with this survey, you agree fo provide your personal email address in order to
proceed to the next question. Your email address will only be used for the purpose of this
survey and will be kept confidential and secure. You have the right to withdraw at any time
before submitting vour email address. and you may choose not fo complete the survey if vou
do not wish to provide your email address.

+  Your email address will only be used for this research purposes only and will be destroved
after the data has been collected.

Tunderstand that anonymised data (1.e. data that do not identify me personally) cannot be withdrawn
once they have been included in the study.

Tunderstand that any information recorded i the research will remain confidential and no
mformation that identifies me will be made publicly available.

I consent fo being a participant in the project.

Wame:

Signature of Participant: Date:




C. Participant information sheet for survey
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Glasgow

Participant Information Sheet for Survey

MHame of department: Computer and Information science
Title of the study: The Influence of Cyber Security Knowledge Awareness to youngster's
Behaviour in Malaysia; A Multi-Method Study

Introduction

My name is Siti Suraya Binti Mohamad, a PhD student at the University of Strathclyde in the department
of Computer and Information Science. My supervisor is Dr. Karen Renaud, from the same deparment
at the University of Strathclyde.

| would like to invite you to participate in this research survey. | am doing research in cyber security
knowledge awareness to behavioural factors to youngsters in Malaysia. | would like to get the respondent
for my survey from the youngsters in Malaysia, particularly from 18- to 26-year-olds.

Participation in this study is voluntary. Before you make any decision on paricipation, | would like to
explain the research to you and what your participation will entail. Please read this information sheet and
make sure you understand the content before proceeding or withdrawing from this study | am pleased
to discuss this information sheet further with you if needed, in helping you decide to paricipate in this
study or not (please see end of this information sheet for my contact details).

What is the purpose of this research?

It is proved that we use internet and electronic devices in our daily life. While cyber-attacks are now
notably increased over the years, the complexity of cyher-atiack has evolved to a more non-technical
method, which is social engineering. Social engineering attack in cyber security has been the main topic
for the biggest cyber threats world widely. With manipulation of scenarios to look legitimate to a native
and active intemet user, is the easiest modus operandi from the attacker.

There are significant proved from previous research that the lack of cyber security knowledge from the
users has led to them behave poorly. In addition, it is uncertain that whether they will behave carefully if
they have cyber security knowledge awareness. Current research indicated as the main threat in cyber
security is youngsters, as they are the most active users in cyberspace, and possessed the highest
number of people being the victim of it, especially in the phishing attack.

Hence, this study investigates cyber security knowledge awareness towards youngster's behaviour in
Malaysia. This study investigates the aftitude, subjective norms, perceived behavioural control, and
intention in behavioural, and the connection of cyber security knowledge awareness io youngsters in
Malaysia.
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Do you have to take part?

Mo. this survey is voluntary, there are no obligation to pardicipate or to finish the survey, should the
respondents wish to withdraw up until the final submission of their responses and. The survey strictly
confidential and anonymous.

What will you do in the project?

The survey will take approximately ten minutes maximum to completion. The survey will be active for
seven days and between the time, participants can pariicipate in the survey. The survey can be open via
a link provided through their smarphones and laptop. The survey consisted of questionnaires that
participants will answer.

Why have you been invited to take part?

You have been invited to take part of this study because the survey is intended for Malaysian
youngsters between the age of 18 until 25 years old. Exclusion shall he made to people below 18 for
legal issue and 25 above as the research aim to investigate youngsters.

What information is being collected in the project?

Faor the survey, there will be three sections of the questionnaire, each represent difference factor. The
first section is the demographic background, second section will investigate the knowledge awarensss
and the last section will investigate the behavioural section. There will not be any right or wrong answer
fo the questions, and participants shall answer to the questions without anybody’s possession. This is
because, the researcher would like to investigate as accurate as possible based on their answer to the
question. Mot to mention that the respondent is required to provide their email address, as the survey
analysis will be used for authorised phishing simulation later.

Please be aware that in order to proceed with the survey, respondents must provide a valid email
address. Email address will only be used for the purpose of this research. We understand that some
participants may be uncomfortable providing their email address, and therefore respondents have the
right to withdraw at any time before submitting email address, and they may choose not to complete the
sunvey if they do not wish to provide with email address. We take privacy and confidentiality serioushy
and will ensure that email address is kept confidential and secure. We will not share your email addrass
with any third parties or use it for any purposes other than those outlined in this consent statement. The
email address will be destroyed afier we sent out the phishing simulation right after the survey.

Who will have access to the information?

Only below-mentioned researchers (Or Karen Renaud, Siti Suraya Binti Mohamad) will have access to
the data. It is possible that the data may be used by the below-mentionad researchers for other similar
ethically approved research protocols, where the same standards of confidentiality will apply. The data
will not be shared (unless approved by the academic main supervisor, Or Karen Renaud).
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Where will the information be stored and how long will it be kept for?

The collected data will be stored and kept for as long as it is required by involved ressarchers. After
that, the data will be securely deleted. The collected data will be stored privately at a secured location
within the University of Strathclyde Depariment of Computer and Information Sciences. The location
will he provided by principal supervisor Dr. Karen Renaud. The location will be password protected and
under the umbrella of University of Strathclyde network and data protection. Data analysed will be kept
in the thesis.

What happens next?
If you are happy to be invalved in this project, please read, and then complete the following consent form
and then we can proceed to begin the experiment. Otherwise, we thank you for your time and attention.

Altermnatively, if a potential respondent would like to participate or to find out more information about this
research, they may contact the researcher. The researcher's contact defails can be found below.
Potential participants will be given a consent form to participate in the survey.

Researcher contact details:
If there is any need to contact the researchers, you can use any of the following means:

Mame: Siti Suraya Binti Mohamad

Depariment: Computer and Information Sciences,
Email address: siti-suraya-binti-mohamad@strath.ac.uk
Address: The University of Strathclyde,

Livingstone Tower, LT 12-16

26 Richmond Street,

Glasgow, G1 1XH,

LK.

Academic Main Supervisor:

Mame: Dr. Karen Renaud

Department: Department of Computer and Information Sciences

Address: 26 Richmond Street, Glasgow G1 1XH, Scotland, United Kingdom
Email: karen.renaud@strath.ac.uk
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Chief Investigator details:

This research was granted ethical approval by Deparimental Ethics Committee- Computer and
Information Sciences. If you have any guestions or concems, before, during or after the investigation, or
wish to contact an independent person to whom any guestions may he directed or further information
may be sought from, contact details are provided below:

Departmental Ethics Committee-Computer and Information Sciences
University of Strathclyde

Livingstone Tower

26 Richmond Street

Glasgow

G11xXH

Scotland, United Kingdom

Phone Number- +44 141 548 31389
Email Address- ethics@cis.strath.ac.uk
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D. Second Phase Ethic Approval (ID:2249)

a Outlook

Ethics application has been approved

From www-data@cis.strath.ac.uk <www-data@cis.strath.ac.uk>
Date Mon 24/07/2023 18:08
To  Siti Suraya Binti Mohamad <siti-suraya-binti-mohamad@strath.ac.uk>

Hello,

Your ethics application "The Influence of Cyber Security Knowledge Awareness to youngster's
Behaviour in Malaysia; A Multi-Method Study” (ID: 2249) has been approved.

URL: hitpsi//local cisistrathacuk/we/extras/ethics/index php?view=2249

CIS Ethics Approval System.
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E. Consent form for phishing email simulation
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Strathclyde

Glasgow

Consent Form for Phishing Simulation

Name of department: Compurter and Information Science
Title of the study: The Influence of Cyber Security Knowledge Awareness to youngster's
Behaviour in Malaysia; A Multi-Method Study

I confirm that I have read and understood the Participant Information Sheet for the above project
and the researcher has answered any queries to my satisfaction.
I confirm that T have read and understood the Privacy Notice for Participants in Research Projects
and mnderstand how my personal information will be used and what will happen to it (ie. how it
will be stored and for how long).
I vnderstand that niy participation is voluntary and that I am free to withdraw from the project at any
time, up to the point of completion, without having to give a reason and without any consequences.
I understand that I can request the withdrawal from the study of some personal information and that
whenever possible researchers will comply with my request. Ensure that the data will only be used
for this research purposes only and will be destroved after the data has been collected, the following
personal data as below:

* Fmail address

o [P addresses

» Geolocation data
Tunderstand that anonymised data (i.e. data that do not identify me personally) cannot be withdravwn
once they have been included in the study.
I understand that any information recorded in the research will remain confidential and no
nformation that identifies me will be made publicly available.
I consent to being a parficipant in the project.

MName:
Signature of Participant: Drate:
The
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F. Participant information sheet for phishing email simulation
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Participant Information Sheet for Phishing Simulation

MName of department; Computer and Information science
Title of the study: The Influence of Cyber Security Knowledge Awareness to youngster's
Behaviour in Malaysia; A Multi-Method Study

Introduction

My name is Siti Suraya Binti Mohamad, a PhD student at the University of Strathclyde in the department
of Computer and Information Science. My supervisor is Dr. Karen Renaud, from the same department
at the University of Strathclyde.

I am doing research in cyber security knowledge awareness to behavioural factors to youngsters in
Malaysia.

What is the purpose of this research?

The main objective of the research generally is to investigates cyber security knowledge awareness
towards youngster's behaviour in Malaysia. While the primary objective of conducting phishing
simulations is not to perpetrate deceitful people but rather to enhance their awareness and ability in
identifying and appropriately responding to phishing attacks particularly. In this case in particular, to
identify youth that are susceplible to phishing attack, to accurately find the comparison between both
data gathered (first phase: survey and second phase: simulation).

The topic of social engineering attacks in the field of cyber security has gamered significant attention as
one of the most prominent cyber threats on a global scale. The incidence of cyber-atiacks has
demonstrated a marked escalation over time, with the nature of these attacks evolving towards a less
technical modality, namely social engineering. The most straightforward approach for an attacker is using
manipulation in a manner that appears legitimate.

There are significant proved from the lack of cyber security awareness from the users has led to the
increase of phishing attack. In addition, it is uncerain that whether they will hbehave carefully even if they
have cyber security knowledge. Current research indicated the main threat in cyber security is
youngsters, as they are the most active users in cyberspace, and possessed the highest number of
people being the victim of it, especially in the phishing attack.




Universityof =%

Strathclﬁde

Glasgow

Do you have to take part?

Although your email address was obtained prior to the phishing simulation, it is crucial to acknowledge
that your involvement in the simulation is still completely voluntary. The email address were collected
through survey previously, where individuals willingly provided their contact information.

The importance of upholding participants’ freedom of choice and securing their informed consent
throughout the process is well acknowledged. Hence, we would like to ensure that your participation in
this phishing simulation is completely voluntary. The participation of the user is highly valued and their
willingness to engage in this educational exercise is greatly appreciated. The purpose of this exercise is
to increase the user's awareness of phishing attacks and to improve the cybersecurity measuras to youth
in Malaysia, in particular.

In the event that you opt to refrain from participating in the simulation or decide to retract your consent,
kindly inform us, and we will guarantee your exclusion from the simulation. We express our gratitude for
your comprehension and eagerly anticipate your engagement, in the event that you choose to be
involved.

What will you do in the project?

Since we used a simple random sampling technigque, should a computer-generated picked participant’'s
email address, the simulated phishing email will be distributed to the paricipants. It is recommended to
diligently interact with the email based on your judgment. Observe various elements in the email,
including the identity of the sender, the textual content of the email, the subject ling, and any addition
resources such as attachments or hyperlinks. If participants interact with the email, participants are
directed to a simulated phishing landing page, however, we can assure that no confidential data will be
collected.

Why have you been invited to take part?

Since the paricipants took part with the survey earlier on, where their email addresses were collected.
Therefore, because of prior engagement in the survey, the email was included in the pool of potential
participants for this phishing simulation. Simulation employed a technique known as simple random
sampling in order to choose the paricipants.

This methodology ensured that each member of the designated population was afforded an equitable
opportunity for selection. The objective of utilising this approach was to establish a heterogeneous and
inclusive cohort of respondents, guaranteeing equitability and objectivity across the recruitment
procedurs.

The principal aim of our initiative i1s to furmish a worthwhile educational encounter that fosters
an understanding of cybersecurity and facilitates the safeguarding of yvouth in Malaysia.
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What information is being collected in the project?

+  Addresses: The collection of email addresses of participants or targeted individuals is conducted for
the purpose of disseminating phishing emails. However, we have collected all emails in our survey

+ Email response data: Monitors the response 1o the phishing email, encompassing their engagement
with what the phishing simulation design whether it is in hyperlinks, attachments, and disclosure of
confidential data.

+ |P addresses: The logging of IP addresses associated with pariicipant inferaction with phishing
emails. This data aids in the idenfification of the participant’s location or network.

« Lser agent information: The collection of user information, the web browser, is what we are planning
to collect. The aforementioned data offers valuable insights regarding the technological and software
preferences of the individuals involved. In addition, the reason why we would like to gather user's
web browser is that it is assisting in the evaluation of the coherence of simulated phishing emails
across diverse platforms.

« (Geolocation data: This data assists in analysing the geographic distribution of participants and their
response patterns.

Who will have access to the information?

Only below-mentioned researchers (Dr Karen Renaud, Siti Suraya Binti Mohamad) will have access to
the data. It is possible that the data may be used by the below-mentioned researchers for other similar
ethically approved research protocols, where the same standards of confidentiality will apply. The data
will nat be shared (unless approved by the academic main supervisor, Dr Karen Renaud).

Where will the information be stored and how long will it be kept for?

Data that have been collected will be stored and kept for as long as it is required by involved
researchers. After that, the data will be securely deleted. The collected data will be stored privately at a
secured location within the University of Strathclyde Depariment of Computer and Information
Sciences. The location will be provided by principal supervisor Dr. Karen Renaud. The location will be
password protected and under the umbrella of University of Strathclyde network and data protection.
Data analysed will be kept in the thesis.

What happens next?

We thank you for your time and attention. Altematively, if a potential respondent would like to
participatef/opt out or to find out more information about this research, they may contact the researcher.
The researchers contact details can be found below. Potential participants will be given a consent form
to participate in the survey.

The place of useful learning
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Researchers contact details:
If there is any need to contact the researchers, you can use any of the following means:

Mame: Siti Suraya Binti Mohamad

Department: Computer and Information Sciences,
Email address: sit-suraya-bint-mohamad@strath.ac.uk
Address: The University of Strathchyde,

Livingstone Tower, LT 12-16

26 Richmond Street,

Glasgow, G1 1XH,

LK.

Academic Main Supervisor:

MWame: Dr. Karen Renaud

Department: Department of Computer and Information Sciences
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G. Phishing simulation email flowchart

=

Create phishing design

Insert button for simulation Number each email address
landing page

Configure phi shin g setting,

Randomly pick email address
(time and date, deploy, etc.)

with computer generated

Ready to deploy Simulation Assign to three simulation
to participants A email

T

Participant receive
phishing email

Respondent
clicked

Respondent

ignored Phishing landing page

“You have been phished"”
GoPhish stored data message in assigned

landing page website

T

Researcher received data =C End )
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H. Qualtrics Survey

| English (United Kingdom) v |

Participant Acknowledgement

Dear respondents

| am doing academic research titled:
“The Influence of Cyber Security Knowledge Awareness to youngster's Behaviour in Malaysia, A Multi-Method Study”

You have been invited as a respondent for this study. Your sincere cooperation is crucial in determining the success of
this stisdy. In this study, | would like to acosss youl percepbion conceming certain factors towards the effectveness of
cybersecurity awareness in Malaysia. Flease read carefully all the instructions pertaining fo every section and answer

every question sincerely. There is no nighl o wrong answer.

The questions are classiied nlo three sechons:;

Section & Youngster's demographics background

Section B: Cybersecurnity knowledge awareness praclices

Section C: Youngsters behaviour

All rezponses provided will be treated with stnct confidentiality and will be used for this academic research anly. Thank
you very much for your time and cooperation,

This survey is being conducted for Fh.D. research at the University of Strathclyde, United Kingdom. Should you have any
questions about the study or you wish to receive a copy of the results, please contact the researcher via the address or
email below:

siti--suraya-binti-mohamad @l strath.ac.uk

Sincerely,
I's, Sih Suraya Binh Mohamad

Depariment of Computer and Information Science

University of Strathclyde Glasgow, Scotland
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A note on prvacy This survey is anomnymous. The record kept of your survey responses does not contain any identifying
information about you unless a specific guestion in the survey has clearly asked for this. All answers will be treated
confidentially and respondents will be anonymous during the collection, storage, amnd publication of research malernal
Once the survey has been taken offine, pardicipant responses will be exiracted statistically analyzed, and published in a
Fh.D. thesis, and may be used in a suitable academic journal. Your responses will be treated as confidential at all times
and dala will be presented m such a way thal your denbly cannol be connecled with speahc published dala. Ths survey
s designed for adull parboipation. IF you are under 18 years, please do not answer this survey. Anyone 18 years old
or above can take part in the survey and has the right to withdraw up until the final submission of their responses. If you
click 'Mext’, you confirm that you have read and understood the information given, understand that you are free
to withdraw up until the point of submission of your responses, you are 18 years or above, and agree to take part

in the study.
Demographic background

Please provide your age

(O Over 26

Kindly provide your gender

(O Prefer not to say

Kindly select your education background

O High school
O Diploma

(O Bachelors Degree
O Masters degree
(O Doctoral degree
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Kindly provide your email address {Please note thal your provided email may recene an authonsed phishing simulation at

any time. Mo sensitive data will be collected )

CSKA

Please respond to each of the following questions in the manner that best reflects your
cyber security knowledge awareness practices. Please read the question carefully.

Abouthalf  Most ofthe
Mevear Sometimes tha time time Always

Do you use a

password manager to

keep track of your

passwords? (E.g., O O O O O
1Password, LastPass,

Dashlane, etc)

How frequently do you
use additional security
measures to protect

your online accounts
(e.g., 2-step O O O O O
verification, etc) for at

least one of the online
accounts?

How often do you

disclose confidential

infarmation (e.g.

Identification Number O O O O O
(10}, credit card

number, CVV number,

etc)

How frequently do you

include perzonal

information such as

your name, last name, O @) O O O
date of birth, etc.,

when creating your

passwords?

How oftan do you use

a combination of

uppercase and

lowercase letters (e.g.

aBc, ABC, or abe, atc),

numbers (a.g., 123, @) O O O O
etc), and special

characters (e.g., 1@+,

etc) n your

passwords?
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Please respond to each of the following questions in the manner that best reflects your
cyber security knowledge awareness practices. Please read the question carefully.

You update
applications/systems
to the latest version
(e.g. operation
systems (OS5),
applications, etc.)

You use antivirus
software (E.g.
Microsoft defender,
McAfea, Kaspersky,
Morton, etc)

You clear Browser
Cookies (e.g.
usermame, password,
bank account details,
etc)

You use pop-up
blocker (e.g., AdBlock,
AdGuard, Opera

Browsaer, etc.)

Your anti-virus
software is up to date
{e.g. manually or
turned on automatic

update)

If you're paying
attention, click
Sometimes

Mever

O

O

Sometimes

O

O

About half
the time

O

O

Most of the
time

O

O

Always

O

O

Please respond to each of the following questions in the manner that best reflects your
cyber security knowledge awareness practices. Please read the question carefully.

How frequently do you
enter your password
after clicking on a link
in an email and that
link takes you to a
websita

Do you regularly
chack if the website
you ara visiting uses
HTTPS?

MNewver

@]

Sometimes

O

About half
the time

O

Most of the
time

O

Always

O
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About half  Most of the

Naver Sometimas the time time Always
How frequently do you
lock at the URL bar to O O O O O
verify your visit to the
website?
Do you open emails or
attachments from O O O O O
unknown sources
Do you visit websites
you have not heard O O O O O

of?

Please respond to each of the following questions in the manner that best reflects your
cyber security knowledge awareness practices. Please read the question carefully.
About half Maost of the
MNewvear Somatimas the time time Always

Organization

organizes security 0O O O O O

talks

Organization

constantly remind fo

practice computer O O O O O
sacurity

Organization

distributes security O O O O

newsletters or articles

If you're paying

attention, click Never O O O O
Organization's

Information

Technology helpdesk

sands out alert O O O O O
messages/emails

concerming security

Waork device(s) is

monitored by O O O @] O

administrator

Flease respond to each of the following questions in the manner that best reflects your
cyber security knowledge awareness practices. Please read the question carefully.
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Abouthalf  Maostofthe
MNewver Sometimes the: time time Always

Know how ta report
cybercrime (e.g.
Cybeard99, Maticnal
Scam Response

Centre (NSRC),

Malaysitan : O O O D D
Communication and

Multimedia

Commission (MCMC),

atc. )

Exposed to cybar
security knowledge

through past education O O O O O

( e.g. high school,
universities, etc. )

Exposed to cyber

sacurity policy in

Malaysia (2.9.

Malaysia Cyber

Security Strategy

2020-2024, Mational O O O O O
Cyber Security Policy

in Malaysia, Mational

Cyber Exercisa in

Malaysia, etc. )

Exposed to cyber

security practices

through govermment

initiatives (e.g. Cyber

Security and

Awargﬁresa for O O O O O
Everyone

(CyberSAFE), national

cyber exercisa in
Malaysia, etc.)

Have ever

encountered any

cyber-attack(s)? (e.g.

Phishing attack, O O O O O
malware and virus

attack, ransomware

attack, etc. )

TPB

Please answer each of following question that best describe your opinion. Some of the
question may appear to be similar, but they do address somewhat different issues.

Please read each question carefully. ,
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Maithar
agree
Strongly Somewhat nor Somewhat Strongly
disagree Disagree disagree disagree  agree Agree  agree
To me, cyber
security knowledge

awareness O O O O ) @ O

practices will affect
cyber behavior

It is important to

always behave O O e ® ® O O

accordingly in
cyberspace

It is important to at
all times to adhere

to cybersecurity O O O O O O O

knowladge
awareness

To ma, | behave
differantly if | have

cyber sacurity O O O O O O O

knowledge
awareness

Please answer each of following question that best describe your opinion. Some of the
guestion may appear to be similar, but they do address somewhat different issues.
Please read each question carefully.

Maithar
agree
Strongly Somewhat nor Somewhat Strongly
disagree Disagree disagree disagree  agree Agree  agree
My family and
friends think that
cyber security
knowledge O O O O O O @]
awareness will
affect cyber
behavior
Most people around
me ohey to
cybersecurity O O O O O O O
knowledge
awareness
My surmounding

think that | behave

differently if I h
c.';rbarfgemzrit}r o O O @) O Q O O

knowladge
dwareness
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Meither

agree
Strongly Somewhat _MOT  Somewhat Strongly
disagree Disagree disagree d1S30r@8  agree Agree  agree
Most people around
me think that it is
important to behave @] O O O O @) 0O
accordingly in
cyberspace

Please answer each of following question that best describe your opinion. Some of the
question may appear to be similar, but they do address somewhat different issues.

Please read each question carefully.

Maither
agree
Strongly Somewhat nor Somewhat Strongly
disagree Disagree disagree disagree  agree Agree agree
| find it easy to
ensura that | always
ly with th
ﬁ;ﬂ;’?ﬁ‘;fum ¢ O O O O O O O
knowledge
awareness
| find it easy to
behave differently if
| have cyber O O O O O O O
security knowledge
| find it easy to
ansure | behave
accordingly in O O o o O O O
cyberspace

Following cyber

security knowledge 0 ®) 9 @) O 0O O

awaranass affecting
my cyber behavior

Please answer each of following question that best describe your opinion. Some of the
question may appear to be similar, but they do address somewhat different issues.
Please read each question carefully.

Neither

agree
Strangly Somewhat nor Somewhat Strongly
disagree Disagree disagree disagree  agree Agree  agree

| expect to behave

differently if | have 0 O 0 ® O 0 0

cyber security
knowledge
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Strongly

Somewhat

MNeither
agree
nor

Somewhat

disagree Disagree disagree 9isagree  gopan

| plan to always

comply to

cybersecurity O
knowladge

awareness

If you're paying O
attantion, click
Disagree

| expect to follow

cyber security

knowledge O
awareness for my

cyber behavior

| plan to always
behave accordingly O
in cybarspace

Additional Information (e.g What do you think about cybersecurity in Malaysia)

O

O

O

@)

O

O

O

O

Agree

O

Strongly

agree

O

hitps: e qualtncs. com/powerad-by-qualincs
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I. Codebook Portion

The codebook portions

Vanable Label Variable Name Values:
Level and Codes

Age Age 1="18"
2="19-207
3="21-227
4="7"23-24"
3="25-26"
6="0Over 267

Gen Gender 1=" Male”

2="Female”

3=" Prefer not to say~
LOEdu Level of education 1=" High school”

2="Diploma”

3=" bachelor’s degree”

4= “master’s degree”

5= "Doctoral degree”

Email Email

Artl, Att2, An3 Attention response
PassSecl, Password security
PassSec?,

PassSec3. DataSecd.

PassSecs,

SoftSysSecl. Software/system security
SoftSysSec2.

SoftSysSec3.

SoftSysSecd,

SoftSysSecd.

HumSecl. Human security
HumSec2,

HumSec3,

HumSec4,

HumSec5,

OrgSecl. Orgamzation security
OrgSec?2,

OrgSec3,

OrgSed,

OrgSec),

SocioSecl. Social Security
SocioSec?,

SocioSec3,

SocioSecd,

SocioSecd,

gzﬁigigé Youngster's attitude 1=" Strongly disagree™

2= "Disagree”
YoungATT3, 3= “Somewhat disagree”
YoungATT4.

=*"Never~

= “Sometimes”
3= “About half the time™
4= "Most of the time™
5= “Always™
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YoungSP1,
YoungSP2,
YoungSP3,
YoungSP4,

Youngster's surrounding pressure

YoungPCl,
YoungPC2,
YoungPC3,
YoungPC4,

Youngster's perceived control

YoungCCT1,
YoungCCI2,
YoungCCI3,
YoungCCI4,

Youngster's cyber cautiousness intention

4=" Neither agree nor
disagree”

3= “Somewhat agree”

6= "Agree”
7= “Strongly agree”

AddQue

Additional question
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J. Open ended answer

Participant's ID

P1

P2

P3

P4

P5

PG

P7

Age
Group

25-26

21-22

23-24

23-24

23-24

19-20

25-26

Gender

Male

Male

Female

Female

Female

Female

Female

Education Level

Diploma

Doctoral

Bachelor

Master D

Bachelor

Bachelor

Bachelor

Additional Information

We need need to be exposed more about awareness in cybersecurity
especially in our age where we use internet access all the time

We need to be exposed more to cybersecurity awareness because the
amount of awareness that my surroundings and | received were still
low.

Nothing to add on. But, | like the in between question to check our
focus

Terima kasih atas info tersebut sangat berguna masa kini lebih berhati-
hati penyebaran info tersebut.

I am working in the training industry which involves cybersecurity
program areas. The organization that | worked for cater government &
private agency on the cybersecurity awareness which also leads us to be
exposed and alert to the cybersecurity activities. Since | have a basic
cybersecurity knowledge, all passwords are changed to non dictionary/
no privacy information.

Please create more awareness on cyber security especially to elderly
bes most of them are lack on awareness about cyber security.

Please create more awareness on cyber security especially to elderly
bes most of them are lack on awareness about cyber security.

Cyber security is really important as it helps to protect my privacy and
ensure my cyber life is safe and free from any scams and threats. It is
important for kids and adults nowadays to be exposed to the cyber
security program and have an awareness of it as it will build a cyber-
safe generation in the future. Thank you and good luck for your study.
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P2

P9

P10

P11

P12

P13

P14

P15

25-26

25-26

18

21-22

21-22

23-24

25-26

19-20

Female

Female

Female

Female

Female

Male

Female

Female

High Sch

Bachelor

Diploma

Bachelor

Master D

Master D

Master D

Diploma

Cyber security is really important as it helps to protect my privacy and
ensure my cyber life is safe and free from any scams and threats. It is
important for kids and adults nowadays to be exposed to the cyber
security program and have an awareness of it as it will build a cyber-
safe generation in the future. Thank you and good luck for your study.

I'm sorry if the answer given is not up to standard

Its important for everyone get well educated regarding cybersecurity as
the crime increasing now.

Its important for everyone get well educated regarding cybersecurity as
the crime increasing now.

Hi, i picked diploma but i'm actually a matriculation student hehe but
my age correct la, goodluck in whatever you do and | strongly agree to
implement strict security measure when dealing with internet access,
may Allah ease everything &

Good measure to highligh more about cyber security

Awareness and knowledge among teenagers/young generation is
actually in a high phase compared to the old people/parents. They are
exposed and become the target for the scammers especially from
Facebook link or messenger.

Collecting email but not taking responsibility for the consequences is
contradictory of your work. Collect data anonymously, not everything
need email

Everything is good
| usually detects for scam by using google lens for pictures, CCID web
and true caller. | realised that we lack of cybersecurity awareness as ppl

around me tend to trust any ppl that try to scam them. | often need to
remind them always as im always alert with the scammers.
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| usually detects for scam by using google lens for pictures, CCID web
and true caller. | realised that we lack of cybersecurity awareness as ppl
around me tend to trust any ppl that try to scam them. | often need to
remind them always as im always alert with the scammers.

There's still some people even though with high education or good
P16 1920 Female  Diploma carn.eer old or young people still not aware about cyber security and
easily got scammed by the scammers. Hope you can spread more
awareness about cyber security
There's still some people even though with high education or good
career old or young people still not aware about cyber security and
easily got scammed by the scammers. Hope you can spread more
awareness about cyber security
| think one of the aspect that affect people to act accordingly towards
P17 21-22 Female MasterD cyber security are you need to spend lots of money to ensure its
secure// gain security.
People online should be responsible for their actions on the internet,

P18 25-26 Male Bachelor
but the anonymity each individual have renders it impossible.

P19 25-26 Male Bachelor Goodluck with your survey!
P20 25-26 Female  Bachelor Awareness on cyber security is still low tbh
P21 23-24 Male Master D Good for our enviroment

Cyber security awareness should be spread more to the elders through
P22 23-24 Male Bachelor programs,infographic because they are the most fragile to pishing

attacks etc

Cyber security awareness should be spread more to the elders through

programs,infographic because they are the most fragile to pishing

attacks etc

P23 25-26 Female  Master D I think cyber security is an important issue and deserve great attention
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P24

P25

P26
P27
P28

P29

P30

P31
P32
P33

P34

p29

23-24

25-26

25-26

21-22

19-20

25-26

21-22

25-26
25-26

19-20

19-20

Female

Female

Female
Female

Male

Female

Female

Male
Female

Female

Male

Bachelor

Master D

Master D
Master D

Bachelor

Bachelor

Bachelor

Bachelor
Doctoral

Bachelor

Diploma

Awareness of cybersecurity is important to educate and train
employees about the threats that lurk in cyberspace. They also need to
know how to prevent such threats and what they must do in the event
of a security incident.

Cyber security issues demand more attention from many authorities,
including the government, employers, and families, because during
these day, everyone is exposed to cyber fraud.

Cybersecurity is important as it can save us from scammers!

Most people don't really expose to cyber security

Need more enforcement and awareness on cybersecurity to community
esp for elders

Need more enforcement and awareness on cybersecurity to community
esp for elders

Need more enforcement and awareness on cybersecurity to community
esp for elders

In Malaysia, exposure to cyber security is still on minimal level
especially within primary and secondary school students.

In Malaysia, exposure to cyber security is still on minimal level
especially within primary and secondary school students.

More people are not sure what is cyber threat and how to minimise
cyber threat

Hope citizen have more exposure into cyber security awareness

| hope more organisations aware about cyber security.

thank you for conducting this study. everyone need this kind of
awareness.

| hope government can provide initiative to send awareness to more
people about the cyber security as we are moving fast in the modern
world

| hope government can provide initiative to send awareness to more
people about the cyber security as we are moving fast in the modern
world
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P35

P36

P37

P38

P39

P40

P41

19-20

21-22

23-24

18

23-24

19-20

23-24

Female

Female

Male

Female

Female

Female

Female

Bachelor

Bachelor

Bachelor

Diploma

Bachelor

Bachelor

Bachelor

It seems like most of the authority haven’t really focus on cybersecurity
eg: government servant. No updated system, no end user monitoring,
data leak here and there. It should start with them, the government.

| think it is better for the knowledge of security is implimented in the
education website of university, school and so on to avoid any unethical
behaviour among the students.

| think it is better for the knowledge of security is implimented in the
education website of university, school and so on to aveid any unethical
behaviour among the students.

Cybersecurity is one of critical knowledge nowadays to avoid scammers
etc

| think cybersecurity awareness also important to children and elders as
well

| think cybersecurity awareness also important to children and elders as
well

Security awareness are important to younger generation nowadays.
Need to expose more information regarding security awareness to
them to avoid any problems in future

Security awareness are important to younger generation nowadays.
Need to expose more information regarding security awareness to
them to avoid any problems in future

Security awareness are important to younger generation nowadays.
Need to expose more information regarding security awareness to
them to avoid any problems in future

Need more information of cyber security and free license for security
for every devices.

No enforcement to strengthen cyber security expecially to teenagers
No enforcement to strengthen cyber security expecially to teenagers

No enforcement to strengthen cyber security expecially to teenagers
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P42

P43

P44

P45

P46

P47

P4s

P49

P50

P51
P52

P53

P54

25-26

18

19-20

18

19-20

18

19-20

21-22

25-26

23-24
19-20

23-24

25-26

Female

Male
Female

Male

Male
Female

Male

Female

Female

Male
Male

Male

Female

Master D

Bachelor
Diploma

Bachelor

Bachelor
Diploma

Diploma

Diploma

Bachelor

Bachelor
Diploma

Master D

Bachelor

A proactive measures of cyber security awareness amongs children in
school need to be conduct. This is because, children most likely to have
gadget and smart phone to mingle around cyberspace with or without
parents knowledge. Level of education will also affecting young adult to
obey the rules in cyber space.

A proactive measures of cyber security awareness amongs children in
school need to be conduct. This is because, children most likely to have
gadget and smart phone to mingle around cyberspace with or without
parents knowledge. Level of education will also affecting young adult to
obey the rules in cyber space.

Citizen in Malaysia do not have access to awareness in cybersecurity

This is the age where we learn about cybersecurity

People sometimes do not know how to react to cybersecurity because
they don't really know about it

People sometimes do not know how to react to cybersecurity because
they don’t really know about it

No proper engagement in cybersecurity

Cybersecurity is so hard to understand, | only know about update my
laptop and my phone

Good prospect to introduce cybersecurity even from high school
Good prospect to introduce cybersecurity even from high school
Never heard about cybersecurity awareness until | went to the
university, should have more exposure from registered bodies

Never heard about cybersecurity awareness until | went to the
university, should have more exposure from registered bodies

Good for our generation if this is implemented from the very young age

We need more of cybersecurity in our country

Good initiatives, expecially to kids and senior citizens

Good initiatives, expecially to kids and senior citizens

The government does not expose us to cybersecurity

The government does not expose us to cybersecurity

I only know that cyber-attack is legitimate when | was scam before

XXX



K. GoPhish server

@' login as: root

@' rocot@lel.35.168.14"'s password:

Welcome to Ubuntu 24.04 LIS
Documentation: https://help. . COm
Management: https://landscape.canonical . com
Support: https://ubuntu.com/pro

System information as of Wed Aug

Processes:

Users logged in:

IPv4 address for ethi:
IPv4 address for ethi:

Applications is not enabled.

21 updates can be applied immediately.

le ESM Apps to receive additi
https://ubuntu.com/esm or run: sudo pro status

programs included with the Ubuntu system
he exact distribution terms for each program
individual files in /fusr/share/doc/
Ubuntu comes with ABSCLUTELY NO WAREANTY, to the extent permitted by

applicable law.

0




@GoPhish-server: ~

ToZ

e Write Out @l Where Is i Cut il FExecute
@ Read File 3 Replace ¥ Paste 8 Justify




L. Three phishing email simulation

M Gma” Suraya Mohamad <surayaaku@gmail.com>
New login on Instagram from Chrome on Windows

1 message

surayaaku@gmail.com <surayaaku@gmail.com> 10 November 2024 at 05:22

To: sazuanadli2@gmail.com

Hi User,

Someone tried to log in to your Instagram
account.

If this was you, please use the following code to
log in:

823013

If this wasn't you, please reset your password to
secure your account.

sazuanadli2Z@gmail.com
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Urgent suspicious Activity on your Microsoft Account. UPDATE NOW. nbox x

e sitisurayabm@gmail.com 12:36PM (12 minutes ago) vy &

tome =

Microsoft Account

Dear Siti Suraya,

Someone in Bogota, Colombia, attempted to log into your account several times. If you believe this was fraudulent activity, please report it here.
If you do not believe this to be a fraudulent activity, you may ignore this message

Sincerely,

Suraya@Microsoft.com
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New sign-in from Chrome OS

Hi Siti Suraya,
Your Google Account sitisurayabm@gmail.com was just used to sign in on Chrome OS.

. sitisurayabm@gmail.com

Chrome OS
a Tuesday, 25 Novemnber 2024 12:54 (British Summer Time)
Leeds, UK*

Don't recognise this activity? if you don’t recognise this device click the following
place:

click here

Review your recently used devices here

Why are we sending this? We take security very seriously, and we want to keep you in the
loop on impotant actions in your account.

We were unable to determine whether you have used this browser or device with your
account before. This can happen when you sign in for the first time on a new computer,
phone, or browser, when you use your browser's incognito or private browsing mode clear

your cookies, or when somebody else is accessing your account.

Best,
The Google Accounts team
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M. Participants Feedback

Siti Suraya Binti Mohamad

Sent: overnber :

To: Siti Suraya Binti Mohamad
Subject: Re: Follow-Up Regarding Your Participation in a Ph.D. Research Study

"CAUTION: This email originated outside the University. Check before clicking links or
attachments.
How often do you check your email?

This email account is dedicated solely to university projects, so | check it only when | am
actively engaged in coursework or group assignments.

Do you use any email filters or security tools to manage or scréeen incoming emails?
No.

Are there any specific signs or red flags that typically make you cautious about opening an
email? Red flags for me include emails offer unexpected rewards.

| hope my responses are useful for your analysis. Good luck with your Ph.D. research.
frpm 127

On Friday, November 14, 2025, 6:57 AM, Siti Suraya Binti Mohamad <siti-suraya-binti
mohamad@strath.ac.uk> wrote

Dear Participants,
| hope this message finds you well.

You recently participated in a simulated phiching email study as part of my Ph.D. research on
cybersecurity awareness. | sincerely appreciate your contribution to this important work.

As part of my analysis, | am reaching out to participants who did not open the simulated
phishing email. Your perspective is incredibly valuable, as it will help me better understand the
factors influencing email interaction behavior. | would be grateful if you could take a moment
to answer a few brief guestions about your email habits and security practices:

1. How often do you check your email?

2. Do you use any email fiters or security tools to manage or screen incoming emails? If
s0, could you briefly describe them?

3. Are there any specific signs or red flags that typically make you cautious about opening
an email?
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Your responses will remain completely confidential and will only be used for academic research
purposes. This follow-up is entirely voluntary, and your decision to respond (or not) will not
affect your standing in the study.

If you have any questions or concerns, please don't hesitate to reach out to me by replying to
this email or my supervisor Dr Karen Renaud Here.

Thank you once again for your valuable participation and time.

Best regards,

Siti Suraya Binti Mohamad

Postgraduate Student

Computer and Information Sciences,

The University of Strathclyde,

Livingstone Tower, LT 12-17

26 Richmond Street,

Glasgow, G1 1XH,

LLE.

Tel: +44 7920 2555 61

Email: siti-suraya-binti-mohamad @strath.ac.uk

https:/fwww linkedin.com/in/sitisurayamohamad/

=
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2019 & 2021
For Higher and Further Education
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2012 & 2019

Times Higher Education

SCOTTISH UNIVERSITY OF THE YEAR

2020
The Times & The Sunday Times

The University of Strathchyde is a chartable body, registered in Scofland, number SCO15263.
Please consider the environment before printing this e-mail.
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m Outlook

Re: Follow-Up Regarding Your Participation in a Ph.D. Research Study

I Aina Nurina Zulkifle <zainanurina@yahoo.com> |
Date Mon 05/01/2026 15:17
To  Siti Suraya Binti Mohamad <siti-suraya-binti-mohamad@strath.acuk>

CEUTIOH This email originated outside the University. Check before clicking links l:-r
.attanhmants

Thank you for reaching out and for including me in your study. I'm happy to provide some
information about my email habits and security practices in response to your questions:

1. How often do you check your email?
I check my email regularly, usually once a day.

2. Do you use any email filters or security tools to manage or screen incoming emails?
Yes, | use the Boxbe email filter to screen incoming messages. It helps prioritize emails from known
contacts and filters potential spam into a separate folder.

3. Are there any specific signs or red flags that typically make you cautious about opening an
email?
I tend to be cautious if an email comes from an unknown sender and includes links that don't

match the supposed sender's domain.

I hope this information is helpful for your research. Please let me know if you need any further
details.

Thanks and all the best!

Kind regards,

On Friday, Movember 14, 2025, 657 AM, 5iti Suraya Binti Mohamad < siti-suraya-binti-

maohamad@strathoacuk > wrote
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