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Abstract

Ghost worker fraud, where fictitious employees are inserted into payroll systems to
divert public funds remains a pervasive and costly challenge in Nigeria’s public sec-
tor. Although the Integrated Payroll and Personnel Information System (IPPIS) was
introduced to improve accountability and transparency, recent literature and empir-
ical evidence continue to show that the system has not effectively mitigated fraudu-
lent employment practices. This research addresses these shortcomings by developing
the Decentralized Employment Integrity and Fraud Prevention (DEIFP) framework, a
blockchain-based model designed to strengthen integrity, verification, and auditability
across the public sector employment lifecycle. The study employs a mixed-methods
strategy, combining two independent survey studies conducted in 2021 and 2024 with
qualitative case analysis of high-profile employment fraud incidents. The empirical
findings reveal that government employees consistently perceive IPPIS as susceptible
to insider manipulation, and weak verification controls. Evaluations from blockchain ex-
perts further highlight the need for decentralised trust infrastructures that can provide
tamper-resistant validation and transparent recordkeeping in multi-agency employment
contexts. Drawing on the principles underlying consortium blockchains and the security
offered by Ethereum Besu, the proposed DEIFP framework is conceptually designed to
enable decentralised validation of employment records. Rather than replacing existing
systems, it re-architects the trust model by distributing validation responsibilities across
authorised government institutions, thereby reducing reliance on a single point of failure
and limiting opportunities for the insertion of ghost workers. This thesis contributes
a conceptual design of the DEIFP framework, introducing a novel blockchain-based
model for decentralised employment validation in the public sector. It also integrates
insights from information systems, fraud theory, and governance to establish an in-
terdisciplinary foundation for technology-enabled fraud prevention. Lastly, the study
recommends piloting the framework in real operational environments and emphasises
the need for strong policy and regulatory alignment to support trust, compliance, and

future adoption in Nigeria’s public sector.
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framework robust evaluation and assessment. I intend to send this paper to the IEEE
Computer Society for publication under the IEEE Transactions on Dependable and

Secure Computing.
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Chapter 1

Introduction

Employment fraud is a common financial problem for governments and organizations
across the world. This is because of inefficient and ineffective management as well as
weak internal controls [351]. These frauds have alarming consequences in all nations,
contributing to untold suffering and increase of unemployment [320]. Fraud is not a
new phenomenon, it has long been a persistent issue in organizations and public sectors
[339]. In Nigeria today, fraud has become a norm in all aspects of life. It belongs to the
many different categories of corruption [3]. Fraud in many instances especially financial
crimes in Nigeria occur as a result of economic hardship and the pressure to get rid of
poverty [271].

One critical form of fraud in organizations is ghost worker fraud. A ghost worker
is any individual who is included fraudulently in a company or government’s payroll
system and receives salary but does not do any work. Individuals who receive salaries
and other benefits in place of a dead, resigned, or retired employees are also ghost
workers [271]. The public sector in Nigeria is burdened with ghost workers, these
people do not present themselves for job interviews nor write job applications, but still
open bank accounts and receive monthly salaries [223]. In Nigeria, billions of Naira
(millions of GBP) are defrauded due to ghost worker fraud [247], this led to major
drawbacks to the economy [271].

Regardless of the payroll system architecture, it is personnel in strategic locations
who add new employees, some of whom may be ghost workers [420]. The ghost worker
issue is connected to non-transparent and poor payroll and employment process man-
agement, as highlighted in Chapter 4 and Chapter 8. Payroll and employment processes
need to be enhanced to deal with the problem of ghost workers [358]. To tackle the

menace of ghost worker fraud in Nigeria, different administrations have introduced
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different measures and strategies.

One of the numerous solutions employed to curb ghost worker fraud is the deploy-
ment of the IPPIS in 2006 as detailed in section 2.6 and later the Government Integrated
Financial Management Information system (GIFMIS) in 2012 [144]. IPPIS is an inte-
grated platform the government use for payroll, and employment purposes. One of the
cardinal objectives of the previous government, (Government of President Buhari 2015
to 2023) was to fight corruption. His government implemented and enforced Treasury
Single Account (TSA), E-Payment, and IPPIS among others to tackle financial corrup-
tion and other related frauds. Treasury Single Account (TSA) is a public accounting
system in which all government revenue, receipts, and income are collected into a single
account, which is normally handled by the nation’s central bank. The primary goal
is to reduce corruption, ensure efficient cash management, eliminate idle funds, and
improve tax collection and payment reconciliation [23].

However, reports and empirical studies indicate that there are still issues with the
existing system. For example, Onukelobi et al. analyzed IPPIS and GIFMIS and found
that both failed to stop ghost worker fraud [294]. In 2022, the Federal Government
detected 1,500 ghost workers in its payroll and suspended 3,000 employees who refused
to come for verification [436]. Therefore, this thesis is motivated by the substantial
financial losses and inefficiencies resulting from ghost worker fraud in the employment
process. This fraudulent activity undermines public trust and depletes resources that
are intended for legitimate employees and other public projects. The problem state-
ment emphasizes the difficulties presented by the IPPIS, which, despite achieving its
objectives, has not fully resolved the problem.

In this chapter, research objectives and research questions that guide the study
to creating a secure and transparent solution using blockchain technology, specifically
Ethereum Besu were outlined. This chapter also presents a review of the IPPIS, includ-
ing its role, functionality, and the underlying issues that require more investigation. It
highlights the significance of using a blockchain-based approach to transform the em-
ployment process ensuring transparency were presented. Lastly, the chapter ends by

providing a summary of the structure of the thesis and explaining how each subsequent
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chapter plays a role in achieving the research objective.

Furthermore, the initial publication titled “Potentials of Blockchain Technology for
Payroll Systems” [55] incorporated elements from this section, particularly the dis-
cussion on how blockchain can improve payroll systems. These insights formed the
foundation for assessing blockchain’s potential to resolve issues of integrity and trans-
parency within Nigeria’s public sector payroll. In the second paper “Curbing Ghost
Worker Fraud In Developing Countries Using Consortium Blockchain” [56], the role
of blockchain technology in addressing ghost worker fraud in developing countries was

discussed .

1.1 Who are the ghost workers

Nafiu et al. identified ghost workers in different types based on situation and cause [271]:

Fictitious employee: This is when a timesheet is altered by a supervisor or someone
with great influence and salary is diverted to a false bank account. It is the most

widespread scheme and the easiest to detect.

Pre-employment ghost employee scheme: This type of ghost worker is created
before a legitimate employee begins work. It involves a salary going to someone’s

account in the name of the employee who is yet to begin working.

No-show ghost employee scheme: when a legitimate employee does not show up
and the supervisor enters into a deal with the employee to enjoy a percentage of the

employee’s salary.

Family members as ghost employees: this is one of the most common types of
ghost workers. When a family member’s name (such as a minor) is captured on a

payroll and payment is made into a false bank account.

Unclaimed payroll cheque scheme: when an employee is relieved from a posi-

tion (usually a top position) without formal procedures and his/her details and status
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remains intact. Some top officers claim some payments.

Termination ghost employee scheme: when an employee is sacked or retires with-
out due process, it allows ghost worker fraud, where some staff will fraudulently claim
their salaries and other entitlements. Ghost workers do not evolve on their own, they
must be hired, created, and encouraged by other individuals [271].

According to Hawley, the people at the helm of affairs are usually involved in ghost
worker fraud scheme, either knowingly or unknowingly [168]. For every ghost worker
to exist, they must be hired, there must be likely some authorization for every periodic
payment, and ghost workers must need to somehow access their payment. Despite
the architecture of the payroll system and employment process, the people in strategic
places are the ones who add new employees, which could be ghost workers [420]. The
majority of the literature agrees on the need to enhance data systems to deal with the
problem of ghost workers [358]. Hussmann asserts that ghost workers could be reduced
by ensuring better transparency in recruitment and promotion processes [181].

The Nigerian government implemented the Integrated Personnel and Payroll Infor-
mation System (IPPIS) as a way to improve the payroll management and employment
process of the federal civil service by increasing transparency, accountability, and ef-
ficiency. Despite the implementation, the ghost worker issue has not been totally re-
solved. The system is still being exploited by fraudsters, who fabricate bogus employee
records and steal public funds covertly. Hence, the need to combat ghost worker fraud
in Nigeria and improve the reliability of the public payroll system is what motivated
this study. Therefore, this study proposed the use of blockchain technology, in particu-
lar the Ethereum Besu platform, as a cutting-edge fix to this ongoing issue. Blockchain
technology offers special qualities like immutability, transparency, and decentralization
that could be used to build a secure and tamper-proof employee data ledger, making it
much more difficult for fraudsters to add ghost workers into the system while making

employment process seamless.
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1.2 Problem statement

The Nigerian Government is currently using the IPPIS for payroll platform and em-
ployment purposes [406]. Aluko stated that among IPPIS’s numerous issues is ghost
worker fraud through employment process [24]. The smuggling of ghost workers in
a payroll system is a fraudulent act, along with the theft of government money and
kickbacks [289]. After thorough and methodical screening, 84000 ghost workers were
eliminated from the Nigerian government payroll system between 2014 and 2016 [247].
In 2021, the government of Borno State found that it had 22556 ghost workers that
cost it 420 million Naira (almost half a million GBP) per month (The Ghost Workers
Syndrome in Nigeria, 2021). Furthermore, in 2016 the Nigerian Federal Government
found an estimated 65K ghost workers in the IPPIS [331].

Ghost worker fraud is not only a Nigerian problem, but also a global problem, which
accounts for a significant percentage of public employees [252] for example, in the United
States of America, a former assistant controller embezzled hospitals’ funds through
forgery and alteration of the payroll system. Termination pay was paid to sacked
employees and deposited in accounts operated by the Assistant Controller (United
States Department of Justice, 2015). Similarly, a health claim director in the United
States was convicted of embezzling US$846 000 through a ghost worker scheme [81].

In 2014, 30.6 percent of the total Yemeni labor force was in the government payroll
system, a significant number of them were ghost workers who did not exist, but collected
salaries. This was a serious concern for the Yemeni government as they have limited
resources to cope with thousands of unemployed people [15]. Similarly, in Uganda,
some health workers falsify documents to create false health centers only to steal funds
allocated to the ghost workers [270]. In addition, in Afghanistan, ghost workers were
reported to have infiltrated the government’s payroll system. The United States gov-
ernment was concerned that funds that were meant to pay Afghan police salaries were
going to ghost workers. The European Union one time withheld 100 million Euros
meant to contribute to the Afghan Trust Fund due to the possibility of not using the

money for the real workers [377]. According to Shin, there are two types of payroll
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fraud; timecard falsification and ghost worker fraud. They termed the latter as the
most common [365].

Despite the implementation of IPPIS, ghost worker fraud remains a significant chal-
lenge within Nigeria’s public sector. Numerous instances of ghost worker fraud across
different levels of government highlight the critical flaws in the existing payroll and
employment management process. For example, the Anthony Ogar case in 2020 de-
frauded the Nigerian government of 3140 million (74000 GBP) by fabricating ghost
worker records [396], and the Dairo Samson case in 2017 similarly defrauded the gov-
ernment of N11.3 million (6000 GBP) [125]. Also, in other climes there are cases of
Dr. Mzalendo Kibunja and his accomplices who defrauded the National Museums of
Kenya by creating and paying ghost workers the sum of Kes 449392 075 (approximately
2900000 million GBP). More so, there is the Leicestershire case [46], where a group
of fraudsters scammed a cancer charity and the local council of thousands of pounds.
These cases emphasize the systemic failure to detect and prevent fraud.

The persistence of ghost worker fraud highlights the need for a more secure and
transparent solution to address these vulnerabilities in the system. Blockchain’s im-
mutable and decentralized nature could offer a more robust and tamper-proof mecha-
nism for employment management, where multiple independent agencies could verify
employment records and validate the authenticity of the personnel data [358]. In conclu-
sion, the continued prevalence of ghost worker fraud despite the introduction of IPPIS
necessitates a reevaluation of the system and the implementation of a more transparent
and effective solution. The current vulnerabilities in the payroll and employment sys-
tem are not unique to Nigeria, but are found in various public sector systems around
the world. A decentralized blockchain-based framework, such as the one proposed in
this research, could address these vulnerabilities by enhancing transparency, security,

and accountability within the employment verification process.
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1.3 Research aim and objectives

The aim of this research is to propose a blockchain framework that could improve
transparency and data integrity within the employment process to curb ghost worker
fraud in Nigeria by integrating blockchain technology and some external organizations

with the existing IPPIS.

1.3.1 Research objectives

The primary objectives of this research are as follows:

1. Understand Government Employee Perceptions: To investigate how government
workers feel about the employment process via the IPPIS and its probable con-

nection to ghost worker fraud.

Because by understanding how government employees perceive the IPPIS, one can
gauge the system’s effectiveness in addressing ghost worker fraud. If employees
feel the system is inadequate, it points to the gaps that need to be addressed,

which is crucial to developing more effective solutions.

2. Make systematic analysis on fraud theoretical frameworks: This will help identify
the most relevant theoretical frameworks for understanding ghost worker fraud,

ensuring that the study is grounded in well-established concepts.

Because by systematically analyzing these frameworks, it could effectively guide

the development of a solution to address the specific issues of fraud.

3. To Develop a Blockchain-Base: This is a blockchain framework based on Ethereum
Besu to improve the IPPIS employment process and so enhance employment in-

tegrity and effectively mitigate ghost worker fraud within Nigeria’s public service.

This is important because it proposes a solution to the issue of ghost worker fraud
by leveraging blockchain technology to enhance transparency in the employment
process. The development could provide a technological approach to addressing
the inefficiencies in the existing system, ensuring a more trustworthy public service

employment process.
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4. To Define Stakeholder Roles and Responsibilities: Specify the roles of various
stakeholders such as the employers, employees, validators, security agencies, and
regulatory bodies in implementing and sustaining the blockchain-based frame-

work.

This is important because clearly defining the roles and responsibilities of various
stakeholders ensures effective collaboration and accountability in the proposed

framework.

5. To Evaluate the Impact of the proposed Framework through Case Study Analysis:
Conducting a thorough analysis of real-world ghost worker fraud cases to assess
the potential effectiveness and applicability of the framework in mitigating fraud

risks and enhancing transparency in government employment systems.

This objective is important because evaluating the proposed framework through
real-world case studies allows for a practical assessment of its effectiveness in
addressing ghost worker fraud. By analyzing actual fraud cases, the research
could demonstrate the framework’s potential impact on improving transparency

and reducing fraud in government employment systems.

6. To Assess the Effectiveness of the Proposed Framework: Conducting and admin-
istering surveys to federal government employees and blockchain experts to assess

the perceived effectiveness of the proposed framework.

This objective is important because it allows for the collection of valuable feedback
from key stakeholders, including government employees and blockchain experts,
to gauge the perceived effectiveness of the proposed framework. By assessing
their views, the research could validate the framework’s feasibility, ensuring that
it is both practical and acceptable to those involved in the implementation and

use of the system.

1.3.2 Research questions

The research questions that guide this study are as follows:
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1. To what extent do government employees perceive that the employment process

through IPPIS encourages or facilitates ghost worker fraud?

2. What is the most appropriate theoretical framework for analysing ghost worker
fraud within public sector employement process, and how can it inform the de-

velopment of a blockchain-based fraud prevention framework?

3. How can a decentralized blockchain-based framework, utilizing Ethereum Besu,
be designed to enhance employment integrity and mitigate ghost worker fraud
within the Nigerian public service, particularly through the IPPIS employment

process?

4. What are the specific roles and responsibilities of key stakeholders, including
employers, employees, validaters, security agencies, and regulatory bodies, in the

acceptance of the proposed framework?

5. How effective is the proposed framework in addressing the vulnerabilities and
fraud risks identified in real-world ghost worker fraud cases within government

employment systems?

6. How effective is the proposed framework perceived to be by government employees

and blockchain experts?

1.4 Research scope

The case study of this research is the employment process through the IPPIS of the
Nigerian government. The IPPIS is a computerized Human Resource Management In-
formation and Payroll System that is being implemented in all Ministries, Departments,
and Agencies (MDAs) to perform various human resource functions. The study will
cover only the employment process through the IPPIS existing on the IPPIS platform
and the attempt prevent ghost worker fraud within it. The study will not cover other
functionalities of the IPPIS, such as how salaries are computed, who or when to employ,
who controls the payroll, increment or decrement of salaries, and who gets promoted,

demoted, or sacked.
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1.5 Summary of Contributions

This research contributes to the fields of fraud prevention, blockchain applications, and
public sector governance, with a specific focus on addressing ghost worker fraud in Nige-
ria. The contributions are centred on the conceptualisation of a novel blockchain-based
framework, its architectural design, and its empirical evaluation through stakeholder

engagement and case analysis. The key contributions are as follows:

1. Design of the DEIFP Framework: The primary contribution of this study is the
design of the Decentralized Employment Integrity and Fraud Prevention (DEIFP)
framework. This framework proposes a blockchain-based approach to enhancing
transparency, data integrity, and fraud prevention in public sector employment
systems. While a full technical implementation or proof of concept has not yet
been developed, the research presents a detailed architectural design and imple-
mentation strategy. These are discussed in section 6.5, with stakeholder feedback

and evaluation results presented in Chapter 7 and Chapter 8.

2. Blockchain-Driven Framework for Public Sector Employment Verification: This
study introduces a novel application of blockchain technology—specifically Ethereum
Besu—for decentralised validation of employment records. While blockchain has
been widely explored in financial systems, its application in public sector em-
ployment verification remains under-researched. This research demonstrates how
Ethereum Besu can be leveraged to enable multi-agency validation, reduce sin-
gle points of failure, and enhance auditability. Technical considerations and the

rationale for selecting Ethereum Besu are detailed in Chapter 5 and Chapter 6.

3. Advancing Blockchain Adoption in Public Governance: This research contributes
to the growing discourse on blockchain’s role in public administration by demon-
strating its potential to enhance transparency, accountability, and fraud preven-
tion in employment systems. The study offers a context-specific use case that can
inform broader policy and technological adoption strategies. These implications

are discussed in subsection 2.8.1 and Chapter 5.
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4. Interdisciplinary Integration: The research draws on insights from information
systems, blockchain technology, public administration, and fraud theory to de-
velop a comprehensive approach to employment fraud prevention. This interdis-
ciplinary perspective strengthens the theoretical and practical relevance of the

DEIFP framework, as discussed in section 6.5.

5. Potential for Broader Application: Although the DEIFP framework is designed
for the Nigerian public sector, its principles are transferable to other domains
requiring secure and transparent verification processes. The study outlines how
similar blockchain-based frameworks could be adapted for use in supply chain
management, financial services, and other sectors vulnerable to data manipula-
tion and fraud. These broader implications are explored in subsection 2.8.1 and

Chapter 6.

1.6 Structure of the dissertation

This dissertation is organized into ten chapters, providing a comprehensive exploration
of utilizing blockchain technology, specifically Ethereum Besu, to address ghost worker
fraud in Nigeria’s public sector employment processes. Below is the outline of the

structure and content:

Chapter 2: Literature Review: This chapter provides an in-depth review of exist-
ing literature related to payment and payroll systems, corrupt practices in devel-
oping countries, and the IPPIS. It also explores the current state of ghost worker
fraud in Nigeria and other similar contexts, evaluating prior attempts to resolve
this problem. The chapter identifies gaps in the current knowledge and positions

the study within these gaps, justifying the need for a blockchain-based approach.

Chapter 3: Theoretical Framework: This chapter presents the theoretical frame-
works underpinning the study of ghost worker fraud and the adoption of blockchain-
based systems in the public sector. The frameworks are grouped into two major

categories: fraud-related theories and technology adoption models. Each theory
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is critically examined for its relevance, strengths, limitations, and applicability
to the research problem of ghost worker fraud. Emphasis is placed on selecting
the most appropriate frameworks to guide the research design, data collection,
and analysis. The chapter concludes by justifying the selected frameworks and

summarizing their integration into the study.

Chapter 4: Data analysis of the 2021 survey: This chapter presents the 2021
survey focusing on the perceptions of federal government employees concerning
the IPPIS system. The chapter offers a thorough analysis and interpretation
of the survey results, showing the important elements that contribute to ghost

worker fraud based on employee responses.

Chapter 5: Ethereum Besu Concept: This chapter describes the conceptual de-
sign of the blockchain framework using Ethereum Besu. It addresses the reason-
ing for using Ethereum Besu, as well as the essential components of the proposed
system, such as network architecture, consensus mechanisms, and smart contract
integration. The chapter lays out the framework for the subsequent develop-
ment phases, outlining the main concepts that will guide the design to ensure

transparency, security, and efficiency in employment processes.

Chapter 6: Design of the decentralized employment integrity and fraud pre-
vention framework (DEIFP): This chapter introduces the Decentralized Em-
ployment Integrity and Fraud Prevention (DEIFP) Framework designed through
the use of Ethereum Besu-based blockchain technology. The chapter explained
the design science approach concept which is adopted for the methodology. The
section equally outlines the conceptual design of the DEIFP Framework, detail-
ing its objectives, key components, and implementation strategy. Additionally,
it would provide a clear explanation of how blockchain’s key features, such as
decentralization, immutability, transparency, and security, can be leveraged to

reduce ghost worker fraud in Nigeria’s public sector employment processes.

Chapter 7: Evaluation by case study: This chapter evaluates the effectiveness of

the decentralized Employment and Payroll Framework (DEIFP) in tackling ghost
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worker and employment fraud. The chapter highlights systemic weaknesses in
payroll and employment verification processes by analysing various high-profile
fraud cases. The effects of weak access control, inadequate monitoring, and lack of
cross-agency verification are investigated in real-world fraud schemes. The DEIFP
framework, which includes decentralized data sharing, strong verification process,
stakeholder collaboration, access control and security, and feedback mechanism,
is evaluated for mitigation and prevention of future fraud. The analysis shows
how the DEIFP framework may improsec:2024 analysisve employment processes

and detect and prevent ghost worker fraud.

Chapter 8: Data analysis of the 2024 survey: This chapter presents the 2024
survey which was conducted in 2024 to assess the proposed framework for De-
centralized Employment Integrity and Fraud Prevention (DEIFP). The chapter
offers a thorough analysis and interpretation of the survey results, showing the
important elements that contribute to ghost worker fraud based on employee

responses and their perceptions on the proposed DEIFP framework.

Chapter 9: Discussion of findings: The quantitative results of the 2021 and 2024
surveys as well as case studies on the IPPIS and the proposed DEIFP Framework
are included in this chapter. The two main study themes: (1) the ineffectiveness
of IPPIS in reducing ghost worker fraud and (2) the potential effectiveness of the
DEIFP framework in addressing the identified systemic weaknesses. This chapter
attempts to present a picture of the present situation of employment verification in
the public sector, the difficulties confronting IPPIS, and the feasibility of DEIFP

as a solution by assessing both the survey results and actual case studies.

Chapter 10: Future work: This chapter identifies potential areas for further re-
search and development, direct extensions and new approaches, such as imple-
menting the framework, integrating advanced analytics and machine learning,
expanding the application scope to other human resource management areas,

and conducting pilot studies to test the system in real-world settings.
Chapter 11: Conclusion: This chapter summarizes the key findings and contribu-
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tions of the study, reflecting on how the research objectives were met. It provides
a conclusive statement on the effectiveness of using Ethereum Besu to mitigate
ghost worker fraud in Nigeria’s public sector. The chapter also offers final recom-
mendations for stakeholders and policymakers regarding the broader adoption of

blockchain technology in public governance.
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Literature Review

This literature review critically analyses previous work on payroll and employment sys-
tems, corruption in developing countries, and blockchain technology. Its purpose is to
identify research gaps, assess limitations of systems like IPPIS, and compare blockchain
with alternative technologies (PKI, AI, RPA, etc.). The chapter synthesises interdis-
ciplinary perspectives to justify the selection of a permissioned blockchain approach
for enhancing employment integrity in Nigeria. This chapter provides a comprehensive
assessment of the literature on blockchain technology and its uses. The section explores
the analysis of salary and payroll systems, the development of payment systems, and
the fundamental ideas behind them. The chapter also explores the issue of corruption
in developing countries. Gaining a comprehensive understanding of these fraudulent
strategies equips us to analyze how blockchain technology might effectively address
these issues. A comprehensive analysis was provided to gain a thorough understanding
of IPPIS and the perspectives of other authors. Moreover, blockchain was examined
alongside its fundamental concepts and categories. Finally, vulnerabilities and security
in blockchain are explored. The security of blockchain is ensured by its decentraliza-
tion, immutability, and consensus mechanisms. This chapter serves as a bridge to the
subsequent chapters, which will delve into the specific methodologies and experiments
conducted in this research to demonstrate the practical applications of blockchain in

solving employment fraud issues.

2.1 Payment systems

Today’s monetary system allows payments to be made with currency and that has

eased the process of economic transactions, it has provided convenient platform and
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policy through which payment can be made. Currency is money in the form of paper
or coins, usually issued by a government and generally accepted at its face value as a
method of payment. Payment is considered when an asset or benefit is moved from one
party to another in order to discharge a debt. It may also comprise of payer’s approval
to a third party to make such transfer [65].

On the other hand, Nakajima is of the view that payment refers to the transfer of
monetary value between payer and payee [273]. He also opined that a payment system
is a systematic procedure for transferring monetary value between parties. Diebolt
and Haupert defined payment system as a composite of financial instrument dealings
that move value among parties to complete transaction [114]. The reliance of payment
systems, laws, practices and institutions that is responsible for such activity is an
important factor that makes an economy. According to Boel payment system is the
combination of technological devices, laws, and contracts which allow and determine
payment settlements [65]. Countries rely hugely on the efficient functioning of such

systems.

2.2 Evolution of payment systems

The oldest form of money according to Baliga et al. is cattle which existed from the
period 9000BC [42]. The system continued until the coming of Agriculture when grain
and other vegetables became a standard form of barter in many societies in 6000BC.
China was the first country to use cowries as a means of exchange. Cowries are highly
polished and brightly coloured shells of a marine gastropod which are found in the
Pacific and Indian oceans. For a long time, many societies have used cows as a form
of money. Even in the mid 19th century some parts of Africa used cowries as means
of exchange. At the end of the stone age in 2000BC, China, using bronze and copper
developed cowries of same shape and size. This led to the beginning of metal coins.
Thus, the first metal money began in 1000 BC. There were other forms of money
developed in 118 BC which was the leather money.

Leather money was also first developed in China and it was the first documented
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type of banknote. Banknotes first appeared in China in the 7th Century and were used
for over five hundred years before it then went into extinction due to depreciation and
inflation. It was not until 1661 before it reappeared in Europe and after three centuries
it was considered. Payment systems have developed significantly over the years and
it is continuing to advance. In the 19th century, payment system was then evolved
from cash-base system in which payments were made in coins to a system where paper
check was used [28]. Angel and McCabe argued that the world is progressing because
electronic payment is replacing the old method of payment (cash). Meanwhile, Schulte

viewed that paper check is lessening quickly [359].

2.3 Salary and payroll system

According to Xiaojie, students in the early 13th century in Europe were responsible
for their teachers’ salaries [431]. The idea of paying salaries from public purse was not
popular. Only in the 14th century that the municipal authorities considered yearly
salaries but to a few personnel with merit and have contributed immensely. Xiaojie
stated that universities in Germany blossomed before the end of 14th century, and this
led to instituting salary system [431].

Before the end of the 16th century, many universities adopted the salary system,
and from then almost all universities adopted and implemented the salary system. The
author stated that the time interval for receiving salaries developed gradually [136]. In
the beginning, it was on a yearly basis where contracts were signed under the salary
system. It then became a different time interval depending on the arrangement agreed.
Salary increment began to surface gradually where a minority of famous professors were
considered. Later number of beneficiaries started to expand. After a while, all teachers
enjoy increments in salaries though the amount varies. The salary system as viewed
by the author was first classified as a custom, it then gained legal and institutional
support which developed into a public system. Universities became more dependent on
government due to salary system and developed tremendously in terms of infrastructure

and staff development due to government making public funds accessible to them [269]
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238).

2.4 The evolution of payroll systems

According to Tan, payroll systems have evolved through ages [389]. From the 1980s to
2016 he gave the following as evolution of payroll systems;

In 1890s, Jeweller William Le Grant Bundy invented a time card machine. Workers
were equipped with unique keys for access. The idea is to punch theses key in and out
during arrival and departure. The timestamps keep track and documents the employees’
attendance. From 1920 to 1940, it was a complete manual process where employees
submit their time cards to staff who in turn tally hours in ledgers to calculate wages.
The system was slow and consequently, payments were delayed.

In the 1950s, Lyon Electronics Office computerized the payroll system. The sys-
tem invented does not handle payroll system alone but also inventory and labour cost
management as well [83]. Lyon became the first company to offer payroll outsourcing
services. By the 1980s, payroll and other business services were handled by IBM. With
IBM and the involvement of telecommunications services, employees makes submissions
without physically coming to office because Fax machines made task easier to transfer
scanned documents. In the 90s, when emails and small sized computers began to pro-
liferate, employees found it easy sending data and documents through email. Payroll
applications were designed and introduced though data was still captured and entered
manually into the system for processing. This led to lots of human error.

In addition, clock systems were used to keep track of time and attendance. Managers
monitor and control the coming in and going out of employees because it keeps record
and assists during payments [17]. From 2000 to 2016, proximity card readers supported
by RFID were used [259]. Employees only wave their cards when having access or
leaving workplaces. The devices were embedded with security features in such a way
that only authorized personnel could use. Biometric technology played an important
role as well. The scanners keep track of time and attendance. The company made the

system to manage payroll and HR simultaneously on multiple systems but businesses
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are deciding to combine all on a single cloud platform.

2.5 Corrupt practices in developing countries

Corruption is the systematic abuse of power for personal gain [230]. It is a major setback
that impedes development in Nigeria and other developing countries in Asia [352].
Corruption, theft and other illicit financial flows cost Nigeria and other developing
countries more than one trillion GBP annually [137]. The act creates inequality in
opportunities by favouring a particular set of people. As resources, capital, projects and
other benefits are diverted away from real beneficiaries, development is automatically
truncated [271]. Looting monies make infrastructural developments impracticable and
subject countries to economic hardship. Substandard infrastructures are constructed
due to the corruption engaged in their execution, endangering the lives of the individuals
[352].

Transparency International Corruption Perception Index categorized corruption
into three, grand, medium corruption and petty corruption. Corruption can be grand
when government officials are convoluted in it. In medium, government or private in-
stitutions use links for personal incentives, while in petty corruption, individuals are
engaged to utilize their power for personal gains [404]. Corrupt practices in developing
countries exist in almost every sector of the economy some of which are spelt by the
law and possess prescribed punishments. They include public funds embezzlement,
bribery, nepotism, electoral corruption, extortion, ghost working etc. Corruption is
widely practised in the judiciary, contracts awards, land registry, budgets, education,
custom services and many other Ministries and Agencies [290]. Some of these corrupt

practices are discussed as follows:

2.5.1 Embezzlement of public funds

In every government or organization, embezzlement is the highest type of fraud. It is a
common practice where money or other asset is used for personal gain instead of what

was appropriated for [265]. According to the Transparency Perception Index (CPI),
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Nigeria is the 154 least corrupt out of 180 countries as shown in Figure 2.1 [188]. Money
laundering, kickback acceptance and inflating contracts is a common occurrence among
top government officers in Nigeria. In May 2022, Accountant General was arrested by
the Economic and Financial Crimes Commission (EFCC) in connection with diversion
of funds and money laundering activities to the tune of 80 Biliion Naira (43 Million
GBP) [213].

The Academic Staff Union of Universities (ASUU) declared that the Accountant
General utilized the IPPIS to defraud Nigerian workers and expose them to extreme
poverty [104]. In the same vein, a serving senator of the Federal Republic of Nigeria,
Senator Rochas Okorocha was arrested in May 2022 on charge with the diversion of
public funds and properties to the tune of 2.9 billion Nigerian Naira (2 Million GBP)
[184]. Every year Nigeria loses more than 50 billion Naira (28 million GBP) to illegiti-
mate cash flows due to corruption.

The United Nations Economic Commission for Africa reported in 2013 that Africa
loses 50 billion dollars to corruption annually (Africa Loses $50 Billion Every Year,
2013). Embezzlement of public funds is the most common form of corruption emanating
from various forms of corrupt practices. Hence, it is necessary and important to stop

or minimize the act to the barest level for the development of any country.

2.5.2 Judicial corruption

Judicial corruption is when court personnel misuses the court and public authority for
their benefits. It comes in different forms and methods in developing countries [79].
In Nigeria, judicial corruption is one of the most hidden and most dangerous forms of
corruption. It has been said that “why hire a lawyer when you can buy the judge” [347].
In 2021, the Independent Corrupt Practices and Other Related Offenses Commission
(ICPC) reported that the judiciary is leading the Nigerian corruption index between
2018 and 2020. The commission claimed that about 9.458 billion Naira (more than
9 million GBP) was paid as bribe by lawyers to the sector [183]. More so, former
chief judge of Nigeria, Justice Walter Onnonghen was convicted in 2019 by the Code

of Conduct Tribunal (CCT) for false assets declaration and having multiple personal
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Figure 2.1: Nigeria Corruption Perception Index. Score of 24.
Source: Transparency International, 2021 Report [188]
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bank accounts containing billions of Naira (millions of GBP) [422].

2.5.3 Electoral corruption

There are two major forms of electoral corruption in Nigeria — vote buying and abuse
of power of incumbency [183]. Power of incumbency refers to the advantages that cur-
rent officeholders (incumbents) have over challengers in an election. These advantages
can significantly influence the outcome of elections, especially in political systems like
Nigeria’s. The business of vote buying right at the polling booth dims the hope of
democratic consolidation and it is a current problem of Nigeria’s democratization pro-
cess which is caused by the ruling class [293]. Recently, the UK government raised their
concern over vote buying during the Ekiti State governorship election which was held
on June 18, 2022. The British High Commissioner remarked that relevant authorities
should hold perpetrators accountable, noting that selling and buying votes have no
place in a democratic setting [128]. Other forms of electoral corruption include bribing

of electoral officers and security personnel to facilitate rigging.

2.6 Integrated Payroll and Personnel Information System

Ministries, departments, and agencies (MDAs) are using Integrated Payroll and Per-
sonnel Information System (IPPIS), a computerised human resource management in-
formation and payroll system, to carry out a variety of human resource-related tasks.
IPPIS was implemented as part of public service reform initiatives that sought to im-
prove service delivery and increase accountability by automating human resource tasks
and supplying timely, accurate information for decision-making. The Nigerian Gov-
ernment is currently using IPPIS as the platform to pay its employees’ salaries and
other entitlements [406]. The government was previously using Government Integrated
Financial Management Information System (GIFMIS) for the exercise but discovered
that the platform was not robust and reliable, the system was opened to ghost workers
and used for corruption [406].

However, IPPIS could not solve the issues of the previous system instead the prob-
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lem escalated [24]. In the same vein, Ghana, which is also a developing country in
Africa is battling with their payroll system. Also, according to Quarm and Rosemond,
the current platform cannot identify or detect ghost workers [319]. The Government
at the end of the day cannot estimate the huge amount of monies that went down the
drain due to the weakness of the payroll system. According to Moshonas, the pay-
roll department in the Democratic Republic of Congo (DRC) only verifies the payroll
obligations provided by the Line Ministries, and the payroll technology they use has
centralisation problems. Among other things, this resulted in embezzlement, ghost
workers, and other omissions [264].

According to Masele and Kagoma, there is a significant breakdown in Tanzania’s
public universities’ payroll system. Workers consistently experience salary delays, and
there have been several reports of inadequate financial accountability. Approximately
19,700 ghost workers were found in the payroll system, and there were multiple in-
stances of overstated wage bills and ghost workers. This shows unequivocally that the
Human Capital Management Information System (HCMIS) does not guarantee data
accountability and integrity.

The impact of IPPIS on the sustainability of higher education in Nigeria following
the COVID-19 pandemic was investigated by Emanghe and Amoramo. According
to the report, accurate budget estimations and the eradication of payroll fraud have a
substantial impact on university education in Nigeria following the COVID-19 epidemic.
To ensure sustainability, the authors suggest automating the process of estimating
university budgets [130]. In a 2020 study, Paul and Grace examined the relationship
between electronic governance and corruption in Nigeria, drawing on insights from
IPPIS implementation [309]. The authors explored how IPPIS minimises corruption
in the Nigerian public service. They noted that there are mixed feelings about its
effectiveness. However, the report recommends that the application be expanded to
include all MDAs. They urge that users be regularly trained and encouraged to be
upright while carrying out their responsibilities.

In a separate study, Uzoh discovered that the adoption of IPPIS infringed univer-

sity autonomy [406]. He believes that the federal government should exempt colleges
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from the IPPIS platform since it has not addressed their unique needs [406]. In the
meantime, Abdulsalam Nasiru et al. studied the influence of IPPIS on transparency in
government payroll administration in the Nigerian Civil Service [4]. It was a descriptive
cross-sectional survey research design, with questionnaires distributed. It was revealed
that IPPIS has a substantial association with transparency and accountability. The au-
thors urge that the government expand IPPIS’s internal control mechanism in order to
combat fraud on a continuous and effective basis, as well as conduct routine audits and
inspections of the application [4]. The paper also suggests that strict compliance with
laid down rules governing IPPIS and compliance with the provision of the Financial

Regulations and the Civil Service rules.

2.6.1 Overview of the standard operating procedures of IPPIS

An examination of the IPPIS Standard Operating Procedure (SOP) document was
done in order to obtain a thorough grasp of the current procedures and to evaluate
the possibility of incorporating blockchain technology for transparent employment pro-
cess and to stop ghost worker fraud. The Payroll & Payment Standard Operating
Procedure SOP document offers a thorough explanation of the payroll and payment
procedures that are overseen by the IPPIS department [391].

The document explains the operational framework that controls payroll adminis-
tration for all Ministries, Departments, and Agencies (MDAs) that have adopted the
IPPIS platform. It covers timelines, roles, and responsibilities for all the steps in the
payroll processing process, from the initial data collection to the last employee pay-
ment [391]. This extensive procedure consists of several levels of verification and tests

to ensure accuracy and to stop fraud.

Key elements of the IPPIS SOP relevant to fraud prevention

The SOP emphasizes various crucial components important for combating fraud, in-
cluding ghost worker fraud, which is described as the placement of non-existent em-
ployees on the payroll for fraudulent purposes. The methods outlined in the document

are intended to provide strict control over payroll data and transactions [391]. Some
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significant elements are:

Controlled payroll periods: The SOP provides that payroll periods begin on the
25th of the current month and finish on the 24th of the following month. This regulated

period reduces the opportunity for unauthorized changes to payroll data.

Role segregation: The document emphasizes the need of duty segregation in the
payroll process, with various staff (Initiator, Reviewer, and Finaliser) assigned specific
responsibilities to prevent unauthorized access and fraud. This separation of roles
ensures that no single person has complete control over the payroll process, decreasing

the possibility of fraud.

Pre-payroll and post-payroll meetings: The SOP mandates pre-payroll and post-
payroll meetings involving key stakeholders, such as Payroll Solution Providers and the
Payroll Committee, to review and approve all payroll data and adjustments. These
meetings serve as checkpoints to verify the accuracy of payroll data and to detect any

irregularities that might indicate fraudulent activity.

Audit and quality assurance: The SOP requires pre and post payroll meetings
with key stakeholders, including Payroll Solution Providers and the Payroll Committee,
to evaluate and approve all payroll data and adjustments. These meetings serve as
checkpoints for ensuring the accuracy of payroll data and detecting any inconsistencies

that could suggest fraudulent conduct.

Digital record-keeping and reporting: The SOP requires all payroll transactions
and processes to be digitally documented, with reports provided for various stakehold-
ers. This digital record-keeping increases transparency and creates an audit trail that

could be utilized to detect fraud.
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Summary of Weaknesses of IPPIS

The IPPIS was introduced to address ghost worker fraud and improve payroll efficiency.

Despite improvements, significant weaknesses persist. Some are as follows:

1. Centralization: IPPIS is managed by a small group of central administrators.
This creates a single point of failure, where insiders may insert ghost workers or

alter records undetected.

2. Manual processes: Data entry and verification remain partially manual, relying on
HR officers and payroll officers. This introduces human error and opportunities

for collusion.

3. Limited verification: The system operates largely within its department, without

external validation against errors or frauds.

4. Opaque validation and delayed audits: The validation process includes pre- and
post-payroll meetings but lacks independent external oversight. Fraud may re-

main undiscovered until periodic audits.

5. Inconsistent enforcement of SOPs: Even though SOPs exist, enforcement varies

across MDAs, leaving gaps in fraud prevention.

2.7 Some technologies capable of curbing ghost worker

fraud

Several technologies have been developed to enhance payroll integrity and reduce fraud-
ulent practices such as ghost worker schemes. These solutions aim to improve verifi-
cation, transparency, and accountability within employment systems. This section
provides background on some of these relevant technologies, which include Public Key
Infrastructure (PKI), centralized relational databases with advanced auditing, biomet-
ric authentication systems, robotic process automation (RPA), secure multi-party com-
putation (SMPC), and digital identity management platforms. The subsequent section

then presents the selected technology for this project.
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2.7.1 Public Key Infrastructure (PKI)

PKI uses asymmetric cryptography to issue and manage digital certificates, ensuring
that only authorised users can submit or approve payroll data [9]. Digital signatures
under PKI can help track who added or modified records. However, PKI typically
depends on centralised certificate authorities [72]. If compromised, they become a
single point of failure, undermining trust and can also lead to security vulnerabilities

and scalability issues [72].

2.7.2 Centralised relational databases with advanced auditing

Modern databases (e.g., Oracle Audit Vault, PostgreSQL with pgAudit) can enforce
strict access controls and generate tamper-evident logs [306]. They can also support
role-based access to limit who can add employees to payroll. However, they remain in-
herently centralised, and administrators with high-level privileges may still manipulate

data undetected [338].

2.7.3 Biometric authentication systems

Integrating biometrics—such as fingerprint, iris, or facial recognition could verify the
physical presence and uniqueness of employees, reducing duplicate or ghost entries [191].
Yet biometrics address identity verification, not data governance; administrators may

still bypass controls or collude to insert false records [314].

2.7.4 Robotic Process Automation (RPA)

RPA uses software robots to automatically cross-check employee records. In human
resource management, RPA can improve service quality, reduce costs, and increase
operational efficiency by automating processes like gathering, storing, and accessing
employee information [256]. This reduces human error and speeds up validation [11].
However, RPA tools rely on the correctness of input data and the integrity of the
databases they query. They do not address deeper issues of internal fraud or manipu-

lation [175].
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2.7.5 Secure Multi-Party Computation (SMPC)

Secure Multi-Party Computation (SMPC) is a cryptographic technique that enables
multiple parties to jointly compute functions on private data without revealing indi-
vidual inputs [442]. It has applications in various fields, including healthcare, finance,
and social sciences, where collaborative data analysis is crucial [19]. This approach
maintains confidentiality while ensuring collaborative validation. However, SMPC pro-
tocols are computationally expensive and complex to implement at scale, particularly

in resource-constrained public sector environments [78] [5].

2.8 Blockchain technology

Blockchain technology is a disruptive technology that transforms the information sys-
tem [49]. It is the foundation upon which Bitcoin, Ethereum, and other digital cur-
rencies operate. Blockchain is a distributed and decentralised system that stores and
updates records, events, and transactions [369]. The technology could reduce central
controls that grant power to a select few, which could help manage a number of security
issues [442]. Cryptographic hash functions and digital signatures ensure data security
and integrity, making it potentially more safe than traditional centralised systems [284].
Hashes serve as unique identifiers for data blocks and ensure data integrity and secu-
rity. They are one-way functions that compress an arbitrary amount of data into a
short-fixed length deterministically random string [61]. Each block’s hash is calculated
using the preceding block’s hash as well as the contents within the block. This means
that hash values are unique and potentially prevent scams, because altering a block in
a chain must change the respective hash value [284].

Blockchain ensures immutability, auditability, and traceability which was one of the
reasons industries were embracing the technology over the past years [64]. Numerous
industries in manufacturing, oil, construction, mining, etc are already cultivating the
benefits of blockchain [227]. The realization of blockchain was initially attained around
Bitcoin, which is the most successful cryptocurrency put forward by Satoshi Nakamoto

in 2008 [275]. The platform has made a long stride in financial institutions. Banking,
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Fintech, Insurance, Consumer Finance, Housing Finance, etc., have invested and are
benefiting hugely from the blockchain [302]. The global cryptocurrency market cap was
2.41 trillion dollars as of June 2024 [139].

Despite the positive trends of blockchain, the technology has its uncertainties. Yeoh
reported that millions of dollars were laundered by Liberty Reserved which Financial
Task Force exposed in 2015 [437]. This was as a result of blockchain bitcoin not being
included among policymakers and regulators. Blockchain is also open to numeraous
cyber-attacks [22] [6], some threats and vulnerabilities were discussed in section 2.9
of this study. Equally, Abu-Elezz et al. believe that attackers can take charge of the
blockchain network [7]. They could prevent or even reverse transactions. The authors
asserted that the technology lack regulations by legal authorities. Scarcity of technical
skills also truncates the operations and acceptance of the technology. Kassab et al. also

argued that blockchain consumes a lot of energy and has a slow processing speed [200)].

2.8.1 Why blockchain is selected

Blockchains are promising digital technology that brings together networking, data
management, cryptography, and incentive mechanisms to strengthen the checking, ex-
ecution, and recording of transactions among users [434]. It refers to a decentralized,
open and transparent system where information cannot be altered, and data can be
shared by all members [418]. The technology improves transparency, accountability
and limits fraud in record keeping at the same time having the ability to create im-
mutable ledgers [413]. The United Kingdom Government Office of Science stated that
blockchain ensures data records, lessens operational costs, and delivers transparency in

transactions [132]. Some crucial features of blockchain include:

Transparency and traceability

Records are stored on every peer on a blockchain network and time-stamped to keep
time and dates of transactions. The peers on a permission blockchain networks are
linked together so transactions and other activities are quite traceable. From the be-

ginning to the end of processes, peers in the network are involved and as such records can
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be traceable and cannot be modified [390]. Transparency, traceability and trust make
blockchain a perfect tool for auditing and government digital reforms [164]. Therefore,
this feature will assist in preventing employment fraud and ensure compliance and due

process law is followed.

Distributed and decentralized nature

Blockchain, as a decentralized system eliminates intermediaries and central control
(depending on the type of blockchain) making it flexible structure. Even though other
blockchain architectures like Permissioned Blockchain may be partially or fully cen-
tralized, nevertheless, it benefits from other features of blockchain [284]. Storing and
accessing data and information by different users across networks make the system dis-
tributed. Thus, a distributed and decentralized system will grant authority to other
stakeholders engaged on employment process and that will reduce or eliminate ghost
workers since employment will not be made by a selected few. In addition, if a node
loses data, other nodes on the network still possess copies of the data and updates the

affected node. This function prevents data loss or tampering of records.

Efficiency

Blockchain makes processes easier and faster because it allows systems to work au-
tonomously. This feature will easily detect errors during employment process making
it transparent and seamless. This is one of the numerous reasons some countries, orga-

nizations, and companies are now employing blockchain [215].

Verifiability

Transactions on Permissioned blockchain are verifiable, giving room for smooth au-
diting of records. Equally, transactions on permissionless blockchains are also fully
verifiable in terms of correctness and integrity. While permissionless blockchains are
often associated with pseudonymity, they are not inherently devoid of accountability
mechanisms. Certain permissionless systems incorporate privacy-preserving features

alongside traceability options under defined conditions [400]. However, in permissioned
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blockchain environments, accountability is typically easier to enforce due to identifiable

validators, governance controls, and institutional oversight structures [171].

Data Integrity

Data integrity refers to the assurance that data and information remain at its original
state and represent what it is being intended [68]. In blockchain network, the hash of
each block is generated from the hash of the previous block and the data within the
block. Therefore, modifying data on blockchain is not possible without modifying other
blocks linked to it.

Auditability

Auditability is the ability of an auditor to study and examine a system and get accurate
results seamlessly. In payroll management, absolute auditing identifies compliance is-
sues, spots human errors, detects vulnerabilities for fraud etc. Blockchain allows peers
to make decision based on all transactions that have happened in the past, not just
based on random samples. Blockchain enables auditors to get some level of assurance

on what occurs simultaneously with, or shortly after, information discovery [97].

Conclusion

While these technologies strengthen specific aspects of payroll amd employment in-
tegrity such as identity verification, anomaly detection, or process automation, they
generally remain centralised or reactive. Blockchain, by contrast, combines decentrali-
sation, immutable logging, and distributed consensus, making fraudulent payroll entries
both harder to insert and easier to detect [51] [444] [92]. As a result, blockchain provides

a more comprehensive solution to systemic ghost worker fraud.

2.8.2 Cryptography in blockchain

Cryptography is generally termed the study and practice of techniques to secure com-

munications. Its core principle includes Confidentiality, Integrity, Authentication, and
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Non-repudiation [101]. The blockchain relies on cryptography to achieve data secu-
rity and integrity. The SHA-256 is the cryptographic hash function that sometimes
the blockchain uses for its consensus algorithm [353]. Bitcoin uses the SHA- 256 and
RACE Integrity Primitives Evaluation Message Digest (RIPEMD160) hash function to
produce addresses (Sanka et al., 2021). The blockchain also utilizes the Elliptic curve
digital signature algorithm (ECDSA) to create, sign and verify transactions, while the
Merkle tree is applied to build the hash of all transactions within a block [204].

Some of the most important types of cryptography used for blockchain security
are hash functions, public key cryptography, and elliptic curve cryptography (ECC).
In cryptography, hash functions are typically used as a one-way function where it’s
easy to go forward (input to output) but computationally infeasible to go backward
(output to input). While Non-Locality ensures similar inputs to a hash function create
dissimilar outputs. Another type of cryptography is the Public Key Cryptography,
a type of encryption algorithm that uses a different public and private keys. A user
generates a pair of these keys which are mathematically related, keeps the private one
secret, and publicizes the public one. Public-key cryptography algorithms are designed
to make it computationally infeasible to derive a private key from the corresponding
public key. Elliptic Curve Cryptography is also a type of cryptography that uses a
hard problem that is mathematically equivalent to the discrete logarithm problem for
security. Its main advantage is that it has a similar level of security to traditional public

key cryptography algorithms while using smaller keys.

2.8.3 Blockchain architecture

Blockchain provides a trustless computing infrastructure to solve fundamental trust
issues and allows economic transactions to take place smoothly and efficiently [433].
Trustless computing is an emerging paradigm that leverages blockchain technology
to create secure, decentralized systems without relying on intermediaries [429]. The
approach could address challenges in transparency, security, and privacy preservation
[244]. The structure represents a collection of blocks with transactions in a specific

order. Each peer in a network creates, authorizes and maintains new entries.
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The blockchain architecture is composed of six layers [432]. They include the ap-
plication layer, contract layer, incentive layer, consensus layer, network layer, and data

layer. Figure 2.2 summarizes the descriptions and functions of these layers.

« N
Internet of Things Intellectual Property Market Security \
Application Layer |
l"-‘ Digital Identity Smart City Business Applications
AN o
£ \
Contract Layer : Script Code Algorithm | Smart Contract :
\ y
v’f ‘ ““
Incentive Layer | } Issuance Mechanism Allocation Mechanism |
I e
AN o
Y || N
PoW PoS PBFT [ | DPoS
f [ | \
| 1
Consensus Layer I‘. I — [ ]
i | int | | PET [ | 0 e
\ Ripple ! Tendermint PoET w /
N | : 4
& N
2 ) { Communication \
Network Layer \ ’ P2P Network ‘ Mechanism ‘ Verification Mechanism |
A 4
e N
Data Block Chain Structure Time Stamp
Data Layer | ‘ l
‘ Hash Function Merkle Tree ‘ ::{:;:;:):c 1 ,
A ‘ )

Figure 2.2: Blockchain Six-Layered Architecture
Source: A Survey of Blockchain Technology Applied to Smart Cities [432]

1. Application Layer

Application is the highest layer in the blockchain architecture and is composed of
applications such as market security, health records, land records, IoTs etc [61].

The layer accommodates programs that end users use to communicate across the

33



Chapter 2. Literature Review

blockchain network.

2. Contract Layer

The Contract layer is where programming activities take place. Different scripts
and smart contracts are applied to allow more complex programmable operations.
Smart contracts control users’ digital assets, express business logic and formulate
participants’ rights and obligations [210]. Smart contracts allow distrusted parties

to transact without trusted third parties.

3. Incentive Layer

Incentive Layer is designed to motivate miners for contributing their efforts for
verifying data and transaction. Miners are participants who validate and add new
transactions to the blockchain in proof-of-work systems like Bitcoin and other
similar settings. They do this by solving complex mathematical puzzles, which
requires significant computational power. The first miner to solve the puzzle gets
the right to add a new block to the chain and is rewarded. Digital currencies
are rewarded to the corresponding miner once a new block is generated [432],
however, miners must still be rewarded even if the blockchain is not based on

cryptocurrency and this presents a challenge [179].

4. Consensus Layer

Consensus Layer is the fourth in the blockchain architectural stack. It is the
main layer in which consensus protocol is configured to agree on how a new block
is added on blockchain network. The algorithm is responsible for solving issues
of trust [300]. Enforcement of network rules that describe the nodes within the
network is determined here. Peers are responsible for updating and maintaining
the ledger in compliance with a particular consensus algorithm. The algorithm
sets out rules on how and who creates new blocks. There are several consensus
algorithms implemented on blockchain networks such as Proof of Work (PoW),
used by Bitcoin, requires miners to solve complex mathematical puzzles, consum-

ing significant energy but offering strong security [443]. Proof of Stake (PoS),
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adopted by Ethereum 2.0, selects validators based on the amount of cryptocur-
rency they stake, reducing energy use and increasing scalability [38]. Delegated
Proof of Stake (DPoS) improves PoS by allowing users to vote for delegates who
validate transactions, enhancing efficiency but introducing some centralization.
Practical Byzantine Fault Tolerance (PBFT) is a consensus algorithm designed
for systems with known participants, achieving fast finality and resilience against
malicious actors, but it doesn’t scale well [334]. Lastly, Proof of Elapsed Time
(PoET), developed by Intel, uses trusted hardware to randomly select block pro-
ducers based on wait times, aiming to mimic PoW’s fairness with lower energy
consumption [69]. They are responsible for making sure nodes come to same
terms on transactions and the present state of the ledger [197]. The consensus
layer ensures that peers in a network reach consensus in the network domain and

nodes status remains the same [433].

5. Network Layer

The Network Layer is comprised of the distributed networking mechanism, com-
munication mechanism and data verification mechanism. The layer is responsible
for the distribution and verification of blockchain transactions [432]. A peer-to-

peer network is used to broadcast transactions among peers.

6. Data Layer

In blockchain architecture, the Data Layer serves as the system’s foundation,
organising and storing the blockchain’s basic components. This layer contains
the actual data that makes up each block, as well as key cryptographic compo-
nents such as digital signatures, hash pointers, and the Merkle tree structure [1].
These features protect the data’s integrity and security by establishing verifiable
links across blocks, making it hard to tamper with previous data without detec-
tion. This layer also includes algorithms utilized in the process, such as hashing
functions, which provide secure data handling over the blockchain network. The
Data tier, being the blockchain stack’s lowest tier, serves as the foundation for

higher layers such as the consensus and application layers to work. This layer
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ensures the immutability of the blockchain by securely linking blocks, resulting
in a tamper-resistant chain [301]. Each block in this layer carries the previous
block’s cryptographic hash, resulting in a sequential and immutable chain. As a
result, the Data Layer is critical to ensuring the overall transparency, security,

and integrity of the blockchain system.

2.8.4 Blockchain structure

A blockchain is a monotonically growing list of records called blocks, connected and
secured using cryptography. Each block contains transaction data, timestamp, and
cryptographic hash function of the previous block [197]. Hashes are used as unique
identifiers for data blocks and to establish data integrity and security [61]. The hash
of each block is generated from the hash of the previous block and the data within the
block. This implies that hash values are unique and that can prevent scams since alter-
ation of a block in a chain must alter the respective hash value [284]. The first block in
the chain is referred to as the genesis block. The blockchain structure comprises a block
header and block body (transaction data). The header encapsulates the timestamp,
Merkle root, and other components including the previous block hash [445].

A block consists of the block header and the block body as shown in Figure 2.3,
the block header includes: (i) Block version: specifies and directs which set of block
validation rules should be followed. (ii) Merkle root: encodes blockchain data efficiently
and securely. It is the hash value of all the transactions in the block. It facilitates quick
verification of data and enables the transfer of data from one node to another [361]. (iii)
Timestamp: shows the date and time a new block is created and each transaction that
occurs. Timestamps minimize double-spending and alternations. They also preserve
the integrity of blockchain. (iv) nBits: target threshold of a valid block hash. The target
is inversely proportional to the difficulty and is encoded as a compact representation of
a 256-bit number [268]. (v) Nonce: an 4-byte field of random numbers used only once
by miners to calculate for a new block on the blockchain. It increases for every hash

calculation.
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Block (n-1) Block (n) Block (n+1)
Block Header Block Header Block Header
| Version Number | | Version Number | | Version Number |
Hash " Hash le Hash
af3457hg...d210 ja4507hg...réyr8 09k45db6...3cd2
Parent Block Hash —| Parent Block Hash —| Parent Block Hash
2df45734...x65a af3457hg...d210 ja4507hg...réyr8
| Merkle Root | | Merkle Root | | Merkle Root |
| Timestamp | | Timestamp | | Timestamp |
Block Body Block Body Block Body
| Transacton1l | | Transacton1 | | Transacton1 |
| Transacton 2 | | Transacton 2 | | Transacton 2 |

Figure 2.3: Blockchain Structure

2.8.5 Classification of blockchain

According to Buterin, blockchains are classified into two types; permissioned and per-
missionless. The private and consortium blockchains are regarded as permissioned while
the public blockchain is viewed as permissionless [80]. The two types are discussed be-

low:

Public (permissionless) blockchain

In this type of network, any peer could join and leave the system anytime without
restrictions, and they could also add and verify transactions. The network is open and
decentralized as depicted in Figure 2.4. There is no central authority that controls or
manages membership [430]. Bitcoin, Ethereum and other cryptocurrencies are typi-
cal examples of public blockchains. New blocks are usually obtained through mining
which peers must compete for. Public blockchain is not immune to cyber threats, the
commonest among them is the 51 percent attack and the double spending attack [228],

further discussion on threats and vulnerabilities are found in section 2.9.
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Figure 2.4: Public (Permissionless) Blockchain
Source: An overview of blockchain and consensus protocols [348]

Private (permissioned) blockchain

The private blockchain is also open and decentralized as the public blockchain, but
here, any participant must be authenticated and authorized. The system only allows
limited selected peers, see Figure 2.5. The central entity decides who to join and what
role to play [154]. The network is mostly used within single companies or organizations
with lesser complications or threats than the permissionless ones [228]. Hence, privacy
in private blockchains is mainly achieved through access control where only authorized
participants can join the network, view data, and validate transactions. Privacy is also
achieved through selective disclosure where sensitive personal data can be encrypted
or stored off-chain, with only verification proofs recorded on-chain. In addition, data
partitioning also gives data privacy because data can be segmented in such a way that

only relevant parties have access to certain details.

Consortium (permissioned) blockchain

Consortium blockchain limits the scope of decentralization and openness in a network

[393]. The architecture, to some extent, is a hybrid of the private and public blockchain
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Figure 2.5: Public (Permissioned) Blockchain
Source: An overview of blockchain and consensus protocols [348]

[435] because some peers are selected to participate in consensus and validate new
blocks while others are only privileged to read permission [352]. Groups of organiza-
tions, government agencies, and companies as consortium use consortium blockchain.
Hyperledger, Quorum, Ripple, R3, Multichain, Corda etc are all examples of consor-
tium blockchain [352].

2.8.6 Private blockchain networks

Private blockchain networks permit government and organizations manage their data
and operations effectively and securely. Private blockchains require explicit permission
to participate as a node. Numerous researchers and developers have used the private
Ethereum blockchain. Hossain et al. proposed a blockchain-based automated tax return
verification system for Bangladesh government using the Private Ethereum blockchain
[176]. The idea is to curb corruption in many sectors of the government. In the
proposed architecture, taxpayers’ information is not only secured but filed tax returns
are verified instantaneously. Hossain et al. utilized Ganache as the localhost blockchain

server, Metamask for bridging web browsers, and Remix solidity to write Solidity smart
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Figure 2.6: Consortium (Permissioned) Blockchain
Source: Types of Blockchain: Public, Private, or Something in Between [419]

contracts [176].

Nicoletti et al. developed Cloud Federation-as-a-Service solution empowered by
blockchain technology for the Italian Ministry of Economy and Finance [282]. The
alm is to obtain a cross-cloud application for calculating the police force paylip. The
application has been implemented and adopted as part of the Italian Public payroll
system. In the same vein, Giri et al. discusses how blockchain technology could be used
to solve the problems of the payroll system in underdeveloped countries [149]. The re-
sult revealed the challenges including ghost work fraud, decentralization, cybercrimes
and other human manipulations. They conducted a thorough review of the current lit-
erature and demonstrated the importance of the application of blockchain technology
to payroll systems.

Our research uses private Ethereum Besu blockchain frameworks to let government
agencies interact and transact securely while protecting data. By creating a private
blockchain network for the validation and approval of new employees, we can preserve

sensitive data while ensuring transparency and accountability.
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Consensus algorithm

Consensus may eliminate problems with trust and improves the efficiency and trans-
parency of processes. Blockchain technology was not the first to use consensus algo-
rithms; Eisenberg and Gale discovered them in 1959 long before the existence of the
blockchain [127]. The two categories of the algorithm were the non-byzantine fault-
tolerant Algorithm and the Byzantine fault-tolerant Algorithm. Viewstamped Repli-
cation (VR) and Paxos are a few examples of non-Byzantine fault tolerant algorithms
[44], while Byzantine Fault Tolerant algorithms include Proof of Work (PoW), Proof
of Stake (PoS), Proof of Authority (PoA) and others [44].

Byzantine generals problem: Lamport et al. initially examined the Byzantine
General Problem and the challenges that develop as a result of the propagation of false
information that is not consistent in different areas of a system [217]. The topic was
centered on distributed systems that could be damaged to the point of failure due to
network communication failure. The article depicts the consensus dilemma as army
generals preparing to attack a fortified city, but among their ranks are traitors. Only if
the loyal generals and their troops decide to attack the enemy city at the same time can
the Byzantine army win. As a distributed system, blockchain technology is afflicted
by the Byzantine Generals Problem; several algorithms and consensus techniques have
been created to address this issue.

According to the Byzantine General Problem, an army represents a blockchain
network, and a general can be a node in that network, relaying messages to other
generals/nodes via a messenger. To avoid misinformation, all active generals should
exchange the commands they receive, and the generals would make the final decision
based on deterministic probability. This technique, however, is flawed if the generals
receive different directives or if more generals decide to lie about what they received, and
as the army grows in size, the vulnerability surface grows [442]. Due to the chances of
system failure when the system expands and goes into production, this difficulty leads
to hard decisions when selecting Blockchain technology and consensus algorithms to

use.
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2.9 Blockchain security, vulnerabilities and attacks

The objective of this section is to present and describe basic blockchain security, consen-
sus security, smart contract security, and the different types of blockchain vulnerabilities
and attacks. Blockchain, by design, has its security elements such as its distributed
nature of data storage based on consensus and cryptography [340]. Blockchain se-
curity is obtained through the implementation of a cybersecurity framework, testing
methodologies, and the adherence to coding practices [386]. There are different levels
of vulnerabilities and attacks on blockchain networks and this depends type, design
and location. Howard and Kris categorized the levels into three; network-level vulner-
abilities, system-level vulnerabilities and Smart Contracts Vulnerabilities [177]. These

vulnerabilities and attacks by Howard and Kris are discussed in the following sections;

2.9.1 Network-level vulnerabilities

In the blockchain’s network physical level, there are points that could be vulnerable

and attacked. Below are some of vulnerabilities that could be exploited;

51 percent attacks

A 51 percent attack is one of the simplest possible attacks against the blockchain, since
it takes advantage of the legitimate function of the consensus algorithm [357]. In a
Proof-of-Work blockchain, the state of the blockchain is determined by majority vote
since, in the event of a divergent blockchain, the branch having the greater amount
of work behind it wins. If an attacker controls 51 percent of a PoW blockchain’s
computational resources, they control the blockchain [357]. Performing a 51 percent
attack requires an attacker to purchase, rent, or steal enough computational resources
to have more than the rest of a blockchain network put together [357]. Once they
control the blockchain, they can perform double-spend attacks [177].

Checkpointing is designed to protect against 51 percent attacks, and it is done
by storing a block in the history of the blockchain at intervals and refusing to accept

divergent blocks without these blocks, they prevent an attacker from rewriting too much
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of the ledger’s history [177]. However, divergent blockchains can exist legitimately, so
there is a fine line between protecting against attack and legitimate operation of the
blockchain. Checkpointing also runs the risk of splitting the network. That is, if there
is no unanimous agreement among all nodes on the checkpoints, it might result in
a division within the network, where various parts of the blockchain adopt different
historical records. A fork, also referred to as a split, has the potential to divide the
network into several blockchains that are not compatible with each other. This can

weaken the overall integrity and cohesion of the blockchain system [177].
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Figure 2.7: 51 Percent Attack
Source: Bitpanda, 2022 [62]

Denial of service attacks

In a Denial of Service attack, an attacker attempts to degrade a service’s operations
or make it completely nonfunctional [177]. In traditional, centralized networks, De-
nial of Service Attack targets the network’s bottlenecks or single points of failure.
Blockchains are designed to be decentralized and have no single points of failure, but
denial-of-service attacks can still be effective against them. A typical example of DoS
attack is shown in Figure 2.8. The details of a Denial of Service attack depend on
the blockchain technology and where bottlenecks and single points of failure arise in
its operations [177]. Examples of Denial of Service attack types include Transaction

Flooding, Artificial Difficulty Increase, Block Forger DoS, and Permissioned Blockchain
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MSP DoS. The various types of Denial of Service attacks can be mitigated in differ-
ent ways based on how they are implemented. For transaction flooding, one should
intentionally create blocks to clear flooded transactions from the queue while artificial
difficulty increases, setting difficulty increase interval to minimize attack impact. PoS

and MSP DoS, implementing traditional DoS protection for nodes [177].

Zombie Zombie

VICTIM

Figure 2.8: Denial of Service Attacks
Source: Impact of Attack Vectors in Cloud Networks [354]

Eclipse attacks

Blockchains run on a peer-to-peer network where each node connects to several other
nodes. The network is deliberately not fully connected since this would dramatically
increase overhead [177]. In an Eclipse attack, an attacker controls all the connections of
a node to the network, allowing the attacker to completely control the node view of the
distributed ledger and network operations, as shown in Figure 2.9. A successful eclipse
attack allows the attacker to perform a double-spending attack against the isolated
node, helps the attacker perform a denial of service attack, or allows the attacker to
use the node’s computational resources for the attacker’s benefit in the blockchain

consensus algorithm [177].
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A successful eclipse attack requires the attacker to have location, power, scale, or
malware at their disposal [177]. Location is helpful in this type of attack because an
attacker may be able to intercept the user’s messages before they reach the rest of the
blockchain network by Wi-Fi, physical access to network cables, etc. If an attacker has
the power of an ISP or similar, they have complete control over user communications.
An attacker with significant resources could implement a large-scale attack in which
he or she creates many accounts on the blockchain in the hope that all the user’s
randomly selected connections will be to attacker-controlled nodes [177]. Finally, the
attacker could infect the user’s computer with malware and use this to control their
communications.

The probability that an eclipse attack will be effective can be reduced in a variety of
different ways [177]. Firstly, through increased connections, this reduces the probability
that an attacker can control all nodes to which the user connects. Secondly, through
whitelisting, this is to have a list of known, trusted nodes and always link to at least one.
Random reconnections also improve the probability that, if eclipsed, the attack will be
short and detectable [177]. Finally, permissioned or private blockchain design decreases
the likelihood of malicious nodes on the network and makes scale-based attacks more

difficult since membership is invite-only.

Figure 2.9: Eclipse Attacks
Source: What is an Eclipse Attack? [178]
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Replay attacks

Transactions on the blockchain include the sender’s digital signature. This is to ensure
that the transaction was generated by the sender and has not been modified in transit
[177]. An attacker cannot forge a digital signature, making it impossible to generate
fake transactions. In a replay attack, an attacker takes an existing transaction and re-
submits it to the blockchain as a new transaction, as shown in Figure 2.10. Since the
original transaction was legitimate, the digital signature will be valid and acceptable to
the blockchain. This type of attack could benefit the attacker if the initial transaction
benefited the attacker. The attacker gets paid twice by replaying a transaction [177].
To protect against this attack, a blockchain can include nonces (number used once) in
each transaction. If a replayed transaction should have a new nonce and does not, it
will be rejected. If an attacker tried to change the nonce value and replay it, the digital

signature would be invalid and rejected by the network [177].
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Figure 2.10: Replay Attack
Source: Replay Attacks On Hash [421]

Routing attacks

Unlike most blockchain attacks, routing attacks target the underlying communications
network used by the blockchain for peer-to-peer communications. If an attacker can

control all communications between two sets of nodes, they can partition the network
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[177]. This is useful in performing 51 percent attacks, Denial of Service attacks, and
double-spend attacks. Routing attacks are only successful if an attacker can control
all connections between the two parts of the partitioned network. Several methods can
decrease the probability of a successful attack; multi-homed nodes, this is if a node has
Internet connections to two different segments, it makes it more difficult for an attacker
to find a way to split the network [32]. Another method is the Intelligent Neighbor
Selection; here, the more nodes that connect to nodes in different segments, the more
communications the attacker needs to control [177]. Network Statistics Monitoring is
another technique, here, an attacker’s rerouting and monitoring are likely to increase
network latency, monitoring for this could detect attacks. Finally, Encrypted Authen-
ticated Communications, this ensure that an attacker cannot monitor and change the

communications occurring between nodes [32].

Sybil attacks

A Sybil attack occurs when an attacker creates many accounts on the blockchain net-
work [328]. This can be useful in eclipse attacks, routing attacks, and attacking Proof
of Stake. To perform a Sybil attack, an attacker only needs the ability to create and
operate a large number of blockchain accounts [328]. Botnets, virtualization technol-
ogy, or malware can be used to accomplished this. The best way to protect against a
Sybil attack is to use a permissioned or private blockchain where access controls limit

the attacker’s ability to create accounts on the blockchain [177].

2.9.2 System-level vulnerabilities and attacks
The bitcoin hack

Bitcoin is designed as a cryptocurrency, which means that it must be validated if
transaction amounts are less than the amount of value in the sender’s wallet [177]. This
transaction validation code included an integer overflow vulnerability that allowed huge
transaction amounts to pass the check. An attacker exploited this vulnerability by cre-

ating a transaction that sent 184 billion Bitcoin to an account controlled by an attacker.
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This would allow the attacker to control over 98 percent of all Bitcoin that would ever
exist and would destroy the value of Bitcoin [177]. The Bitcoin network decided to roll
back the blockchain to erase the attack [177]. This was an important decision, as the
distributed ledger is designed to be immutable but was necessary to preserve the value
of the cryptocurrency. The attack showed the importance of performing comprehensive
security testing of blockchain code before deployment. An integer overflow vulnerabil-
ity is a well-known programming flaw and likely could have been identified as part of

a security assessment [177].

The verge hack

The Verge cryptocurrency is a cryptocurrency that aims to preserve the privacy of
its users [177]. It was hacked through the clever combination of some of its built-in
features, flexible timestamps, and difficulty with updates. The attack caused Verge
to create blocks quickly and lose money [177]. This manipulation raised blockchain
integrity and security worries, lowering market confidence. After patching the flaws,
Verge developers tightened block time stamp restrictions and adjusted the difficulty
algorithm to prevent further exploitation.

For secure and private cryptocurrencies, blockchain protocols must be strong and
durable, as shown by the Verge hack. Continuous security audits and quick vulnerability
responses are needed to maintain confidence and integrity. This incident warns the

bitcoin community to be attentive and aggressive about security [177].

The EOS vulnerability

EOS is an open-source smart contract platform. As a smart contract platform, EOS
software needs to be able to parse and execute smart contract files [177]. A buffer
out of bounds writing vulnerability in the parsing function allowed malicious smart
contracts to exploit the EOS blockchain software. Researchers at Qihoo 360 identified
and reported the bug to the EOS developers [220]. Their proof of concept demonstrated
that they could bypass Address Space Layout Randomization (ASLR) and obtain a

remote shell from the attacked node. As a result, they could completely compromise
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the blockchain network and all nodes running it [177].

The lisk vulnerability

Lisk is a cryptocurrency that is vulnerable to an exploit taking advantage of two built-
in features [177]. Lisk uses the last 64 bits of the SHA-256 hash of a user’s public key
as their address on the blockchain. This address is not tied to a specific public key on
the blockchain until the user performs a transaction either sending cryptocurrency or
voting for a delegate [177]. This system can be attacked because transactions sending
value to an account do not tie an address to a public key. Accounts that have only

received value remain unclaimed.

2.9.3 Smart contract vulnerabilities and attacks

Reentrancy

A smart contract may be vulnerable to a reentrancy attack if it updates state after
performing a state-changing operation [177]. If a smart contract’s withdraw function
sends value to another smart contract, the recipient smart contract’s payable fallback
function is called, which can re-call the original smart contract’s withdraw function and
perform a second withdraw before the user’s account balance is updated in the original

smart contract [177].

1 function withdraw(uint _amount) {
require(balances[msg.sender] >= amount);

msg.sender.call.value(_amount)();
balances[msg.sender] -= _amount;

Figure 2.11: Example of Reentrancy Attack

The sample code in Figure 2.11 is vulnerable to a reentry attack. In line 3, a smart
contract fallback function can be called, which can call this function again. Since the
smart contract has not yet updated its account balances (performed in line 4), the
user can end up withdrawing twice the original amount. The famous breach of the

Ethereum DAO smart contract involved exploiting a reentrancy vulnerability. The
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smart contract included code similar to the example above, allowing a malicious smart

contract to drain value from the DAO smart contract [177].

Access control

Smart contracts often give different levels of permission to their owners versus other
users [177]. If the access control code of a smart contract is improperly implemented,
a malicious user can gain control of the smart contract. The snippet in Figure 2.12 is
designed to give ownership permissions to the creator of the smart contract as part of
the initialization process. However, the code does not check if the initContract function
has already been called, allowing any user to call it again and claim ownership of the
contract. The Parity wallet was a commonly-used smart contract-based cryptocurrency
wallet. It included an initWallet function that stored the list of users authorized to make
transactions using the wallet [177]. However, it did not include a check if initWallet
had been called in the past, allowing an attacker to call the function for several valuable

wallets and claim the cryptocurrency stored within.

1 function initContract() public {

2 owner = msg.sender;

3}

Figure 2.12: Example of Access Control Attack

Denial of service

Denial of Service vulnerabilities make it possible for a smart contract to be rendered
non-functional [177]. Two common DoS vulnerabilities are created by poor access
control and the potential for infinite loops or recursion.

The code sample Figure 2.13 shows smart contract code that is vulnerable to a
Denial of Service attack. If largestWinner is set high enough, the smart contract will
require a large amount of gas to execute the selectNextWinners function. Ethereum
has a built-in maximum gas limit, meaning that the function could be impossible to

run if largestWinner becomes too large.
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1 function selectNextWinners(uint256 _largestWinner) {
for (uint256 i1 = 0; 1 < largestWinner; i++) {
// heavy code

}

largestWinner = _largestWinner;

Figure 2.13: Example of Denial of Service Attack

2.10 Smart Contracts and Digital Signatures

Smart contracts and digital signatures are the main technologies that support blockchain
systems, thus they are the primary drivers for secure, automated and verifiable inter-
actions, without the need for intermediaries. Smart contracts are programs that are
self-executing on the blockchain and they automatically execute the agreement terms
if the predefined conditions are fulfilled. Digital signatures complement this by sup-
plying a cryptographic way for the verification of the authenticity and integrity of the
messages or transactions, as they guarantee that only authorized parties can keep the
operations or approve actions on the blockchain. In combination these technologies not

only improve the transparency and efficiency of decentralized applications.

2.10.1 Smart Contracts

Smart contracts on blockchain technology offer significant potential for enhancing hu-
man resources management processes, particularly in payroll and employment systems.
These contracts can automate and streamline various HR operations, including em-
ployee onboarding, verification, and compensation [216]. They automatically reject
duplicate records or incomplete validation data, ensuring data integrity in various do-
mains. For instance, Estonia uses smart contracts and signatures to validate the in-
tegrity and authenticity of identity documents and public registry data, which could
be extended to verify employee records in a payroll system [202]. In addition, IBM’s
blockchain solution for contractor labour uses smart contract logic to enforce business
rules (e.g. contractors’ hours do not exceed purchase order, invoices validated auto-

matically from approved time sheets), which is analogous to enforcing payroll or salary
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payments contingent on verified work [94]. Beyond HR, in automated vehicle incident
investigations, smart contracts can validate and secure real-time data from multiple
sources, enhancing the accuracy of accident reconstructions [75]. In addition, smart
contracts are poised to revolutionize auditing practices, enabling real-time, transpar-

ent, and immutable logging of transactions [343].

2.10.2 Digital Signatures

Digital signatures, based on asymmetric cryptography [115], play a critical role in
blockchain-based payroll systems. They authenticate the identity of users who submit
or approve transactions, ensuring only authorised HR officers or validators can add
or change records. They also guarantee data integrity: any modification after sign-
ing is easily detectable, preserving the reliability of payroll data. In addition, digital
signatures provide non-repudiation, meaning signers cannot later deny having submit-
ted or approved a transaction [233]. Beyond these core benefits, digital signatures
support multi-layer approval workflows, enable integration with existing HR identity
management systems, and create secure, verifiable audit trails accessible to both in-
ternal auditors and external regulators [226]. Equally, digital signatures create secure,
auditable trails accessible to both internal and external parties, providing electronic

evidence for compliance and auditing purposes [226].

Conclusion

This expanded functionality makes digital signatures a foundational security mechanism
in modern blockchain systems, as shown in both technical and applied research [92]
[444]. Together, smart contracts and digital signatures strengthen trust, automate

processes, and ensure data authenticity within blockchain-based payroll systems.

2.11 Applications of blockchain

Blockchain applications have moved beyond cryptocurrency. The technology is used

in various sectors due to its transparency and efficiency. Kuhn et al. designed a de-
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centralized blockchain application called TokenTrail. It focuses on traceability require-
ments of multi-hierarchical assembly structures [211]. The architecture was based on
an Ethereum consortium network that ensures a trusted and shared database within an
economic processing framework. The framework addresses risks identified for conven-
tional systems and as cost and data risks arising from the interference of intermediaries.
While Antwi et al. created testing scenarios using Hyperledger Fabric to study different
criteria and use cases for healthcare applications [30]. They evaluated the representative
test case scenarios to assess the blockchain-enabled security. R3 is an enterprise soft-
ware company that leverages on blockchain technology to enhance business enterprise.
It ensures that business transactions are managed among peers concerned without ex-
posing them to other participants in the network. It accommodates more than 200
firms, most of which are banks [74].

In addition, Lyu et al. designed and proposed a Secure Blockchain-based Access
Control (SBAC) framework context provider that can share, audit and revoke its con-
tents securely [234]. Also, F. Chen et al. proposed a framework to assist inexperienced
users in choosing appropriate strategies where different application scenarios are con-
cerned. The authors demonstrated the practicality of the proposed framework through
a series of experiments as well as a real-world case study. Well-known companies such

as Microsoft, IBM, and Oracle utilize the benefits of blockchain technology [353].

2.12 Blockchain adoption

Blockchain is adopted and used in many developed and developing countries. Georgia,
a country in Europe, was the first to store land tiles on the blockchain platform. The
country’s land registry has been using blockchain since 2016. In 2017, the project
was extended to accommodate land services such as mortgages, new title deeds, and
sales [365]. Similarly, Dubai also runs its land registry on blockchain. The government
recorded 56 000 transactions on blockchain with a total value of Dhs 228.5 billion in
2018, ranking the city 10th position globally for property registration [120]. On the

other hand, Honduras’ government also built a similar blockchain land registry but
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it did not succeed due to rigidity and inflexibility with their present non-digital land
record system [340].

Estonia is another country that has been using blockchain for more than a decade. In
early 2017, the government transferred one million of its citizens’ records to blockchain
[214]. The country later expanded its use of blockchain to cover security, legislative,
health, and other registries. The Estonian Guardtime (Estonian Government Owned
Software Company) developed a keyless Signature Infrastructure (KSI) to protect the
network against threats. In view of this, the American government paid Estonia and
Galois 1.8 billion dollars to study and verify the KSI system [117]. Singapore’s gov-
ernment uses blockchain to protect bank and invoice fraud [242]. The algorithm of the
technology can reject duplicated invoices issued by customers. Before the implemen-
tation of blockchain technology, the sum of 200 million dollars was defrauded through
duplication of invoices [242].

The UK Department for Work and Pensions ran a blockchain pilot trial to enable
beneficiaries to claim, receive and spend their payment benefits on blockchain mobile
app tracking system [132]. If the trial is successful, the government will include tax col-
lection and sharing of health records in the system. In 2018, the president of Venezuela
launched a digital currency (Petro) that runs on blockchain. Petro, as a national cur-
rency, was aimed at strengthening the country’s financial security and stability [170].

Ilinois explored blockchain to enhance public services and reduce bureaucracy [286].
The technology allows for the conversion of traditional paper certificates into digital
formats, with cryptographic hash functions ensuring data integrity [372].

In the same vein, blockchain technology has been explored in Andhra Pradesh,
India, for managing land records and improving welfare scheme disbursements. The
integration of blockchain with Aadhaar-based identity systems aims to enhance trans-
parency, reduce corruption, and eliminate ghost beneficiaries [305] [190]. Moreso, the
UN used blockchain to track aid distribution and ensure only registered and verified
individuals received benefits [40]. This application used decentralised identity verifi-
cation and conditional disbursement through smart contracts; concepts applicable to

public salary disbursement and employee validation [40].
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Several studies propose blockchain-based systems for secure storage and validation
of academic credentials [267] [266] [380] [250]. These systems typically involve storing
encrypted certificate data or unique identifiers on the blockchain, ensuring immutability
and easy verification [267] [380]. Some approaches incorporate cloud storage to reduce
costs associated with blockchain data storage [266]. The use of blockchain for creden-
tial verification can significantly reduce verification time, eliminate intermediaries, and
enhance trust in the hiring process [250].

Tens of other countries are using blockchain technology such as Russia, Canada,

Mexico, China, Sweden, India, and Japan [352].
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Theoretical Framework

3.1 Introduction

This chapter presents the theoretical frameworks underpinning the study of ghost
worker fraud and the adoption of blockchain-based systems in the public sector. The
frameworks are grouped into two major categories: fraud-related theories and technol-
ogy adoption models. Each theory is critically examined for its relevance, strengths,
limitations, and applicability to the research problem of reducing ghost worker fraud.
Emphasis is placed on selecting the most appropriate frameworks to guide the research
design, data collection, and analysis. The chapter concludes by justifying the selected
frameworks and summarizing their integration into the study.

The frameworks included in this study were identified through a systematic review
of peer-reviewed journal articles, conference proceedings, and seminar books in the
fields of fraud management, information systems, and technology adoption. A system-
atic analysis was conducted across four major academic databases: Scopus, Web of
Science, IEEE Xplore, and Google Scholar. The following search terms were employed
“fraud theory”, “fraud framework”, “fraud models”, “public sector”, and “government
employment”. Also other keywords were “fraud detection”, “employment integrity”,
“technology acceptance”, “UTAUT”, “TPB”, and “public sector information systems”.
These keywords were selected to capture both fraud-related theoretical technology ac-
ceptance models relevant to employment integrity and adoption in the public sector.
The initial pool of theories was then narrowed down by assessing their frequency of
use in related studies, their explanatory power, and their applicability to the Nigerian
public sector context. The frameworks reviewed include the Fraud Triangle, Fraud

Pentagon, UTAUT, and opportunity theory. Others include the diffusion of innova-
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tion, fraud management theory, etc. The chapter concludes by justifying the selected

frameworks and summarizing their integration into the study.

3.2 Fraud-Related Theoretical Frameworks

3.2.1 Fraud Triangle Theory

The Fraud Triangle Theory was developed by Donald Cressey, a criminologist, in 1950
after studying the reasons why public office holders commit frauds [31]. Cressey presents
three conditions necessary for fraud which include pressure, opportunity, and rational-
ization [358]. The conditions are discussed with respect to how they can contribute to
a deeper understanding of the occurrence of ghost workers in Nigeria. Individuals in
a trusted financial position who have financial problems and are aware that they can
secretly violate their position to solve their problems will commit fraud [358] because
there is a strong relationship between the opportunity to commit fraud and the capacity
to conceal fraud [414].

Kohler asserts that the Fraud Triangle Theory could be used to analyze organiza-
tional structures, making it specifically applicable to the ghost worker problem [209].
The theory was used in different countries and different contexts to illustrate the risk
of corruption and fraud in the public sector [287]. Riney explained the rationale behind
why a person commits a corrupt and fraudulent act [335]. He asserts that the fraud

triangle theory was established as a means for preventing and detecting fraud.

» Lack or end-around of internal
controls

» Senior management not
watching

OPPORTUNITY

MOTIVE/PRESSURE RATIONALIZATION

» Personal financial pressure » “l haven't received a raise”
» Addiction » “It's only a loan; I'll pay it back.”

Figure 3.1: The Fraud Triangle Theory
Source: The Fraud Triangle: Three Conditions That Increase The Risk Of Fraud [208]
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Pressure

Cressey viewed that pressure could be as a result of financial, non-financial, political,
or social issues such as lavish living and/or lack of financial discipline. Government
officials and top managers always want to maintain prominence and, as such, often
engage in financial fraud [201]. Emotional pressure could be a result of political am-
bition or a target to reach some sort of aim, in Nigeria most politicians promise jobs
for their people and there are always limited slots. Pressure could be either financial
or emotional. Financial pressure is concerned with financial needs [287], for instance,
Nigeria’s minimum wage is thirty thousand Naira monthly, which is equivalent to thirty
GBP, even though the Nigeria Labour Congress (NLC) is struggling hard for the gov-
ernment to review the figure. They embarked on industrial action on 3 June 2024 for
the purpose [276], this leads to financial pressure that encourages fraudulent acts. An
individual’s desire to improve his economic and social status is an example of pressure
that could be emotional, financial, or both, and that is the individual’s perception of
prestige. Another example is, an individual who is responsible for employment process
may be inclined to generate ghost worker entries in order to obtain additional funds to
satisfy familial obligations or pay personal debts.

Identifying the reasons why employees may resort to fraud is facilitated by compre-
hending these pressures. These limitations can be alleviated through the implemen-
tation of measures such as enhanced financial support systems, employee assistance

programs, and the promotion of awareness regarding the repercussions of fraud.

Opportunity

The opportunity for fraud can occur when institutions and policies are weak and also
when there is an ineffective employment and payroll system. In such occasions, the
supposed net benefit of committing fraud may be more than the supposed net loss of
punishment [224]. Rabi’u et al. affirm that perceived opportunities for fraud are the
result of weak internal control structures, poor management oversight, or weak super-

vision systems on which bureaucrats rely [320]. This weak internal controls, inadequate
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supervision, and deficiencies in the verification processes create opportunities for fraud.
For example, an official could effortlessly incorporate fictitious employees (ghost work-
ers) into the employment process if there is a lack of a robust system for verifying the

existence and employment of employees.

Rationalization

This refers to the ability of the fraudster to justify or support their fraudulent ac-
tivity [287]. Rationalization is seen as the discrepancy between individual belief and
cultural value and is taken as a solution to a problem rather than as a problem [351].
In some countries, according to Hechanova et al. rationalization influences how em-
ployees perceive fraud [169]. Low wages may also make employees rationalize fraud
as a course of compensation [224]. In addition, there are other theories like the Or-
ganizational Theory and Bureaucratic Corruption, the Organizational Theory explains
how corruption is rationalized, and socialized and get inserted into processes within an
organization [37]. While the Bureaucratic Corruption theory focuses on the incentive
role that encourages a person when committing a fraudulent act [446]. In the IPPIS
context, fraudsters often justify their actions to themselves. A government employee
may rationalize “I am underpaid for the volume of work I perform” or “If everyone
else is doing it, why should I not?” This rationalization facilitates their justification for
participating in fraudulent activities. This study can be used to develop educational
programs that emphasize the long-term repercussions of fraud and encourage ethical
behavior by understanding common rationalizations. Developing a culture of integrity
within government agencies can mitigate the prevalence of such rationalizations.
While the Fraud Triangle is foundational, it has been criticized for oversimplifying
the dynamics of fraud. It omits factors such as individual capabilities, organizational
culture, and group dynamics. Nevertheless, its focus on “opportunity” makes it par-
ticularly relevant to the structural vulnerabilities in Nigeria’s centralized payroll and

employment system, where inadequate controls facilitate ghost worker fraud.
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INCENTIVE OPPORTUNITY

RATIONALIZATION

\
\
\

CAPABILITY

Figure 3.2: The Fraud Diamond Theory
Source: The Fraud Diamond: Considering the four elements of fraud [428]

3.2.2 Fraud Diamond Theory

Wolfe and Hermanson modified the fraud triangle theory to add a fourth condition,
advancing it to the fraud diamond theory [428]. The fourth condition is the individual’s
ability to commit fraud. Noting that an individual must be placed in an organization
where they can have the authority over whether fraud occurs or not. They must
possess the character and abilities to make fraud a reality. Wolfe and Hermanson
affirm that it is impossible for most frauds to happen without the right individual with
the correct ability. In addition, the right individual must observe and take advantage
of opportunity to commit the crime, believing that incentive and rationalization will
have to play its role. Moreover, the individual must acquire the capability to identify
the chance as an opportunity and to take advantage by stepping in, possibly, multiple

times.
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Capability

Capability denotes the individual’s skill set to perpetrate fraud, which includes the
knowledge, confidence, and resourcefulness necessary to exploit vulnerabilities [428].
This includes personal attributes such as intellect and creativity, as well as positions of
authority and expertise, which allow the individual to effectively execute and conceal
fraudulent activities. Conversely, Opportunity refers to the external environment or
circumstances that facilitate fraud. It encompasses the existence of exploitable gaps
within the system that can be manipulated without immediate detection, a lack of
supervision, and weak internal controls. Opportunity pertains to the circumstances
that facilitate fraud, whereas capability pertains to the individual’s inherent capacity
to capitalize on those circumstances.

In the context of this study, the ability to commit fraud necessitates the possession
of the requisite knowledge, position, and skills. In the event of ghost worker fraud, an
official in a position of authority who has knowledge of the vulnerabilities of payroll
systems and has access to them would be able to perpetrate the fraud. The implemen-
tation of a blockchain framework not only restricts opportunities, but also necessitates
a high level of technical proficiency to circumvent, thereby increasing the barrier for
potential fraudsters. Ensuring that no individual has the ability to commit fraud can
be achieved through regular training and re-assessment of employee roles.

Although the theory enhances fraud profiling, it introduces abstract constructs that
are challenging to measure empirically. This complexity limits its practical application
in system-level studies like DEIFP, where emphasis lies on institutional, not personal,

enablers of fraud.

3.2.3 Fraud Pentagon Theory

The Fraud Pentagon Theory that was developed by Crowe Howart in 2011 builds upon
earlier frameworks such as the Fraud Triangle and Fraud Diamond by adding two
critical elements which are arrogance and competence [367]. Arrogance reflects an

offender’s sense of superiority or entitlement that leads them to believe they are above
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rules or oversight, and competence, represents the individual’s technical knowledge and
expertise used to exploit system weaknesses. This makes it a more nuanced tool for
understanding insider threats like ghost worker fraud. This theory has been used to
identify fake financial reporting in a variety of settings, including Indonesian capital
markets and state-owned enterprises [112]. External pressure, insufficient monitoring,
and director changes have all been linked to fraudulent reporting, according to studies
[318]. Some factors such as pressure and rationalization have been found to significantly
predict fraud, arrogance and competence are factors in the fraud pentagon theory that
influence fraud [374]. While some of the strengths of the theory include comprehensive
behavioural insight and versatility, its limitation could be its complexity and limited
empirical validation [98].

While offering depth, the theory suffers from limited empirical validation and ap-
plicability to administrative fraud at operational levels. It is less effective in public
sector payroll scenarios involving collusive or opportunistic misconduct. This is be-
cause such fraudulent activities typically transcend individual behavioural factors and
instead emerge from collective actions embedded within organisational structures. In
these contexts, ghost worker schemes often rely on the coordinated participation or
tacit approval of multiple actors such as payroll officers, human resource personnel,
and supervisory officials who exploit systemic weaknesses and administrative loopholes

for mutual benefit.

3.2.4 Fraud Hexagon Theory

Vousinas introduced the Fraud Hexagon Theory, an extension of earlier fraud models
in 2019 [13]. He enhances the model by introducing the S.C.O.R.E. concept that in-
corporates six key factors: stimulus (pressure), capability, opportunity, rationalization,
ego (arrogance), and collusion [415]. The theory offers a comprehensive framework
for understanding and detecting financial statement fraud [367]. The concept has six
main components: pressure, opportunity, rationalisation, competence/capability, ar-
rogance/ego, and collusion [441] [367]. Recent research have extended this idea to a

variety of industries, including banking, manufacturing, and infrastructure [367]. Ghost
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worker fraud, where fictitious employees are added to payroll to unlawfully collect wages
is a prevalent issue that can be analyzed using this theory. Empirical research indicates
that external pressure, opportunity, and collusion have considerable positive effects on
fraudulent financial reporting. The model’s strengths lie in its capacity to offer a sophis-
ticated framework for risk assessment and function as a diagnostic tool for regulators
and auditors, especially in politically sensitive industries [166].

Critical Evaluation: Although conceptually rich, its added complexity and overlap with
existing constructs (like opportunity and capability) reduce its distinctiveness. More
so, limitations include a lack of attention to behavioural and cultural factors, as well
as industry-specific concerns [367]. Also, for a focused study on payroll fraud in public
administration, the incremental value it offers over the Fraud Triangle and Opportunity

Theory is marginal.

3.2.5 Opportunity Theory

In the field of criminology, Opportunity Theory concentrates on situational factors that
encourage criminal behaviour, with a particular emphasis on the availability of criminal
opportunities and the inadequacy of controls [423]. This approach uses economic mar-
ket theory to forecast the behaviour of future offenders and victims, emphasizing their
interaction [96]. The theory asserts that crime is initiated when motivated offenders
encounter suitable targets that lack capable guardianship [332]. It has been imple-
mented in a variety of settings, such as neighborhood-level crime, high-crime areas,
and individual victimisation [424].

Researchers have also suggested dynamic, multicontextual approaches to criminal
opportunity theory that take into account both human and environmental influences
across time [102]. The theory has been modified to account for cybercrimes in the
digital age, using the idea of “lagged” interactions between perpetrators and targets in
virtual environments [333]. In recent decades, the situational approach to crime has
gained considerable prominence in criminology. This theory was initially popularised
by criminologists [95], which posited that crime frequently arises from routine activities

and social interactions. In this context, opportunity is regarded as a critical factor in the
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perpetration of crime. Cohen and Felson argued that criminal incidents are influenced
not only by the attributes of the offender or the victim but also by the opportunities
presented by the social environment and the organization of daily life [95]. Factors

involving opportunity theory includes:

Routine Activities

Cohen and Felson’s theory states that crime occurs when motivated offenders, suitable
targets, and a lack of capable guardians converge in time and space [70]. This envi-
ronmental approach stresses how everyday activities and societal situations influence
criminal possibilities [135]. The theory proposes that crime prevention can be done
by managing these characteristics, such as diverting potential offenders from suitable
targets and improving natural surveillance [135]. While the theory largely focuses on
opportunity and situational factors, other scholars argue for its integration with sub-

cultural approaches to better explain violent encounters [205].

Lack of capable guardianship

Capable guardianship, a core idea in routine activities theory, plays a critical role
in crime prevention. Reynald identified three critical aspects of capable guardian-
ship: willingness to supervise, ability to detect potential offenders, and willingness
to intervene [332]. Hollis et al. conducted a theoretical reappraisal of guardianship,
emphasizing the need for a refined definition that is consistent with its original con-
ceptualisation [173]. Reynald conducted additional research on guardianship using
direct measures and primary data collection, emphasizing the importance of observing
guardianship in action [332]. Lockitch et al. used guardianship to prevent institutional
child sexual abuse, demonstrating how the concept can be applied outside of traditional

crime settings.

Suitable Targets

Crimes are more likely to occur when there is a “suitable target.” In fraud cases, the

target may be financial systems, organizations, or even individuals who are vulnerable
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to exploitation.

Application to Ghost Worker Fraud In the context of ghost worker fraud, Oppor-
tunity Theory is highly applicable. Public sector payroll systems with weak oversight,
poor monitoring, and inadequate cross-checking provide ample opportunity for fraudu-
lent actors to add non-existent employees to the payroll without detection. The lack of
capable guardianship such as weak internal controls and insufficient audits allows fraud
to continue undetected. Furthermore, the suitable targets in this case are the public
sector organizations and their payroll systems, which are vulnerable to manipulation

due to lack of effective validation systems.

Relevance to fraud prevention Opportunity Theory offers valuable insights for
preventing fraud, particularly in organizational settings like the public sector. By
identifying and removing opportunities for fraud such as implementing stricter ac-
cess controls, introducing strong verification systems, and ensuring strong inter-agency
checks—organizations can significantly reduce the risk of fraud. Strengthening the
guardianship through regular audits, transparency, and oversight further minimizes
the opportunities for fraudulent activities to take place [147].

In conclusion, Opportunity Theory underscores the critical importance of the struc-
tural and situational aspects of crime, suggesting that reducing opportunities for fraud
is a key strategy for preventing criminal behavior. In the case of ghost worker fraud,
addressing systemic weaknesses and enhancing oversight can disrupt the opportunities
that allow fraud to thrive. This theory directly applies to ghost worker fraud, where
institutional lapses such as weak inter-agency validation and absence of cross-checks
provide opportunities for exploitation. It complements the Fraud Triangle by expand-

ing its focus on systemic risk factors.

3.2.6 Institutional Theory

The study of institutional theory looks at how normative pressures affect organizations

and cause them to embrace elements that are accepted as legitimate and boost their
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chances of surviving [447]. According to this idea, organizational structures frequently
serve as myths that offer stability and legitimacy by reflecting rationalised institutional
rules [246]. An institutional perspective is used to examine the idea of moral collapse
in organizations, highlighting the interdependence of people, organizations, and moral
communities [362].

Institutional logics are internalised as associative networks of schemas at the in-
dividual level, influencing behaviour through a process known as institutional frame
switching. Experiments have shown that implicit theories, a crucial schema connected
with institutional logics, can influence individual behaviour [150]. Together, these in-
vestigations shed light on the intricate relationship between institutional frameworks
and human conduct, offering insights into both organizational dynamics and pervasive
misconduct. Fundamentally, Institutional Theory asserts that organizations are social
institutions influenced by shared norms and practices rather than merely being groups
of individuals. Members of an organization are governed by these institutionalised
norms, which either encourage moral behaviour or allow immoral behaviour. Even if
these norms support or facilitate fraud, they may eventually become so deeply rooted

that they are accepted as the usual.

3.3 Technology Adoption Frameworks

3.3.1 Diffusion of innovation theory

Gabriel Tarde, a French sociologist first discussed the Diffusion of Innovation (Dol)
Theory in 1903 and plotted the original S-shaped diffusion curve as shown in Fig-
ure 3.3 [394]. Ryan and Gross then introduced the adopter categories that were later
used in the current theory made popular by Everett Rogers [345]. Based on Tarde’s
work, Ryan and Gross developed adopter categories in their 1943 research on hybrid
seed corn acceptance among farmers [345]. In the Dol Theory, Everett Rogers popu-
larised innovators, early adopters, early majority, late majority, and laggards. Rogers’
work detailed adopter categories and social factors affecting diffusion, refining the the-

ory. Due to their curiosity and risk-taking, innovators adopt new ideas first. Early
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adopters, often opinion leaders, legitimise the innovation. The majority of adopters
are early and late majority, swayed by peer pressure and perceived innovative benefits.
Slow adopters, usually sceptical or without resources, are the last. This sophisticated
approach helps explain how innovations spread and gives strategic insights for support-
ing new technologies like blockchain solutions in employment systems.

The Dol concept is often accepted as an effective change model for managing tech-
nological innovation, where the invention itself is altered and presented in ways that
satisfy the needs of all levels of users. It also emphasizes the value of networking among
peers and communication during the adoption phase [203]. Dol is the process through
which individuals take up a novel concept, service, behavior, ideology, etc. Rogers de-
scribed this procedure and emphasized that, in most circumstances, the first few people
to adopt the new thought are receptive to it. A critical mass develops as more and more
individuals become receptive to it as these early innovators “spread the word.” The new
concept or product gradually spreads throughout the populace until a saturation limit
is reached [199].

The S-curve as shown in Figure 3.3 is currently a fairly logical model for how
innovations and other technologies spread among a population. The model basically
demonstrates that any invention is initially accepted by a small number of individuals
(or organizations). As more people use it, more people notice it being used, and if
the invention is better than what came before, more people start using it. When the
diffusion reaches a critical mass, it progresses quickly [82].

Diffusion of innovation has been used by many scholars in many different ways, Agi
and Jha developed a comprehensive framework for blockchain adoption in supply chain
industries by the use of enablers and empirically assessing their interdependencies on
adoption [10]. The enablers were picked using literature review from the lenses of Dol.
They discovered that the relative benefit of the technology and outside pressure are
the two most important kinds of enablers that influence the adoption of blockchain
in the supply chain. The analysis also demonstrates the crucial causal relationships
between consumer interest in traceability data, the formation of a legislative frame-

work for blockchain usage, and acceptance of blockchain technology’s promise to lower
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Figure 3.3: The Diffusion S-Curve [82]
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transaction costs.

While Goh and Sigala examines the factors that stop university teachers from using
modern Information and Communication Technologies (ICT) in their academic prac-
tices and discusses solutions to these problems [153]. The study uses literature review
to analyze issues related to ICT integration in schools using the Dol theory as a theo-
retical lens to better understand educational change. The study provided instructional
guidance and inspiration for academics on how to incorporate ICT's into their classroom
practices. In addition, P. Grover et al. explore the blockchain technology diffusion in
different industries through a combination of academic literature and Twitter [157].
The academic literature and social media insights have been utilized into group sec-
tors of five stages of the innovation. The findings imply that some sectors are already
producing specific blockchain applications.

Furthermore, Semenova examined the adoption process of emerging technology
specifically on the blockchain. It was discussed from positions of Technology Accep-
tance Model (TAM) and Dol [360]. The findings point to a lack of empirical research
studies and the necessity for more thorough theory development in order to hasten
the adoption process within organizations. Meanwhile, Min et al. examines consumer
acceptance of the Uber mobile application through the lenses of the Dol Theory and
the TAM [249]. The findings imply that relative advantage, compatibility, complexity,
observability, and social influence have a considerable impact on perceived usefulness
and perceived ease of use, which in turn affect consumer attitudes and adoption inten-
tions. The two traditional adoption theories are successfully integrated in the study.
More so, Ullah et al. proposed blockchain adoption in smart learning environment by
integrating Dol and TAM. The idea is to examine the technology adoption models for
developing states [401]. The outcomes demonstrated that compatibility significantly
affected the utilization of blockchain in smart learning settings.

In another vein, Oyelana et al. examine innovation attributes affecting the adoption
of exclusive breastfeeding in Africa using Roger’s Dol theory [298]. A comprehensive
analysis of the available data on exclusively breastfeeding in Sub-Saharan Africa was

done. In accordance with the Dol theory, eligible studies were chosen, and a directed
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content analysis technique to data extraction was used to aid narrative synthesis. The
main findings show that a number of breastfeeding techniques are in odds with tra-
ditional African cultural beliefs and behaviors. Equally, Cain and Mittman studied
Diffusion innovation theory for clinical change. The aim is to adopt evidence-based
practice in determining healthcare outcomes. They submitted that applying Roger’s
diffusion model may facilitate the adoption, and it will also provide important insights
into why some practices change and some do not [82].

Regarding the understanding of the implementation of blockchain technology within
government processes, DOI Theory is particularly pertinent. It has the potential to offer
insights on the ways in which blockchain innovations can be introduced and adopted by
government employees and institutions. While DOI Theory provides a helpful frame-
work for understanding the adoption process, this study focuses more on the spe-
cific motivations and mechanisms underlying fraud (which are covered by the Fraud
Diamond Theory) and the acceptance of technology (which is covered by TAM). In
light of this, DOI is regarded as a supplementary work to the fundamental objectives.
While useful in framing adoption phases, the theory lacks specificity on organizational
decision-making or individual acceptance drivers in hierarchical structures. Terms like
“laggards” can be ambiguous or culturally insensitive if not contextualized. Hence, it

was not selected as a primary framework.

3.3.2 Technology Acceptance Model (TAM)

The Technology Acceptance Model (TAM) is regarded as the most significant and
frequently used theory for explaining an individual’s acceptance of information systems
[221]. TAM was first introduced in 1986 by Fred Davies [221]. The model is the
most popular theoretical model in the Information Systems (IS) field over time. The
theory is based on the Theory of Reasoned Action (TRA) which was used to explain the
individual’s acceptance of information systems [382]. In the TAM model, an individual’s
information systems are determined by two factors; Perceived Usefulness (PU) and
Perceived Ease of Use (PEU). Davies defined perceived usefulness as the subjective

probability of the prospective user that using a specific application system will improve
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their job or life performance. Perceived Ease of Use (EOU) is the degree to which the
prospective user expects the target system to be free from applying effort [382].

Several studies have been used to test the model and results have been reliable.
Y. Lee et al. trace TAM’s history, examine its findings from inception, and carefully
project where it will go from there [221]. This study used a meta-analysis of 101 articles
published between 1986 and 2003 to assess the progress of TAM and the results of TAM
research. This research discovered that TAM has continuously advanced over that time
and has been elaborated by researchers, addressing its shortcomings, including more
theoretical models or introducing new external variables. Similarly, King [206] used
88 published studies that provided sufficient data to statistically meta-analyze TAM
in various fields. The findings demonstrate that TAM is a sound model that has been
frequently applied and is valid, with the potential for greater applicability. To find out
in what circumstances TAM might have varied effects, a moderator study involving user
types and usage types was conducted. The study supported the value of substituting
students for professionals in some TAM investigations, as well as possibly more broadly.
Additionally, it demonstrated the efficacy of meta-analysis as a thorough replacement
for qualitative and narrative literature review techniques.

In contrast, Chuttur presented a historical overview of the Technology Acceptance
topic (TAM) by reviewing the development of TAM, its main applications, extensions,
limits, and criticisms from a chosen list of published works on the topic. Despite the
fact that TAM is a model that receives a lot of citations, there are now conflicting views
among researchers on its theoretical underpinnings and practical applicability [93].

Deshmukh et al. investigates the factors that influence the adoption of e-learning by
sports science education students during Corona Virus Disease 2019 (Covid-19) using
a survey of 974 students from five Indonesian Higher Education Institutions (HEI)
[379]. The theoretical basis for the study was an enhanced version of the TAM, with
facilitating conditions as the external element. The results showed that the TAM-based
proposed scale had a successful explanation of the variables influencing the utilization
of e-learning by Indonesian sport science students during the Covid-19 pandemic.

More so, Singh et al. presents a framework to examine FinTech adoption and use
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from the perspective of the TAM and the other two constructs [371]. A measurement
scale was created through iterative discussions with experts. Data was collected from
439 active Internet users and was analyzed using structural equation modeling and
multi-group analysis. Part of the discovery was perceived usefulness and social influence
are the main factors influencing behavior intention to use fintech services, with social
influence having a considerable negative influence. Also, the perception of security
among elder users is also strongly influenced by age.

In the same vein, Rafique et al. investigates the adoption of Mobile Library Ap-
plications (MLA) using a proposed model that is developed from the TAM [321]. A
self-administrated cross-sectional survey was used to collect information from 340 MLA
users, and Analysis of Moment Structure (AMOS) was used to analyze the results. The
results showed that perceived usefulness and perceived ease of use are directly signif-
icant predictors of the intention to use MLA. The discovery can serve as a roadmap
for making wise choices when developing and designing MLA. Additionally, the results
can be used to guide resource allocation to fulfill the library’s vision and goal.

Even though TAM is important in several studies and widely used, in the context

of this research, it simply ignores external and some organizational factors.

3.3.3 Unified Theory of Acceptance and Use of Technology (UTAUT)

The Unified Theory of Acceptance and Use of Technology (UTAUT) is a model for pre-
dicting technology adoption and use [412]. It suggests that performance expectancy,
effort expectancy, and social influence predict behavioural intention, whereas enabling
conditions and behavioural intention determine use behaviour [388]. A meta-analysis
indicates a high relationship between performance expectancy and behavioural inten-
tion, but weaker relationships for other components [388]. UTAUT has been widely
employed in a variety of domains, including education, where it has been used to in-
vestigate learning management systems, mobile learning, and tablet computers [296].
Researchers have proposed model expansions, such as include usability, learnability,
and attitude components for educational settings [296]. Ghost worker fraud could be

analyzed using this theory. While UTAUT has its advantages, some contend that its
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widespread adoption has hindered theoretical advancement in technology acceptance
research [412]. UTAUT’s robustness and applicability to both public and private sec-
tors make it an ideal fit. It aligns with DEIFP’s multi-stakeholder nature and can guide

the analysis of adoption intent among government agencies.

3.3.4 Unified Theory of Acceptance and Use of Technology (UTAUT)
2

The Unified Theory of Acceptance and Use of Technology 2 (UTAUT?2) is an enhanced
model that describes user technology adoption by combining eight key technology ac-
ceptance models [397]. UTAUT?2 adds three more components to the original UTAUT:
hedonic motivation, price value, and habit [412]. This extended model explained much
more variance in behavioural intention and technology use than the original UTAUT
[412]. UTAUT2 can be used in a variety of settings, including virtual learning envi-
ronments, to uncover factors impacting technology adoption intentions [45]. Individual
variations such as age, gender, and experience are considered moderating factors in
the model [412]. UTAUT2 has been extensively investigated and expanded since its
inception in 2012, with academics applying it to a wide range of technological contexts
and organisational settings [397]; [45]. These extensions are not relevant to public sec-
tor adoption where user experience and monetary cost are secondary. Thus, UTAUT

remains the preferred model.

3.3.5 Theory of Planned Behavior (TPB)

The Theory of Planned Behaviour (TPB) is a commonly used social-psychological
model for forecasting and understanding human behaviour [187]. It proposes that
intentions are motivated by three major factors: attitudes towards the behaviour, sub-
jective norms, and perceived behavioural control [207]. These elements are founded on
behavioural, normative, and control views, respectively [207]. The TPB has been widely
utilised in information systems research to better understand individual behaviours re-
lated to technology adoption [196]. Despite its predictive power and extensive use

across fields, some researchers have proposed additional components to improve the
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fundamental model [196]. The TPB has also helped design additional frameworks,
such as the TAM [196]. Despite numerous criticisms and limits, the theory remains
a useful tool for studying human behaviour in a variety of circumstances [196]. TPB
provides behavioral insight but lacks the structural elements found in UTAUT. It is

better used in conjunction than as a standalone model.

3.4 Fraud Management Lifecycle Theory

Fraud Management Lifecycle Theory was proposed by Wilhelm in 2004, he presented
eight components that determine success or failure in fraud management [425]. They
include Deterrence, Prevention, Detection, Mitigation, Analysis, Policy, Investigation,

and Prosecution.

Deterrence: This is the first stage and it refers to actions intended to discourage

efforts to commit fraud [425].

Prevention: This stage involves keeping criminals away from executing fraudulent
activities. It entails hindering or preventing fraudsters from perpetrating criminal acts
in organizations. It also focuses on implementing protective systems, processes, and

procedures that make fraud difficult to commit.

Detection: Detection is the third stage of the Fraud Management Lifecycle and it is
connected with activities intended to discover and locate fraud before, during, or after

it is committed [425].

Mitigation: This stage activities are those aimed to lessen the extent and the amount
of the related fraud losses. It is a stage for intervention, it may even stop fraud from

occurring [425].

Analysis: The Analysis stage has two basic functions: identify and understand fraud

losses that happen in spite of deterrence, prevention, detection, and mitigation stage
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together with monitoring the performance of all the stages of the fraud management

lifecycle [26].

Policy: Policy activities create, evaluate, communicate, and implement fraud policies
to cut down the incidence of fraud, and to assign the resources needed to combat fraud

successfully [425].

Investigation: Investigation is aimed to collect adequate evidence to prosecute fraud-
ulent activity and to assist in obtaining compensation. Investigation means to run a

careful and systematic inquiry by observation and examination of facts [245].

Prosecution: This phase is concentrated with undertaking legal or disciplinary ac-
tion against suspects. The activities at this stage are majorly for the judicial and
the law enforcement officers. The three aims of prosecutions are to punish the fraud-
ster to prevent further occurrence. Secondly, prosecution seeks to create, preserve,
and develop organizations’ reputations and the third goal is to obtain recovery wher-
ever possible [425]. Oguzierem and Joab-Peterside assert that the Fraud Management
Lifecycle theory is adaptive and transforming, it reflects all factors and stages neces-
sary to investigate and deter fraud [292]. Information technology is another reason
for adopting the theory because it plays an important role during the course of the
Fraud Management Lifecycle, and all the stages benefit from the effective application
of information technology resources [425]. Figure 3.4 is the linear representation of the

fraud management lifecycle theory.

Fraud Fraud Fraud Fraud Fraud Fraud Fraud Fraud
Deterrence Prevention Detection Mitigation Analysis Policy Investigation Prosecution

Supporting Information Technology Systems and Staff

Figure 3.4: The Linear Representation of the Fraud Management Lifecycle [425]
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Information quality
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Figure 3.5: The Information System Success Model [426]

3.5 Information system success model

The Information System Success Model was proposed and developed by Delone and
McLean in 1992 [426]. The model was later reviewed in 2003 based on definitions and
corresponding measures and was then classified into major success categories [426]. The
updated model consists of six dimensions as shown in Figure 3.5 which include; system
quality, information quality, service quality, intention to use, user satisfaction and net
benefit. Several researchers have used the model for studies relating to computer and

information system performance [426].

Service quality: Ramya et al. defined Service Quality as the ability of a service
provider to satisfy customer in an efficient manner through which the service provider
can better the performance of business [325]. Meanwhile, Petter et al. viewed service
quality as a quality of service or support received by system users from Information
System organization or IT support unit [312]. This support may include responsiveness,

accuracy, reliability, technical competence or empathy.

System quality: Freeze et al. considered System Quality as user’s perception of a
system’s performance when the availability of people, hardware and software is put in

place [142]. While Petter et al. argued that System Quality is the desirable charac-
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teristics of an information system which include ease of use, system flexibility, system
reliability, intuitiveness, sophistication and response time [312]. According to Zulfan,
system quality is characterized by the desired information system which is used by the

users and decision makers [448].

System use: William and Ephraim defined system use as degree and manner in which
user utilize the capabilities of information system [426]. This may include amount of
use, frequency, nature, appropriateness, extend and purpose of use. System use is an

important measure of system success.

User satisfaction: Freeze et al. viewed user satisfaction as a measure of successful
communication among information systems and its users [142]. It is also defined accord-
ing to Ives et al. 1983 in [142] as the extent to which learners believe the information
system meets their needs. However, Petter et al. looked at User satisfaction as user’s

level of contentment with the information system [312].

Net benefit: Petter et al. is of the opinion that Net benefit is concerned with the di-
mension on which Information System contributes to the success of individuals, groups,
organizations, industries and nations [312]. This includes improved decision making,
improved productivity, increased sales, cost reduction, improved profits, market ef-
ficiency, customer welfare, creation of jobs and economic development. Meanwhile,
William and Ephraim say that net benefit as a dimension is one of the components

updated by Delone and Mclean in 2003.

3.6 Comparative Evaluation and Framework Selection

A comparative analysis of all discussed theories is provided in Table 3.1. The evaluation
considers criteria such as empirical validity, relevance to fraud prevention, suitability
for public sector contexts, and ease of operationalization. Based on this assessment and
in summary, the study adopts the Fraud Triangle, Opportunity Theory, and UTAUT

frameworks for the following reasons:
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Fraud Triangle: Emphasizes motivational and cognitive factors driving fraud.

Opportunity Theory: Focuses on structural enablers of fraud, highly applicable to

the Nigerian public sector.

UTAUT: Provides a holistic view of technology adoption across individuals and in-

stitutions.
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Table 3.1: Comparative Analysis of Theoretical Frameworks

Framework Strengths Weaknesses Applicability to DEIFP | Selected?

Fraud Triangle Simple, well-established, | Omits capability, lacks | High: Explains individ- Yes
focuses on motivation and | group dynamics ual fraud behavior in weak
opportunity control environments

Fraud Diamond Adds capability; suitable | Abstract, hard to measure | Moderate: Useful but less No
for profiling empirically applicable at institutional

level

Fraud Pentagon Psychological insights (ar- | Limited empirical use; bet- | Low: Focuses on top-level No
rogance, competence) ter for executive fraud fraudsters

Fraud Hexagon Includes collusion; broader | Complex, overlaps with | Moderate: Relevant but No
view other models excessive complexity

Opportunity The- | Structural and environ- | Doesn’t address personal | High: Aligns with DE- Yes

ory mental focus motivations IFP’s design goals

Institutional The- | Explains adoption via ex- | Doesn’t explain internal | Moderate: Good for policy No

ory

ternal pressures

processes

context, not fraud analysis

Continued on next page
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Table 3.1 — Continued from previous page

Framework Strengths Weaknesses Applicability to DEIFP | Selected?

Diffusion of Inno- | Explains spread of innova- | Lacks organizational de- | Low: Limited applicability No

vation tion tail; generic categories to DEIFP

TAM Widely used, simple Ignores external & organi- | Moderate: Lacks depth for No
zational factors DEIFP

UTAUT Comprehensive, organiza- | Requires calibration, com- | High: Fits DEIFP’s multi- Yes

tionally grounded plex stakeholder ecosystem

UTAUT2 Adds consumer elements Not relevant in public sec- | Low: Too focused on con- No
tor sumer tech

TPB Strong behavioral insights | Ignores organizational | Moderate: Supportive, not No
structure sufficient alone
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The integration of Fraud Triangle, Opportunity Theory, and UTAUT provides a
multifaceted lens through which the research problem is examined. These frameworks
inform the design of the DEIFP framework by identifying systemic loopholes that enable
fraud (Opportunity Theory), understanding individual motivations (Fraud Triangle)
and evaluating stakeholder readiness and resistance to blockchain adoption (UTAUT).
These theories also guided the development of data collection instruments and the

interpretation of both qualitative and quantitative results.

3.7 Summary

This chapter presented a comprehensive and critical review of theoretical frameworks
related to fraud and technology adoption. Through comparative analysis, three frame-
works; Fraud Triangle, Opportunity Theory, and UTAUT—were selected as most rele-
vant to this study. These frameworks collectively support the analysis of fraud causation
and the technological, behavioral, and institutional dynamics shaping the adoption of

the DEIFP framework in Nigeria’s public sector.
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Data analysis of the 2021 survey

The first empirical phase of this research was conducted in 2021 and was focused ex-
clusively on federal government employees as respondents. This phase was designed to
supplement the literature review in Chapter 2, which highlighted persistent claims that
the IPPIS suffers from transparency challenges and has not been able to fully eliminate
ghost worker fraud in the employment process. By directly engaging with employ-
ees who interact with IPPIS in practice, this early investigation sought to validate or

challenge those claims from the perspective of system users themselves.

4.1 Methodology

Research surveys are essential instruments for data collection, particularly in investi-
gations concerning the beliefs, attitudes, and actions of particular groups [71]. The
survey method enables us to gather quantitative data directly from individuals who are
impacted by or involved in the IPPIS process, thereby offering valuable insights into

the system’s functionality and vulnerabilities.

4.1.1 Research Type

Research Type is structured to clarify the nature, rationale, and methodological orienta-
tion of the study. Each type is discussed in relation to its relevance to the research aims
and the nature of data collected. It provides a conceptual foundation for understanding
where the current study fits within broader research traditions. S. B. Mishra and Alok
identified two types of research, namely, Descriptive vs. Analytical, and Applied vs.
fundamental [251]. Understanding these research principles helps us comprehend this

study’s methods and their suitability for answering the research questions and objec-
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tives. The following sections will describe the survey methodologies used, why they

were chosen, and how they help achieve the study objectives.

Descriptive vs. analytical

The purpose of descriptive research is to explain a set of circumstances. It consists
of different kinds of surveys and fact-finding investigations and centers on answering
what, when, where, and how. The purpose of descriptive research is to systematically
explain the current phenomena under study. In this kind of research, the researcher
will collect the available data through the use questionnaire, interview, or even obser-
vation [39]. The key element of descriptive method is, scientists do not have control
over the variables established instead just to report events. Atmowardoyo states that
the descriptive research covers some types of approaches such as survey, correlation
study, qualitative study, or content analysis which may involve either qualitative or
quantitative analysis [39]. On the other hand, analytical research involves evaluation
of facts and information concerning to the research being carried out. Moreover, in
analytical research, facts, data and information already available is always used by the
researcher for analysis [39]. This study employs the descriptive research through a

survey approach.

Applied vs. fundamental

According to Atmowardoyo applied research is the process of finding a solution for
certain, practical problem confronted by an individual, industry or society [39]. While
fundamental research is mainly focused with the formulation of a theory. Fundamental
research is concerned with the development of theories while applied research is used
to tackle specific issues. Then, applied research is more concerned with practical issues
than theoretical research [402]. Hence, this study is focused on the applied research,

where practical solution is obtained that could curb ghost worker fraud in Nigeria.
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4.1.2 Research approach

Research approach refers to the outline to be observed when answering research ques-
tions which entails deciding on research objectives, sampling methods, data collecting
method, method of data analysis and the type of research design one will adopt [241].
Experts use two different research design approaches which are quantitative and qual-
itative [39]. Quantitative approach is the research design which involves deductive
thinking that determines a hypothesis which in turn supports or rejects a theory. In
quantitative approach, organized inquiry of phenomenon is considered through the col-
lection and analyzing of numerical data. Quantitative research design often deploys
research method such as experiments, survey, and correlation studies.

On the other hand, qualitative approach is the research design concerning inductive
thinking to uncover hypotheses which in turn be developed into a substantive theory.
The data under analysis are verbal description poured into ground notes. Qualitative
data can be analyzed through steps such as comparison, triangulation, coding, integra-
tion, and interpretation. The approach often adopts research method such as ethnog-
raphy, phenomenology, narrative inquiry, case study, participant observation etc [35].
This study adopts the quantitative approach where questionnaires were administered
to collect, analyze, and interpret data because it allows for the objective measurement
of perceptions across a large population and facilitates statistical comparison between

variables

4.1.3 Research purpose

Exploratory, descriptive and explanatory are the three main classifications of research
purpose [336]. They define the methods and rules to be used in answering research
questions successfully [355]. However, methods are bound to change in the course of
research before completion and this implies the altering of a method or the use of

additional method.
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Exploratory research:

This is usually the initial research that leads to a theoretical or hypothetical idea. It
entails an individual developing an idea on something and tends to seek more under-
standing about it. In exploratory research, foundation or groundwork on a certain idea
is laid with the intent of it leading to future studies, or a concept observed might be
explained by an existing theory [113]. Exploratory research happens when there are
only a few or no previous studies [21]. Exploratory research can emerge as either a
new topic or a new angle, John Watson an American psychologist began his research
on a new topic on human behavior and learning [21]. On the other hand, new angle is
when new ways come from looking at other things, either from new way of measuring
something or from a theoretical perspective. For example, social media has made the
world seen as a little globe. Exploratory research focuses on exploring a particular

social phenomenon along with asking questions regarding that phenomenon [195].

Descriptive research:

This form of research focuses on systematically describing the characteristics, be-
haviours, or opinions of a population or phenomenon as it exists in its natural setting
[385]. Unlike exploratory research, which seeks to generate new ideas or hypotheses,
descriptive research aims to provide an accurate representation of existing conditions or

b “WheI‘e,”

relationships among variables. It answers questions such as “what,” “who,
and “how often,” without necessarily explaining “why” those conditions occur [385].
According to Swatzell and Jennings, descriptive research enables the collection of quan-
tifiable information that can be statistically analysed to reveal trends, attitudes, or
distributions within a given group [385]. Its analysis serves to organize data and tell
the story of the sample group, providing a sense of order that enables researchers to
understand distributions and characteristics within populations [108]. This methodol-
ogy has gained popularity due to its flexibility in combining different data collection

techniques and its reduced reliance on numerical measurements for variable assessment

[143]. Descriptive research does not manipulate variables but instead captures and
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summarises realities as they are observed [277, 385]. It often forms the basis for fur-
ther explanatory or experimental investigations by identifying patterns that warrant
deeper analysis. For example, a researcher might use descriptive statistics to measure
the prevalence of ghost worker perceptions among government employees, providing
foundational evidence for designing anti-fraud interventions. In essence, descriptive
research offers a clear snapshot of existing phenomena, making it a crucial step in
understanding organisational, social, or behavioural trends before advancing to more

complex analytical or causal studies, [8].

Explanatory research:

M. Thomas and Pierson viewed that explanatory research attempts to identify causes,
establish a connection between factors, and determine impacts on behavior of a social
phenomenon, along with predicting how one phenomenon will change or differ in rela-
tion to a different variable [392]. The concept focuses more on the source and reasons
for occurrence of a problem. Glicken defined explanatory research as a concept that at-
tempts to provide significant and exact conclusions from adequate existing information
[151]. It presents evidence that endorses or opposes a concept with an explanation or
prediction. The model is not only deductive but quantitative in nature. Explanatory
research assists in analyzing patterns and devising hypotheses that predict or guide
future endeavors. It also helps individuals understand and establish relationships be-
tween variables [148]. This research will use exploratory, descriptive and explanatory
methods as it focuses on a well-defined socio-behavioral theory that applies to the use

of questionnaires to acquire data on IPPIS ghost worker fraud.

4.1.4 Method of data collection

Data collection is a major stage in research that enables the researcher to discover
answers to research questions [387]. Taherdoost defined data collection as the process
of gathering data with the purpose of gaining insights concerning the research topic
[387]. Generally, the two main categories of data collection methods are Primary Data

Collection and Secondary Data Collection. Primary data collection refers to the process
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of gathering data through interviews, surveys, or experiments [43].

On the other hand, secondary data collection is data collected by someone rather
than the main researcher, for example, books, newspapers, magazines, journals, etc.
Primary data can be obtained by researchers either by interviewer-administered ques-
tionnaires or self-administered questionnaires for their research. While respondents
fill out the self-administered questionnaires, interviewer-administered questionnaires
are logged in accordance with the respondents’ answers [254]. In this research, primary
data was gathered from employees of the Federal Government of Nigeria with the intent
of assessing employees’ perceptions of how IPPIS influences ghost workers in Nigeria
and how the DEIFP is perceived. Self-administered questionnaire was adopted as the
major data-gathering tool. This is because it allows the collection of data from a larger
audience in a timely manner, which is considered a key advantage [355].

Moreover, Vaus viewed that self-administered questionnaires give room for anonymity
and encourage honest, quick, and easy responses [411]. Also, anonymous surveys re-
duce social bias and make respondents confident in expressing their views [155]. This
study adopts the quantitative approach where questionnaires were administered to col-
lect, analyze and interpret data as presented in Data analysis of the 2021 survey and
Data analysis of the 2024 survey. The study also used the qualitative method with sec-
ondary data where some ghost worker fraud-related cases were gathered and analyzed

as presented in Evaluation by case study.

Recruitment of Participants

Participants for the 2021 survey were exclusively federal government employees enrolled
on the IPPIS platform. Recruitment was conducted primarily through digital outreach,
leveraging WhatsApp groups commonly used for departmental communication within
ministries, departments, and agencies. This approach enabled rapid distribution of
the survey link to a broad pool of potential respondents. In addition, direct phone
calls were made to selected employees to encourage participation and ensure adequate

representation across different government institutions.
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Participants’ Briefing

Before completing the questionnaire, participants were provided with a structured brief-
ing embedded in the Participant Information Sheet (PIS) (see Appendix C). The PIS
outlined the purpose of the study, its background, and the objectives of the survey. It
also explained the confidentiality of responses and the voluntary nature of participa-
tion. This briefing ensured that respondents understood the context of the research
and the relevance of their input in evaluating IPPIS’s effectiveness in addressing ghost

worker fraud.

Replicability and Response Rate

To enhance replicability, detailed records of recruitment and participation were main-
tained. A total of 145 responses were received, out of which 144 were valid for analysis.
All respondents were federal government employees, reflecting the public sector orien-
tation of the study. The documentation of sampling criteria and distribution methods
provides transparency for future researchers seeking to replicate or build upon this

work.

Inclusion of Supporting Documentation

To strengthen transparency and replicability, the following documents are included
as appendices: the 2021 Ethics Application (Appendix A), the 2021 Ethics Approval
Email (Appendix B), the 2021 Participant Information Sheet (Appendix C), and the

Consent Form (Appendix D).

4.2 Survey Design

The 2021 survey adopted a structured questionnaire as the primary instrument for
quantitative data collection, aimed at capturing federal government employees’ percep-
tions of the Integrated Personnel and Payroll Information System (IPPIS) in Nigeria
[16]. The design was informed by the literature reviewed in Chapter 2, which highlighted

persistent issues of transparency, integrity, and ghost worker fraud within IPPIS.
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The questionnaire consisted exclusively of closed-ended questions to enhance ease
of response and improve participation rates [110]. Items were derived from a compre-
hensive review of literature on payroll systems and employment fraud, including works
such as [39, 138, 180, 351, 440]. The objective was to capture all relevant factors influ-
encing the prevalence of ghost worker fraud, such as weaknesses in payroll management,
governance gaps, and perceived inefficiencies of IPPIS.

A Five-Point Likert Scale (Strongly Disagree = 1; Somewhat Disagree = 2; Neutral
= 3; Somewhat Agree = 4; Strongly Agree = 5) was adopted to measure the strength of
respondents’ perceptions. This scale allowed for systematic quantification of attitudes
toward IPPIS effectiveness, transparency, and fraud prevention.

Although the survey questions were designed to align with the study’s objectives,
focusing on IPPIS performance, transparency, and fraud elimination, an explicit map-
ping table was not included for this phase. The direct nature of the questions ensured

clarity in addressing the research objective one without requiring additional mapping.

4.2.1 FEthical consideration

During the study process, ethical concerns were carefully followed. The Department
of Computer and Information Sciences approved the ethics application of 2021 surveys
with the application ID of 1527 (see Appendix B). This ensures that the study followed
the rules for ethical research involving participants. Participants in the surveys gave
their informed consent after being informed about the nature of the study. Participants
were told that their responses would be kept anonymous and used only for the purpose
of this research. The ethical integrity of the research process was maintained to ensure
that the results are credible, respectful and conducted in accordance with established

research ethics.

4.2.2 Pilot Testing and Instrument Evaluation

Pilot studies are small-scale versions of full-scale studies designed to test logistics,
gather information, and improve overall research design before larger implementation

[409]. It helps identify design flaws, assess feasibility, and improve the reliability and
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validity of instruments before full-scale deployment. Research Validity is defined as
the extent to which the data-gathering tool evaluates what it intends to measure, it
focuses on the accuracy of the data-gathering instrument [355]. Validity is of different
types and suggest that construct validity is generally accepted in research and is based
on relationships [383]. On the other hand, reliability focuses on data collection tool
that consistently returns similar results on the same participants, this will prevent the
researcher from properly formulating or generalizing theories to an increasing number

of users [110].

Methodological approach of pilot testing

Participants were federal government employees enrolled on the IPPIS platform. The
questionnaire was administered through the WhatsApp platform. The pilot instrument
included items grouped into thematic categories aligned with the study’s conceptual
framework, including perceived effectiveness of IPPIS, trust in system integrity, likeli-
hood of fraud reduction etc. Respondents were asked to rate each item using a 5-point
Likert scale. In this study, the pilot test was conducted to evaluate the clarity, consis-
tency, and reliability of a 14-item questionnaire designed to assess perceptions of IPPIS

effectiveness and its link to ghost worker fraud in the Nigeria public sector.

Reliability Analysis

This study used Cronbach’s alpha reliability coeflicient “a. > 0.7” to measure the survey
questionnaire for internal reliability using SPSS. The idea is to determine internal
consistency of scale, and how consistent people respond to the questions. The results
are presented in Table 4.1. The pilot result in Table 4.1 shows that Cronbach’s alpha
efficiency of 0.740, which is an acceptable value because it is higher than the reference
value of 0.7 [163]. The result suggests that the items are reasonably correlated and

measure a coherent construct.
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Table 4.1: Reliability Statistics for Pilot Test

Statistic Value

Cronbach’s Alpha  0.740
Number of Items 14

4.3 Confidence Interval Analysis

Confidence intervals (Cls) serve as a fundamental tool for estimating the range within
which the true population parameter is likely to fall, based on sample data. In the
context of the 2021 survey, Cls was calculated for 9 items to determine whether the
sample responses reliably reflect the broader population of public sector employees in
Nigeria. This approach is particularly important given the study’s aim to evaluate per-
ceptions of employment integrity of the existing employment system. By establishing
confidence intervals around the sample means, we assess not only the central tendency

of responses but also the precision and generalizability of these findings.

4.3.1 Methodology

The confidence interval for a mean is typically calculated as:

Cl=z2x=z2 (\;%)
Where:
e T is the sample mean
e 2 is the z-score corresponding to the desired confidence level (e.g., 1.96 for 95%)
e o is the sample standard deviation
e 1 is the sample size

In this study, the CI bounds were derived from descriptive statistics, and the Error (+)
was computed as: Error (£) = UpperCI - Mean This error margin reflects the extent

to which the sample mean might deviate from the true population mean. Narrow
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intervals suggest high precision and confidence in the representativeness of the sample,

while wider intervals indicate greater uncertainty.

4.3.2 2021 Survey Confidence Interval Data Presentation and Analy-
sis

Below is the presentation and analysis of the Cls of 2021 survey, including the data

table.

Table 4.2: Confidence Interval Summary for 2021 Survey Questions
Question Mean LowerCI UpperCI Error (+)
IPPIS gives equal opportunity to  1.88 1.66 2.10 0.22
qualified applicants during recruit-
ment
Removal of ghost workers from IP-  3.69 3.41 3.97 0.28
PIS give others chance to be em-
ployed
There is no room for Ghost Workers — 2.32 2.02 2.62 0.30
in TPPIS
The IPPIS payroll system has pro-  2.50 2.20 2.80 0.30

moted accountability in the payroll
administration compared to the pre-
vious GIFMIS

Data in the IPPIS is highly pro-  2.65 2.37 2.93 0.28
tected
Superior staff of IPPIS have no hand  2.82 2.54 3.10 0.28
in ghost worker fraud
IPPIS is always open for data audit  2.82 2.54 3.10 0.28
It is easier to trace fraud now than  2.66 2.38 2.94 0.28
with the previous system (GIFMIS)
There are cases of cyberattacks on  3.43 3.19 3.67 0.24
the IPPIS

Conclusion

The confidence interval analysis in summary Table 4.2 highlight the degree of certainty
in how well the sample reflects broader public opinion. For instance, the item “There

are cases of cyberattacks on the IPPIS” had a high mean (3.43) and a narrow margin of
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error (£0.24), indicating strong agreement among respondents and suggesting that the
sample likely represents the wider population’s views on this issue. The low variability
enhances confidence in generalizing this finding. In contrast, the item “There is no room
for Ghost Workers in IPPIS” had a lower mean (2.32) and a wider error margin (£0.30),
pointing to more diverse or uncertain opinions. This wider interval reflects greater
variability in responses and reduces confidence in the sample’s representativeness for
this item. Owverall, these insights help assess the perceived integrity of IPPIS in 2021

and guide comparisons with future surveys.

4.4 Data presentation and analysis

The data collected were quantitative and were collected using the online Qualtrics sur-
vey tool [121]. There were 145 responses to the questionnaire from personnel of the
Nigerian Federal Civil Service. Descriptive statistics was used to interpret employees’
responses. Below are the tables and bar charts for 1 to 9 questions with their corre-

sponding explanations. Based on information on Table 4.3 and Figure 4.1, a decisive

Table 4.3: IPPIS gives equal opportunity to qualified applicants during recruitment

Response Count Percentage
Strongly Disagree 94 65.3%
Somewhat Disagree 18 12.5%
Not Applicable 3 2.1%
Somewhat Agree 14 9.7%
Strongly Agree 15 10.4%
Total 144 100.0%

77.8% of employees disagreed that IPPIS provides equal opportunity in recruitment,
with only 20.1% expressing agreement. This reflects a widespread perception that
recruitment into the system remains non-transparent and subject to manipulation.
Such scepticism suggests that IPPIS, while digitised, has not removed discretionary
control over recruitment, leaving room for nepotism and corruption. A strong ma-
jority (65.9%) agreed that removing ghost workers creates opportunities for genuine

employment as shown in Table 4.4 and Figure 4.2. This indicates an awareness among
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Distribution of Responses for "IPPIS gives equal opportunity to qualified applicants"
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Figure 4.1: IPPIS gives equal opportunity to qualified applicants during recruitment

Table 4.4: Removal of ghost workers give others chance to be employed

Response Count Percentage
Strongly Disagree 25 17.7%
Somewhat Disagree 13 9.2%
Not Applicable 10 71%
Somewhat Agree 26 18.4%
Strongly Agree 67 47.5%
Total 141 100.0%
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Distribution of Responses for "Removal of ghost workers from IPPIS give others chance to be employed"
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Figure 4.2: Removal of ghost workers from IPPIS gives others a chance to be employed

employees that fraudulent payroll practices not only drain resources but also crowd
out legitimate candidates. It reinforces the perception that payroll integrity is directly

linked to job creation and employment process in the public sector. From Table 4.5

Table 4.5: There is no room for Ghost Workers in IPPIS

Response Count Percentage
Strongly Disagree 75 53.6%
Somewhat Disagree 18 12.9%
Not Applicable 3 2.1%
Somewhat Agree 15 10.7%
Strongly Agree 29 20.7%
Total 140 100.0%

and Figure 4.3, two-thirds of employees (66.4%) rejected the idea that IPPIS fully
eliminates ghost workers, underscoring deep scepticism about the system’s effective-
ness. This aligns with ongoing public discourse about continued payroll fraud despite
IPPIS adoption.  According to the findings in Table 4.6 and Figure 4.4, a major-
ity (60.7%) disagreed that IPPIS improved accountability compared to GIFMIS, while
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Distribution of Responses for "There is no room for Ghost Workers in IPPIS"
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Figure 4.3: There is no room for Ghost Workers in I[PPIS

Table 4.6: The IPPIS payroll system has promoted accountability in the payroll ad-
ministration compared to the previous GIFMISS

Response Count Percentage
Strongly Disagree 57 43.8%
Somewhat Disagree 22 16.9%
Not Applicable 5 3.8%
Somewhat Agree 21 16.2%
Strongly Agree 25 19.2%
Total 130 100.0%
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Distribution of Responses for "The IPPIS payroll system has promoted accountability
in the payroll administration compared to the previous GIFMIS"
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Figure 4.4: The IPPIS payroll system has promoted accountability in the payroll ad-
ministration compared to the previous GIFMIS
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Distribution of Responses for "Data in the IPPIS is highly protected"
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Figure 4.5: Data in the IPPIS is highly protected

35.4% agreed. This reveals a trust deficit in IPPIS’s promise of better transparency,
suggesting that digitisation has not overcome entrenched perceptions of payroll and

employment mismanagement. Looking at Table 4.7 and Figure 4.5, over half of

Table 4.7: Data in the IPPIS is highly protected

Response Count Percentage
Strongly Disagree 45 33.3%
Somewhat Disagree 27 20.0%
Not Applicable 12 8.9%
Somewhat Agree 32 23.7%
Strongly Agree 19 14.1%
Total 135 100.0%

employees (53.3%) doubted that IPPIS data was well-protected, while only 37.8% ex-
pressed confidence. This highlights significant employee concerns about the security
of sensitive payroll data, with implications for trust in digital governance systems.

From Table 4.8 and Figure 4.6, Two-thirds (66.9%) of respondents suspected superior
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Table 4.8: Superior staff of IPPIS have no hand in ghost worker fraud

Response Count Percentage
Strongly Disagree 54 41.5%
Somewhat Disagree 33 25.4%
Not Applicable 19 14.6%
Somewhat Agree 17 13.1%
Strongly Agree 7 5.4%
Total 130 100.0%

Distribution of Responses for "Superior staff of IPPIS have no hand in ghost worker fraud"
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Figure 4.6: Superior staff of IPPIS have no hand in ghost worker fraud
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Distribution of Responses for "IPPIS is always open for data audit"
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Figure 4.7: IPPIS is always open for data audit

staff of involvement in ghost worker fraud. This deep mistrust of senior management
suggests that fraud is perceived as systemic, not merely incidental. It aligns with wider

literature implicating senior officials in payroll manipulation.  Nearly half (48.5%)

Table 4.9: IPPIS is always ready for data audit

Response Count Percentage
Strongly Disagree 32 24.2%
Somewhat Disagree 32 24.2%
Not Applicable 20 15.2%
Somewhat Agree 24 18.2%
Strongly Agree 24 18.2%
Total 132 100.0%

in Table 4.9 and Figure 4.7 doubted IPPIS’s readiness for audit, while only 36.4%
were confident. A further 15.2% selected “Not Applicable,” suggesting limited access
to audit processes. This reflects inconsistent perceptions of accountability and trans-
parency. Considering Table 4.10 and Figure 4.8, a majority (53.3%) believed fraud was
not easier to trace under IPPIS, compared to 39.1% who believed it was. This division

highlights persistent doubts about the system’s fraud detection capabilities. Almost
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Table 4.10: It is easier to trace fraud now than with the previous system (GIFMIS)

Response Count Percentage
Strongly Disagree 53 39.8%
Somewhat Disagree 18 13.5%
Not Applicable 10 7.5%
Somewhat Agree 25 18.8%
Strongly Agree 27 20.3%
Total 133 100.0%

Distribution of Responses for "It is easier to trace fraud now than with the previous system (GIFMIS)"
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Figure 4.8: It is easier to trace fraud now than with the previous system (GIFMIS)

Table 4.11: There are cases of cyberattacks on the IPPIS

Response Count  Percentage
Strongly Disagree 15 10.9%
Somewhat Disagree 13 9.5%
Not Applicable 41 29.9%
Somewhat Agree 34 24.8%
Strongly Agree 34 24.8%
Total 137 100.0%
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Distribution of Responses for "There are cases of cyberattacks on the IPPIS"
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Figure 4.9: There are cases of cyberattacks on the IPPIS

half of respondents (49.6%) agreed that cyberattacks occur on IPPIS as shown in Ta-
ble 4.11 and Figure 4.9, while 20.4% disagreed and 29.9% reported “Not Applicable.”
This mixed response suggests uneven awareness of cybersecurity issues. The significant
proportion citing attacks reflects broader concerns about the system’s vulnerability, a

recurring theme in Nigeria’s digital governance initiatives.

4.5 Conclusion

The findings from the 2021 survey reinforce the literature reviewed in Chapter 2, which
highlighted persistent transparency and integrity challenges within the IPPIS system.
Responses reveal a significant trust deficit among federal government employees, with
widespread skepticism regarding IPPIS’s ability to ensure transparency, eliminate ghost
workers, and maintain robust data security. While some participants acknowledged
marginal improvements compared to previous payroll systems, the overall perception

suggests that IPPIS has not completely solved the issue of ghost worker fraud and con-

102



Chapter 4. Data analysis of the 2021 survey

tinues to exhibit systemic vulnerabilities such as insider manipulation and weak audit
readiness. These insights underscore the need for structural reforms and stronger mech-
anisms to enhance accountability and restore confidence in public sector employment

processes.
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Ethereum Besu Concept

Blockchain technology was selected as the foundational solution for this research be-
cause of its inherent ability to address the core challenges identified in Chapter 2—mnamely,
transparency, integrity, and fraud prevention in public sector employment process.
Traditional centralized systems such as IPPIS concentrate control within a single au-
thority, creating vulnerabilities that enable ghost worker fraud and insider manipula-
tion. Blockchain, by contrast, introduces decentralization, distributing validation and
decision-making across multiple nodes, thereby reducing single points of failure and en-
hancing trust in the employment process. The proposed design leverages the Ethereum
Besu platform, a permissioned blockchain framework suitable for enterprise and gov-
ernment use cases. This choice aligns with the study’s objectives by enabling secure,
auditable, and transparent transactions through smart contracts. Smart contracts au-
tomate critical steps in employee verification, ensuring that predefined rules govern
every transaction without manual interference. This automation strengthens account-
ability and minimizes human error, while the decentralized architecture ensures that
no single entity can manipulate records undetected. By integrating these features, the
design operationalizes theoretical principles of transparent governance into a practical,
technology-driven solution for mitigating ghost worker fraud.

Therefore, it is necessary to discuss the Ethereum Besu concept to give a complete
picture as a means to address the issue of ghost worker fraud. The concept comprises of
a brief overview of decentralization, smart contracts, and the Ethereum Besu platform.
Blockchain technology revolutionises governance systems by providing decentralized
frameworks that distribute authority and decision-making among a network of nodes.
Decentralization is not only an abstract idea, but a basic principle that supports the

integrity of the offered solution. Decentralizing the recruitment process in the Nigerian
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public sector helps to reduce the danger of fraud and corruption that is inherent in
centralized systems such as the IPPIS. This decentralization is in accordance with the
theoretical arguments presented by authors such as Arkorful et al. and Faguet who
highlight the significance of trust, transparency, and accountability in governance [34]
[133]. Using blockchain technology, the goal is to implement these ideas and transform
theoretical principles into effective solutions for preventing ghost worker fraud.
Moreover, the incorporation of smart contracts and the Ethereum Besu platform
introduces an additional level of automation and transparency to the employment pro-
cedure. Smart contracts, which are regulated by predetermined criteria, simplify the
process of verifying and approving new personnel, hence minimizing the chances of hu-
man mistakes and manipulation. This automation not only improves efficiency but also
strengthens the theoretical basis of transparent governance. Stakeholders participating
in the Private Ethereum Besu blockchain platform engage in a process that is both
visible and auditable, thanks to the use of smart contracts. Therefore, the framework
presented in this chapter acts as the foundation for creating and executing a strong

solution that utilizes blockchain technology to successfully address ghost worker fraud.

5.1 Decentralization and transparency in governance

Blockchain platforms provide opportunity to investigate different governance structures
and construct a theory of the utility of centralized, semi-decentralized, and decentral-
ized governance. Decentralization here refers to the degree to which the political,
administrative, or fiscal authority of a central government has been delegated to sub-
national agencies or authorities that are geographically and organizationally dispersed
[99]. This governmental decentralization in practice encompasses a range of forms,
each founded on distinct principles and for various aims. Arkorful et al. [34] inves-
tigated the relationship between decentralization and public engagement, using trust
and transparency as mediators. The outcome demonstrates the importance of trust
and transparency in decentralization and participation.

According to Faguet [133], the most fundamental theoretical reason for decentral-
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ization is that it can increase government accountability and responsiveness to the
governed. Thus, decentralized governance ideas apply to many industries beyond
blockchain technology, for example, the renewable energy industry has witnessed the
implementation of decentralized governance through the implementation of community-
based energy initiative projects [162]. Solar panels and wind turbines are examples of
renewable energy sources that are managed and operated by local communities through
joint efforts in these programs. Besides blockchain, decentralized governance models
have changed political, administrative, and organizational systems [449]. Political scien-
tists, sociologists, and public administrators have studied how decentralization affects
government, citizen involvement, and public service delivery. By using these inter-
disciplinary perspectives, we can better comprehend decentralized governance and its
consequences for complex social issues beyond ghost worker fraud.

Additionally, decentralized governance models are used in urban planning, environ-
mental management, and community development [140]. Subsidiarity, participatory
decision-making, and polycentric governance emphasize local stakeholder responsibil-
ity and collaborative governance networks. This research places blockchain-based de-
centralized governance in a theoretical and practical context by drawing from these
fields.

However, Y. Chen et al. compared centralization with decentralization and found
semi-decentralization to be better for governance [90]. Some other literature [90] [91]
[281] suggests that decentralization reverses the traditional relationship between plat-
form market capitalization, developer interest, and development activity—shifting the
primary driver from market size to community-driven development and innovation.
Further analysis in the context of blockchain architecture, the platform for governance
decentralization determinants shows that infrastructure-layer digital platforms tend to
become more decentralized than application-layer ones. Y. Chen et al.” research sheds
light on platform governance’s causes, effects, and characteristics [90].

Blockchain technology emphasizes decentralization, which distributes authority and
decision-making over a network of nodes. Decentralization can improve governance

transparency, accountability, and censorship and manipulation resistance. Decentral-
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izing the Nigerian public sector employment process might reduce fraud and corrup-
tion risk compared with centralized systems like the IPPIS. Governance also requires
transparency, taking actions, decisions, and procedures transparent to stakeholders.
Stakeholders could verify data integrity and authenticity without intermediaries using

blockchain technology’s tamper-evident and immutable transaction record.

5.2 Solidity, smart contracts and automation of processes

The Ethereum platform uses Solidity programming language for smart contracts de-
velopment [257]. The language is built upon the Ethereum virtual machine. Solidity’s
primary function is to store every state of the tokens that the nodes send and receive.
Programmers with prior familiarity in Python, C++, or JavaScript should have little
trouble understanding Solidity [258]. Smart contracts are contracts that self-execute
based on established criteria and parameters. Smart contracts are critical in this frame-
work because they enable automation of the validation and approval process for new
employees. Smart Contracts can be programmed to execute a certain transaction only
if it receives approval from a specified number of nodes in the network, conforming
consensus and security. In the context of this study, smart contracts play an essential
part in the automation of the employment process. This includes the validation and

approval of new employees by a number of different government bodies.

5.2.1 Ethereum Besu

Ethereum Besu is a blockchain platform designed for enterprises, enabling them to use
blockchain technology for identity verification, financial services, supply chain man-
agement and some governmental functions [350]. It is an open-source blockchain ar-
chitecture as shown in Figure 5.1 that is part of the Ethereum ecosystem and offers
flexible permissioning capabilities, enhanced privacy features, and robust performance.
Its compatibility with the Ethereum Virtual Machine (EVM) ensures smooth operation
with existing Ethereum-based applications and smart contracts [398]. Ethereum Besu

also provides advanced-level deployments with support for consensus algorithms like
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Proof of Authority, Proof of Work, and Istanbul Byzantine Fault Tolerance.

The proposed framework adopts a permissioned consensus model optimized for
performance within a consortium of legally accountable public-sector validators. The
threat model assumes regulated institutional actors operating under statutory and au-
dit constraints rather than arbitrary Byzantine adversaries. Although Byzantine fault-
tolerant consensus offers stronger adversarial guarantees [87], it introduces additional
latency and operational complexity that may be disproportionate in controlled govern-
mental environments.

Importantly, the framework redistributes rather than eliminates trust. Unlike tra-
ditional PKI-based systems, which centralize authority within a single administrative
domain, blockchain-based architectures enable distributed validation, replicated state,
and tamper-evident auditability across multiple entities [445]. This reduces single-
point manipulation risk while maintaining institutional accountability. Although public
trust in government entities may vary, the framework introduces structural safeguards
through multi-agency validation and immutable record-keeping rather than relying on
unilateral administrative control.

Ethereum Besu is an Ethereum client that has been developed by ConsenSys and
is open-source. It has been specifically built to cater to enterprise use cases that ne-
cessitate exceptional performance, scalability, and anonymity. Besu, functioning as
a permissioned Ethereum client, provides a range of features and capabilities specifi-
cally designed to cater to the requirements of organizations operating inside regulated

milieus. The following below are the key features and capabilities:

Permissioning models

Ethereum Besu offers a number of different permissioning models, which let organiza-
tions set up access controls and governance policies that are perfect for their needs.
With these permissioning models, businesses and organizations can limit who can ac-
cess the blockchain network, manage the roles and permissions of participants, and
apply governance rules to keep the network safe and in line with regulations. In this

work, there are eight participants in the Besu network with different permissions and
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Figure 5.1: Ethereum Besu Architecture[59]

responsibilities.

Consensus algorithms

Ethereum Besu supports a number of different consensus algorithms, such as Proof
of Authority (PoA), Proof of Work (PoW), and Istanbul Byzantine Fault Tolerance
(IBFT). In this study, Proof of Authority which is a variant of the Practical Byzantine
Fault Tolerant algorithm was adopted. Practical Byzantine Fault Tolerant algorithm is
suitable for blockchain applications with limited number of trusted nodes [433] and the
algorithm as non-proof-of-work avoids the high energy consumption and other mining

complexities.

Proof of authority (PoA)

Proof of Authority is a mechanism that is intended to improve the Proof of Stake mech-
anism and is preferably utilized in permissioned networks. PoA picks a small group
of nodes as transaction validators based on their identity or reputation staked in the
network [146]. This is in contrast to the traditional method of selecting block miners,

which is based on the amount of cryptocurrency tokens they have staked in. The Proof
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of Authority (PoA) consensus mechanism in Besu is necessary for the implementation
of private transactions, and it would provide immediate finality [315]. Validators in the
Besu network are the user accounts that have been permitted to validate private trans-
actions and blocks. In the context of this work, four agencies represent the validators;
FCC, IPPIS, CBN, and the Ministry concerned. All these agencies are the authorities
that are selected to stand as the validators. They must all approve a certain transaction

before the transaction would be appended on the blockchain and become legal.

Better privacy

To keep private information safe in the blockchain network, Ethereum Besu includes
advanced privacy features such as private transfers and confidential contracts [261].
Companies can now use these privacy improvements to make transactions safer and
more private while still protecting data privacy and security. This is especially impor-

tant for apps that deal with personal information and financial transactions.

Performance optimization

According to Capital, Ethereum Besu is built for enterprise-level performance, and it
has been optimized to speed up transactions and lower delay [84]. These improvements
to performance make sure that the blockchain network can handle a considerable num-
ber of transactions without any problems. This allows enterprise apps to grow without

sacrificing security or decentralization.

Corporate support and maintenance

Because Ethereum Besu is part of the ConsenSys ecosystem, it receives strong corporate
support and maintenance services, such as technical support, training, and documen-
tation. This makes sure that companies using Ethereum Besu can get the tools and
help they need to create, use, and manage blockchain solutions correctly.

These assertions are supported by the fact that JPMorgan Chase has been able to
achieve success using Quorum, which is a version of Ethereum that is geared towards

business applications. The Quorum offers enhanced privacy, security, and performance
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features suitable for enterprise use [316]. It supports confidentiality in smart contracts
and transactions, as well as crash and Byzantine fault-tolerant consensus algorithms
[42]. Quorum’s potential has been explored in various sectors, including parking man-
agement systems for business entities, focusing on privacy, performance, and scalabil-
ity [186]. Additionally, Quorum has been utilized to create auditable frameworks for
data aggregators in permissioned blockchain settings, enabling secure and transpar-
ent data market mechanisms [366]. These applications showcase Quorum’s versatility
and effectiveness in addressing enterprise blockchain needs, supporting its success in
business-oriented implementations of blockchain technology.

This demonstrates the level of confidence that large financial organizations have
in ConsenSys’ capabilities. Quorum was initially built by JPMorgan Chase, then in
the year 2020 [364], it was transferred to ConsenSys. As a result of this transfer,
Quorum has been able to take advantage of the enormous experience, support, and
development resources that ConsenSys possesses, which has resulted in an increase in
its acceptance and functionality across the financial sector. Ethereum Besu’s corporate
backing is strengthened in terms of its dependability and credibility as a result of the
success of Quorum and the smooth transition of its administration to ConsenSys. This
demonstrates the company’s capacity to provide high-quality support and maintenance

for blockchain solutions.

5.3 Operational Architecture of Ethereum Besu

Ethereum’s protocol implements a replicated state machine, with the Ethereum Virtual
Machine (EVM) executing smart contracts written in bytecode [86]. The EVM is
a key component of Ethereum, providing a deterministic but practically unbounded
state machine with globally accessible state and virtual machine capabilities [103].
KEVM, a formal semantics of the EVM, has been developed to enhance security and
enable rigorous program analysis [172]. While Ethereum traditionally uses Ethash for
consensus on the mainnet, private blockchain implementations like Besu and Quorum,

both built on the EVM, offer alternatives for enterprise use. It is often deployed with
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permissioned consensus algorithms such as Clique (PoA) and IBFT 2.0 (IBFT) which
ensures immediate finality and robustness in eventually synchronous networks [349].
In a permissioned blockchain setting like DEIFP, Ethereum Besu provides the fol-

lowing functionalities:

1. Consensus Configuration: Besu can be configured with either Clique or IBFT 2.0
through the genesis file, determining how blocks are proposed and validated, just

as an illustration shown below.

2. Node Permissioning: Access to participate in block validation can be restricted

using smart contract-based or file-based permissioning.

3. Privacy via Tessera: Supports private transactions between specified nodes using

Tessera, ensuring confidentiality.

4. Monitoring and Telemetry: Enterprise APIs enable integration with dashboards

and monitoring tools for performance evaluation.

Besu’s modular architecture enables developers to design secure and permissioned

blockchain networks aligned with institutional structures.

"config": {
"chainId": 1337, // Unique chain ID
"muirglacierblock": O,
"berlinblock": O,
"byzantiumblock": O,
"constantinopleblock": O,
"clique": {
"period": 15, // Block time in seconds

"epoch": 30000

}
3,
"nonce": "OxO0",
"timestamp": "Ox58ee40Oba",
"extraData": "0x00000000000000£f842...544c5b2",
"gasLimit": "O0x47b760",
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"difficulty": "Ox1",

"mixHash": "0x637469636861696e0...00000",
"coinbase": "0x000000000000000...00000",
"alloc": {

"0x0a57fcb9911072177£598b0c326492dd52031193": { "balance":
"100000000000000000000000" },
"0Oxfledb5a9ad48e2794de45674f3e6dc9e21d5fbe76": { "balance":
"100000000000000000000000" }
}

Listing 5.1: Genesis Configuration File

5.4 Security Properties of Ethereum Besu

Ethereum Besu inherits critical security guarantees from Ethereum’s design principles
while offering additional assurances through permissioned consensus. These properties
are essential for ensuring the reliability and trustworthiness of the proposed framework.

Besu, when configured with PoA or IBFT, aligns with security assumptions [134]
[2], which formalizes blockchain safety and liveness under partial synchrony. Although
DEIFP does not use Nakamoto consensus, similar assumptions about validator honesty

and communication delays underlie IBFT.

5.5 Justification of Clique (Proof of Authority) for DEIFP

In the proposed DEIFP’s framework, Clique is chosen due to its lightweight configu-
ration and suitability for networks with a limited number of known validators. Blocks
are signed by a rotating leader selected from the validator list. Clique’s block interval
and block period settings allow it to achieve rapid finality.

According to Islam et al., PoA Clique offers low computational requirements, suffi-
cient for semi-trusted institutional networks and better suited for networks with regu-

latory oversight and well-defined membership [189].
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Security How Ethereum Besu Ensures It | Related Litera-
Property ture / Protocols
Safety Blocks are validated by a major- | [349]; [58]; [222];
ity of authorized validators. Clique | [145]; Ethereum Yel-
uses a stable fork choice rule and de- | low Paper; IBFT 2.0
lays to ensure consistency. IBFT 2.0 | Protocol
provides finality by waiting for 2/3+
consensus before appending blocks.
Liveness Network continues to produce | [349]; [260]; [145];
blocks as long as less than 1/3 of | [182]
validators are faulty (IBFT 2.0).
In Clique, new blocks are signed
at fixed intervals to guarantee
progress.
Immutability | Every block includes a hash of the | [274]; [322]
previous block, creating a tamper-
evident, append-only ledger.
Non- Transactions are signed using | [218]; [403]; [324]
repudiation ECDSA, ensuring provenance and
accountability.
Availability Network replication across valida- | [280]; [131]
tors and observer nodes ensures re-
dundancy and service continuity.
Confidentiality | Tessera handles private payloads us- | [134]
ing encrypted messaging and desig-
nated recipient groups.

Table 5.1: Summary of Security Properties in Ethereum Besu and Relevant Literature

Validators in DEIFP include:

e [PPIS: Responsible for payroll processing and employment records.

e FCC: Ensures compliance with public sector ethics and standards.

e CBN: Oversees salary disbursement and fiscal governance.

e Relevant Ministries: Own and validate sector-specific employment entries.

These are considered trusted nodes because they operate independently, possess reg-

ulatory mandates, and are accountable to different government oversight structures.
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However, conditional trust is acknowledged—while trusted to validate data, their ac-
tions are still logged and observable by non-validating observer nodes such as the EFCC,

Police and Judiciary, providing external deterrence.

5.6 Alternatives for Scalable Decentralization

As DEIFP grows from a small consortium of trusted government agencies to potentially
include hundreds of ministries, state agencies, NGOs, and external validators, relying
solely on Clique (Proof of Authority) would introduce significant risks. Clique assumes
a semi-trusted environment and does not handle Byzantine faults (e.g., malicious val-
idators) [129]. Therefore, scalable and robust consensus mechanisms become critical.

Below, we explore alternatives in depth:

IBFT 2.0 Consensus Type: Byzantine Fault Tolerant algorithm designed to handle
malicious actors [235]. It possess strong finality, once a block is confirmed by two
thirds of validators, it cannot be reversed [376]. In addition, its fault tolerance of
maintaining network integrity and liveness as long as fewer than 1/3 of validators
act maliciously or fail [225]; [118]. In terms of communication, validators ex-
change multiple rounds of signed messages to reach consensus, ensuring no forks.
BFTree allows Byzantine Fault Tolerance consensus to scale to millions of val-
idators without forks by arranging them in a virtual tree to parallelize signature
aggregation [29]. And finally, applicability, well-suited for larger permissioned
networks where validators are known but potentially geographically dispersed or

representing different organizations [160].

Benefit to DEIFP: Enables inclusion of more validators without sacrificing secu-

rity, while still allowing observers to monitor the network.

Proof of Stake Variants Consensus Type: Recent research explores economic security-
based consensus mechanisms in proof-of-stake (PoS) systems where validators
stake tokens [116]. Finality is achieved through penalties and rewards; validators

who act maliciously lose their stake. Finality ensures consistency even in partially-
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synchronous environments, while accountable safety allows for identifying mali-
cious validators [279]. These properties are achieved through a combination of
rewards and penalties [159]. PoS is suitable for public or hybrid networks where
validators might be anonymous or semi-anonymous. It is currently not supported
natively in Besu for private networks. Introducing staking mechanisms would
require a significant economic and technical redesign, which can conflict with the

institutional focus of DEIFP.

Future Potential: As DEIFP evolves into a semi-public network, Proof of Stake

could help democratize validation and reduce reliance on institutional trust.

HotStuff BFT Consensus Type: HotStuff is a leader-based Byzantine fault-tolerant
replication protocol optimized for scalability with linear communication complex-
ity and responsiveness [438] adopted by Meta’s Diem (formerly Libra) and other
large-scale projects [317]. Achieves linear communication complexity, reducing
bottlenecks when hundreds of validators participate and fast finality through
efficient message aggregation [438]. However, it is currently not supported in

Ethereum Besu, and integrating it would require significant architectural changes.

Future Potential: If Besu or another enterprise Ethereum client adds support,

HotStuff could dramatically increase DEIFP’s scalability.

In summary, Ethereum Besu is a secure, enterprise-grade blockchain platform ideal
for permissioned networks like DEIFP. By adopting Clique PoA, DEIFP benefits from
low-latency, controlled consensus suited to a consortium of trusted public institutions.
The protocol ensures key blockchain security properties such as safety, liveness, im-
mutability, and accountability, aligning with theoretical underpinnings. If DEIFP is
expanded to include more diverse stakeholders or jurisdictions, IBFT 2.0 is a suit-
able alternative that can ensure Byzantine fault tolerance without compromising on
performance. The careful selection and monitoring of validator nodes reinforced by
cryptographic signatures and observer oversight provides a robust trust infrastructure

tailored for public sector antifraud efforts.
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Design of the decentralized employ-

ment integrity and fraud preven-

tion framework (DEIFP)

6.1 Overview

This chapter introduces the Decentralized Employment Integrity and Fraud Prevention
(DEIFP) Framework designed to use Ethereum Besu-based blockchain technology. This
chapter explains the design science methodology and outlines the conceptual design of
the DEIFP Framework, detailing its objectives, key components, and implementation
strategy. It explains how blockchain’s key features: decentralization, immutability,
transparency, and security, can be leveraged to reduce ghost worker fraud in Nigeria’s

public sector.

6.2 Objectives of the framework

The DEIFP framework aims to accomplish five objectives that tackle the problems asso-
ciated with ghost worker fraud in public sector employment systems. These objectives
enhance data integrity, ensure accountability, enable stakeholders to work together, and
enhance access control. These objectives are essential for building a strong framework

that could curb fraud and make sure that employment records remain accurate.
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framework (DEIFP)

6.2.1 Enhancing data integrity

The DEIFP Framework’s primary objective is to assure employee data integrity by
means of accurate, tamper-proof employment records that accurately depict the real
status of employment in government entities. Data integrity refers to data’s accuracy,
consistency, and reliability throughout its existence [192]. Because data recorded on the
blockchain ledger cannot be altered without detection, individual attempts at fraud are
virtually impossible; any unauthorized insertion would require collusion among multiple
validators. Immutable blockchain records provide a clear, verifiable history of employ-
ment data that authorized parties may access and verify, decreasing the possibility of
fraud [368]. This feature of blockchain technology would provide a high degree of data
integrity.

Immutability and transparency: Blockchain’s immutability would guarantee that
once validated records entered into the system, they stay permanently recorded [12].
Any update to an employee’s data sets an alarm or flag for inspection, therefore guaran-
teeing that illegal modifications cannot go unnoticed. This transparency fosters great

system trust, which is necessary for public sector accountability.

6.2.2 Facilitating strong verification process

The ability to verify employee data in real time is an important feature of the DEIFP
Framework. This is critical for discovering inconsistencies such as ghost employees, and
duplicate records. The DEIFP Framework ensures that personnel records are confirmed
against verified agencies by adding blockchain technologies into current government

Systems.

6.2.3 Increasing stakeholder collaboration

The DEIFP Framework is intended to improve collaboration among different parties
in the employment verification process. Decentralisation lets several stakeholders to
independently verify employment records. The distributed structure of blockchain lets

cross-agency cooperation and data sharing possible instead of depending on one agency
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to maintain and validate data, therefore enhancing accountability and lowering the
possibility of fraud going unnoticed.

A detailed stakeholder analysis was conducted to identify the roles, power, interests,
and influence of all actors involved in the employment validation and employment
process. The analysis adopted a power—interest grid [123], complemented by stakeholder
salience theory [337] to prioritise engagement.

Key stakeholder groups include Validators which consist of core agencies like the
IPPIS office, Office of the Accountant General of the Federation, and the Central
Bank of Nigeria (CBN). These hold high power and high interest, as they directly
validate employee data. The Federal Character Commission is a federal executive
body established by Act No. 34 of 1996 and reinforced by Sections 14 and 153 of the
1999 Constitution [109]. Its primary mandate is to promote fairness and equity in the
distribution of public posts and socio-economic infrastructure across Nigeria’s diverse
ethnic and regional groups [109]. Some of the key functions are to ensure equitable
representation of states and ethnic groups in federal appointments and employment,
and also to monitor recruitment processes in Ministries, Departments, and Agencies
(MDAs).

The Central Bank of Nigeria is the apex monetary authority in Nigeria, established
under the CBN Act of 1958 and currently governed by the CBN Act of 2007. It
is responsible for monetary policy formulation and implementation, financial system
stability, and currency issuance. Some of the key functions are to issue and regulates
the Nigerian currency (Naira). Also, to act as banker and financial adviser to the
federal government.

The Head of the Civil Service of the Federation is the topmost civil servant in
Nigeria, responsible for the administration and coordination of the federal civil service.
The office oversees employee participation, which significantly impacts organizational
performance through involvement, engagement, and empowerment [299] and operates
under the Office of the Secretary to the Government of the Federation and plays a
central role in public service reforms. Some of the key functions are to coordinates

human resource management across MDAs. Also, to ensure adherence to rules, ethics,
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and standards in the civil service.

The Office of the Accountant General of the Federation is responsible for the man-
agement and control of federal government finances. It operates under the Federal
Ministry of Finance and ensures the accountability and transparency of public funds
[297]. Some of the key functions include overseeing payroll systems such as the In-
tegrated Payroll and Personnel Information System (IPPIS) and conducting internal
audits and ensures compliance with financial regulations.

Observers are agencies such as the Economic and Financial Crimes Commission
(EFCC), Independent Corrupt Practices Commission (ICPC), judiciary bodies and the
police. They have high power but moderate operational interest, serving mainly as
auditors and overseers.

The end-users such as HR officers and payroll administrators within ministries and
agencies. They have high interest but lower systemic power; they interact daily with
data entry and validation processes. While the technical stakeholders such as the IT
teams, blockchain developers are responsible for maintaining, deploying, and updating
the system.

This analysis directly influenced design choices. For instance, the framework adopts
a permissioned consortium blockchain where only validated government agencies can
propose or approve transactions. Observers were included as non-validating nodes to
provide independent oversight, reducing the risk of collusion by validators [346]. The
analysis also identified training needs among end-users, shaping plans for capacity-

building and usability improvements.

Independent validation: Stakeholders including CBN, FCC, and IPPIS can inde-
pendently access and validate staff records therefore guaranteeing no single point of
control. Blockchain’s transparency lets any participant independently trust the data

without depending on centralised administrators.

Shared responsibility for fraud prevention: The framework makes things clearer
and makes sure that agencies all work together to prevent fraud. This is done by letting

multiple parties validate employment information. This reduces the possibility of fraud
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being undetectable, especially in large government organizations where internal control

could be lacking [356].

6.2.4 Strengthening access control

Access control is an essential component of the DEIFP Framework, guaranteeing that
only authorized workers can change employee data. The framework uses blockchain’s
smart contracts to ensure that data permission are securely controlled and that unau-

thorized access or manipulation is avoided.

Smart contracts for automated validation: Blockchain’s smart contracts guaran-
tee that data changes only occur if they satisfy pre-defined conditions, such verification
from a specified number of stakeholders or data consistency checks, ensuring auto-
mated validation. By greatly reducing human error and manipulation, this automated

validation procedure guarantees system integrity [60].

6.2.5 Encouraging reporting of irregularities

The DEIFP Framework would have a unique feedback system that lets workers and
other stakeholders report problems or suspicious activities in the system. Transparency
and immutability of blockchain guarantees that reports are auditable and tamper-proof,

so enabling swift response should fraudulent activity be found.

Anonymous reporting: FEmployees and other interested parties can anonymously
report fraud or disparities knowing that the system will safeguard their identity and
guarantees the investigation of the claim. Blockchain’s transparency guarantees that a

report is validated and acted upon by the pertinent authorities.

Real-Time monitoring and alerts: The feedback system enables real-time ob-
servation of reported irregularities as well. Alerting stakeholders automatically and
flagging suspicious records quickly helps to ensure that fraud is discovered as early as

possible.
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6.2.6 Conclusions

The framework’s objectives include enhancing data integrity, enabling strong verifica-
tion process, promoting collaboration among stakeholders, strengthening access control,
and encouraging reporting of irregularities are all designed to minimise the possibility
for fraudulent conduct and guarantee that the system stays transparent and account-

able.

6.3 Key components of the DEIFP framework

The DEIFP Framework aims to combat ghost worker fraud in public sector payroll and
employement systems. The framework has five fundamental components that ensure
the integrity, security, and effectiveness of the employment data verification process.
Together, these elements offer a complete solution for reducing fraud and enhancing
accountability and transparency in employment systems. The five key components of

the framework are:
1. Decentralized Data Sharing
2. Strong Verification process
3. Stakeholder Collaboration
4. Access Control and Security
5. Feedback Mechanism

Every element is vital in allowing the DEIFP Framework to be a strong, tamper-
proof, effective tool for reducing ghost worker fraud and guaranteeing employment
data integrity.

6.3.1 Decentralized data sharing

Decentralized data sharing is a fundamental component of the DEIFP Framework en-

abled by blockchain technology. In a decentralized system, data is disseminated among
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numerous stakeholders, thereby preventing any single party from obtaining complete
control over the payroll or employment records [329]. By incorporating many indepen-
dent actors in the validation process, this strategy ensures transparency, reduces the
chance of fraud, and increases accountability [329]. Studies have underlined how im-
portant strong validation systems are to maintaining data integrity and transperancy
in many different fields. Multiple independent parties involved in the validation process

help to lower fraud risks and enhance accountability [416].

Blockchain’s role in decentralization: Blockchain’s distributed nature guarantees
that no one entity or agency may change the data without being detected. Whether a
government agency, regulatory body, or security agency, every stakeholder engaged in
the job verification process has access to a shared ledger including employment records.
This shared ledger is always being updated as new information is verified and validated.
It gives a full, up-to-date state of the employment record system. Once information is
added to the blockchain, it can’t be changed without leaving a trail for auditing. For
example, if a new employee data is added to the shared blockchain ledger for validation,
agencies independently verify and validate. This ensures no single agency has the ability

to alter records in isolation, greatly reducing the possibility of ghost worker fraud.

Preventing centralized fraud: People working in the same department or agency
could change records, which is one of the problems with traditional centralised payment
systems. These systems frequently rely on manual operations, which leads to inefficien-
cies and higher fraud risks [384]. The centralised nature of these systems establishes
a single point of failure that corrupt actors may exploit. The decentralized strategy
of the DEIFP Framework, on the other hand, gets rid of this risk by giving validation
and recording responsibilities to a number of separate stakeholders. With more than
one level of oversight, any mistakes or fake records are more likely to be found quickly.
For instance, in cases like the Nigeria Police Force payroll fraud in August 2024, which
involved 4,190 ex-employees still receiving salaries despite being inactive [107], a de-
centralized system would have ensured real-time updates and cross-agency verification,

immediately flagging any discrepancies.
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Enhanced transparency: Blockchain enables transparent, independent verification
of employment data by all parties involved. Because blockchain keeps an immutable
record of all data transactions, all changes to the data are permanently documented and
made publicly available to authorized parties. In this manner, each participant is held
accountable for their actions. The distributed system also offers an audit trail whereby

every change made to documents could be followed back to the party responsible.

6.3.2 Verification

The DEIFP Framework’s strong verification process is another critical element that
ensures the instantaneous and continuous verification of employee records across nu-
merous agencies. This feature ensures that all new entries or modifications are promptly

verified to prevent the inclusion of fraudulent or ghost workers into the system.

Automated cross-verification: The information of the newly hired employee is
instantly checked and validated against several agencies, including IPPIS, CBN etc.,
as they are captured into the system. Real-time differences such as ghost employees,
duplicate records, or inconsistent employment status are found and marked for quick

probe.

Blockchain’s role in real-time validation: The blockchain’s decentralized nature
allows for real-time updates across all network copies, ensuring data integrity and im-
mutability [161]. New employee data entered is cryptographically confirmed by system
validators. Transactions are validated quickly, but finality depends on the consensus
mechanism’s liveness and safety parameters; typically, a transaction is considered final
after multiple validators sign and sufficient subsequent blocks confirm its permanence.
This acknowledges that while blockchain adds data quickly, real-world finality is not
strictly instant and depends on consensus configuration. But in traditional systems, it
take weeks or months to verify records, this gets rid of the gaps that happen so that

fraudulent entries can go unnoticed.
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Fraud prevention: Real-time processing is required for timely fraud detection, but
implementation problems include data quality assurance and privacy concerns. By
analysing physiological and behavioural indicators, including real-time human detection
into identity authentication enhances security [272]. This proactive approach to fraud

identification decreases the likelihood of significant financial losses.

6.3.3 Stakeholder collaboration

Collaboration between stakeholders is an important part of the DEIFP Framework.
The framework enables different stakeholders, such as the IPPIS, CBN etc to indepen-
dently evaluate personnel records by decentralising the data validation process. This
coordinated effort provides data transparency and early detection of fraud through

independent validation from several stakeholders.

Improved trust and accountability: Involving several independent bodies for the
verification process helps the DEIFP Framework promote accountability and coopera-
tion. Blockchain-based audit trails improve the security, transparency, and reliability
of enterprise systems. These solutions utilize the tamper-proof nature of blockchain to
establish immutable records of system events, thereby guaranteeing data integrity and

provenance [330] [12].

Shared responsibility for fraud prevention: The framework promotes shared re-
sponsibility for fraud prevention, ensuring that no single entity has complete control of
the job verification process. Recent research emphasizes the significance of collabora-
tive approaches in fraud prevention. Ilias et al. revealed that risk assessment, control
actions, and information sharing have a good impact on fraud prevention in the public

sector [185].

6.3.4 Access control and security

Access control and security are critical to ensuring the integrity of the DEIFP Frame-

work. Blockchain technology can provide Role-Based Access Control (RBAC) in many
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different contexts successfully [106]. The implementation of RBAC methods on blockchain
platforms improves access control policy security, auditability, and transparency [106]
[288]. Enforcing RBAC regulations depends mostly on smart contracts, which guaran-
tee that only authorized users may access or change particular data [323]. Blockchain-
based RBAC systems have benefits include preventing illegal access, protecting data
integrity, and providing dynamic policy updates based on user context, including loca-
tion [106] [288]. Various blockchain systems including Ethereum and EOS have been
investigated for RBAC implementation. EOS shows potential in terms of scalability,

cost-effectiveness, and performance [323].

Role-Based Permissions: The DEIFP framework is responsible for assigning vari-
ous permissions according to roles. For instance, staff from the HoS can add employee
records, but they are unable to change the data once it has been added to the blockchain.
Auditors and other agencies, such as the Police, the Judiciary, or the EFCC, have ac-
cess to the data as well, but they are impossible to make any changes to them. The
possibility of fraud is decreased as a result of this measure, which ensures that data is

only modified by those who possess the necessary permissions.

Encryption and data protection: Blockchain ensures that sensitive employee data
is encrypted both at rest and in transit, protecting it from unauthorized access. The
blockchain technology makes use of sophisticated cryptographic methods to guarantee
the privacy and security of transactions. Each transaction is encrypted and connected to
previous records, which results in the creation of an immutable chain on the blockchain
[303]. A number of essential components, including mathematical hash functions, el-
liptic curve cryptography, and zero-knowledge proofs, are essential to the solid security

that blockchain technology provides [417].

Audit trail: Blockchain immutable ledger makes it possible to provide a compre-
hensive audit trail of any modifications made to the system. The technology provides
ledgers that are both immutable and transparent, which improves the traceability, ac-

countability, and security of a wide range of applications. As a result of its distributed
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nature, there is no longer a requirement for trusted intermediaries, which makes it pos-
sible for peer-to-peer transactions to take place directly [41]. Blockchain-based supply
chain management solutions such as OriginChain provide tamper-proof traceability in-
formation as well as automated regulatory compliance checks [232]. The technology has
a substantial influence on auditing since it creates a triple-entry accounting system in
which transactions are immutable, timestamped, and encrypted in real time [66]. The
provision of this function guarantees a comprehensive and traceable audit trail, which

is essential for the maintenance of accountability.

6.3.5 Feedback mechanism

The feedback mechanism enables employees and stakeholders to report irregularities,
fraud, or suspicious activity. This component is essential for maintaining the integrity

of the DEIFP Framework by facilitating the early detection of fraud and irregularities.

Anonymous reporting: FEmployees and stakeholders have the ability to report any
issues in an anonymous manner, while also assuring protection for those who blow the

whistle and encouraging a culture of transparency.

Encouraging reporting: A incentive system can be integrated into the framework
to urge employees and stakeholders to report fraudulent activity. This increases the

likelihood that any abnormalities will be discovered as soon as they occur.

6.4 Design

This section details the design of the framework. First, the methodology is thoroughly
discussed in subsection 6.4.1 and subsection 6.4.2, highlighting and explaining the De-
sign Science Approach, which was the type of method used. Secondly, the architectural

design that could address public sector employment issues was described.
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6.4.1 Methodology

Conceptual designs have been the main focus of typical early research attempts [237].
As part of these conceptual designs, architectural plans and methods are often shown
as pseudocode. Some studies [243] have also used queuing theory for simulation model
of blockchain systems. Alternatively, scholars have undertaken investigations into the
potential applications of recently developed blockchains through experimentation [14].
Although Ethereum operates as a public blockchain, it is possible to design and im-
plement programs in Ethereum that limit access solely to authenticated users [375].
Another approach that can be taken is through Hyperledger projects, such as Hyper-
ledger Fabric and Ethereum Besu [174] designing and implementing Hyperledger Fab-
ric blockchain for securing the edge of IoTs [30], designing blockchain application for
health care solution [2] who designed blockchain-based peer-to-peer trading platform,
and [399] blockchain for drug traceability. These projects offer permissioned blockchain
infrastructures that are appropriate for use within government and organizations. Out
of these options, the most pragmatic strategies involve the utilization of Hyperledger
projects or Ethereum smart contracts, both of which have undergone rigorous testing
and implementation [18]. Hyperledger projects are designed to support enterprise-level
business-to-business applications, whereas Ethereum hosts a multitude of functional
projects. In the pursuit of developing decentralized applications for client utilization,
Ethereum smart contracts are commonly utilized by development companies and de-

velopers [240].

Design science methodology

Design Science is a highly effective methodology for enhancing processes, since it is
a problem-solving approach that aims to enhance human comprehension through the
development of creative products [85]. Design process and engineering utilize modelling
is a key component [253]. Design research emerged as an academic discipline in 1966
with the establishment of the Design Research Society [342]. Despite being frequently

overlooked, design plays a crucial role in various fields. The society’s founders revealed
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the necessity of this new field of study by observing that design appeared to have a
distinct theoretical base [342], which included “designerly ways of knowing” [100] and
“a designerly way of thinking and communicating” [33]. This foundation warranted
further investigation and analysis.

The primary objective of design research, in its original emergence, was to formu-
late a theory pertaining to the process or phenomena of creating man-made objects
and artefacts [407]. The primary aim of design science research is to enhance the ex-
isting technological and scientific knowledge repositories by developing novel artefacts
that effectively address challenges. The part of this study adopts the Design Science

approach, which encompasses six fundamental actions:

Problem identification and motivation The first stage was to conduct a thorough
review and analysis of the IPPIS in section 2.6 to identify the problems relating to
ghost worker fraud, with a focus on how the system accommodates ghost worker

fraud and the need for a transparent and verifiable system.

Defining the objectives The proposed blockchain-based solution is accompanied by
well-defined objectives that were established in the previous chapters of this study,

see subsection 1.3.1. These objectives guide the rest of the study process.

Designing and developing In the design phase in section 6.5, the proposed solution

is conceptualised and architecturally planned and developed.

Demonstration The functioning of the produced solution is demonstrated through a
demonstration, with an emphasis placed on how it addresses the difficulties that

have been highlighted in the method of employment.

Evaluation An in-depth analysis of the proposed solution is carried out in Chapters
Chapter 7 and Chapter 8. The acceptance of the framework, its security features,
and its capacity to improve transparency and verification in the employment

process are all evaluated as part of the process.

Communication Making the findings of the research public is the final step in the

process. Not only does this include the presenting of evaluation outcomes, but

129



Chapter 6. Design of the decentralized employment integrity and fraud prevention
framework (DEIFP)

it also includes the documentation of the design and development process. Com-
munication is employed in order to make sure that the research offers significant

insights to the professional and academic communities.

The subsequent section provides an explanation of the mapping process.

6.4.2 Mapping design science approach with this study

The Figure 6.1 depicts the sequential and systematic strategy that was adopted in
this research, which adhered to the principles of design science. Beginning with the
identification of the problem, which is the widespread problem of ghost worker fraud,
each stage in the picture reflects an important element in the research process. In the
first step it establishes the reason for the investigation and to emphasize the necessity of
finding a solution. The second step entails identifying clear objectives, with a particular
emphasis on utilizing blockchain technology to eradicate this type of fraudulent activity.
In the third stage, it enters the design and development phase, which is where Ethereum
Besu is utilized to develop the blockchain framework. Demonstration is the fourth stage
where real world cases were utilized to demonstrate the functionality of the system in
a setting that is applicable to real-world situations.

The evaluation phase as the fifth stage is an essential part of the process, and it in-
volves the use of real world case studies and quantitative survey where the perceptions
of government employees and blockchain experts are captured to evaluate of the pro-
posed DEIFP framework to ensure that it satisfies the necessary requirements of both
efficiency and transparency. In the final step, the communication phase, the findings of
the research are disseminated to the wider community through scholarly publications
and professional presentations. Through the utilization of this strategy, every stage
of the investigation builds upon the one that came before it, resulting in a validated

proposed solution to the problem of ghost worker fraud.

Problem identification and motivation

The DEIFP framework specifically focuses on enhancing data security and transparency

in the employment process. The underlying rationale is to augment transparency and
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Figure 6.1: Design Science Approach Mapped with the Proposed Solution; Green area
indicating key actions while blue area portraying the proposed solution

dependability in the process of approving newly hired personnel. Thorough literature
view was conducted in this regard highlighting the problems of ghost worker fraud in
Nigeria and elsewhere, see section 1.2. Besides establishing existence of ghost worker
fraud through recent literature, survey on the perception of ghost worker fraud existing
in the IPPIS employment process in 2021 was conducted which is one of the objectives
of this study, see Chapter 4. The outcome shows the existence of ghost worker fraud

in IPPIS and the need to curb it.

Defining the objectives

The primary aim of this study is to identify a blockchain-based solution that could
improve transparency and data integrity within the employment process in Nigeria. It
is necessary to set explicit objectives for the creation of a system that is both secure

and transparent. The objectives were enumerated in subsection 1.3.1.
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Designing and developing

The combination of Ethereum Solidity and Ethereum Besu is proposed to be utilized
in the process of developing the solution. These technologies are the foundation of
the DEIFP framework, which is designed to capture, approve, validate, and manage
the process of hiring new employees. During the design phase, conceptual DEIFP
framework for the blockchain solution was developed, which included essential elements
including smart contracts for verifying employment, consensus mechanisms for approval
workflows, and data encryption for safeguarding privacy as depicted in Figure 6.2.
Smart Contracts should be written with the purpose of automating the processes of
verifying employees, and guaranteeing that only legitimate employees are included in

the payroll.

Demonstration

The Demonstration phase in this study followed the principles of Peffers et al. Design
Science Research Methodology (DSRM) [310]. Rather than implementing a full-scale
technical prototype, the focus was on conceptually demonstrating the feasibility and
practical value of the proposed Decentralised Employment Integrity and Fraud Preven-

tion (DEIFP) framework. The demonstration was carried out through:

1. Scholarly dissemination and feedback: The framework was presented at academic
conferences and seminars, as well as internally among members of my research
group. These discussions provided critical and constructive feedback regarding
design assumptions, potential challenges in stakeholder adoption, and practical

considerations for integrating blockchain in public payroll systems.

2. Conceptual design: Rather than coding and deploying smart contracts, a diagram
that illustrated how DEIFP would operate in practice showing was developed,
for instance, how the multiple agencies could act as validators in a permissioned

blockchain network, as shown in Figure 6.2.

3. Case study evaluation: As part of the evaluation phase, real-world high-profile

cases of ghost worker fraud were used to conceptually demonstrate how DEIFP
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could mitigate similar fraud vectors. While this was primarily evaluative, it also
served a demonstration function by highlighting the framework’s practical appli-

cability to real fraud scenarios.
Lessons learned from this demonstration phase included:

1. The need for clear governance structures and stakeholder role definitions to ensure

validator independence and accountability.

2. The practical challenge of integrating decentralized frameworks with existing cen-

tralized HR databases (IPPIS), which may vary in data quality and structure.

3. Feedback emphasized that while blockchain can technically enhance data integrity
and traceability, organizational buy-in and inter-agency cooperation are critical

determinants of real-world success.

Overall, the demonstration phase helped refine the DEIFP framework conceptually,
ensuring it was not only technically sound but also practically relevant and aligned
with stakeholder needs, even though no working software prototype was developed or

deployed.

Evaluation

The DEIFP framework was evaluated using both qualitative and quantitative method-
ologies to ensure a thorough review. The qualitative evaluation involved the analysis of
real-world fraud cases, where vulnerabilities in existing payroll systems were identified,
and the potential impact of the DEIFP framework was considered, see Chapter 7. The
quantitative evaluation, which was carried out via survey, gathered data from govern-
ment employees and some blockchain experts to assess their perceptions of the effec-
tiveness of IPPIS and the DEIFP framework, see Chapter 8. Both techniques provided
useful insights into the DEIFP framework’s strengths and flaws, combining real-world

examples with empirical data to assess its viability in combating ghost worker fraud.
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Communication

After completing the research work outlined in the previous steps, the findings are
now being disseminated through various scholarly and professional channels. During
the course of this research, progress updates and preliminary findings were regularly
shared at the weekly meetings of the Strathclyde Cyber Security Group (StrathCyber)
in the department, which comprises over forty staff members and PhD students [378].
These presentations provided valuable feedback and insights that helped refine the
research.

In addition to internal presentations, I have actively participated in workshops
and conferences and published research papers in academic journals. I presented the
paper Potentials of Blockchain Technology for Payroll Systems, check [55] at
the Southern Association for Information Systems (SAIS) Conference, which fosters
close interaction between presenters and attendees, ranging from doctoral students to
senior faculty. I also attended an ACM conference in the United States, where I pre-
sented Curbing Ghost Worker Fraud In Developing Countries Using Consortium
Blockchain check [56]. The paper is published in the ACM Digital Library.

Furthermore, I presented a poster titled Blockchain Framework for Enhancing
Employment Integrity to Curb Ghost Worker Fraud at the Academic Centres of
Excellence in Cyber Security Research (ACE-CSR) Conference, Lancaster University.
These efforts aim to share the insights and lessons learned from the development of the

blockchain solution to address ghost worker fraud.

Key refinements that emerged from this stage included: Validator and ob-
server structure: The original design envisioned a network with a fixed number of
validators. Feedback emphasized the importance of enhancing transparency and ac-
countability by introducing non-validating observer nodes (e.g., EFCC, judiciary) to

monitor activities. This aligns with recommendations in blockchain security literature.

Lessons learned: The Communication stage underscored the value of iterative stake-

holder engagement in refining on technical aspects of the framework (e.g., consensus
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design, validator structure). This iterative refinement process reflects the guidance of
Chamberlain and Bowen, highlighting that design artefacts become more robust and

contextually appropriate when shaped by continuous feedback [88].

6.4.3 Conclusion

This research adopts the Design Science Concept. This approach was used for the design
of the DEIFP framework. The method ensures the effectiveness, efficiency, and robust-
ness of the proposed solution through adherence to a systematic process that includes
problem identification, solution design, development, evaluation, iteration, demonstra-

tion, and communication.

6.5 Architectural design

The design of the DEIFP framework shows how different components are structured and
how they interact with each other, as shown in Figure 6.2. The architecture includes
the Head of Service (HoS), Federal Character Commission (FCC), IPPIS, CBN, and
related Ministries. These entities validate and verify transactions as blockchain nodes.
The network includes non-validating peers for wider involvement without compromis-
ing security. The framework employs Inteplanary File System (IPFS) for decentralized
storage to securely data, including employment records and documents. Decentraliza-
tion is a fundamental element of this design, as it disperses control and data storage
among numerous nodes, thus eliminating individual points of failure and minimizing
the possibility of unauthorized manipulation. The system utilizes decentralized storage
using IPF'S to securely maintain employment records, allowing access or modification
only through consensus among various validating institutions.

This decentralized strategy is essential to the anti-fraud idea covered in section 2.5
which highlight frauds and corrupt practises involving ghost workers. The blockchain’s
capacity to document each transaction in an immutable manner, along with the au-
tomation facilitated by smart contracts, ensures that any effort to introduce fraudulent

data or manipulate existing records is promptly detectable and confirmable throughout
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Figure 6.2: Decentralized Employment Integrity and Fraud Prevention (DEIFP)

the network, thereby preserving the integrity of the employment process. Adding a new

employee or updating records starts the workflow in this design. Smart contracts verify

the conditions and update the chain ledger for this transaction.

HoS, FCC, IPPIS, CBN, and Ministries validate the transaction through a consen-

sus procedure to ensure data updates are authorized. A verified transaction is perma-

nently recorded on the blockchain, and necessary documents are kept on IPFS for all

authorized nodes. Admins manage rights and security protocols on the network. The

Internet connects these components, allowing real-time data sharing and verification

to combat ghost worker fraud by maintaining accurate and transparent employment

records. Some components, including the network nodes and topology, data storage

architecture, and integration points with existing systems are discussed:
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6.5.1 Data storage architecture with interplanetary file system (IPFS)

In the blockchain framework, data is stored using a distributed ledger model, where
events are recorded in blocks in the order they happened. The blockchain keeps perma-
nent records of employee data, such as personal details and the state of their validation.
The Interplanetary File System (IPFS) would be used to store data by the Private
Ethereum Besu blockchain structure. IPFS is a peer-to-peer distributed file system
that connects all computers to a single set of files [278]. It is a content-addressed block
store model with a high throughput. It uses content-addressed hyperlinks and com-
bines technologies like Distributed Hash Tables (DHT), incentivized block exchange,
and self-certifying namespaces.

Naz et al. developed this framework that utilizes blockchain technology to ensure
secure sharing and delivery of digital assets. The framework ensures the authenticity
and integrity of data for clients while also providing a reliable business platform for
data owners [278]. In Figure 6.3, the Owner uploads data to IPFS and uses Shamir’s
Secret Sharing to encrypt hashes from the data. After that, the customers make a
request for data, the workers verify their identity, and then they download the data
from IPFS after making a payment deposit. Arbitrators are responsible for resolving
disagreements between clients and the system in relation to data downloads. The sys-
tem also incorporates a review mechanism, which allows customers to provide feedback
on both the data and the owner.

IPFS does not have a single point of failure, and network sites do not have to
trust each other. This makes the system strong and resistant to attacks or failures.
Unlike traditional cloud storage solutions that use centralized servers, IPFS spreads
data across many places around the world. This makes data more available and fault-
tolerant. In the context of this research, IPFS serves as the primary storage mechanism
for files. When a file is added to IPFS, it is given a unique cryptographic hash string
that tells the system where it is. Users can get the file by using this hash string as a
unique name, which works like a Uniform Resource Locator (URL) on the Web.

Users can only access encrypted files kept on IPFS if they follow the rules set by
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Figure 6.3: Data Sharing On IPFS By Owner [278]

the owner of the data as shown in Figure 6.3. Files on IPFS are encrypted before
being uploaded, and only users with the necessary decryption keys can access them.
The file’s location (hash) is immutably kept on the blockchain, and smart contracts
enforce access control by limiting who can acquire the file hash and decryption key.
This method ensures confidentiality by encrypting the file, allowing only those with
the key to view it. It also ensures data integrity and immutability, as any changes to
the file generate a different hash that does not match the one saved on the blockchain.
This technique enables the efficient, scalable, and secure processing of huge files by

combining blockchain’s strong access control with IPFS’s distributed storage.
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6.5.2 Why integrate IPFS, and how is security preserved
Rationale for integrating IPFS

Storing large files directly on a blockchain is technically feasible but impractical and
inefficient. As highlighted by Zheng et al., blockchain networks are optimised for small,
verifiable data (such as hashes and transaction records) rather than large binary files
like employment records, certificates, and scanned documents. Storing these directly
on-chain would lead to high storage costs, increased block size, and reduced scalability
[444]. InterPlanetary File System (IPFS) offers a complementary solution by providing
a distributed, content-addressed storage network. Instead of storing the documents
themselves on the blockchain, the DEIFP framework will store only the cryptographic
content hashes (e.g., Merkle roots) of files that reside in IPFS. This design ensures that
the integrity of documents is cryptographically verifiable, meaning, any alteration to
the content results in a different hash, which would no longer match the hash recorded
on the blockchain. Also, storage is distributed across multiple nodes, reducing single

points of failure and improving resilience.

How security is preserved

Immutable hash anchoring: The blockchain stores immutable records of each doc-
ument’s content hash. This ensures that any tampering or replacement of files can be

detected.

Distributed storage: IPFS nodes store the actual documents. The decentralized

architecture of IPFS protects against data loss due to the failure of any single node.

Tamper detection: If someone modifies a file in IPFS, the new content generates
a different hash. Since the blockchain holds the original hash, discrepancies become

immediately apparent.
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Limitations and considerations

Content deletion risk: IPFS itself does not guarantee permanent availability. If
no node continues to “pin” a file, it could become unavailable. Thus, organizational

governance and redundancy strategies are required.

Complementary immutability: True immutability comes from the combination:
blockchain ensures the integrity of document hashes, while IPFS offers distributed
content storage. As noted by Patel, IPFS alone cannot guarantee data permanence

without adequate replication [307].

Why documents not directly stored on-chain

Cost: Blockchain storage is resource-intensive; each byte of data stored requires net-

work consensus and occupies space in every full node’s copy of the ledger [304].

Scalability: Storing large files on-chain would drastically slow block propagation and

reduce network performance [167].

Efficiency: On-chain design is best suited for metadata and references, while off-chain
systems handle bulk data [439]. Hybrid architectures combining on-chain and off-chain
systems offer a balanced approach, with on-chain components managing metadata,
verification data, and permissions, while off-chain systems handle bulk data storage

[439] [255].

Conclusion

By integrating IPFS with blockchain, the DEIFP framework balances decentralisation,
data integrity, scalability, and operational efficiency. The blockchain layer guarantees
that records cannot be tampered with undetected, while IPFS enables efficient and
distributed storage of larger documents—ensuring both transparency and practicality

in combating ghost worker fraud.
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6.6 Implementation strategy for the DEIFP framework

This section provides a plan to implement the proposed framework. Strategy to imple-
ment both technical progress and the ability of parties to work together as a team is

presented here.

6.6.1 Stakeholder involvement and collaboration

The DEIFP framework will depend on efficient communication, cooperation, and coor-
dination among various stakeholders—government agencies, regulatory bodies, security

organizations, and technology providers.

Government agencies: The validation process would involve important government
organizations like the CBN, FCC, and IPPIS. These organizations have to align their
activities with the distributed structure of the DEIFP Framework and connect their

current systems with blockchain technologies.

Regulatory bodies: Auditors and compliance bodies among other regulatory enti-
ties will be assigned to make sure the structure follows legal norms including public
sector policies and data privacy legislation. They will be in charge of ensuring the

framework’s compliance, transparency, and security throughout its implementation.

Security Agencies: The Nigerian Police Force and the EFCC, among others, would
be crucial in looking into any possible fraud that is discovered using the framework.
These entities will react fast to fraudulent activity using the strong verification process

and feedback systems of the framework.

Technology providers: To design, implement, and manage the blockchain infras-
tructure for the DEIFP Framework, blockchain developers and IT specialists will be
needed. They will also make sure the public sector employment systems adequately

incorporate blockchain decentralisation, security, and real-time validation features.
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6.6.2 Technical development and integration

Ethereum Besu-based blockchain technology forms the foundation of the DEIFP Frame-
work. Technical development include developing the blockchain infrastructure in line
with current public sector systems such as the [PPIS via both building and integration.

This section outlines the necessary technical steps.

Blockchain infrastructure setup: Setting up a strong blockchain infrastructure
with Ethereum Besu comes first in the technical development phase. Using a per-
missioned blockchain, Ethereum Besu will be developed to build a private blockchain
network allowing just authorized stakeholders to engage in the validation process. The
blockchain will be built to securely store and manage employee data, with smart con-

tracts automating the validation and approval process for new employee records.

System integration: The integration of the DEIFP Framework with present pub-
lic sector systems may be one of the primary challenges in its deployment. IPPIS,
which is used for payroll is an example of important system that need to be connected
to the blockchain in order to provide strong verification process and validation across
several agencies. In order to accomplish this, it may be necessary to create Applica-
tion Programming Interfaces (APIs), which are interfaces that enable other systems to

communicate with the blockchain network in a seamless manner.

Data migration: It is necessary to convert all of the user information that is now
stored in legacy systems (such as IPPIS) to the blockchain system. During the migration
process, it will be necessary to carefully organize this process in order to guarantee that
all historical data is transferred accurately and that any inconsistencies in the data,

such as ghost workers or duplicate entries, are detected and corrected.

Security protocols: It is absolutely necessary to put in place stringent security
measures. It is necessary to configure encryption, smart contracts, and role-based
access control (RBAC) in order to guarantee that only authorized users are able to add

or change employee data after they have been created.
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Testing and quality assurance: Prior to the complete deployment of the blockchain
network and integrated systems, it is recommended that they be subjected to stringent
testing. To begin with, unit testing of individual components (such as smart contracts
and API integrations) should be began with. While integration testing to guarantee
that the blockchain will interface appropriately with the legacy systems should follow.
In addition, security testing that will ensure the system is resistant to hackers, fraud,
and unauthorized access should be conducted. Further more, performance tests to make
sure the blockchain can handle all the transactions that come from the employment

process should be extensively performed.

6.6.3 Pilot testing and evaluation

After the blockchain infrastructure and system integrations are completed, the DE-
IFP Framework should be tested in a pilot program. Through pilot testing, potential
problems could be identified, real-world data on the effectiveness of the system can be

conducted, and stakeholder buy-in could be achieved.

Pilot program design: The prototype should be implemented within a limited num-
ber of government agencies that are responsible for employment management. It ought
to involve a small sample of employee data, which will enable the framework to be tested
under controlled conditions to ensure its effectiveness. During the pilot, the decentral-
ized validation process will be put through its paces, strong verification mechanism will
be assessed, and the feedback system will be utilized to identify any inconsistencies or

fraudulent actions that may have occurred.

Stakeholder feedback: As part of the pilot program, it is important to collect
feedback from key stakeholders, such as auditors, and employees, in order to identify
any areas that could use improvement. It is essential to have this input in order to gain
a knowledge of how the system functions under real-world settings and to guarantee

that it satisfies the requirements of all parties involved.
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Evaluation metrics: Before the pilot starts, success metrics should be set up. Ex-

amples of these include:

e Reduction in ghost worker fraud: This will reflect the reduction in the number of

fraudulent payroll entries.

e Efficiency: Determine how much time is required for the verification of personnel

data and the detection of fraudulent activity.

e Stakeholder satisfaction: Conduct a survey to determine the level of satisfaction
that stakeholders have with the amount of transparency and usability that the

system provides.

e Security incidents: Keep a record of any security breaches or incidents to ensure

that the system is as strong as possible.

Adjustments and optimisation: Following the completion of the pilot program
evaluation, the system ought to be modified in accordance with the comments and
problems that have been detected. Among these are the implementation of technical
enhancements, the enhancement of user interfaces, and the process of fine-tuning the

feedback mechanism in order to guarantee improved fraud reporting.

6.6.4 Full-scale implementation

When the pilot phase of the DEIFP Framework has been successfully completed and
any necessary adjustments have been made, the framework could then be rolled out for
a comprehensive implementation. As part of this process, the blockchain system will
be implemented across all key government departments, agencies, and ministries that

are responsible for managing employment records.

Scaling the blockchain network: The infrastructure of the blockchain framework
needs to be scaled up so that it can manage the complete amount of employment record

across all government entities. This will most likely entail increasing network capac-
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ity to ensure that the system can process thousands of records concurrently without

interruption.

Training and capacity building: All stakeholders, including government officials,
auditors, and security officers, are required to receive training on how to use the new
blockchain system. Training programs ought to include instruction on the fundamentals
of blockchain technology, the specifics of the DEIFP Framework, and the means by
which to navigate the system in order to validate employee data and report illegal

activity.

Ongoing monitoring and support: Following the implementation of the DEIFP
Framework, it is essential to continuously monitor its operation in order to guarantee
that it runs smoothly. Continuous technical assistance must be made available in order
to fix any problems that may develop, and the framework should be audited on a
regular basis in order to guarantee that it complies with all applicable legal norms and

regulations pertaining to data protection.

Public awareness: Public awareness efforts ought to be carried out in order to
promote acceptance and confidence in the new system. During these campaigns, the
benefits of the framework, such as enhanced transparency and reduced fraud, can be
explained to the general public as well as to the key players.

The proper implementation of the DEIFP Framework is crucial to tackling the on-
going problem of ghost worker fraud in the public sector. In order to achieve a seamless
integration of the framework into government payroll systems, it is necessary to adopt
a phased strategy that includes the participation of stakeholders, the development of
technical components, pilot testing, and the deployment of the framework on a larger
scale. This will result in an improved data integrity, enhanced strong verification pro-
cess, and more coordination among key stakeholders, which will ultimately lead to a
public sector employment system that is both more secure and more transparent. The
DEIFP Framework has the potential to revolutionise the management of government

employment procedures and reduce the financial losses that are connected with ghost
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worker fraud, which could be accomplished through careful planning, testing, and con-

tinual improvement.

6.6.5 Conclusion

The DEIFP Framework seeks to address the widespread problem of ghost worker fraud
by decentralising data validation and allowing many stakeholders—including govern-
ment agencies, regulatory bodies, and security organizations—to get involved in the
employment process and record keeping. This decentralized solution solves the vulner-
abilities of traditional centralised payroll systems, where fraudulent acts are frequently
carried out due to a lack of oversight or record manipulation by individuals in positions
of power. The approach reduces the likelihood of fraudulent activity and increases
accountability and transparency by distributing the task of data validation across a
number of different entities.

The main goals of the framework are to enhance data integrity, facilitate reporting
of abnormalities, collaborate with stakeholders, improve strong verification process,
and control access. The implementation of blockchain technology assures that em-
ployee records are tamper-proof and unchangeable, resulting in great data security and
confidence in the hiring process. There are several parts of the framework that work
together to make a strong, effective system for stopping fraud. These include decen-
tralized data sharing, strong verification process, stakeholder teamwork, access control
and security, and the feedback mechanism. Through the utilisation of blockchain tech-
nology, the framework ensures that all employee data is recorded in a secure manner
and in real time. This is accomplished by offering a procedure that is both auditable
and transparent, which all stakeholders can have confidence in. Furthermore, the de-
centralized design of the system encourages collaboration among a number of different
agencies, which in turn promotes transparency and accountability while also lowering
the likelihood that fraudulent acts would go undetected.

The feedback mechanism is another critical component of the DEIFP Framework,
allowing employees and stakeholders to anonymously report fraudulent or questionable

activity. In addition, the implementation of a compensation system for reporting ab-
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normalities would provide stakeholders with an additional incentive to engage in the
process of preserving the integrity of the payroll system. In conclusion, the DEIFP
Framework offers a novel approach for ensuring the integrity of employment in the
public sector. This is especially important for nations such as Nigeria, where the mat-
ter of ghost worker fraud has been a big problem for a considerable amount of time.
This framework has the potential to significantly reduce the risk of fraud, improve the
efficiency of employment verification, and promote the accountability of government

employment processes by utilising the characteristics of blockchain technology.
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Evaluation by case study

This chapter evaluates the effectiveness of the DEIFP in tackling ghost worker and em-
ployment fraud. The chapter highlights systemic weaknesses in payroll and employment
verification processes by analysing high-profile fraud cases. These show the effects of
weak access control, inadequate monitoring, and lack of cross-agency verification. The
DEIFP framework is evaluated for mitigation and prevention of future fraud. The anal-
ysis shows how the DEIFP framework may improve employment processes and detect

and prevent ghost worker fraud.

7.1 Justifying a case study approach

This first phase analysis is the qualitative approach, focusing on the examination of
court case reports, news articles, and academic literature related to ghost worker fraud.
The use of case studies as a methodological technique is well established in the litera-
ture, especially for investigating complicated phenomena in real-world contexts. Case
studies provide researchers with rich, contextual data that could offer insights that are
not easily captured through other research methodologies [76] [327] [77]. A case study
technique is beneficial to the analysis of ghost worker fraud in the context of this study
because it enables a comprehensive assessment of the ways in which various factors lead
to fraudulent actions in employment process.

According to Simons, case study research is an effective method for conducting in-
depth investigations of complicated problems that occur in real-world contexts [370].
One of its advantages is that it can accommodate a variety of data sources, such as
observations, documents, and interviews, allowing researchers to fully comprehend com-

plex occurrences [327] [370]. According to Griffiths and Ratnasari and Sudradjat case
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studies have the ability to blend qualitative and quantitative data, which provides con-
siderable flexibility in terms of research design and analysis [156] [327]. Because of
this flexibility, case studies are especially useful for examining the interactive relation-
ship between social, organizational, and technological elements that lead to fraudulent
practices.

Successful case study research involves a balance of rigour, relevance, and pragma-
tism [105]. Developing precise concepts, specifying units and interactions, and carefully
choosing instances are all recommended practices for positivist case studies in infor-
mation systems [363]. Case studies are helpful in assessing information systems and
tackling developing challenges. They offer insights into organizational difficulties and
guide policy and practice [229]. This demonstrates how case studies can expose the
operational issues organizations encounter when implementing fraud prevention frame-
works, so offering insights that can guide policy and practice.

In addition, Witman offers a convincing illustration of how case studies can be used
to investigate how banks adapted their compliance protocols in reaction to regulatory
changes that demanded more robust authentication [427]. The research analyzed the
responses of financial institutions to regulatory mandates for enhanced authentication,
especially under time constraints. The qualitative insights obtained from the case
studies identified critical weaknesses and emphasized recommended practices, demon-
strating how case studies can assist organizations in improving their compliance efforts.

Case study research is regarded as a rigorous and valuable methodology in the so-
cial sciences, providing detailed insights into complicated phenomena [263] [285]. Even
though case studies are criticised for being less generalizable and scientifically rigorous,
they offer a comprehensive perspective on real-world situations by integrating various
data collection techniques [285] [308]. This method is quite useful for developing and
evaluating theories in organizational science [308]. Although case studies frequently
use qualitative data, quantitative components can also be used [410]. The method’s
strength is its ability to investigate individual instances of social phenomena in depth,
so contributing to our empirical understanding of social life [263]. However, method-

ological rigour is critical, especially in areas such as data collection and processing [410].
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When executed correctly, case studies could offer valuable, context-specific insights that
are indispensable for comprehending intricate social issues.

Case studies are useful for theory development because they allow researchers to
create and refine theoretical frameworks based on practical data. This chapter seeks
to add to the broader discussion on fraud prevention in public sector organizations
by combining case study findings with theoretical development. In summary, case
studies are a methodological approach that is strongly supported by the literature for

examining complicated situations like ghost worker fraud.

7.2 Search Strategy and Data Sources

The case study evaluation aimed to understand the suitability and potential weaknesses
of the DEIFP framework by analysing real-world cases of ghost worker fraud. A sys-
tematic literature search was conducted across multiple academic and grey literature

databases to identify relevant cases. The following databases and sources were used:

1. Google Scholar: for broad access to academic articles, reports, and conference

papers.

2. Scopus and Web of Science: to locate peer-reviewed papers, particularly in infor-

mation systems and public administration.

3. IEEE Xplore: to find technical research on blockchain, fraud detection, and de-

centralised systems.

4. Government, News reports: including publications by Nigeria’s Economic and
Financial Crimes Commission (EFCC), Nigeria Newspapers, and Transparency

International.

Keywords and search terms included: “ghost worker fraud in Nigeria”, “public
sector payroll fraud”, “ghost employees in government payrolls”, “employment fraud”,
“payroll fraud in public institutions”, and “government fraud cases Nigeria”. To ensure
relevance to the contemporary policy and technological environment, only cases docu-

mented between 2010 and 2024 were considered. The search process initially yielded
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approximately 38 papers and reports mentioning ghost worker, employment fraud or
closely related payroll fraud. After screening for duplication and data sufficiency, 8
detailed cases were shortlisted for in-depth analysis.

Inclusion and Exclusion Criteria

The following criteria guided the selection of cases:

Inclusion criteria:

e Clear documentation of fraud mechanisms (e.g., how ghost workers were inserted

into payroll systems).

e QOccurrence between 2010 and 2024.

e Sufficient publicly available data to describe organisational context, vulnerabili-
ties, and consequences.

Exclusion criteria:

e Cases without detailed explanations of fraud mechanisms.

e Incidents that could not be verified from at least two independent sources.

e Cases limited to non-payroll corruption (e.g., procurement fraud, bribery).

This approach ensured that each selected case contributed to evaluating the DEIFP

framework against well-understood, documented fraud scenarios.

7.2.1 Rationale for the Period 2010-2024

Focusing on cases from 2010-2024 was deliberate for several reasons:

1. The period coincides with widespread digitalisation of payroll systems in Nige-
ria and comparable countries, increasing both complexity and opportunities for

systemic fraud.
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2. It reflects the era during which centralised payroll systems like Nigeria’s IPPIS
was widely adopted, making it highly relevant to this study.

3. Older cases might reflect outdated governance or technology contexts, potentially

reducing the validity of the evaluation for today’s public sector environments.

7.2.2 Case Selection and Justification

The initial search identified 38 potentially relevant documents. After applying the
inclusion criteria and removing duplicates, 8 cases were selected for thematic analysis.

They include:

1. Four cases came from Nigeria, reflecting high-profile ghost worker scandals in

federal ministries, state governments, and educational institutions.

2. Four international cases were chosen to test whether the DEIFP framework could
also address fraud in comparable contexts in Sub-Saharan Africa, Asia, and Latin

America.

Although Nigerian cases were prioritized for their direct relevance to the national con-
text in which the framework was conceived, broader cases were included to explore the

generalizability and robustness of the framework beyond a single country.

Aggregating Nigerian Cases

Below, we justify why Nigerian ghost worker cases were considered collectively rather

than analysed separately

1. Despite occurring in different institutions, these Nigerian cases largely share the
same systemic weaknesses: heavy reliance on centralised payroll, and human-

mediated data entry points.

2. Treating them as one cluster highlights common root causes targeted by the

DEIFP framework, rather than repeating similar findings across several sub-cases.

152



Chapter 7. Evaluation by case study

3. In contrast, international cases were treated individually to compare how the
framework’s features might address fraud under different administrative and reg-

ulatory environments.

By concentrating on the most recent decade before this study, the analysis remains
aligned with current practices and the intended context of the DEIFP framework. The
method is consistent with approaches used in similar studies, such as in the research
by Moreira et al., which employed case studies to evaluate cybersecurity frameworks in
organizational contexts [262]. It is a case study a using a constructivist multicriteria
methodology to evaluate the performance of NIST’s cybersecurity framework controls.

Similarly, Fraser et al. utilized a multiple case study approach to assess the effec-
tiveness of enterprise risk management frameworks, demonstrating the utility of case
studies in exploring complex frameworks within real-world settings [141]. Additionally,
Ocampo and E. E. Clark conducted case studies to evaluate sustainability frameworks
in manufacturing, further illustrating the effectiveness of this methodology in examining
the practical applications of theoretical constructs [291].

After the information was gathered, key details included the cause of the fraud,
methods of execution, and systemic vulnerabilities. This data collection method aligns
with the qualitative approach utilized by Kunhibava et al. who explored challenges
in the use of regulatory technologies (RegTech) in Islamic and conventional financial
markets using qualitative research approach through review of the B2C2 Ltd vs Quoine
Pte Ltd. court case among others [212]. The study highlighted how qualitative insights
from real-world cases could inform better regulatory practices and frameworks.

In addition, S. Grover uses a qualitative research process to analyze the competing
meanings and perspectives of the various parties involved in a legal case [158]. The
author conducted case studies approach using extracts from court filings of various
parties in the Safford Unified School District vs Redding Supreme Court case. By
analyzing the court rulings and reports he examined the text data to identify themes
summarizing the diverse phenomenological perspectives of the parties.

Moreover, Beasley et al. examined financial statement fraud cases across three indus-

tries (technology, healthcare, financial services) from the late 1980s through the 1990s,
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and compares the corporate governance of fraud companies to no-fraud benchmarks in
those industries [48]. The research involved detailed analysis of financial reports and
other legal documents. By employing a case study methodology, they could effectively
highlight that that weak corporate governance mechanisms were associated with fraud-
ulent financial reporting in technology, healthcare, and financial services industries.
This approach demonstrates the value of qualitative data in assessing the practical
implications of theoretical frameworks in real-world scenarios.

Furthermore, Rouse and Harrison emphasize the need of collecting multiple forms
of data to enhance qualitative research findings [341]. The incorporation of diverse
sources, such as legal documents and news reports, allows for a more holistic under-
standing of the phenomena under investigation. By integrating these different perspec-
tives, researchers could create a comprehensive narrative that captures the complexities
of issues like ghost worker fraud, thereby contributing to more robust framework eval-

uations.

7.2.3 Thematic analysis

A thematic analysis was used to discover common patterns and weaknesses in cases of
ghost worker fraud. This qualitative analysis approach is distinguished by its flexibility
and rigour, allowing researchers to find, analyze, and report themes in qualitative data
[73]. Thematic analysis is particularly useful in exploratory research because it allows
for the integration of several data sources and the emergence of themes that could
inform theoretical frameworks [408].

Thematic analysis consists of several critical stages: familiarisation with the data,
generation of initial codes, searching for themes, reviewing themes, defining and nam-
ing theses, and final producing the report [73]. Alyami et al. used theme analysis to
assess the effectiveness of information security frameworks in preventing data breaches
[25]. By using the qualitative analysis, general frameworks and information security
frameworks were identified from the literature. The paper presents a framework for
evaluating group behaviour in information security based on information security be-

havioural threshold analysis.
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Similarly, Beardsmore and McSherry employed theme analysis to study how organi-
zational culture affects the adoption of compliance frameworks in the healthcare sector
[47]. Through qualitative interviews with healthcare workers, they discovered themes
relating to change resistance and the need of leadership support. Qualitative interviews
with healthcare professionals revealed themes concerning resistance to change and the
necessity of leadership support. Their research demonstrates how thematic analysis can
uncover fundamental cultural factors that affect the effective execution of compliance
protocols.

Equally, Machen illustrated the application of thematic analysis in their examina-
tion of patient safety incidents within healthcare [236]. He identified significant themes
that contributed to recurring safety issues by analysing qualitative data. The themed
review approach provided better insight into the complexities and nuances of the sys-
tem of safety, rather than just focusing on individual errors or policy non-compliance.
This study underscores the significance of thematic analysis in recognising systemic
weaknesses and informing the development of effective solutions. In the context of
this evaluation, the thematic analysis made it possible to identify major vulnerabili-
ties across the 8 fraud cases involving ghost workers. These vulnerabilities included
problems such as inadequate data validation, insufficient oversight, and a lack of col-
laboration between agencies. These identified themes not only give a platform for
analysing how the proposed decentralized validation framework could address these
vulnerabilities, but they also reflect the systemic deficiencies that are present in the

employment processes that are now in place.

Process and Validation of thematic analysis

The thematic analysis followed the principles outlined by V. Braun and Clarke and was

conducted in several stages [73]:

1. Familiarisation: Reading and summarising all selected case documents to identify

fraud methods, organisational context, and weaknesses.

2. Initial coding: Extracting codes such as “single point of failure”, “manual vali-
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dation loophole”, “collusion risk”, and “lack of external oversight”.

3. Theme development: Grouping codes into broader themes, including; centralisa-

tion risk, susceptibility to internal collusion, and ineffectiveness of reactive audits.

4. Mapping to framework: Assessing whether and how the DEIFP framework could
mitigate these themes through features like decentralised validation, observer

roles, and immutable logging.

Validation of analysis

Initial thematic coding and interpretation was shared and discussed with the research
supervisor and presented to some Nigerian government employees. Meanwhile, con-
structive feedback was used to refine code definitions and ensure themes were not

selectively framed to favour the proposed framework.

Analytical techniques and why chosen: Several qualitative analytical methods
were used; thematic analysis, which is to identify recurring patterns and systemic weak-
nesses across cases. Secondly, cross-case synthesis which is to compare and contrast
how the DEIFP framework might perform in different organisational and geographical
contexts. These methods are recommended in Design Science Research (DSR) evalu-
ation, particularly when evaluating an artefact (here, the DEIFP framework) against

known real-world problems rather than a functional prototype.

Bias Reflection: Recognising the risk of bias is important for transparency. First,
selection bias, the well-documented, high-profile cases were more likely to be included,
potentially overestimating the framework’s fit for all contexts. Secondly, researcher
bias, as the designer of the DEIFP framework, there is a risk of interpreting cases to
support its validity. The mitigation to curtail such baises includes engaging supervisory
review and feedback during theme development. Also, clearly documenting cases where

the framework may be less effective.

Framework limitations: Some of the perceived limitations include;
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1. Potentially less effective in environments with poor digital infrastructure.
2. Vulnerable to politically motivated manipulation of validators.

3. Assumes minimum institutional willingness to participate in decentralised vali-

dation.

In summary, by detailing the search strategy, inclusion criteria, period focus, the-
matic analysis process, and acknowledging biases, this section strengthens the rigour
and transparency of the case study evaluation. It demonstrates that the DEIFP frame-
work was analyzed not only against favorable examples but also critically examined for

weaknesses and limitations.

7.2.4 Framework evaluation

The effectiveness of the framework was evaluated through a methodical comparison of
the key components of the proposed DEIFP framework with the vulnerabilities and
weaknesses that were discovered in every case of ghost worker fraud. The use of this
comparison method not only makes it easier to gain a more in-depth comprehension
of the manner in which the framework might solve particular problems, but it also
indicates the framework’s potential effectiveness in preventing fraudulent acts of similar
kind in the future.

The strategy used in this assessment fits with the research carried out by Joe and
Kankpang, who used a case study approach to evaluate the effectiveness of fraud risk
reduction strategies in Nigerian public service organizations [194]. Their research em-
phasized the need of a rigorous evaluation framework that enables the identification
of gaps in existing processes. Using a similar framework evaluation methodology, this
study seeks to provide actionable insights into how the proposed decentralized valida-
tion framework might improve the integrity of employment processes.

Additionally, Rashid et al. conducted a comparative analysis of several governance
frameworks in their study on corporate fraud prevention [326]. They examined the
efficiency of these frameworks by examining literature about corporate fraud as well

as financial crime from 2003 to 2018. Their findings suggest that the internal control
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system is the most effective strategy to prevent and identify corporate fraud which is the
component of good governance. The use of this approach emphasizes the importance of
comparing the components of the proposed framework to the vulnerabilities that have
already been identified in order to ensure an effective evaluation.

More so, Blancaflor et al. utilized a comparative method to examine cybersecurity
frameworks utilized by industries in the Philippines [63]. The purpose of this compari-
son was to provide a recommendation for organizations in adopting the framework that
is the most suitable for the prevention and mitigation of cyber threats. The authors
conducted a systematic evaluation of the existing cybersecurity framework literature
and other documents. Through the utilization of case studies, they were able to demon-
strate that implementing of a cybersecurity framework is necessary for the reduction
of risks and the maintenance of business continuity.

Furthermore, they were able to offer a framework and a common language for risk
mitigation in situations where organizations are confronted with cyber risks and threats.
This work is a helpful resource for demonstrating how comparative evaluations could
lead to practical recommendations for improving security measures. In the context of
this study, the framework evaluation was organized around several key components,
such as decentralized data sharing, strong verification process, stakeholder collabora-
tion, access Control and security, and feedback mechanisms. FEach component was
evaluated in light of the specific vulnerabilities discovered in the investigated ghost

worker fraud cases.

7.3 Crime script analysis and its relevance to ghost worker

fraud

Crime script analysis (CSA) is a useful method for analyzing and combating various
types of fraud, particularly those perpetrated on the internet. Complex frauds such as
the Madoff Investment Scheme have been examined using CSA, which has been used
to pinpoint important actions and chances for prevention [165]. Junger et al. have

conducted research that has used CSA to analyze frauds against businesses, including
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phantom invoices and CEO-fraud [198]. This research has revealed both online and
offline methods.

Similar fraud scripts use victim communication, enabler recruiting, and money
mules, suggesting preventative methods [219]. CSA has also been used to investigate
illegal, unreported, and unregulated (IUU) fishing and seafood fraud, identifying reg-
ulatory issues and making recommendations for more effective preventative measures
[311]. These studies show how flexible CSA is in comprehending several kinds of fraud
and pointing up areas of intervention to stop criminal behaviour. For this research,
crime script analysis is a valuable method for understanding the dynamics of ghost
worker fraud in Nigeria’s public sector payroll system.

Understanding how this fraud unfolds step-by-step will provide crucial insights into
how it could be prevented and where the DEIFP Framework could intervene effectively.
By using a crime script analysis approach, we can break down the process of ghost
worker fraud into distinct stages, identify the vulnerabilities at each step, and determine

how the proposed decentralized framework could address these weaknesses.

7.3.1 Applying crime script analysis to ghost worker fraud

A typical crime script for ghost worker fraud consists of several key steps. Each of these
steps represents a crucial action taken by the fraudster to manipulate the system. The
process is not linear, and multiple actors, both internal and external, may play a role
at different stages of the fraud. Below is an outline of the crime script for ghost worker

fraud and an analysis of how the DEIFP Framework could address each stage:

Step 1: Identifying opportunities in the system

e Action: The fraudster identifies a weakness or vulnerability in the payroll system,

such as lack of cross-agency verification or weak access control mechanisms.

e Vulnerabilities Identified: Weak monitoring, insufficient real-time data validation,

lack of stakeholder collaboration.

e DEIFP Intervention: By decentralizing the payroll data and involving multiple
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stakeholders (e.g., ministries, regulatory bodies), the system becomes less prone
to manipulation by a single actor. Also, the introduction of strong verification
process by independent validators ensures that any discrepancies are immediately

flagged, reducing opportunities for fraud.

Step 2: Manipulating the payroll system

e Action: The fraudster adds ghost workers to the payroll system or alters existing
records. This can include creating fake identities or reactivating former employees

who no longer work for the government.
e Vulnerabilities Identified: Weak internal controls, poor data validation practices.

e DEIFP Intervention: The DEIFP framework’s real-time validation mechanism
ensures that any addition or modification of payroll records is instantly checked
against existing records. Moreover, applying the Role-Based Access Control
(RBAC), the DEIFP framework would restrict access to sensitive payroll data
to authorized personnel only, ensuring that unauthorized changes are flagged im-

mediately.

Step 3: Approving fraudulent entries

e Action: The fraudulent records are processed and approved within the payroll

system, and ghost workers are officially added to the payroll.
e Vulnerabilities Identified: Lack of cross-agency validation, absence of monitoring.

e DEIFP Intervention: Utilizing the Stakeholder Collaboration, by involving mul-
tiple independent validators, such as the Ministry of Finance, the EFCC, and the
police, the DEIFP framework prevents fraudulent entries from being processed
without adequate review. In addition, decentralized verification ensures that no
single entity could approve fraudulent entries, and all changes are subjected to

scrutiny from multiple independent bodies.
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Step 4: Processing payments

e Action: Payments are processed for ghost workers, and fraudulent funds are

diverted to the fraudsters or their collaborators.
e Vulnerabilities Identified: Weak oversight, no real-time monitoring.

e DEIFP Intervention: Using the blockchain-based Audit Trail, the DEIFP frame-
work creates an immutable record of all payroll transactions. The blockchain
ledger ensures that any fraudulent payments can be traced back to the source,
making it difficult for fraudsters to hide their actions. Also, feedback mecha-
nism could allow employees or stakeholders to report suspicious payroll entries,

enabling quick intervention to prevent further fraudulent payments.

Step 5: Concealment of fraudulent activity

e Action: Fraudsters may attempt to conceal their fraudulent actions by deleting

records or transferring funds quickly to prevent detection.
e Vulnerabilities Identified: Lack of real-time auditing, no feedback mechanism.

e DEIFP Intervention: The Immutable Ledger ensures that activities to the payroll
data are recorded in the blockchain, making it impossible for fraudsters to alter
or delete records without detection. Also, continuous audit and monitoring of
the blockchain ledger and feedback systems ensures that any irregularities are

detected and flagged immediately.

7.3.2 How the DEIFP framework interrupts the fraud process

By understanding each stage of ghost worker fraud, we could observe how the DEIFP
Framework effectively intervenes at critical points to prevent the fraud from occurring
or going undetected. The key strengths of the DEIFP framework—such as decentral-
ized data sharing, strong verification process, stakeholder collaboration, and feedback
mechanisms—address each stage of the fraud process. Here’s how the DEIFP frame-

work disrupts the fraud script at each stage:
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1. Stage 1 (Identifying Opportunities): The introduction of cross-agency collabo-
ration and strong verification process significantly reduces the opportunities for

fraudsters to identify weaknesses in the system.

2. Stage 2 (Manipulating the System): The DEIFP framework’s strong verification
process and role-based access control prevent fraudsters from manipulating pay-

roll records without detection.

3. Stage 3 (Approving Fraudulent Entries): Decentralizing the verification process
and introducing independent validators ensures that no single entity has the power

to approve fraudulent entries without oversight.

4. Stage 4 (Processing Payments): Blockchain technology guarantees transparency

and traceability, making it impossible for fraudulent payments to go unnoticed.

5. Stage 5 (Concealment): The immutable ledger and audit trails ensure that fraud-
sters cannot hide their actions, and the feedback mechanism allows for early

detection and reporting.

7.3.3 Benefits of crime script analysis in understanding ghost worker

fraud

Crime script analysis allows us to gain a detailed, step-by-step understanding of how
ghost worker fraud operates and where it could be prevented. It is an essential tool
for identifying both the immediate actions of fraudsters and the systemic weaknesses
within the payroll system that allow fraud to flourish. By mapping out the crime

process, crime script analysis helps to:

1. Identify Weaknesses: It clearly identifies the specific weaknesses in the payroll

system at each stage of the fraud process.

2. Target Interventions: It enables targeted interventions at each step to disrupt the

fraud process.

3. Design Effective Frameworks: It helps design frameworks address fraud at multi-

ple levels, from detection to prevention.
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Conclusion Crime script analysis would provide a systematic and in-depth approach
to understanding how ghost worker fraud operates within Nigeria’s public sector payroll
system. By breaking the fraud process into distinct stages, I was able to identify where
the fraud occurs and how it could be prevented. The DEIFP Framework is designed
to disrupt each step of this process, offering a comprehensive solution to combat ghost
worker fraud. This chapter has demonstrated the value of crime script analysis in

informing the development of effective anti-fraud frameworks and policies.

7.4 Cases analysed

The aim of this section is to present a thorough evaluation of how the proposed frame-
work could effectively address the systemic vulnerabilities that have allowed ghost

worker fraud to continue to grow.

7.4.1 Analysis of three ghost worker fraud cases

Three cases stand out due to their scale and impact: the Anthony Ogar and Others
(August 2020) case, defrauding the Nigerian government of approximately ¥140 mil-
lion (74000 GBP) [396], the Dairo Samson (2017) case defrauding the government of
around N11.3 million (6 000 GBP) [125] [395], and the ICPC’s uncovering of 22,074 sus-
picious workers in Ministries, Departments, and Agencies (MDAs) in 2024 defrauding
the governement the the sum of N34.8 billion (approximately 184 000 000 million GBP)
[283]. These cases illustrate how weaknesses in access control, lack of strong verifica-
tion process, inadequate cross-agency collaboration, and insufficient internal controls
contribute to the persistence of ghost worker fraud. In each case, perpetrators were
able to manipulate payroll data, creating fictitious employees and siphoning off public

funds intended for legitimate government workers.

Vulnerabilities identified: Across all three cases, several vulnerabilities were iden-

tified in the existing payroll systems, including:

e Weak Access Control and Oversight: The fraudsters exploited weak access control
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mechanisms, allowing unauthorized individuals to manipulate payroll data.

e Lack of strong verification process: In the absence of strong verification mecha-
nism, fraudulent entries were not flagged immediately, allowing ghost workers to

remain undetected for extended periods.

e Absence of Cross-Agency Verification: Limited collaboration between various gov-
ernment agencies allowed fraudulent data to pass unchecked, with insufficient

mechanisms to cross-verify employment records.

e Inadequate Internal Controls: Many of the fraudulent activities persisted due to

the lack of robust internal checks and auditing procedures.

How the DEIFP framework could have prevented these frauds: The DEIFP
framework, with its blockchain-based decentralized data sharing and strong verification

process, could have significantly reduced the risk of fraud in these cases:

e Decentralized Data Sharing: By involving multiple independent stakeholders, the
DEIFP framework would ensures that no single entity has sole control over payroll

data, reducing opportunities for manipulation.

e Strong verification process: The DEIFP framework’s strong verification mecha-
nism would have immediately flagged inconsistencies in the payroll, preventing

the insertion of ghost workers into the system.

e Stakeholder Collaboration: A decentralized approach would have facilitated greater
collaboration between various agencies, ensuring that employment records were
cross-checked and validated from multiple sources, reducing the chances of fraud

slipping through.

e Access Control and Security: The DEIFP framework’s role-based access con-
trol (RBAC) system would have restricted unauthorized individuals from making
changes to payroll records, ensuring that only authorized personnel had the ability

to approve changes.
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e Feedback Mechanism: The integrated feedback system would have allowed whistle-
blowers or other employees to report discrepancies in the payroll records, enabling

early detection of fraudulent activities.

Conclusion The ghost worker fraud cases analyzed here highlight the critical flaws in
Nigeria’s existing payroll management systems, including weak internal controls, poor
cross-agency verification, and inadequate access restrictions. By decentralizing payroll
data verification, ensuring real-time validation, and fostering inter-agency collabora-
tion, the DEIFP framework would offer the solution to address these weaknesses. Its
features, such as blockchain technology and strong verification process, would provide a
transparent, tamper-resistant, and secure framework for preventing ghost worker fraud

and safeguarding public funds in Nigeria’s public sector.

7.4.2 Analysis of Dr. Mzalendo Kibunja payroll and employment

fraud analysis

Dr. Mzalendo Kibunja and his accomplices defrauded the National Museums of Kenya
by creating and paying ghost workers. Dr. Kibunja, NMK Director General, and
many collaborators embezzled Kes 449392075 (approximately 2900 000 million GBP)
by paying salary and gratuity to non-existent employees between January 2016 and
February 2022. This fraud involved manipulating the payroll system to steal large
amounts of money from the institution.

Several officials and a private individual committed the fraud. Oliver Okinyi Rabuor,
Payroll ICT Officer; Wycliffe Odhiambo Ongata, Payroll Accountant; and Oscar Mwaura,
a private individual implicated in the scam, were the accused. Stanvas Ongalo Opija,
the Acting Director General during the fraud, failed to follow public finance manage-
ment standards and contributed to the illegal disbursements. Investigations into payroll
system anomalies found 105 ghost workers who were paid Kes 491 million over six years.
These ghost workers were falsely added to the payroll as NM6s, a position that was
part of a three-year renewable contract. Payments were made to nonexistent or for-

mer employees, and embezzled cash were laundered through bank accounts, including
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M-Pesa accounts, making traceability difficult [122].

Vulnerabilities identified: Several flaws were discovered during the inquiry, which

allowed the scam to continue for several years. Some weaknesses are:

e Insufficient Payroll Oversight: The main issue was improper payroll system ma-
nipulation without proper verification. Officials with payroll system access could

create fake workers and make payments to them.

e Weak Internal Controls: Inadequate internal controls and auditing made large-
scale embezzlement go undetected. The discovery of 105 ghost workers in NMK'’s

1,200-person workforce suggests payroll data oversight was lacking.

e Insufficient Financial Regulation Compliance: Stanvas Ongalo Opija, Acting Di-
rector General, failed to comply with Public Finance Management Regulations
(2015), particularly Regulation 121, leading to ongoing fraud. He failed to imple-

ment financial controls or examine suspicious payments, a major vulnerability.

e Collusion Among Employees: Multiple employees were involved in the theft, sug-
gesting collaboration to steal monies undetected. Oscar Mwaura, a private indi-

vidual, received and laundered monies through shell businesses.

o Ineffective Verification Systems: Employee data was not cross-checked or vali-
dated against external systems, allowing fraudulent employees to remain on the

payroll for years.

e Document Forgery and Financial crime: Ghost workers and NMK officials fab-
ricated fake loan documents, putting the institution at danger and implicating

banks in the crime.

How the DEIFP framework could have prevented this fraud: Key compo-
nents of the DEIFP Framework could have solved the National Museums of Kenya

payroll fraud case.
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e decentralized Data Sharing: The DEIFP Framework uses the decentralized data
sharing feature to prevent single individuals or departments from manipulating
payroll records. Independent agencies would have validate and verify all personnel
data updates in real time, preventing fraud. For instance, the DEIFP Framework
would have flagged 105 ghost workers during data validation, as independent
agencies like the CBN and IPPIS would have cross-verified employee information

in a shared, immutable ledger.

e Strong verification process: The DEIFP Framework validates new personnel data
in real-time. This would have immediately identified job status problems, pre-
venting ghost workers from being added to the payroll. The system would have
detected inconsistencies in identification or job status if Wycliffe Odhiambo On-
gata had added ghost workers to the payroll during the probe, stopping illicit

payments.

e Stakeholder Collaboration: Blockchain enabled decentralized verification and val-
idation of personnel records by numerous agencies. This collaborative validation
technique prevents data manipulation without notice, lowering fraud risk. For
instance, the framework would have prevented Wycliffe Ongata, Oliver Okinyi
Rabuor, and others from independently altering payroll data without alerts from

validators and financial regulators, and law enforcement like the police and EFCC.

e Access Control and Security: Blockchain-based RBAC restricts the access and
modification of employee records to authorized workers. This would have pre-
vented unauthorized payroll data changes and restricted access to authorized
users. For instance, the DEIFP framework restricted payroll adjustments to au-
thorized people with certain duties, such as HR workers or auditors. Automatic

alerts for unauthorized changes provided an audit trail to track fraud.

e Feedback Mechanism: The DEIFP Framework enables anonymous reporting of
questionable activity by employees and stakeholders. This proactive reporting
system would have detected ghost workers and fraud earlier. A whistleblower

at the National Museums of Kenya may have reported suspect payroll entries
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using the feedback system, leading to an urgent investigation and averting future

corruption.

Conclusion The Dr. Mzalendo Kibunja case shows systemic problems such insuffi-
cient internal controls, inadequate employment record verification, and trusted person-
nel manipulating payroll data. These weaknesses let ghost worker fraud to continue
for years, embezzling approximately Kes 491 million. The DEIFP Framework would
have decentralized employment verification, enabled real-time validation, and improved
stakeholder engagement. The DEIFP Framework might have used its features to man-
age employee data and reduce ghost worker fraud in the National Museums of Kenya
and other public sector institutions. A system with decentralized data sharing, strong
verification process, access restriction, and an effective feedback mechanism may have
prevented this instance, saving millions of public monies and improving public sector

employment processes.

7.4.3 Fraudsters convicted in Leicestershire (2020) for ghost worker

fraud

In 2020, a case of ghost worker fraud was reported in Leicestershire, where a group of
fraudsters was found guilty of arranging a scam that defrauded a cancer charity and
the local council of thousands of pounds. The fraudsters were able to syphon off funds
that were intended for legitimate employees by creating fake employee records [46].
Not only did this case result in financial losses for the organization, but it also brought
to light severe vulnerabilities within the payroll management systems that allowed
for such fraudulent activities to take place without being discovered. This entails a
systemic failure to execute proper verification mechanisms. This failure allowed the
fraudsters to manipulate the payroll without generating suspicion. The absence of
rigorous control procedures and extensive background checks on employees, both of
which are necessary components of any functioning payroll management system, made
it easier for the fraudulent plan to be carried out. Because of this, the deficiencies of the

payroll system were brought to light, highlighting the urgent requirement for stronger

168



Chapter 7. Evaluation by case study

security measures to protect against ghost workers fraud.

Vulnerabilities identified: Some of the vulnerabilities identified include:

e Lack of Thorough Background Checks on Employees: The current systems failed
to perform thorough checks on employee records, allowing false entries to be
made and authorized without verification. This lack of verification considerably

increased the chance of fraudulent activity being undetected.

e Weak Oversight by Financial Management Entities: Inadequate oversight proce-
dures in the financial management systems prevented them from spotting irreg-
ularities in payroll data that would point to fraud. As a result of this lack of

vigilance, an environment where fraud could flourish was established.

How the DEIFP framework could have prevented this fraud: The proposed
DEIFP framework could address the weaknesses revealed in the Leicestershire fraud
case by providing specific solutions to improve payroll process integrity and reduce the
risks associated with ghost worker fraud. In the context of this particular case, the

following major components of the framework are particularly essential:

e Decentralized Data Sharing: The framework would enable real-time access to
personnel records by facilitating secure data sharing across relevant agencies,
such as the validating peers as well as the non-validating peers. This would be
accomplished through the framework’s decentralized data sharing. As a result
of this transparency, it would be significantly more challenging for fraudulent
individuals to generate fake personnel records without being discovered. For
instance, if one had access to the decentralized ledger that was shared with other
validating agencies (such as IPPIS and CBN), then anomalies in employee records

might have been found in time.

e Strong verification process: The incorporation of strong verification mechanism
into the framework would make it possible to validate newly added employee

entries against the records that are already in place. In the situation involving
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Leicestershire, such verification may have alerted authorities to the fact that fake
personnel records were being created at the point of entry, which would have

permitted them to initiate investigations immediately.

e Stakeholders Collaboration: The framework promotes collaboration among a va-
riety of governmental and financial bodies, making it possible for these entities
to work together to validate new employee records. It is absolutely necessary to
work together in order to ensure that the payroll and employment system contin-
ues to function properly. In this instance, the fraud might have been discovered
sooner and large financial losses might have been avoided if stakeholders had been

involved in the verification process.

e Access Control and Security: The framework would ensure that only authorized
workers are able to make changes to employee information by implementing strin-
gent access restrictions. In the context of the Leicestershire case, these precau-
tions could have limited the capacity of unauthorized individuals to create fake

employee records, hence lowering the likelihood of fraudulent activity occurring.

e Feedback Mechanisms: The establishment of feedback channels via which em-
ployees and other stakeholders can report suspicious activity would improve the
detection of abnormalities. Employees would have been able to express concerns
about anomalies in payroll entries or employment process if such systems had
been in place during the Leicestershire fraud case, allowing a faster response to

fraudulent activity.

Conclusion The Leicestershire fraud case is an example of the weaknesses that might
exist within payroll and employment process. It is possible for organizations in the
public sector to improve their fraud prevention procedures, protect public funds, and
guarantee that resources are given to legitimate personnel if they identify and correct
these flaws through a decentralized validation framework. The DEIFP framework places
focus on inter-agency collaboration, strong verification process, and stringent control

as one of the most important factors in preventing future cases of ghost workers fraud
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and, as a result, increasing the general integrity of employment processes.

7.4.4 Alisha Richardson case (2023)

In the year 2023, Alisha Richardson, who had previously worked at a nursing home
in the Chicago region, was indicted on seven charges of wire fraud. She was accused
of arranging a scam involving ghost employees that resulted in her company losing
more than one hundred thousand dollars. Richardson fabricated personnel records to
provide payments for people who were never really employed at the company, according
to the indictment. To be more specific, she fabricated documentation in order to give
the impression that these individuals were working as Certified Nursing Assistants and
clocking in fictitious hours in order to make the process of payroll processing easier.
Through the use of this fraudulent activity, she was able to obtain pay cheques for
these fictitious employees. These pay cheques were either cashed by the individuals
involved or deposited into Richardson’s own bank accounts through the use of forged
endorsements.

An investigation was conducted by the Federal Bureau of Investigation (FBI) and
the Office of Inspector General of the Department of Health and Human Services (HHS)
(Office of Public Affairs — Former Nursing Home Worker Charged with Wire Fraud in
[405]. This case demonstrates enormous weaknesses in payroll and personnel verification
systems within organizations, particularly in industries such as healthcare where trust
and accountability are of the utmost importance. Not only did the fraudulent acts
cause the nursing home to suffer significant financial losses, but they also diverted vital
resources away from healthcare services that were intended to be provided to people
who were in need. This investigation highlighted the seriousness of the fraud and the

necessity of working together to confront criminal actions of this nature.

Vulnerabilities identified: The vulnerabilities identified are as follows:

e Inadequate Employee Verification Processes: There is a lack of effective verifi-
cation methods inside the payroll and employment process of the nursing home,

which is indicated by the fact that Richardson is able to generate false employee
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records without being discovered. Because of this breach, fraudulent entries were
able to pass through without being scrutinised, which allowed the ghost worker

scheme to thrive.

o Weak Oversight and Accountability: Due to the lack of effective internal controls
and oversight, the nursing home was unable to appropriately monitor payroll
inputs, new staff or authenticate staff hours. Richardson was able to commit
fraud over a prolonged period of time because there was a lack of accountability

in the situation.

How the DEIFP framework could have prevented this fraud: The proposed
DEIFP framework is well-suited to addressing the vulnerabilities identified in the Alisha
Richardson case, as it includes measures to improve employee process payroll integrity
and avoid similar fraud schemes. The following are important aspects of the framework

that are relevant to this particular instance:

e Decentralized Data Sharing: The implementation of a decentralized system for
sharing of employee data among key stakeholders, such as regulatory organiza-
tions and entities responsible for financial oversight, would make it possible to
verify employee records in real time. In the case of Richardson, if there had been
a decentralized database that was accessible to all validating agencies, it is quite
likely that discrepancies in employment records would have been found early, so

preventing the fraudulent conduct from becoming more widespread.

e Strong verification process: The framework’s emphasis on strong verification pro-
cess would make it possible to conduct immediate checks of information entered
by employees against previously established records. The nursing home would
have been able to initiate an instant inquiry into the discrepancies if it had uti-

lized such a system.

e Stakeholder Collaboration: It is imperative to foster collaboration among relevant
agencies of government in order to ensure the supervision of employee records

and employment process. In this sense, improved cooperation may have enabled
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regular audits and cross-checks of payroll entries and employment process, hence

raising the possibility of early identification of fraudulent behaviour.

e Access Control and Security: Strict access limits could guarantee that payroll
records and employment process may be modified only by authorized staff mem-
bers. Given Richardson’s situation, more robust access restrictions could have
limited the ability to generate and alter ghost employee records free from super-

vision, therefore lowering the internal fraud risk.

e Feedback Mechanisms: Establishing feedback mechanisms for staff members and
other stakeholders to report abnormalities in payroll entries or express concerns
about suspected activity could help to improve the fraud detection. If such sys-
tems had been in place, members could have found discrepancies in employment

data, which would have resulted in earlier intervention and fraud prevention.

Conclusion The Alisha Richardson case shows the weaknesses in payroll systems and
lack of integrity in employment process. The systematic flaws found in this situation
could be reasonably fixed by using the proposed decentralized validation framework.
The framework’s objective is to increase the overall integrity of employment processes
and protect public funds, particularly in sensitive sectors like healthcare, by enhancing

data sharing, strong verification process, and robust oversight mechanisms.

7.4.5 Fort Myers airport contractor case (2020)

A Fort Myers airport contractor was found guilty in 2020 of engaging in a ghost worker
scheme, thereby defrauding the airport of around $900 000. The contractor forged pay-
roll documents to increase the count of employees, hence misallocating monies intended
for legitimate personnel. The contractor fabricated false personnel records rather than
hiring real workers, which allowed them to keep the money that would have gone to the
real workforce. An investigation uncovered discrepancies in the payroll system, and the
contractor was charged for their involvement in the scheme [248]. The case draws atten-

tion to important flaws in the supervision and validation of contractor payroll entries.

173



Chapter 7. Evaluation by case study

Lack of transparency in the contractor management procedure and inadequate control
of contractor-submitted payroll information facilitated the fraudulent behaviour. The
contractor was thus able to control the payroll system for a long period, syphoning off

money meant for reasonable uses.

Vulnerabilities identified: The vulnerabilities are as follows:

e Inadequate Monitoring of Contractor Payroll Submissions: The absence of careful
examination of contractor payroll entries let the fraud to go unnoticed for a long
amount of time. Lack of a good monitoring mechanism allowed the contractor to

inflate payroll records and pocket money.

e Lack of Transparency in Contractor Management: The lack of explicit procedures
for confirming the validity of new employees helped to explain the simplicity of
the fraud committed. The lack of transparency made it challenging for the airport

officials to efficiently monitor and check payroll entries.

How the DEIFP framework could have prevented this fraud: The proposed
distributed validation framework is could be fit to solve the vulnerabilities found in the
Fort Myers Airport Contractor issue. The main element of the framework are meant
to improve payroll verification procedures, this element presents particular alternatives

that might have stopped the scam and protected the scan from happening.

e Decentralized Data Sharing: One of the most important characteristics of the pro-
posed framework is distributed data sharing, which helps to securely exchange
employee data across appropriate parties. With real-time validation of employ-
ment process, Fort Myers Airport could have been cross-checked and validated
all new staff, therefore ensuring the legitimacy of those records. This would have

stopped the contractor from turning in ghost workers in the system.

e Strong verification process: The framework comprises strong verification mech-

anisms, which would guarantee that every employee is validated before payroll
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detail is submitted. In the Fort Myers case, the system would have not recog-
nized because they were not properly checked and validated during the hiring
process. Automated checks might have promptly found the bogus claims by

cross-referencing the entered records with actual employee data.

e Stakeholder Collaboration: The proposed framework enforced collaboration among
government agencies, and ensure that employment record is accurate and up-to-
date. Regarding the Fort Myers Airport, cooperation between the agencies and
other peers such as EFCC and the police could have helped to enable routine au-
dits and the employment verification. This cooperation would have added another
level of assessment, which would have made it more difficult for the contractor to

commit fraud undetectable.

e Access Control and Security: The framework stresses the need of access manage-
ment to sensitive employment and payroll data. The system helps stop fraudulent
activity by people in positions of power by restricting access to just authorized
workers. In this situation, the framework would have allowed only authorized
staff members of the airport and supervising authorities to change or approve
employment records, therefore lowering the possibility of contractor manipula-

tion.

Conclusion The Fort Myers Airport Contractor case emphasizes the crucial need of
strong employment verification and monitoring procedures. The proposed decentral-
ized validation approach could address the weaknesses identified in this case, such as
inadequate monitoring of contractor employment and payroll submissions and a lack of
transparency in contractor management. The framework proposes solution for prevent-
ing similar fraudulent acts and protecting public monies by incorporating elements such
as strong verification mechanism, decentralized data sharing, stakeholder engagement,

and strengthened access controls.
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7.4.6 Analysis of the Vanguard Article on Ghost Workers Abroad
(June 2024)

The Head of the Civil Service of the Federation, Dr. Folasade Yemi-Esan, revealed in
June 2024 a successful crackdown on ghost workers, public servants paid while residing
abroad or not working at all. This was part of the continuous attempt of the Nigerian
government to eradicate public sector fraud, especially in the payroll and employment
system. The exercise revealed that numerous people were still paid while living abroad
and took advantage of weaknesses in the verification system. Dr. Yemi-Esan said that
revealing this fraudulent behaviour had been greatly aided by the IPPIS.

According to the government’s verifying process, some governmental personnel liv-
ing overseas were nonetheless paid without doing their assigned tasks in Nigeria. These
workers were obviously involved in fraudulent behaviour since they had neglected to
take part in the physical verification process. The civil officers engaged in the fraud were
told to resign, and an investigation into their actions was launched. Dr. Yemi-Esan
observed that these fraudulent persons were frequently absent from the verification pro-
cess, emphasizing the limits of depending entirely on IPPIS for employment verification

[126].

Vulnerabilities identified: This case revealed several weaknesses that let ghost

workers stay on the pay despite being absent or unfit:

e Inadequate means of validation: The main problem was depending just on a
single verification system (IPPIS) without regular actual presence of staff. This
let unqualified workers or those stationed overseas stay on the payroll unnoticed

for a long time.

e Inadequate Follow-Up Procedures: After employees enrolled in the IPPIS system,
not enough was done to verify their eligibility going forward, especially if they

were assigned overseas or had non-governmental jobs.

e Limited Use of External Verification: Fraudulent employees were able to go unno-

ticed since there was no integrated system in place to cross-check employee status
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with external databases overseas.

e Lack of Accountability and Transparency: Many of the fraudsters were permitted
to keep receiving salary for a long time without any audits or checks. This under-
scores the absence of transparency in the payroll and employment management

system.

How the DEIFP framework could have prevented this fraud: Many of these

weaknesses may have been addressed by the DEIFP Framework:

e Decentralized Data Sharing: DEIFP framework enables collaboration among gov-
ernment agencies to assure employee validity. Cross-agency validation would
have found disparities involving overseas based personnel. For instance, utiliz-
ing blockchain-based strong verification mrchanism, employees’ overseas postings
would have been cross-checked and verified, making sure only authentic ones are
considered. In the event that there were any inconsistencies, they would have

been reported promptly.

e Strong verification process: Employee data is regularly updated and cross-checked
with other agencies to prevent fraudulent entries during and after recruitments.
For instance, the system would have instantly identified the lack of verification
or cross-referenced with outside records to indicate the problem if an employee

working overseas kept receiving a pay without physical confirmation.

e Stakeholder Collaboration: The DEIFP Framework’s decentralized structure would
have enabled several stakeholders to independently verify personnel records, guar-

anteeing that any fraudulent activity was promptly identified.

e Access Control and Security: By limiting unauthorized individuals from altering
payroll and employment records, blockchain’s role-based access control (RBAC)
would have stopped the unauthorized installation of ghost workers to the system.
For instance, the smart contracts in the DEIFP system would have automatically
blocked illegal employment access, therefore guaranteeing that only validated

people may update job information.
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Conclusion The crackdown on ghost workers abroad revealed major flaws in Nige-
ria’s public sector payroll and employment system, particularly in the verification pro-
cess. Fraudulent personnel were able to earn salary while stationed overseas since IPPIS
was the only system used and there was no effective system in place to cross-check data
with other agencies. The DEIFP Framework, which includes decentralized data sharing,
strong verification process, stakeholder collaboration, and secure access control, would
have significantly reduced these risks. The DEIFP Framework would use blockchain
technology to provide more complete and transparent verification, preventing ghost

workers from manipulating the system and securing public monies.

7.5 Summary of cases

A summary of the cases is provided in Table 7.1.
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S/N

Case/Link

Case Overview

Vulnerabilities Identified

Anthony Ogar and Others
(August 2020)

A group of civil servants manipulated the IP-
PIS system, adding ghost workers to the pay-
roll and defrauding the government of ¥140
million. The fraud was carried out by insert-
ing fictitious employees into the system and

siphoning off public funds.

Weak access control, lack of cross-
agency verification, inadequate mon-
itoring, lack of internal controls, fail-
ure to integrate third-party verifica-

tion.

Dr. Mzalendo Kibunja Pay-
roll Fraud (EACC - Kibunja
Case)

Dr. Kibunja and collaborators embezzled
N449 million by creating and paying salaries
to ghost workers at the National Museums
of Kenya (NMK). Over six years, they added
105 ghost workers to the payroll, laundering

funds through M-Pesa accounts.

Insufficient payroll oversight, weak in-
ternal controls, collusion among em-
ployees, ineffective verification sys-

tems, document forgery.

Dairo Samson Fraud Case

(2017) (EFCC - N11m Fraud)

Dairo Samson defrauded the Nigerian govern-
ment of N11.3 million by adding ghost work-
ers to multiple government agency payrolls

and altering data.

Inadequate data wvalidation, lack of
strong verification process, lack of

cross-agency verification.
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... continued

S/N Case/Link

Case Overview

Vulnerabilities Identified

4 Fraudsters Convicted in Le-
icestershire (2020) (Leicester-
shire Cancer Charity Scam-

mers Jailed)

Fraudsters created fake employee records to
siphon off funds intended for legitimate em-
ployees at a cancer charity and local council,

leading to financial losses.

Lack of thorough background checks,
weak oversight by financial manage-

ment entities.

5 Alisha  Richardson Case
(2023) (FBI Wire Fraud
Case)

Alisha Richardson, a nursing home employee,
created fake employee records and falsely pro-
cessed paychecks for non-existent workers,

defrauding the company of over $100 000.

Inadequate employee verification,

weak oversight, lack of accountability.

6 Fort Myers Airport Contrac-
tor Case (2020) (Fort Myers
Airport Fraud)

A contractor for Fort Myers airport engaged
in ghost worker fraud by submitting inflated
payroll records, defrauding the airport of

$900 000.

Inadequate monitoring of contractor
payroll submissions, lack of trans-

parency in contractor management.

7 Vanguard Article on Ghost
Workers Abroad (June 2024)
(Vanguard Ghost Worker Re-

port)

The Nigerian government uncovered ghost
workers on the payroll, including employ-
ees living abroad who were receiving salaries

without performing any duties.

Inadequate means of validation, inad-
equate follow-up procedures, limited
use of external verification, lack of ac-

countability and transparency.
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... continued

S/N Case/Link Case Overview

Vulnerabilities Identified

8 ICPC Uncovers 22,074 Sus- ICPC’s review of the IPPIS revealed 22,074

picious Workers in MDAs suspicious employees across various Nigerian

(2024)
Workers)

(ICPC  Suspicious government MDAs. The fraud included ghost
workers, duplicate payments, and discrepan-

cies in employee records.

Data inconsistencies, payroll record
manipulation, double payments, in-
adequate verification procedures, lack
of cross-agency collaboration, absence
of real-time monitoring, weak access

control.

Table 7.1: Summary of Ghost Worker Fraud Cases and DEIFP Framework Prevention
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7.6 Conclusion

This chapter evaluates how well the DEIFP framework addresses employment fraud
and ghost workers. By examining many well-publicized fraud cases, the chapter em-
phasizes systematic flaws in payroll and employment verification systems. Real-world
fraud systems allow one to examine the consequences of poor access control, insufficient
monitoring, and insufficient cross-agency verifying. The DEIFP system, which com-
prises decentralized data sharing, strong verification process, stakeholder engagement,
access control and security, and a feedback mechanism, is being examined to reduce
and prevent future fraud. The analysis shows how the DEIFP framework may improve
employment processes and detect and prevent ghost worker fraud. In all the identified
case studies, DEIPF would have removed vulnerabilities crucial to the execution of the

fraud and so prevented it.
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Data analysis of the 2024 survey

This section analyzes the survey responses collected from government employees and
blockchain experts regarding their perceptions of the IPPIS system and the proposed
DEIFP in 2024. The analysis centred on two areas: First, the evaluation of the DEIFP
framework, and second, analyzing the effectiveness and transparency of the IPPIS

system in respect to ghost worker fraud and the employment process.

8.1 Survey design

Questionnaires are a common instrument in quantitative research for collecting data
that provide numeric descriptions of a target population and trends [16]. To obtain
reliable and valid data, the survey instrument in this study was carefully designed
based on the literature and the contextual challenges of the Integrated Personnel and
Payroll Information System (IPPIS) in Nigeria. In both the 2021 and 2024 studies, the
survey instrument consisted of closed-ended questions to enhance ease of response and
to increase response rates [110]. The survey items were derived after a comprehensive
review of the literature on employment fraud and payroll systems, including works such
as [39, 138, 180, 351, 440]. The objective was to ensure that the survey covered all
relevant factors affecting the prevalence of ghost worker fraud, such as weaknesses in
payroll management, governance gaps, and the perceived ineffectiveness of IPPIS. Key
themes identified in the literature were then translated into specific, measurable survey
questions. A Five-Point Likert Scale (Strongly Disagree = 1; Somewhat Disagree =
2; Neutral = 3; Somewhat Agree = 4; Strongly Agree = 5) was employed to capture
the strength of respondents’ perceptions. To strengthen construct validity, the survey

questions were mapped directly to the study’s six objectives as shown in Table 8.1.
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This ensured that every question served a clear purpose in answering the overarching

aims of the research.

Table 8.1: Mapping of Survey Questions to Research Objectives

Survey Question

Theme

Linked Objective(s)

Q1: Status (employee/expert)

Q2: Educational level

Q3: Efficiency of IPPIS

Q4: IPPIS provides trans-
parency
Q5:  IPPIS contributes to

ghost worker fraud

Q6: Government monitoring

mechanisms

Q7:  Corruption in payroll
management

Q8: Peer validation impor-
tance

Q9: Independent validators
(EFCC, judiciary)

Q10: Blockchain suitability
for payroll

Q11: Blockchain enhances

transparency

Classification of re-

spondents

Demographics

Effectiveness of pay-
roll system
Governance and ac-
countability

Fraud drivers

Oversight

Systemic corruption

Decentralised verifi-

cation

Multi-stakeholder

governance
Applicability of
blockchain
Transparency via
technology

Supports all objectives by dis-
tinguishing perceptions across
groups
Objective 1 — Perceptions
shaped by background
Objective 1 — Understand em-
ployee perceptions

Objective 1 — Perceptions of
IPPIS effectiveness

Objective 1 — IPPIS link to
fraud

Objective 2 — Fraud frame-
works (control mechanisms)
Objective 2 — Fraud theoreti-
cal analysis
Objective 3 — Developing
blockchain framework
Objective 4 — Defining stake-
holder roles
Objective 3 —  Develop
blockchain-based framework
Objective 3, Objective 6 —
Framework development and

evaluation
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Table 8.1 — continued from previous page

Survey Question

Theme

Linked Objective(s)

Q12: Blockchain improves se-

curity

Q13: Blockchain improves ef-

ficiency

Q14:

challenges
Q15:  Blockchain

employment integrity

Blockchain adoption

increases

Q16: Stakeholder collabora-
tion is necessary

Q17: Blockchain reduces sin-
gle point of failure

Q18: Feedback mechanism is
important

Q19: Trust in blockchain val-
idators

Blockchain reduces

Q20:

ghost worker fraud

Q21:

blockchain in government

Willingness to adopt

Security mechanisms

Performance im-

provement

Barriers to adoption

Integrity outcomes

Governance and col-

laboration

Decentralisation

Continuous improve-

ment

Trusted nodes

Fraud mitigation

Adoption feasibility

Objective 3, Objective 6 —

Framework robustness and
evaluation

Objective 3, Objective 6 —
Framework robustness and
evaluation

Objective 6 — Effectiveness
and recommendations
Objective 3, Objective 6 —

Framework impact and evalu-

ation
Objective 4 — Stakeholder
roles
Objective 3 — Blockchain

framework justification
Objective 4 — Stakeholder re-
sponsibilities

Objective 3, Objective 4 — Se-
curity and governance of DE-
IFP

Objective 5, Objective 6 —
Framework case study evalu-
ation and survey assessment
Objective 6 — Practical adop-

tion and assessment
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Table 8.1 — continued from previous page

Survey Question Theme Linked Objective(s)

Q22: Overall perception of Overall framework Objective 5, Objective 6 —
DEIFP framework evaluation Case study analysis and sur-

vey evaluation

By explicitly linking each survey item to the six research objectives, the survey de-
sign demonstrates internal coherence. For instance, questions Q3—Q7 primarily address
Objective 1 and 2, capturing employee perceptions of IPPIS and connecting these in-
sights to established fraud theories. Questions Q8-Q19 operationalise Objectives 3 and
4, focusing on the design, decentralisation, and governance of the proposed blockchain-
based DEIFP framework. Finally, Q20-Q22 provide direct input into Objectives 5
and 6, offering both case-based and perception-based evaluations of the framework’s
effectiveness and adoption feasibility. This structured mapping ensures that the survey

instrument directly supports the research’s overarching goals.

Recruitment of Participants

Participants were recruited through a combination of digital and direct outreach strate-
gies. The two groups of participants are federal government employees in Nigeria who
are currently working in ministries, departments, or agencies and are enrolled on the
IPPIS platform. The second are the blockchain experts with demonstrable experi-
ence in blockchain development, implementation, or research. For government em-
ployees, survey links were distributed primarily through WhatsApp groups commonly
used for departmental coordination and communication within ministries departments,
and agencies. This method enabled rapid distribution across a wide pool of potential
respondents. Additionally, direct phone calls were made to some government employ-
ees to encourage participation. For blockchain experts, recruitment was conducted by
reaching out to professional networks, referrals, and targeted calls to developers, and
researchers known to have expertise in blockchain systems. This dual strategy ensured

representation from both the operational stakeholders of IPPIS and technical experts
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in decentralised solutions.

Participants’ Briefing on DEIFP

To ensure that all participants could meaningfully respond to the survey, a struc-
tured briefing on the proposed DEIFP framework was provided prior to questionnaire
completion. This briefing was included within the Participant Information Sheet (PIS)
(see Appendix G), which stated the study’s purpose and background. The PIS also con-
tained a simplified description of the DEIFP framework, its purpose and the framework
components, highlighting its validator and decentralized structure. By embedding the
briefing directly in the PIS, participants were able to review and familiarise themselves
with the framework before responding. This was particularly important for government

employees who might have limited technical knowledge of blockchain.

Replicability and Response Rate

In order to improve replicability, detailed recruitment records and participation rates
were documented. Questionnaires were distributed and a total of 152 was obtained, out
of which 144 were valid. Among these, 136 respondents identified as federal government
employees and 8 as blockchain experts. The survey achieved adequate representation
from both categories, although government employees were significantly more numer-
ous, reflecting the public sector orientation of the study. The clear documentation of
sampling, inclusion criteria, and briefing procedures enhances the study’s replicability
and provides transparency for future researchers wishing to evaluate similar interven-

tions.

Inclusion of Supporting Documentation

To strengthen transparency and replicability, the following documents are now included
as appendices: the 2024 Ethics Application (see Appendix E), the 2024 Ethics Approval
Email (see Appendix F), the 2024 Participant Information Sheet Appendix G), and

the Consent Form (see Appendix H).
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8.2 Ethical consideration

The Department of Computer and Information Sciences approved the ethics application
of 2024 survey with the application ID of 2764 (see Appendix F). Participants were
told that their responses would be kept anonymous and used only for the purpose of
this research. The ethical integrity of the research process was maintained to ensure
that the results were credible, respectful and conducted in accordance with established

research ethics.

8.3 Methodological approach of pilot testing

The pilot study involved a purposive sample of respondents drawn from government
institutions and other researchers. Participants were selected based on they being
employed and enrolled on the IPPIS and while some on their experience with the
blockchain. The questionnaire was administered through the WhatsApp platform,
while few were personally distributed to colleagues in the department who are employ-
ees of Nigerian government, and responses were collected anonymously to reduce social
desirability bias. The pilot instrument included items grouped into thematic categories
aligned with the study’s conceptual framework, including, perceived effectiveness of
IPPIS, trust in system integrity, likelihood of fraud reduction etc. Respondents were
asked to rate each item using a 5-point Likert scale. In this study, the pilot test was
conducted to evaluate the clarity, consistency, and reliability of a 25-item questionnaire

designed for the exercise.

8.3.1 Reliability Analysis

This study used Cronbach’s alpha reliability coefficient “a. > 0.7” to measure the survey
questionnaire for internal reliability using SPSS. The idea is to determine internal
consistency of scale, and how consistent people respond to the questions. The results
are presented in 8.2. The pilot result in Table 8.2 shows that Cronbach’s alpha efficiency

of 0.711, which is an acceptable value because it is higher than the reference value of
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Table 8.2: Reliability Statistics for Pilot Test

Statistic Value

Cronbach’s Alpha  0.711
Number of Items 25

0.7 [163]. The result suggests that the items are reasonably correlated and measure a

coherent construct.

Conclusion Beyond overall reliability, item-level diagnostics were conducted to iden-
tify problematic items. Based on this, some items were reworded to improve clarity,
three questions were removed entirely due to redundancy and low item-total correla-
tion. Also, minor adjustments were made to the wording of technical terms to ensure
accessibility across respondent groups. The pilot study provided strong evidence for the
reliability and clarity of the instrument. The acceptable Cronbach’s Alpha score, com-
bined with item-level diagnostics and participant feedback, supports the instrument’s

readiness for full-scale deployment.

8.4 2024 Survey Confidence Interval Data Presentation
and Analysis

Below is the presentation and analysis of the Cls of 2024 survey, including the table
and the CI plot.

The summary Table 8.3 reveals varying degrees of confidence across survey items.
For instance: Q21 had a high mean (4.60) and a narrow error (£0.40), suggesting strong
consensus and high confidence that the sample reflects the population. In contrast,
Q4 and Q6 exhibited wider intervals (£2.69 and +2.78 respectively), indicating more
variability in responses and less certainty about population-level agreement. These
results imply that while the proposed framework is broadly supported and perceived
positively, opinions on the existing system are more divided, and thus less generalizable.
The confidence intervals provide empirical support for the external validity of the study.

Where intervals are narrow and centered around high means, we can reasonably infer
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Table 8.3: Summary of Confidence Interval Statistics for Survey Questions

Question = Mean Lower CI Upper CI Error (%)

Q1 1.06 1.00 2.00 0.94
Q2 4.21 3.00 5.00 1.06
Q3 2.40 1.00 5.00 2.60
Q4 2.31 1.00 5.00 2.69
Q5 3.07 1.00 5.00 1.93
Q6 2.22 1.00 5.00 2.78
Q7 4.00 2.00 5.00 1.00
Q8 3.94 3.00 5.00 1.06
Q9 4.22 2.00 5.00 0.78
Q10 4.01 2.00 5.00 0.99
Ql1 4.06 2.00 5.00 0.94
Q12 4.08 2.00 5.00 0.92
Q13 4.32 3.00 5.00 0.68
Q14 4.07 2.00 5.00 0.93
Q15 4.16 2.00 5.00 0.84
Q16 4.34 3.00 5.00 0.66
Q17 4.47 3.00 5.00 0.53
Q18 4.42 3.00 5.00 0.58
Q19 4.36 3.00 5.00 0.64
Q20 4.47 3.00 5.00 0.53
Q21 4.60 3.00 5.00 0.40
Q22 4.55 3.00 5.00 0.45

that similar perceptions would be observed in the wider population. Conversely, wider

intervals warrant caution in making broad claims.

8.5 Data presentation and analysis

The data collected were quantitative and were collected using the online Qualtrics
survey tool [121]. There were 152 responses to the questionnaire from government em-
ployees and blockchain experts. The government employees (n = 136, 94.4%) identified
as Federal Government Employees, while all blockchain experts (n = 8, 5.6%) identified
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Participants' Educational Level
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Figure 8.1: Participants’ Educational Level

as Blockchain Experts. These are the two categories that segmented participants into
distinct groups. Descriptive statistics were used to report the findings of the individual
question. Each question sought the perceptions of blockchain experts and government
employees regarding the efficiency of the IPPIS and the proposed DEIFP framework.
Below are the tables and bar charts for the questions with their corresponding expla-

nations. Table 8.4 and Figure 8.1 reveal distinct educational profiles between govern-

Table 8.4: Q2: What is your highest level of education?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Secondary 2 1.4% 0 0.0% 2 1.4%
Dip/HND 31 21.5% 0 0.0% 31 21.5%
Bachelor’s 58 40.3% 3 2.1% 61 42.4%
Master’s 32 22.2% 3 2.1% 35 24.3%
Doc (PhD) 13 9.0% 2 1.4% 15 10.4%
Total 136 94.4% 8 5.6% 144 100.0%

ment employees and blockchain experts. Among government employees (n = 136), the

majority hold a Bachelor’s degree (40.3%), followed by Master’s degrees (22.2%) and
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Diploma/HND qualifications (21.5%). A smaller proportion have attained Doctorate
degrees (9.0%), while only 1.4% reported Secondary Education as their highest qualifi-
cation. In contrast, blockchain experts (n = 8) show a more advanced academic profile:
62.5% hold postgraduate degrees (Master’s or Ph.D.), and the remaining 37.5% possess
Bachelor’s degrees. None reported lower-level qualifications. This distribution suggests
that blockchain experts tend to have higher academic attainment, likely reflecting the
technical and research-oriented nature of their field. Government employees, while also
well-educated, show a broader range of qualifications, consistent with the diversity of

roles within public service. Though small size for experts makes comparison limited.

Table 8.5: Q3: How would you rate the efficiency of the IPPIS in managing employment
records and payroll?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Very inefficient 35 24.3% 3 2.1% 38 26.4%
Inefficient 60 41.7% 0 0.0% 60 41.7%
Neutral 10 6.9% 2 1.4% 12 8.3%
Efficient 17 11.8% 2 1.4% 19 13.2%
Very efficient 14 9.7% 1 0.7% 15 10.4%
Total 136 94.4% 8 5.6% 144 100.0%

Table 8.5 and Figure 8.2 indicate that government employees overwhelmingly viewed
IPPIS as ineffective, with 41.7% rating it “inefficient” and 24.3% “very inefficient,”
compared to just 21.5% reporting it as efficient. Blockchain experts were less negative,
with 37.5% also judging it inefficient but an equal 37.5% expressing neutral or positive
views. This divergence can be explained by the fact that employees directly expe-
rience the administrative shortcomings and frustrations of the system, while experts
tend to evaluate it from a technical or conceptual standpoint, recognising potential
operational merits despite its implementation flaws. Table 8.6 and Figure 8.3 presents
respondents’ views on the transparency of IPPIS in the employment process. Among
government employees, a substantial majority (67.4%) expressed negative perceptions.
Only 20.1% indicated agreement, while 6.9% remained neutral. In contrast, blockchain

experts were less critical: although 37.5% strongly disagreed, half of the group (50%)
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How would you rate the efficiency of the IPPIS in managing employment records and payroll?
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Figure 8.2: How would you rate the efficiency of the IPPIS in managing employment
records and payroll?

Table 8.6: Q4: To what extent do you agree that IPPIS provides transparency in the
employment process?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Strongly disagree 42 29.2% 3 2.1% 45 31.3%
Disagree 55 38.2% 0 0.0% 55 38.2%
Neutral 10 6.9% 1 0.7% 11 7.6%
Agree 18 12.5% 3 2.1% 21 14.6%
Strongly agree 11 7.6% 1 0.7% 12 8.3%
Total 136 94.4% 8 5.6% 144 100.0%
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To what extent do you agree that IPPIS provides transparency in the employment process?
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Figure 8.3: To what extent do you agree that IPPIS provides transparency in the
employment process?

reported neutral or positive views. This divergence likely reflects differing perspectives,
that is government employees engage with IPPIS operationally, while experts assess its

conceptual design and potential. Looking at the information from Table 8.7 and Fig-

Table 8.7: Q5: To what extent do you agree that IPPIS contributes to the issue of
ghost worker fraud?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Strongly disagree 30 20.8% 0 0.0% 30 20.8%
Disagree 28 19.4% 2 1.4% 30 20.8%
Neutral 16 11.1% 3 2.1% 19 13.2%
Agree 30 20.8% 0 0.0% 30 20.8%
Strongly agree 32 22.2% 3 2.1% 35 24.3%
Total 136 94.4% 8 5.6% 144 100.0%

ure 8.4, both groups acknowledged the potential link between IPPIS and ghost worker
fraud, though with varying degrees of conviction. Among government employees, 43%

agreed or strongly agreed that IPPIS contributes to the issue, while 40.2% disagreed or
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To what extent do you agree that IPPIS contributes to the issue of ghost worker fraud?
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Figure 8.4: To what extent do you agree that IPPIS contributes to the issue of ghost
worker fraud?

strongly disagreed. A smaller segment (11.1%) remained neutral. Blockchain experts
showed a more critical stance, with 37.5% strongly agreeing and 25% remaining neu-

tral. Both groups expressed concerns about the effectiveness of IPPIS in preventing

Table 8.8: Q6: How effective do you think IPPIS is in preventing ghost worker fraud?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Very inefficient 48 33.3% 3 2.1% 51 35.4%
Inefficient 48 33.3% 1 0.7% 49 34.0%
Neutral 13 9.0% 1 0.7% 14 9.7%
Efficient 21 14.6% 1 0.7% 22 15.3%
Very efficient 6 4.2% 2 1.4% 8 5.6%
Total 136 94.4% 8 5.6% 144 100.0%

ghost worker fraud, though with differing intensities as shown in Table 8.8 and Fig-
ure 8.5. Among government employees, 66.6% rated the system as either inefficient or

very inefficient, while only 18.8% considered it efficient or very efficient. A small por-
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How effective do you think IPPIS is in preventing ghost worker fraud?
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Figure 8.5: How effective do you think IPPIS is in preventing ghost worker fraud?

tion (9.0%) remained neutral. Blockchain experts were less negative but still cautious:
37.5% rated IPPIS as very inefficient, and only 25% viewed it positively. The absence
of strong positive ratings among employees, contrasted with the more balanced but
limited optimism from experts, suggests a shared scepticism, rooted in operational ex-

perience for employees and technical evaluation for experts. Table 8.9 and Figure 8.6

Table 8.9: Q7: How important do you think that multiple agencies should verify and
validate every new employee?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Not important 0 0.0% 1 0.7% 1 0.7%
Somewhat important 33 23.1% 0 0.0% 33 23.1%
Neutral 6 4.2% 0 0.0% 6 4.2%
Important 28 19.6% 0 0.0% 28 19.6%
Very important 68 47.6% 7 4.9% 75 52.4%
Total 135 94.4% 8 5.6% 143 100.0%

indicate that respondents widely supported inter-agency coordination as a mechanism
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How important do you think that multiple agencies should verify and validate every new employee?
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Figure 8.6: How important do you think that multiple agencies should verify and
validate every new employee?
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to reduce ghost worker fraud. Among government employees, 90.3% rated coordina-
tion as somewhat important, important, or very important, with nearly half (47.6%)
selecting very important. Blockchain experts unanimously endorsed its importance,
with 87.5% rating it very important and none expressing neutrality or disagreement.
The slight presence of neutrality and lower ratings among employees suggests practical
reservations rooted in bureaucratic experience, while experts demonstrated clear con-

fidence in system-level integration as a solution. Table 8.10 and Figure 8.7 show

Table 8.10: Q8: How effective would real-time verification of new employee records be
in reducing ghost worker fraud?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total

Slightly effective 3 2.1% 0 0.0% 3 2.1%

Moderately effective 47 32.9% 1 0.7% 48 33.6%
Very effective 44 30.8% 2 1.4% 46 32.2%
Extremely effective 41 28.7% 5 3.5% 46 32.2%
Total 135 94.4% 8 5.6% 143 100.0%
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How effective would real-time verification of new employee records be in reducing ghost worker fraud?
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Figure 8.7: How effective would real-time verification of new employee records be in
reducing ghost worker fraud?

strong support for real-time verification of employee records as a strategy to reduce
ghost worker fraud. Among government employees, 92.4% rated the approach as mod-
erately effective to extremely effective, with 59.5% selecting very or extremely effective.
Blockchain experts unanimously endorsed its effectiveness, with 75% choosing the high-
est rating. The absence of negative responses among experts contrasts with the small
minority (2.1%) of employees who viewed the method as only slightly effective. This
reflects a shared belief in the value of strong verification process, with experts show-
ing greater confidence likely due to their familiarity with digital validation systems.

Looking at the information in Table 8.11 and Figure 8.8, both groups recognised the
value of decentralised data sharing in improving employment record accuracy. Among
government employees, 81.2% believed it would “improve somewhat” or “significantly
improve” accuracy, while experts unanimously endorsed improvement, with 75% opting
for significant gains. The absence of negative ratings among experts contrasts with the
small but notable scepticism among employees (13.3% reporting no change or decreased

accuracy). This indicates a shared optimism, but with stronger conviction among ex-
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Table 8.11: Q9: In your view, how would decentralised data sharing improve the
accuracy of employment information across many agencies?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Decrease accuracy 7 4.9% 0 0.0% 7 4.9%
No change 12 8.4% 0 0.0% 12 8.4%
Improve somewhat 65 45.5% 2 1.4% 67 46.9%
Significantly improve 51 35.7% 6 4.2% 57 39.9%
Total 135 94.4% 8 5.6% 143 100.0%

In your view, how would decentralised data sharing improve the accuracy of employment information across
many agencies?
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Figure 8.8: In your view, how would decentralised data sharing improve the accuracy
of employment information across many agencies?
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perts, reflecting their familiarity with decentralised technologies. Confidence levels in

Table 8.12: Q10: How confident are you that real-time verification would contribute in
preventing ghost worker fraud?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
Not at all confident 1 0.7% 0 0.0% 1 0.7%
Not confident 14 9.8% 1 0.7% 15 10.5%
Neutral 19 13.3% 1 0.7% 20 14.0%
Confident 51 35.7% 1 0.7% 52 36.4%
Very confident 50 35.0% 5 3.5% 55 38.5%
Total 135 94.4% 8 5.6% 143 100.0%

real-time verification were generally high as shown in Table 8.12 and Figure 8.9. Among
employees, 70.7% expressed confidence, with 35% reporting they were “very confident.”
Experts were even more decisive, with 62.5% selecting “very confident” compared to
just 12.5% who remained neutral or less. The data shows alignment on the promise of
real-time verification, but experts displayed stronger belief in its transformative effect,

likely due to greater exposure to technical solutions. Table 8.13 and Figure 8.10

Table 8.13: Q11: Do you think that coordination between agencies (e.g., IPPIS, CBN,
Ministries) would reduce fraudulent employment practices?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count % of Total
No, not at all 3 2.1% 0 0.0% 3 2.1%
Not sure 11 7.7% 1 0.7% 12 8.4%
Neutral 8 5.6% 0 0.0% 8 5.6%
Yes, to some extent 69 48.3% 2 1.4% 71 49.7%
Yes, significantly 44 30.8% 5 3.5% 49 34.3%
Total 135 94.4% 8 5.6% 143 100.0%

indicate that respondents widely supported inter-agency coordination as a mechanism
to reduce fraudulent practices. Nearly 80% of employees believed coordination would
reduce fraud to some extent or significantly, while all experts (100%) shared the same

view, with 62.5% rating the effect as significant. Neutrality and uncertainty were higher
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How confident are you that real-time verification would contribute in preventing ghost worker fraud?
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Figure 8.9: How confident are you that real-time verification would contribute in pre-
venting ghost worker fraud?

Do you think that coordination between agencies (e.g., IPPIS, CBN, Ministries) would reduce fraudulent
employment practices?
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Figure 8.10: Do you think that coordination between agencies (e.g., IPPIS, CBN,
Ministries) would reduce fraudulent employment practices?
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How confident are you that cooperation amongst agencies will lessen the likelihood of ghost worker fraud in your
organisation?
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Figure 8.11: How confident are you that cooperation amongst agencies will lessen the
likelihood of ghost worker fraud in your organisation?

among employees, pointing to reservations grounded in their experience of bureaucratic
inefficiencies. Experts, however, demonstrated confidence in coordination, underscoring

the importance of system-level integration. Both groups expressed strong confidence

Table 8.14: Q12: How confident are you that cooperation amongst agencies will lessen
the likelihood of ghost worker fraud in your organisation?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
Not at all confident 1 0.7% 1 0.7% 2 (1.4%)
Not confident 5 3.5% 0 0.0% 5 (3.5%)
Neutral 15 10.5% 0 0.0% 15 (10.5%)
Confident 78 54.5% 1 0.7% 79 (55.2%)
Very confident 36 25.2% 6 4.2% 42 (29.4%)
Total 135 94.4% 8 5.6% 143 (100%)

that cooperation among agencies would reduce ghost worker fraud from Table 8.14
and Figure 8.11. For employees, 79.7% were confident or very confident, with a ma-

jority favouring the “confident” option. Experts leaned more heavily towards “very
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confident” (75%), indicating deeper conviction. This difference suggests that while
employees acknowledge cooperation’s value, experts anticipate a stronger and more im-

mediate impact. Information in Table 8.15 and Figure 8.12 show that the importance

Table 8.15: Q13: How important is it to have robust access control to employee records
during the employment process?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
Not important 1 0.7% 0 0.0% 1 (0.7%)
Somewhat important 4 2.8% 0 0.0% 4 (2.8%)
Neutral 12 8.4% 0 0.0% 12 (8.4%)
Important 57 39.9% 0 0.0% 57 (39.9%)
Very important 61 42.7% 8 5.6% 69 (48.3%)
Total 135 94.4% 8 5.6% 143 (100%)

of access control received overwhelming support. Among employees, 82.6% rated it as
important or very important, while experts unanimously agreed, with 100% selecting
“very important.” This near-consensus reflects a shared recognition that robust access
controls are essential safeguards against internal manipulation of employment records.

The stronger response from experts suggests a heightened awareness of cyber risks.

Table 8.16: Q14: How important do you believe that restricting access of employee
records to authorised staff alone will help to lower internal fraud risks?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
Not important 2 1.4% 0 0.0% 2 (1.4%)
Somewhat important 11 7.7% 0 0.0% 11 (7.7%)
Neutral 13 9.1% 2 1.4% 15 (10.5%)
Important 61 42.7% 1 0.7% 62 (43.4%)
Very important 48 33.6% 5 3.5% 53 (37.1%)
Total 135 94.4% 8 5.6% 143 (100%)

Restricting access to authorised personnel was also seen as critical as shown in Ta-
ble 8.16 and Figure 8.13. Among employees, 76.3% considered it important or very

important, while experts were slightly more emphatic, with 75% choosing “very impor-
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How important it is to have robust access control to employee records during the employment process?
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Figure 8.12: How important is it to have robust access control to employee records
during the employment process?

Governement Employees Blockchain Experts

How important do you believe that restricting access of employee records to authorised staff alone will help
lower internal fraud risks?
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Figure 8.13: How important do you believe that restricting access of employee records
to authorised staff alone will help to lower internal fraud risks?
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tant.” Notably, employees displayed slightly higher neutrality and scepticism (18.2%
combined), while experts demonstrated minimal hesitation. These results reinforce the

principle of access minimisation as a shared priority for fraud prevention. Table 8.17

Table 8.17: Q15: How confident are you that improved access restrictions will minimise
ghost worker fraud?

Government Employees Blockchain Experts Total

Count % of Total ~ Count % of Total Count (% of Total)
Not at all confident 1 0.7% 1 0.7% 2 (1.4%)
Not confident 6 4.2% 1 0.7% 7 (4.9%)
Neutral 12 8.4% 1 0.7% 13 (9.1%)
Confident 64 44.8% 1 0.7% 65 (45.5%)
Very confident 52 36.4% 4 2.8% 56 (39.2%)
Total 135 94.4% 8 5.6% 143 (100%)

and Figure 8.14 reveal that confidence in access restrictions as a fraud mitigation tool
was strong across groups. Among employees, 81.2% were confident or very confident,
while experts showed less consensus, with responses split across the spectrum but a
majority (62.5%) still selecting “very confident.” The divergence may reflect employ-
ees’ practical experience with weak enforcement, while experts project confidence in

technological enforcement mechanisms. Feedback systems for reporting inconsisten-

Table 8.18: Q16: Would having a feedback mechanism for reporting inconsistencies in
employee records assist discover ghost workers earlier?

Government Employees Blockchain Experts Total
Count % of Total Count % of Total Count (% of Total)
No, not at all 1 0.7% 0 0.0% 1 (0.7%)
Not sure 4 2.8% 0 0.0% 4 (2.8%)
Neutral 6 4.2% 0 0.0% 6 (4.2%)
Yes, to some extent 64 44.8% 3 2.1% 67 (46.9%)
Yes, significantly 60 42.0% 5 3.5% 65 (45.5%)
Total 135 94.4% 8 5.6% 143 (100%)

cies attracted strong approval from Table 8.18 and Figure 8.15. Among employees,

86.8% agreed it would help identify ghost workers, with responses evenly split between
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How confident are you that improved access restrictions will minimise ghost worker fraud?
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Figure 8.14: How confident are you that improved access restrictions will minimise
ghost worker fraud?

Would having a feedback mechanism for reporting inconsistencies in employee records assist discover ghost
workers earlier?
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Figure 8.15: Would having a feedback mechanism for reporting inconsistencies in em-
ployee records assist discover ghost workers earlier?
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Figure 8.16: How important is it to give staff members and other interested parties a
means of reporting unethical employment policies?

“to some extent” and “significantly.” Experts unanimously agreed, with 62.5% strongly

2

favouring the “significant” option. This convergence highlights the importance of par-

ticipatory monitoring tools in strengthening institutional integrity. = In Table 8.19

Table 8.19: Q17: How important is it to give staff members and other interested parties
a means of reporting unethical employment policies?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
Somewhat important 4 2.8% 1 0.7% 5 (3.5%)
Neutral 6 4.2% 0 0.0% 6 (4.2%)
Important 49 34.3% 0 0.0% 49 (34.3%)
Very important 76 53.1% 7 4.9% 83 (58.0%)
Total 135 94.4% 8 5.6% 143 (100%)

and Figure 8.16, support for reporting channels on unethical practices was overwhelm-
ing. Among employees, 87.4% rated them important or very important, with over half
choosing the strongest rating. Experts again displayed agreement, with 87.5% selecting
“very important.” This indicates strong consensus across groups that ethical oversight

mechanisms are indispensable for safeguarding integrity. = The respondents showed
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Table 8.20: Q18: If a feedback system were in place, how likely would staff members
or stakeholders disclose irregularities in the system?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
Very unlikely 1 0.7% 0 0.0% 1 (0.7%)
Unlikely 3 2.1% 0 0.0% 3 (2.1%)
Neutral 8 5.6% 0 0.0% 8 (5.6%)
Likely 53 37.1% 1 0.7% 54 (37.8%)
Very likely 70 49.0% 7 4.9% 77 (53.8%)
Total 135 94.4% 8 5.6% 143 (100%)

If a feedback system were in place, how likely would you think staff members or stakeholders disclose
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Figure 8.17: If a feedback system were in place, how likely would staff members or
stakeholders disclose irregularities in the system?
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Would you consider a reward system (e.g., for reporting fraud) helpful in motivating reporting of ghost worker
frai
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Figure 8.18: Would you consider a reward system (e.g., for reporting fraud) helpful in

motivating reporting of ghost worker fraud?

a high willingness to use feedback systems to disclose irregularities as shown in Ta-

ble 8.20 and Figure 8.17. Among employees, 86.1% reported being likely or very likely

to report, with 49% selecting “very likely.” Experts unanimously supported disclosure,

with 87.5% strongly affirming likelihood. This demonstrates a broad acceptance of

feedback channels as effective instruments for accountability. Considering Table 8.21

Table 8.21: Q19: Would you consider a reward system (e.g., for reporting fraud) helpful

in motivating reporting of ghost worker fraud?

Government Employees Blockchain Experts Total
Count % of Total Count % of Total Count (% of Total)
Not sure 3 2.1% 0 0.0% 3 (2.1%)
No, not helpful 3 2.1% 0 0.0% 3 (2.1%)
Neutral 7 4.9% 0 0.0% 7 (4.9%)
Yes, somewhat helpful 56 39.2% 0 0.0% 56 (39.2%)
Yes, very helpful 66 46.2% 8 5.6% 74 (51.7%)
Total 135 94.4% 8 5.6% 143 (100%)

and Figure 8.18, among employees, 85.4% rated them somewhat or very helpful, with
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How likely do you think that the proposed distributed validation framework will decrease ghost worker fraud in
the system overall?
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Figure 8.19: How likely do you think that the proposed distributed validation frame-
work will decrease ghost worker fraud overall?

the strongest support for “very helpful” (48.9%). Experts were unanimous, with 100%
affirming helpfulness and all selecting the strongest category. This result suggests a con-

vergence on incentives as a critical enabler of whistleblowing and fraud detection. The

Table 8.22: Q20: How likely do you think that the proposed distributed validation
framework will decrease ghost worker fraud overall?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
Very unlikely 1 0.7% 0 0.0% 1 (0.7%)
Unlikely 1 0.7% 0 0.0% 1 (0.7%)
Neutral 8 5.6% 0 0.0% 8 (5.6%)
Likely 49 34.3% 4 2.8% 53 (37.1%)
Very likely 76 53.1% 4 2.8% 80 (55.9%)
Total 135 94.4% 8 5.6% 143 (100%)

proposed distributed validation framework was received with strong optimism. Among
government employees in Table 8.22 and as shown on Figure 8.19, 87.4% believed it

would likely or very likely reduce ghost worker fraud, while experts again unanimously
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Table 8.23: Q21: How likely do you believe the proposed approach will improve public
sector general integrity of employment processes?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
Unlikely 1 0.7% 0 0.0% 1 (0.7%)
Neutral 6 4.2% 0 0.0% 6 (4.2%)
Likely 40 28.0% 2 1.4% 42 (29.4%)
Very likely 88 61.5% 6 4.2% 94 (65.7%)
Total 135 94.4% 8 5.6% 143 (100%)

Table 8.24: Q22: In your perspective, how will implementing the proposed framework
affect the effectiveness of the system’s employment verification processes?

Government Employees Blockchain Experts Total

Count % of Total Count % of Total Count (% of Total)
No change 7 4.9% 0 0.0% 7 (4.9%)
Improve somewhat 48 33.6% 2 1.4% 50 (35.0%)
Significantly improve 80 55.9% 6 4.2% 86 (60.1%)
Total 135 94.4% 8 5.6% 143 (100.0%)

agreed, evenly split between “likely” and “very likely.” Neutrality and scepticism were
minimal, underscoring broad belief in the framework’s potential. In Table 8.23 and Fig-
ure 8.20, respondents widely agreed that the framework would strengthen integrity in
employment processes. Among employees, 89.5% expected improvements, with 61.5%
“very likely.” Experts mirrored this optimism, with 75% anticipating integrity gains.
This alignment underscores cross-group recognition of the framework’s systemic value.

Table 8.24 and Figure 8.20 illustrate broad support for the proposed framework aimed
at enhancing employment verification processes. Among government employees, 89.5%
viewed the framework as moderately to highly effective, with 55.9% selecting “Sig-
nificantly improve.” This indicates strong institutional confidence in the framework’s
potential to curb inefficiencies or fraud. On the other hand, blockchain experts showed
unanimous support, with 100% indicating improvement and 75% selecting the highest
rating. The absence of negative responses among experts contrasts with the 4.9% of

government employees who anticipated no change. This disparity suggests that experts,
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Figure 8.20: How likely do you believe the proposed approach will improve public sector
general integrity of employment processes?

In your perspective, how will implementing the proposed framework affect the effectiveness of the system's
employment verification processes?
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Figure 8.21: In your perspective, how will implementing the proposed framework affect
the effectiveness of the system’s employment verification processes?
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likely due to their deeper understanding of digital systems, have greater confidence in
the framework’s transformative potential. Overall, 95.1% of all respondents expect the
framework to improve effectiveness, reinforcing a shared belief in its value, with experts

showing slightly stronger conviction.

8.5.1 Analysis of 2024 Survey Findings

To begin with, the demographic profile of respondents revealed that the majority were
federal government employees (94.4%), while blockchain experts constituted only 5.6%.
This distribution aligns with the study’s focus on public sector employment integrity,
where government employees are the primary stakeholders. The limited number of
blockchain experts reflects the niche but expanding community of blockchain profes-
sionals in Nigeria, consistent with recent assessments of the country’s digital talent
landscape [193]. In the same vein, educationally, the sample was highly qualified: 42.4%
held Bachelor’s degrees, 24.3% Master’s, and 10.4% PhDs. This suggests that respon-
dents were well-equipped to understand employment process, integrity challenges, and
to some extent, the conceptual blockchain framework proposed. Compared to earlier
studies on civil service capacity [36] [27], these findings indicate a gradual upskilling of
Nigeria’s public workforce. However, this strong educational profile may introduce a
bias toward technically literate staff, potentially underrepresenting the views of lower-
level employees who are more vulnerable to fraud-driven exploitation [295]. Secondly,
in terms of how IPPIS is generally perceived from the survey, respondents expressed
widespread dissatisfaction with the IPPIS ( see Figure 8.2, Figure 8.3, Figure 8.4,
and Figure 8.5. This reflects a deep lack of trust in IPPIS’s ability to address em-
ployment fraud. As daily users, employees are well-positioned to identify operational
flaws that may be invisible at the policy level. Studies [50] [20] confirm that cen-
tralized payroll systems like IPPIS often create opportunities for manipulation and
fail to deliver expected efficiency gains. On the other hand, blockchain experts offered
more mixed assessments, rating IPPIS inefficient and an equal proportion finding it effi-
cient. This divergence suggests that technical observers may view IPPIS as a functional

centralized database, while employees experience its vulnerabilities firsthand. This dis-
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crepancy strengthens the rationale for developing decentralized system to close insider
manipulation loopholes while maintaining technical auditability [56]. Again, from the
survey result, a significant majority of respondents acknowledged that ghost worker
fraud remains prevalent despite IPPIS. Government employees reported awareness of
practices. Blockchain experts, though less directly exposed, agreed that centralized sys-
tems like IPPIS are inherently vulnerable to insider fraud. Their perspective reinforces
the need for architectural reform rather than incremental fixes. The consensus across
both groups suggests that ghost worker fraud persists due to structural weaknesses in
centralization and inadequate validation protocols [319] [247]. In terms of participants’
perceptions on validation mechanisms which is one of the study’s core contributions, re-
spondents strongly supported multi-stakeholder verification (see Figure 8.6, Figure 8.10,
and Figure 8.11) , favouring that multiple agencies approve new employee entries. This
contrasts sharply with IPPIS, where a single HR officer can activate payroll status
which is a major vulnerability [247]. Government employees perceived the current
IPPIS validation as not sufficiently strong to curtail employment fraud. Blockchain
experts emphasized that consensus mechanisms provide cryptographic assurance that
fraudulent entries cannot be finalized without majority agreement [56]. This conver-
gence suggests that decentralized validation is both practically desired and technically
feasible. Finally, with regards to perceived effectiveness of the proposed framework,
most respondents expressed optimism about its potential to address employment fraud
in Nigeria (see Figure 8.19, Figure 8.20, and Figure 8.21). The respondents agreed that
DEIFP would likely reduce insider manipulation by removing single points of control,
and enhance transparency by making employment records verifiable across agencies.
This aligns with Christidis and Devetsikiotis who highlight blockchain’s potential to
automate trust in multi-stakeholder contexts [92]. However, a minor concerns should
not be ignored, specifically how validators would be selected, monitored, and prevented
from colluding. This signals the need for future refinements in validator governance

models.
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8.6 Conclusion

Both government employees and blockchain experts generally supported the proposed
framework, particularly its ability to eliminate ghost worker fraud and promote trans-
parency in the employment process. Blockchain experts, on the other hand, constantly
showed greater confidence in the proposed framework, especially regarding the impor-
tance of decentralized solutions, strong verification process, and the role of feedback
mechanisms in ensuring data accuracy. In contrast, government employees were more
sceptical of the current IPPIS system, particularly its effectiveness and transparency.
Their concerns regarding its capacity to resolve issues such as ghost worker fraud and
enhance employment verification processes. The DEIFP framework is perceived to have
great potential in tackling the problems identified with the present IPPIS system. Its
decentralized approach, real-time validation, and feedback mechanisms propose a solu-
tion for the problems of data transparency and fraud detection. Given the framework’s
strong reception by both groups, future development and implementation of DEIFP
could result in significant changes in public sector employment procedures, boosting

both integrity and operational efficiency.
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Discussion of findings

Ghost worker fraud remains a widespread challenge across developing countries’ pub-
lic sectors [252] [247] [377] [15] [239]. Prior studies ([247] [124] [292]) have revealed
how centralized systems like the IPPIS are susceptible to manipulation due to limited
oversight, access control issues, and insufficient audit trails. Blockchain has been in-
creasingly proposed as a remedy for such issues. Christidis and Devetsikiotis and Zheng
et al. argue that distributed ledger technologies can improve accountability, eliminate
central points of failure, and enhance data verifiability [92] [444]. This thesis, building
on that foundation, evaluates the DEIFP framework as a blockchain-based architecture
for curbing ghost worker fraud in Nigeria. The quantitative results of the 2024 sur-
vey and the case study evaluation are discussed in this chapter. The two main study
themes: (1) the ineffectiveness of IPPIS in reducing ghost worker fraud and (2) the
potential effectiveness of the DEIFP framework in addressing the identified systemic

weaknesses.

9.1 Evaluation of the DEIFP framework

The DEIFP framework received strong support from respondents in the 2024 survey.
Its three major features; decentralized validation, verification, and multi-stakeholder
collaboration were seen as key improvements over IPPIS. Participants valued the fact
that the DEIFP removes sole authority from a single managing body and involves in-
stitutions like the CBN, the Office of the Auditor General, and other stakeholders as
validators. This supports findings from Pothuri, who emphasized decentralized consen-
sus mechanisms combined with can effectively detect fraud in distributed systems [313],

also Goel and Saunoris argued that decentralization of government functions, including
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government employment process, can reduce shadow economy prevalence, with physi-
cal decentralization being particularly effective against widespread irregular activities
[152]. The DEIFP framework was proposed as a solution to IPPIS’s challenges. Em-
ployees in the 2024 study generally supported the concept of decentralized validation
in employment management. The benefits of the DEIFP framework as revealed by the
2024 survey respondents are discussed in this part. First, the distributed data-sharing
approach of the DEIFP framework was among its main components that survey par-
ticipants most valued. DEIFP would include multiple stakeholders in the validation
process, including government agencies and regulatory bodies. This is unlike IPPIS,
which is centralized and under management by one body. In the proposed DEIFP
framework, there is no single entity as a sole authority over employment data; this
method greatly lowers the possibility of fraud. This decentralized strategy improves
accountability and transparency. Secondly, another main advantage of the proposed
DEIFP system was its supposed ability to check and verify employee information before
final approval.

In addition, respondents evaluated the DEIFP framework’s emphasis on collabora-
tion among multiple stakeholders positively. This multi-stakeholder strategy guarantees
that data of employees is vetted on several platforms, thereby making it far more diffi-
cult for fraudulent employees to go unnoticed or be misrepresented. With all of this, the
survey indicates that by addressing the basic flaws of IPPIS, the DEIFP framework has
great potential to enhance the integrity of the employment process and reduce ghost

worker fraud.

9.1.1 Case study analysis

The case studies examined in this study show the systematic flaws in current payroll and
employment systems where fraudsters took advantage of their deficiencies, including
poor access control and insufficient monitoring. These defects let ghost workers be
included into payrolls, therefore causing large financial losses. As stated in Chapter
7, a system having DEIFP features could have avoided these fraudulent activities by

guaranteeing that employment and payroll record were always verified by different

217



Chapter 9. Discussion of findings

parties before approval.

Lack of verification and appropriate data validation among agencies gave criminals
chances to alter payroll systems without detection. Verification and cross-agency co-
operation of the DEIFP framework would have found disparities in personnel records
as soon as they were entered, therefore preventing the processing of fraudulent inputs.
This distributed approach would have made it significantly more difficult for someone
to take advantage of system flaws without being discovered. Furthermore, as discussed
in 7, poor internal controls and inadequate verification methods let fraud continue in
various different forms. These examples underscore the limitations of IPPIS, consis-
tent with O. Samuel and Augustine [351]. By incorporating several stakeholders in
the validation process, the DEIFP framework could solve these problems and ensure

transparency.

9.1.2 Link between IPPIS perception and the DEIFP framework

The data from both the quantitative and qualitative surveys suggest a strong link
between dissatisfaction with IPPIS and support for the DEIFP framework. Employees
who voiced dissatisfaction with IPPIS’ inefficiencies saw the DEIFP as a potential
solution to these issues.

It was observed that those who felt that IPPIS was ineffective in addressing ghost
worker fraud who were not satisfied were more likely to support the DEIFP approach.
Employees’ inclination for more transparency and accountability in the payroll and
employment system led them to support a distributed solution whereby several inde-
pendent validators verify employment data. This reflects findings of Druschel, where
distributed accountability increases system credibility [119]. Also, respondents who
considered IPPIS as a failing solution were more hopeful about the possibility of DE-
IFP to offer a more efficient framework for stopping fraud. This confidence was mostly
due to the DEIFP’s proposed capacity to incorporate many layers of verification and
control, making it more resistant to fraud.

The link between employee dissatisfaction with IPPIS and support for DEIFP em-

phasizes the critical need for reform in public sector payroll and employment systems.
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It emphasizes that IPPIS’s failure to meet expectations has produced a conducive en-

vironment to other alternatives.

9.1.3 Divergence in Perceptions: Blockchain Experts vs. Government

Employees

An interesting pattern emerged in the 2024 survey analysis. The survey results clearly
indicate this divergence, however, the underlying reasons were not directly examined
in this study and therefore can only be interpreted cautiously. Several possible expla-

nations may be considered:

1. Limited insider experience: Some experts not working within Nigeria’s public

sector may lack direct exposure to IPPIS’s limitations.

2. Technical optimism bias: Experts may have evaluated IPPIS based on its inten-

tion, not its operational flaws.

3. Misunderstanding IPPIS’s scope: Some may conflate it with broader digital ini-

tiatives.

4. Employee frustrations: Daily users experience operational delays, errors, and

inefficiencies that inform their skepticism.

These interpretations remain speculative and highlight the importance of incorporating

user-centered evaluation when assessing digital public-sector systems.

9.2 Limitations of the Study

This study has several limitations:

1. Survey design used the same questions for two very different participant groups.
Government employees may lack technical blockchain expertise, while blockchain
experts may not fully grasp IPPIS operational dynamics. While this approach
enabled comparative analysis across groups, it may have limited the depth of

insight obtainable from each category. A more tailored instrument for each group
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could have captured technical depth from experts and operational shade from

employees more effectively.

2. Even though DEIFP framework was clearly explained before answering the ques-
tions, but comprehension levels varied, particularly among non-technical partic-
ipants. Variations in comprehension may have influenced how certain questions
were interpreted, potentially affecting response consistency. Although explana-
tory materials were provided, alternative methods such as follow-up interviews or

interactive workshops could have enhanced understanding.

3. 2021 survey results were not used directly in DEIFP design, which could have
enriched the design if applied earlier. The temporal separation between the 2021
findings and the framework development meant that some early insights were not
systematically embedded into the initial design phase. Integrating these findings
earlier may have strengthened certain structural or governance components of the

framework.

4. No working prototype was implemented. The DEIFP framework was evaluated
conceptually through surveys and case studies but not tested in a live operational
environment. This limits empirical validation of functionality, performance, us-
ability, and integration challenges that might emerge during actual deployment.
Even though conceptual and case-based evaluation provided theoretical and con-

textual validation, it does not substitute for real-world system testing.

These constraints will guide future refinement or implementation of the framework.

9.3 Conclusion

This chapter has provided an examination of the results from qualitative case stud-
ies as well as quantitative surveys. The DEIFP framework was strongly supported
by survey participants as a viable alternative. Its distributed architecture, validation
tools, and emphasis on stakeholder cooperation combine to provide a possible solu-

tion for the IPPIS issues. The DEIFP structure is seen to have considerable potential
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to greatly reduce fraud and boost government employment and payroll system trans-
parency. Dissatisfaction with IPPIS has created an opportunity to consider DEIFP as
an alternate framework. Staff members who strongly supported distributed validation
are looking for a more transparent, safe, and collaborative employment and payroll
handling system. Lastly, while IPPIS has been a great development, it is clear that
the persistent difficulties of ghost worker fraud necessitate a shift to a more distributed

and collaborative system, such as DEIFP.
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Future work

The potential for significant improvements in this research is substantial and spans nu-
merous dimensions, depending on time, funding availability, stakeholder engagement,
and technological evolution. Some improvements can be achieved through incremental
adjustments to the underlying structure, while others may require entirely novel imple-
mentations and inter-agency coordination. This chapter outlines strategic directions for
advancing the DEIFP framework, with emphasis on practical extensions, integration
of intelligent systems, scalability and interoperability considerations, and regulatory

alignment. The suggestions are grounded in real-world use cases and existing research.

10.1 Direct extensions

One of the most pressing areas for future research is the real-world implementation
of the proposed DEIFP framework within selected government institutions. The de-
ployment would allow a comprehensive assessment of operational efficiency, scalability,
resilience, and fraud-reduction potential under real administrative conditions. Key

actions include:

1. Pilot implementation in public institutions: This phase should include testbeds
in select ministries or government agencies, evaluating metrics such as validator

performance, transaction throughput, and fraud detection rate.

2. Training and capacity-building: Developing training programs for HR officers, IT
administrators, and compliance teams to ensure the secure and effective operation

of the DEIFP system.

3. Validator network expansion: Including additional entities like anti-corruption
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agencies, the judiciary, and unions can decentralize verification, boosting system

credibility and reducing risks of collusion.

4. Dashboards for transparency: Developing role-based access dashboards for audi-
tors, managers, and observers could enhance usability and allow near real-time

insights into hiring and payroll activity.

5. Integration of machine learning (ML): Incorporating ML for fraud detection is a
critical next step. For instance, anomaly detection models like Isolation Forests or
Autoencoders can learn patterns of legitimate payroll behavior and flag deviations
for human review. ML has been successfully used in similar contexts such as

insurance fraud detection and financial fraud analytics.

10.2 New approaches

Although the focus of this study has been the validation of new hires, future research
could broaden the application of the DEIFP framework to other components of public
sector human resource management, including performance evaluations and promotions
where Smart contracts could automate the linking of validated performance metrics to
promotion eligibility, increasing transparency and meritocracy. In addition, payroll
disbursement and leave management should be another new approach by integrating
bank APIs or CBDC systems (e.g., Nigeria’s eNaira) with the DEIFP could create a

traceable link between verified employment records and payments.

10.2.1 Interoperability and scalability

Scalability and interoperability are two key challenges in blockchain adoption. First, in-
teroperability which entails ensuring DEIFP can work with existing government systems
(e.g., NIMC, tax databases, pension registries) requires the use of standardized APIs
and data exchange protocols. Frameworks such as Hyperledger Cactus provide exam-
ples of cross-platform data sharing. Secondly, scalability enhancements, the ethereum-

based networks can face bottlenecks as the user base grows. Future work should explore

223



Chapter 10. Future work

Layer 2 solutions like rollups or sharding, as well as evaluating alternative consensus

mechanisms that offer higher throughput, such as HotStuff.

10.2.2 Policy and regulatory implications

For any blockchain deployment in government, legal and institutional alignment is vital.
First, policy co-creation, where researchers and technologists should co-develop regula-
tory sandboxes with agencies like the Federal Civil Service Commission (FCSC) and the
National Identity Management Commission (NIMC). Secondly, the legal frameworks
where legislative support is required to recognize blockchain-based digital signatures,
smart contracts, and data integrity proofs as legally binding under Nigerian law. And
lastly, the ethical governance, DEIFP must also embed privacy-by-design, data min-
imization, and redress mechanisms to align with national data protection regulations

(NDPR) and international standards like GDPR.

10.3 Conclusion

While the DEIFP framework shows promise in enhancing payroll integrity, fraud re-
sistance, and multi-agency collaboration, this chapter outlines how it can be further
improved and adapted to real-world constraints. Key directions include deployment
in live environments and training of stakeholders, enhancing analytics using machine
learning for anomaly detection, extending scope to cover the full HR lifecycle, address-
ing scalability and interoperability through blockchain-layer improvements, and align-
ing system design with evolving legal and policy landscapes. These areas will not only
improve the robustness of the framework but also lay the groundwork for sustainable

digital transformation in public service delivery.
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Conclusion

11.1 Summary of findings

This research has delved into the problem of ghost worker fraud within Nigeria’s public
sector and explored ways in which blockchain technology could address the weaknesses
in IPPIS. Through a combination of quantitative surveys, qualitative case studies, and
the development of the DEIFP framework, several key findings have been highlighted.

The following are some of the most important key findings from the research:

Ineffectiveness of IPPIS in preventing fraud: The research revealed that IPPIS,
despite its initial promise, has been largely ineffective in eliminating ghost worker fraud.
The system’s centralized structure, lack of strong verification, and weak cross-agency
collaboration have created significant vulnerabilities that fraudsters have exploited.
Both survey results and case studies underscored the persistence of these weaknesses,

which have allowed fraudulent activities to thrive within the system.

Potential of the DEIFP framework: The proposed DEIFP framework, based on
blockchain technology, offers a decentralized solution to combat these systemic prob-
lems. By incorporating strong verification mechanism, stakeholder collaboration, and
immutable data records, DEIFP could address some of the weaknesses of the IPPIS
regarding the employment process. The framework will ensure that no single entity
has exclusive control over payroll data, enhancing transparency, accountability, and

security.

Proposed use of IPFS for data integrity: The InterPlanetary File System (IPFS)

was proposed to be utilized in the research project in order to generate hash documents
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containing information about prospective employees. This was done in order to ensure
full data integrity. Whenever the Head of Service (HoS) enters the information about an
employee, for instance, IPFS generates a unique hash that represents the information.
This hash is then used as a reference for validation, which ensures that the data will

remain consistent and unchangeable during the entire process.

Enhanced security and transparency: The immutable ledger of the blockchain
provides a secure and transparent record of all transactions, which contributes to the
blockchain’s overall security and transparency. Within the scope of the study, the in-
formation of each validated employee will be recorded on the blockchain, where stake-
holders will have the same records. This will result in the creation of a history that
will be both auditable and immutable, allowing other parties such as auditors, police,

the judiciary, and the EFCC to examine.

11.2 Practical implications

The results of this study will have practical implications for the Nigerian public sector
as well as for other governments that are confronted with issues in employment and
payroll administration that are similar to those in Nigeria. The DEIFP framework
has the potential to transform the way government payroll systems are operated by
bringing transparency, accountability, and security. The following are the key practical

implications:

Improved employment verification processes: Because of the decentralized na-
ture of the DEIFP system, it is guaranteed that no single entity will have complete
control over the data regarding payroll and employment. The participation of a num-
ber of different stakeholders in the validation process minimizes the likelihood that
fraudulent individuals will be able to falsify records. The integrity of the employment
system as a whole will be improved, as well as the level of transparency, from this

method.
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Reduction of fraud and increased transparency: Blockchain technology, as the
backbone of the DEIFP system, creates an immutable record of transactions, making
it harder for unauthorized modifications to get through. This transparency not only
enhances accountability but also serves as a deterrent to fraudsters, as they are aware

that any fraudulent activity will be observable and traceable.

Policy and regulatory change: A collaborative effort between policymakers and
regulatory authorities would be required in order to guarantee that the DEIFP frame-
work is implemented in a manner that is in accordance with the laws and regulations
that are now in place. As part of this process, employment legislation may need to be
updated, new policies may need to be implemented, and a legal framework supporting

blockchain-based payroll systems may need to be established.

Capacity building and institutional support: Government institutions must sig-
nificantly increase their capability in order to execute the DEIFP framework in practice.
This includes teaching staff how to use the system and providing continuing support to
ensure that it functions properly if implemented. The system will need to be managed

and monitored by a specialized team after it is deployed.

11.3 Contributions to knowledge

This research has made significant contributions to the study of fraud prevention in
public sector payroll and employment systems. It proposes the DEIFP framework as
a novel solution to ghost worker fraud and highlights its potential application in other
sectors facing similar challenges. Some of its significant contributions to the body of

knowledge include:

Development of the DEIFP Framework: The primary contribution of this study
lies in the design and development of the DEIFP framework. This framework could re-
duce the risk of fraud and increase transparency in the employment process by enabling

decentralized data validation. By decentralizing the validation of employment data, the
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DEIFP framework will ensure that no single entity has control over the process, thus
reducing opportunities for fraud. The decentralized nature of the framework also fos-
ters greater accountability, as multiple independent agencies could confirm employment
records. These evaluations highlight how the framework could transform employment

verification and significantly reduce the risk of ghost worker fraud.

Blockchain-Driven framework for public sector: The dissertation introduces a
blockchain-based framework for decentralized validation of employment records. While
blockchain has been widely discussed in financial systems, its application in public
sector employment systems remains underexplored [344]. By adopting Ethereum Besu,
this research introduces an innovative way to decentralize data validation, ensuring
greater security and accuracy in the employment records management process. This
approach not only reduces the risk of fraudulent activities like ghost worker fraud but
also enhances the trustworthiness of the entire employment system. This is the first
application of Ethereum Besu for public sector employment systems, showcasing its

potential for improving both transparency and efficiency in public service management.

Advancing Blockchain Adoption in the Public Sector: This research con-
tributes to the growing body of work advocating for blockchain adoption in the gover-
nance sector. By demonstrating the potential of blockchain to enhance transparency
and reduce fraud particularly in employment verification, this study advances the un-
derstanding and application of blockchain technology in public administration. Blockchain
has the ability to provide immutable records that cannot be altered or tampered with,
offering a higher level of security than traditional systems. Furthermore, blockchain
could provide practical verification process and cross-agency collaboration, which are
key in mitigating the problem of ghost workers. This study demonstrates how blockchain
technology could provide a secure and efficient solution to the challenges facing the pub-

lic sector.

Interdisciplinary Approach: My research integrates insights from information sys-

tems, blockchain technology, public administration, and fraud prevention, offering a
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comprehensive approach to tackling ghost worker fraud. By combining expertise from
multiple fields, the DEIFP framework provides a holistic solution that addresses the
technological, administrative, and ethical aspects of fraud prevention. This interdis-
ciplinary approach ensures that the framework is not only technically sound but also

practical for implementation within public sector organizations.

Framework for broader applications: The approaches in this research could be
applied to broader applications or other businesses that require verification processes
that are both secure and transparent. The applicability of blockchain technology to
data integrity and trust-based situations makes this extension possible. For instance,
similar blockchain frameworks could guarantee product authenticity in supply chain
management by offering an immutable record of the product’s journey from manufac-
turer to consumer [67]. This has the potential to reduce instances of counterfeiting and
increase confidence among multiple parties.

In a similar vein, blockchain technology has the potential to play a significant part in
the prevention of fraud in the financial sector by guaranteeing that transaction records
are both transparent and tamper-proof. Blockchain technology has already advanced
significantly in several sectors, according to research. For instance, Provenance, a firm
that uses blockchain technology to increase transparency of its supply chain, has suc-
cessfully established a system that monitors the histories and origins of products [381].
In addition, the Quorum blockchain that is used by JPMorgan Chase has proved the
potential of blockchain technology to improve the security and effectiveness of finan-
cial transactions [373]. These blockchain frameworks could be adopted and customized
by other businesses to suit their unique requirements, hence facilitating wider appli-
cations and innovations across several sectors. This could be achieved by utilizing the

technologies and insights acquired from this study.

11.4 Recommendation

Based on the findings and analysis reported in this research, the following recommen-

dations are offered:
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Implementation of pilot projects: To validate the DEIFP framework’s effective-
ness, pilot initiatives must be implemented immediately within chosen government
entities. These pilot studies will give important information on how the framework
functions in real-world contexts, as well as an opportunity to identify any implemen-
tation issues. This phase will further enhance the framework to more effectively meet

the practical requirements of many government departments.

Collaboration with stakeholders: Encouraging collaboration among diverse stake-
holders, including governmental entities, regulatory authorities, and blockchain experts
is recommended. This collaborative effort among multiple stakeholders will guarantee
that the framework is resilient, efficient, and in accordance with national and inter-
national standards. Consistent collaboration will guarantee that the framework stays

flexible and expandable as new challenges emerge.

Policy and regulatory alignment: The DEIFP framework must be developed to
adhere to legal and regulatory criteria. Future development must entail collaboration
with legislators and legal professionals to guarantee that blockchain-based systems align
with current legislation. This will promote a trusting atmosphere and make it easier

for blockchain to be widely used in public sector systems.

11.5 Conclusion

In conclusion, this research has successfully demonstrated the potential of blockchain
technology to address the issue of ghost worker fraud in Nigeria public sector employ-
ment systems. The DEIFP framework would provide a decentralized, transparent, and
secure alternative to traditional payroll and employment system inefficiencies, lower-
ing the risk of fraud and enhancing public fund management. However, successful
implementation of the DEIFP framework will necessitate dealing with legal and regu-
latory issues. Future research and real-world testing will be critical for improving the
system and achieving widespread adoption across government departments. The pro-

posed DEIFP could serve as a model for other industries or governments with similar
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centralized issues seeking to decrease fraud and improve transparency. The ultimate
goal is to establish a more transparent, secure, and efficient system for managing pub-
lic sector employment in Nigeria, ensuring that public resources are spent effectively
and that people have better confidence in the government’s competence to manage
public monies. Blockchain technology, through frameworks like DEIFP, would provide
a strong instrument for achieving these goals and paving the way for a new era of

governance.
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Title of research:
Improving Payroll Systems In Developing Countries Using Blockchain Technologies

Summary of research (short overview of the background and aims of this study):

Payroll management is an essential process for every organization with staff, as payment of staff should be accurate and timely (Singh et al., 2017). However, the
payment platforms in the developing countries are filled with grave defects such as accepting of ghost workers (fake employees), conflicting of salaries (where Mr. A
receives the salary of Mr. B) and centralization. In Nigeria, the Federal Government is currently using the defective (Aluko, 2020) Integrated Payroll and Personnel
Information System (IPPIS) as a payroll platform to pay its employees (Uzoh, 2020). This system violates university autonomy by removing the power to recruit com-
petent, local and foreign scholars as it is with global practice (Aluko, 2020).

Employments are completely shifted to the Office of the Accountant General of the Federation (AGF) which gives rise to Ghost Workers and lots of abnormalities
(Uzoh, 2020). This leads to serious negative impacts on government parastatals, educational institutions, economic and social growth (Bamigboye et al., 2016). The
aim of this study is to use blockchain capabilities to improve payroll system in developing countries. Analysis of existing literature will be presented. Case study re-
search methodology will be used for the investigation. Data will be collected from secondary and primary sources. Secondary data on the payroll system develop-
ment will be collected from the office of the Accountant General of the Federation in Nigeria. Primary data will be collected by conducting in depth interviews with
IPPIS personnel. Questionnaires will be administered to staff under IPPIS platform to capture their views on IPPIS. The research at the end will bridge a gap and im-
prove our understanding of blockchain, payroll, cyber security, and economic growth.

How will participants be recruited?

Participants comprise of academic and non-academic staff of Federal universities whose salaries are being paid through the Integrated Personnel and Payroll
Information System (IPPIS) platform. The questionnaires shall be administered through Qualtrics Survey engine.

The participants for the interview are only the IPPIS staff. They shall be contacted at the Office of the Accountant General of the Federation-Nigeria. They are re-
sponsible for the smooth running and operation of the IPPIS application. It will be a face to face session where the researcher ask and then transcribe the response.

If you are using IPPIS personnel for interviews and questionnaires then you need to complete this whole form.

What will the participants be told about the proposed research study? Either upload or include a copy of the briefing notes issued to participants. In particular this
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PDF File: View document

Please find attached document

You need to create a Participant Information Sheet that clearly outlines the study, expectations of participants, data management, contact details etc - please see the
ethics pages for templates to use to construct this appropriately following the standard question and answer format.

This Participant Information Sheet is more along the lines of what is required but is still not quite there yet - please follow the traditional Question and Answer format
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view and approve documentation prior to re-submission.

How will consent be demonstrated? Either upload or include here a copy of the consent form/instructions issued to participants. It is particularly important that you
make the rights of the participants to freely withdraw from the study at any point (if they begin to feel stressed for example), nor feel under any pressure or obligation
to complete the study, answer any particular question, or undertake any particular task. Their rights regarding associated data collected should also be made explicit.
PDF File: View document

Please find attached document
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include on the opening page to your survey. Again, please review the ethics pages carefully for templates and advice on creating appropriate consent forms.

What will participants be expected to do? Either upload or include a copy of the instructions issued to participants along with a copy of or link to the survey, interview
script or task description you intend to carry out.
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This is the copy of the link of the proposed survey https://strath.eu.qualtrics.com/jfe/form/SV_6KmSpZjx120SMyG
The questions for the interview which is specifically targeted at the IPPIS staff

Open Ended Interview Questions Intended For IPPIS Personnel

1. How many people involved in the Payroll Process?

How many users operating the IPPIS application?

Who are the people approving the online transaction payment?

How is the transaction approved?

What are the roles of the top management when considering approvals?
Who is/are responsible for creating User Profile?

Who is/are responsible for effecting corrections?

® N o o DN

Can you tell me the beginning of the payroll process?

9. Where and how do you start entering/modifying data in the application?
10. What are the reports/outputs generated from the system?

11. What are the problems do you usually encounter during operations?
12. How do you normally fix these errors?

You may wish to add not applicable as an option to your survey responses.
Your cover page for the survey will need to be updated when you provide a corrected and revised consent form and information sheet.

What data will be collected and how will it be captured and stored? In particular indicate how adherence to the Data Protection Act and the General Data Protection
Regulation (GDPR) will be guaranteed and how participant confidentiality will be handled.

Qualitative and Quantitative data will be collected through conducting interviews and administering questionnaires. The raw data data obtained shall be stored in
Microsoft Excel format and shall be analysed through Statistical Package for Social Sciences (SPSS). All research data will be stored on central university-approved
storages (OneDrive).

There are two aspects of data collection. One of them requires participants to fill questionnaires. There are twenty one questions in the questionnaire. Each question
is followed by five options which participants are to choose one. Here is the link https://strath.eu.qualtrics.com/jfe/form/SV_8KmSpZjx120SMyG

The second part is the interview which will be directed only to staff of IPPIS. There are twelve open-ended questions. It will be a face to face session where the re-
searcher ask and then transcribe the response. | will personally do the interviewing and do the transcribing. The recording shall be on saved at that moment on my
computer system, properly encrypted. Later after analysis it shall be transferred unto the central university-approved storages (OneDrive) where it will remain up to
ten years.

It is not clear how you are conducting, recording, transcribing and storing interview data - please revise

Still more transparency and clarity required please on storage of recording and transcriptions. Also, who is doing the transcriptions - please specify this given poten-
tial issues around data access.

How will the data be processed? (e.g. analysed, reported, visualised, integrated with other data, etc.) Please pay particular attention to descibing how personal or
sensitive data will be handled and how GDPR regulations will be met.

The raw data obtained through questionnaires shall be analysed through Statistical Package for Social Sciences (SPSS). Reports from the SPSS application shall
be interpreted and analysed graphically while some on tables.

The questions for the interview are mainly qualitative in nature, clear and open-ended. The idea is to have a background on the functionalities and process of IPPIS.
This will enable me to have a guide on how flowchart will be formulated and presented. So there is no formal processing of interview questions, only pictorial repres-
entation of how the system works would be developed.

As above - some more clarity and transparency about data analysis for the qualitative data particularly is needed - how will you analyse this data, where will it be
stored, who will have access to it etc?

How and when will data be disposed of? Either upload a copy of your data management plan or describe how data will be disposed.

PDF File: None.

Data will be archived in line with the University of Strathclyde’s Research Data Management Policy. Data for this particular research will be retained up to ten years
on the central university-approved storages (OneDrive). External users will be bound by data sharing agreement of the university and a consent form will be signed
in that regard.

What is the funders policy? What does this mean for how your data will be stored, accessed, shared etc? Is this any different to the University policy and if so, how
will this be managed?

What is the rationale for storing data indefinitely? How does this concur with guidelines and why is it different for this project?
Please seek support from your supervisor prior to resubmission.

Supervisor's name (students should complete this question).

| confirm that my supervisor has seen and approved both my planned study and this associated ethics application.
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Your ethics application "Improving Payroll Systems In Developing Countries Using Blockchain
Technologies" (ID: 1527) has been approved.

URL: https://local.cis.strath.ac.uk/wp/extras/ethics/index.php?view=1527
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Participant Information Sheet for Musa Ibrahim Bello

Name of department: Computer and Information Sciences
Title of the study: Improving Payroll Systems In Developing Countries Using Blockchain Technologies

Introduction

Musa lbrahim Bello, a first-year research student from the department of Computer and Information Science,
University of Strathclyde, United Kingdom, is carrying out a PhD research on the need for improving payroll systems
in developing countries using blockchain technology.

What is the purpose of this research?

The aim of the study is to use blockchain capabilities to design a framework that will improve the Payroll systems
in developing countries, particularly the Nigerian payroll platform - Integrated Payroll and Personnel Information
System (IPPIS). The Federal Government of Nigeria is currently using the platform to pay its employees

Do you have to take part?

The involvement of any participant in this research is solely voluntary. Participants have absolute right to withdraw
at any stage of the research. Participants as well can skip any question he/she is not comfortable with and that will
not affect the participant in any way.

What will you do in the project?

There are two aspects of data collection. One of them requires participants to fill questionnaires. There are twenty
one questions in the questionnaire. Each question is followed by five options which participants are to choose one.
The second part is the interview which will be directed only to staff of IPPIS. There are twelve open-ended
questions. It will be a face to face session where the researcher ask and then transcribe the response.

Why have you been invited to take part?

Participants comprise of academic and non-academic staff of Federal universities whose salaries are being paid
through the Integrated Personnel and Payroll Information System (IPPIS) platform.

What information is being collected in the project?

The information collected will inform the researcher the present situation of IPPIS and how is actually being
perceived by enrolees. This may include its effectiveness, strength, or weakness. Personal or identifiable data
will not in any way be captured as the exercise will remain anonymous. Both the interview and online survey will
not ask any of the participants’ personal details.

Where will the information be stored and how long will it be kept for?

Data will be archived in line with the University of Strathclyde’s Research Data Management Policy. Data for this
particular research will be retained up to ten years on the central university-approved storages (OneDrive) as it is
an anonymous research data.
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What happens next?

Any participant who is interested in the findings of this research after it is completed or published should not hesitate
to contact Musa Ibrahim Bello on mobile phone +2348033556111 or by email: musa.bello@strath.ac.uk and a
consent form will be signed in that regard. | appreciate your consent to contribute to this important research. | also
thank those who could not get involved in this research for their intention and encouragements.

Yours sincerely,

Musa Ibrahim Bello

Department of Computer and Information Science
University of Strathclyde,

Glasgow.

United Kingdom

+447425175062

Email: musa.bello@strath.ac.uk

Project Supervisor

Dr. Daniel Thomas

Department of Computer and Information Science
University of Strathclyde,

Glasgow.

United Kingdom

Email: d.thomas@strath.ac.uk

Secretary to the Departmental Ethics Committee
Department of Computer and Information Sciences,
University of Strathclyde,

Livingstone Tower

Richmond Street

Glasgow

G1 1XH

Email:ethics@cis.strath.ac.uk
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Consent Form for Academic and Non-Academic Staff of Federal
Universities, Nigeria.

Name of Department: Computer and Information Sciences

Title of Study: Improving Payroll Systems in Developing Countries Using Blockchain Technologies

I confirm that | have read and understood the Participant Information Sheet for the above project and
the researcher has answered any queries to my satisfaction.

I confirm that | have read and understood the Privacy Notice for Participants in Research Projects
and understand that my personal information will not be involved in any way

| understand that my participation is voluntary and that | am free to withdraw from the project at any
time, up to the point of completion, without having to give a reason and without any consequences.
| understand that anonymised data (i.e. data that do not identify me personally) cannot be withdrawn
once they have been included in the study.

| understand that any information recorded in the research will remain confidential and no information
that identifies me will be made publicly available.

| consent to being a participant in the project.

Signature of Participant: Date:



Appendix E

2024 Ethics Application

298



Computer and Information
Sciences - local.cis

University of

Strathclyde

Glasgow

departmental information for staff and students

Home Ethics Events Safety IT Support Teaching Utilities

Browse:Home / Utilities / CIS Ethics Approval System

CIS Ethics Approval System

You are Musa Bello (Research Student - 202077359)
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Application ID: 2764

Title of research:
Enhancing Employment Integrity Process to Curb Ghost Worker Fraud Using Blockchain Technology

Summary of research (short overview of the background and aims of this study):

The primary concern of this study is the widespread problem of ghost workers in Nigeria's public sector and the urgent necessity to tackle this type of fraudulent
activity. This study is motivated by the substantial financial losses and inefficiencies resulting from ghost worker fraud in the employment process. This fraudulent
activity undermines public trust and depletes resources that are intended for legitimate employees and other public projects. The Nigerian government implemented
the Integrated Personnel and Payroll Information System (IPPIS) as a way to improve the payroll management and employment process of the federal civil service
by increasing transparency, accountability, and efficiency. Despite the implementation, the ghost worker issue has not been totally resolved. The system is still being
exploited by fraudsters, who fabricate bogus employee records and steal public funds covertly.

Despite the implementation of the IPPIS, fraud involving the employment process which leads to ghost worker fraud remains a serious obstacle for Nigeria's public
sector. False employee records are created by dishonest individuals who take advantage of IPPIS vulnerabilities, which causes both financial loss and a decline in
public confidence. In order to improve transparency, accountability, and security inside the public employment process that will reduce ghost worker fraud, it is ur-
gently necessary to investigate novel solutions. Therefore, the aim of this research is to design a framework that could improve transparency within the employment
process and curb ghost worker fraud in Nigeria by integrating blockchain technology and external organizations with the existing IPPIS.

How will participants be recruited?

Participants comprise of the employees of the Federal Government of Nigeria, Government Employee, blockchain expert or private sector employee. The question-
naires shall be administered through Qualtrics Survey engine. Equally, participants will be contacted via various WhatsApp groups, facilitating easier recruitment and
outreach to a large number of potential respondents.

What will the participants be told about the proposed research study? Either upload or include a copy of the briefing notes issued to participants. In particular this
should include details of yourself, the context of the study and an overview of the data that you plan to collect, your supervisor, and contact details for the
Departmental Ethics Committee.

PDF File: View document

1. Please include the section: "Who will have access to the information?" in the Participant Information Sheet.

For example, if personal information will be shared with any individuals or organizations outside the University, details of the external recipients should be provided.
This includes any external transcription services or open access to data.

2. Please include the section: " Why have you been invited to take part?” in the Participant Information Sheet.

How will consent be demonstrated? Either upload or include here a copy of the consent form/instructions issued to participants. It is particularly important that you
make the rights of the participants to freely withdraw from the study at any point (if they begin to feel stressed for example), nor feel under any pressure or obligation
to complete the study, answer any particular question, or undertake any particular task. Their rights regarding associated data collected should also be made explicit.
PDF File: None.

Here is the link of the proposed survey: https://strath.eu.qualtrics.com/jfe/form/SV_9Y3qFHLAmxrPdZ4

Please add the sections regarding participant’s printed name, signature, and date to the consent form.

What will participants be expected to do? Either upload or include a copy of the instructions issued to participants along with a copy of or link to the survey, interview
script or task description you intend to carry out.

PDF File: None.

PDF File: None.

Here is the link of the proposed survey: https://strath.eu.qualtrics.com/jfe/form/SV_9Y3qFHLAmxrPdZ4

The link provided here shows the Participant Information Sheet, not the survey. Please double-check.



What data will be collected and how will it be captured and stored? In particular indicate how adherence to the Data Protection Act and the General Data Protection
Regulation (GDPR) will be guaranteed and how participant confidentiality will be handled.

Quantitative data will be collected through administering questionnaires on Qualtrics. The raw data data obtained shall be stored in .scv format and shall be analysed
through Statistical Package for Social Sciences (SPSS). All research data will be stored on central university-approved storages (OneDrive).

There is one aspect of data collection in which participants are required to fill out questionnaires. There are twenty-five questions in the questionnaire. Each question
is followed by options which participants are to choose one. Here is the link: https://strath.eu.qualtrics.com/jfe/form/SV_9Y3qFHLAmxrPdZ4

The link provided here shows the Participant Information Sheet, not the questionnaire. Please double-check.

How will the data be processed? (e.g. analysed, reported, visualised, integrated with other data, etc.) Please pay particular attention to descibing how personal or
sensitive data will be handled and how GDPR regulations will be met.

The raw data shall be analysed through Statistical Package for Social Sciences (SPSS). Reports from the SPSS application shall be interpreted and analyzed graph-
ically, while some on tables.

How and when will data be disposed of? Either upload a copy of your data management plan or describe how data will be disposed.

PDF File: None.

Data will be archived in line with the University of Strathclyde’s Research Data Management Policy. Data for this particular research will be retained up to ten years
on the central university-approved storages (OneDrive). External users will be bound by data sharing agreement of the university and a consent form will be signed
in that regard.

Supervisor's name (students should complete this question).

| confirm that my supervisor has seen and approved both my planned study and this associated ethics application.
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m Outlook

Ethics application has been approved
From Ethics Approval System <do-not-reply@cis.strath.ac.uk>

Date Mon 09/12/2024 14:06

To  Musa Bello <musa.bello@strath.ac.uk>

Hello,

Your ethics application "Enhancing Employment Integrity Process to Curb Ghost Worker Fraud Using
Blockchain Technology" (ID: 2764) has been approved.

URL: https://local.cis.strath.ac.uk/wp/extras/ethics/index.php?view=2764

CIS Ethics Approval System.
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Participant Information Sheet for Musa lbrahim Bello

Name of department: Computer and Information Sciences

Title of the study: Enhancing Employment Integrity Process to Curb Ghost Worker Fraud Using Blockchain
Technology

Introduction

Musa lbrahim Bello, a PhD student from the department of Computer and Information Science, University of
Strathclyde, United Kingdom, is carrying out research on Enhancing Employment Integrity Process to Curb Ghost
Worker Fraud Using Blockchain Technology

What is the purpose of this research?

This survey's main goal is to compile opinions and ideas on a proposed blockchain framework for assessment
from government employees and professionals. Your opinion will help us better understand the feasibility,
potential benefits, evaluation, and challenges of deploying this technology in the public sector.

The proposed decentralised validation framework seeks to improve the integrity and transparency of
employment processes by allowing for the secure sharing of employee data among relevant government
agencies, including the Central Bank of Nigeria (CBN), the Integrated Personnel and Payroll Information System
(IPPIS), and various ministries. Implementing a networked system helps to greatly lower the possibility of ghost
worker fraud by allowing real-time validation of employee identities and status. Ghost worker fraud involves
creating fake personnel records to siphon salary income.

The framework's key components include stakeholder collaboration, decentralised data sharing, access control
and security, and feedback mechanism, employees, and technology providers to combine and develop a
transparent approach to data and employment validation.

This framework is aimed to bring increased transparency in the employment process, better detection and
curbing of ghost worker fraud.

As an expert or government employee, your knowledge and views are vital to this study. Your answers will offer
important details on how blockchain technology could be included into current employment procedures and
how it could solve present issues with data security, transparency, and fraud prevention.

Do you have to take part?

The involvement of any participant in this research is solely voluntary. Participants have absolute right to
withdraw at any stage of the research. Participants as well can skip any question they are not comfortable with
and that will not affect the participant in any way.

What will you do in the project?

The questionnaire contains 22 questions and should take about 6 to 8 minutes to complete. Kindly respond to
every question the best you could. We really value your insightful and honest answers.

What information is being collected in the project?

The information collected will serve as a pilot study which will assist and inform the researcher how clear,
relevant and easy to understand the survey questions regarding how employees of the federal government of
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Nigeria and experts' perception of IPPIS and its relation to ghost worker fraud and evaluate the proposed
Blockchain Validation Framework. Personal or identifiable data will not in any way be captured as the exercise
will remain anonymous.

Where will the information be stored and how long will it be kept for?

Data will be archived in line with the University of Strathclyde’s Research Data Management Policy. Data for this
particular research will be retained for up to ten years on the central university-approved storages (OneDrive)
as it is an anonymous research data.

What happens next?
Any participant who is interested in the findings of this research after it is completed or published should not
hesitate to contact Musa lbrahim Bello, email: musa.bello@strath.ac.uk. | appreciate your consent to

contribute to this important research. | also thank those who could not get involved in this research for their
intention and encouragement.

Researcher contact details:

Musa Ibrahim Bello

Department of Computer and Information Sciences
University of Strathclyde, Glasgow.

United Kingdom

musa.bello@strath.ac.uk

Project Supervisor

Dr. Daniel Thomas

Department of Computer and Information Sciences
University of Strathclyde, Glasgow.

United Kingdom

d.thomas@strath.ac.uk

This research was granted ethical approval by the Computer & Information Sciences Ethics Committee.

If you have any questions/concerns, during or after the research, or wish to contact an independent person to
whom any questions may be directed or further information may be sought from, please contact:

cis-ml-ethics-committee@ds.strath.ac.uk
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Universityof N&
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Glasgow

Employees of Federal Government of Nigeria and Experts in Blockchain

Name of Department: Department of Computer and Information Sciences

Title of the Study: Enhancing Employment Integrity Process to Curb Ghost Worker Fraud Using Blockchain
Technology

= | confirm that | have read and understood the Participant Information Sheet for the above project and the
researcher has answered any queries to my satisfaction.

* | understand that my participation is voluntary and that | am free to withdraw from the project at any time, up
to the point of completion, without having to give a reason and without any consequences.

= | understand that my responses are anonymous

* | understand that any information recorded in the research will remain confidential and no information that
identifies me will be made publicly available.

= | understand that the Department of Computer and Information Sciences Ethics Committee, University of
Strathclyde, United Kingdom (ethics@cis.strath.ac.uk) has approved this study

o | consent to participate in the project

o No, | DO NOT consent to participate in the project
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