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Abstract

This thesis explores the key issues surrounding the transmission of digital assets on
death. To answer this primary research questions, the author first looks at the legal
nature of digital assets, which are defined as any asset of personal or economic value
online (capable of post-mortem transmission). She then analyses in depth the three
most typical and widely used types of assets: virtual worlds, emails and social
networks. In trying to reach decisions on the legal nature of digital assets, the thesis
first looks for help to the institution of property. If an asset can be considered the
property of the deceased user, then in most countries it forms part of an estate and
transmits on death. The same goes for intellectual property (primarily copyright
herein). If an asset cannot and should not be considered property, or protected by
copyright, then arguably it cannot transmit on death. The thesis finds that email
contents, virtual world items and social network contents are not and should not be
considered as property. Some of this content can, however, be protected by copyright
and thus is transmissible on death. If significant user interests and expectations exist
in the transmission of digital assets on death, therefore, legislative action will be

required in the areas of copyright and succession laws.

The research demonstrates that some of the content, primarily information and
personal data, is neither property nor protected by copyright. For this content, the
analysis discusses some alternative legal institutions (breach of confidence, data
protection) and argues that their protection can be extended to include the deceased
users. The thesis thus introduces a novel phenomenon of post-mortem privacy, the
protection of privacy interests of the deceased. It argues that this phenomenon merits
a policy and legal account and submits that this concept should foster the user’s

autonomy and control, preventing the default transmission of digital assets on death.

The thesis further looks at the allocation of ownership of assets through service
providers’ contracts, finding a contradictory approach of service providers regarding
ownership and transmission of digital assets. These contracts usually curtail the
users’ autonomy and control over their assets in life and post-mortem. There have
been some recent technological developments led by Google and Facebook, which
enable an in-service transmission on the death of some of the content associated with
these accounts. These solutions are not free from problems, and the thesis evaluates

them and proposes some improvements.



User’s autonomy is the main underpinning value of the thesis and the basis for some

tentative solutions suggested in the thesis.
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Chapter 1 - Introduction

1.1. A brief outline of the thesis

This thesis seeks to identify and explore the main issues surrounding the transmission
of digital assets on death. In other words, the primary research question asked is
whether digital assets can and/or should be transmitted on the death of a user. The
question is novel from an academic perspective, but there has been a lot of media
and user attention directed towards it recently. Some of the usual questions asked by
users, families and friends of the deceased and the media are: What happens to my
Google/Facebook/World of Warcraft account when | die? Can we access our
deceased relative’s Facebook/Twitter account and/or download their content? Do we
own our personal data, pictures, posts, videos, notes, avatars, castles online? Why
do | not have control over my accounts? Most of these significant and challenging
questions will be discussed in this thesis.

To answer the principal research questions, it is necessary to look at the most
important subordinate question first, i.e. What is the legal nature of digital assets? As
demonstrated later in this chapter (section 1.3.1.) digital assets potentially include a
vast variety of different assets online and their number is growing with the
development of new technologies (business accounts, emails, social networks,
games, personal data, domain names, virtual currencies, etc.). Due to their number
and features, it is argued that it would not be viable to look at the legal nature, and
consequently the transmission on death, of all these different assets. Therefore, the
thesis analyses the three most typical and widely used types of assets, those related

to emails, social networks and virtual worlds.

The most obvious concept to look at in answering the subordinate question is
property. If an asset can be considered property of the deceased user, then in most
countries it forms a part of an estate and transmits on death. The same is true for

intellectual property (primarily copyright for the purpose of this thesis), which is
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arguably a subset of property.! Even if we reject the categorisation of IP as property,
copyright protection transmits on death and lasts for 70 years post-mortem in most
western countries. Whereas copyright protection has been harmonised to a great
extent within these jurisdictions, the doctrinal and normative conceptions of property
vary by jurisdiction, especially with regards to the common and civil law. This lack of
harmonisation is important since digital assets are typically located in a transnational
space e.g. on a server physically located in Ireland, owned by a US company, and
accessed by and created by users from many different jurisdictions. All these issues
are discussed in the thesis.

Conversely, if it cannot be established that digital assets are property or protected by
copyright, then we need to look at some alternative legal institutions and find whether
they offer legal protection to the deceased or their heirs or legatees. These institutions
include various forms of protection of information and personal data (breach of
confidence, trade secrets, data protection). This issue of ‘property in information’ is

examined in detail in chapter 4.

If digital assets are property, then that property can in most circumstances be
reallocated by instruments such as will, contract or trust. Thus, a secondary key issue
surrounding transmission of digital assets on death is the allocation of ownership of
digital assets through service providers’ contracts. The analysis in this thesis finds a
very varied and contradictory approach among service providers regarding ownership
and transmission of digital assets. As a rule, these contracts usually curtail the user’s
autonomy and control over their assets in life and post-mortem. On the other hand,
there have been some recent technological developments lead by Google and
Facebook, which enable an in-service transmission on death of some of the content
associated with the email or social network account (emails, contact lists, photos,
posts, notes, videos, etc.). These solutions are, however, not free from problems and

the thesis aims to evaluate them and propose some improvements.

Finally, the thesis discusses as part of its novel contribution to the literature the

phenomenon of post-mortem privacy: i.e. the privacy interests of the deceased. It is

L There is an interesting academic debate on this question. The author does not share
the view that copyright is property, see section 2.3.
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submitted that this concept should prevent the default/intestate transmission of digital
assets on death, in order to foster the user’s autonomy and control online. This further
means that assets created on an intermediary platform should not necessarily remain
within the user’s estate, but there should be an option for them to control their
transmission on death as with conventional non-digital assets. We will look at this
issue further and separately for all the case studies, given their specificities and legal
relationships arising therein. Further, the thesis argues that this phenomenon merits
policy and legal attention.

All these issues are discussed individually for each case study. In brief, the thesis
finds that email contents, virtual world items and social network contents are not and
should not be property. Some of this content can be protected by copyright and
transmitted on death. To achieve this protection, however, legislative action is
required in copyright and succession law. Other types of content, information and
personal data, cannot be transmitted and should not be propertised. Rather, existing
legal institutions (breach of confidence, data protection) should be extended to protect
post-mortem privacy and enable user’s choice and control over this type of content in

his/her email, social network and gaming accounts.

Finally, the thesis suggests some tentative solutions, including policy, legislative and
‘code’ changes. These solutions should foster the user’s autonomy and aim to
recognise the in-service transmission of digital assets (e.g. transmission of Facebook
content to one’s Facebook friends). The solutions will be explored in detail in the

author’s further research.

For the purpose of this thesis, it was necessary to focus on answering in principle the
fundamental question not answered in the literature before, i.e. what is the nature of
digital assets and do they transmit on death. Due to the complexity of these crucial
questions, the detailed analysis of national succession laws and development of these
tentative solutions is outside the scope of the thesis. Issues of international private
law (conflicts of law) and criminal law, while referred to, have also not been examined

in detail.
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1.2. Chapter summaries

Chapter 2 - Theoretical Underpinnings - Property and autonomy

The first chapter sets out a theoretical and normative framework for considering the
legal nature of digital assets, i.e. case studies selected in this thesis. It is argued that
the question of the legal nature of digital assets is the sine qua non in order to proceed
to the specific issues relating to the transmission of digital assets on death. If a digital
asset includes main doctrinal features/incidents of property and can be justified by

one or more property theories, then the asset forms a part of the deceased’s estate.

First, the chapter explores different theoretical and doctrinal definitions and the key
features of property. It analyses conceptions of property and differences in various

legal traditions, drawn from the main common and civil legal systems.

Second, the chapter looks at normative justifications of property, drawn from
theoretical literature. This will enable further consideration of whether these
justifications apply to the contested objects of property such as information or
personal data, and consequently, digital assets that are made up of this kind of

content.

Third, the chapter engages in a discussion of the guiding principle of the thesis, i.e.
autonomy. The chapter looks at some most significant western theories of autonomy,
adopting a liberal and individualist approach to autonomy. Subsequently, the chapter
looks at the relationship between privacy and autonomy, in order to identify theoretical
grounding for post-mortem privacy, as an extension of privacy and autonomy after
death. Further support for this argument is found in the concept of testamentary
freedom, which entails an extension of autonomy post mortem. This discussion is
chiefly relevant for chapters 4 and 5, but as is it an underpinning value of the thesis
and a basis for the suggested solutions, the discussion is positioned in the theoretical

chapter.

More generally, the chapter set outs a framework where, if a digital asset cannot and
should not be considered property, then an alternative theoretical framework is found
in autonomy and post-mortem privacy, which would prevent the default transmission

of that asset.
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Chapter 3 - Virtual Worlds

This is the first of the case study chapters. All these chapters generally identify seven
main problems around transmission of digital assets on death, i.e.: the nature of these
assets (whether they are property, protected by copyright or something else); access
to a user’s account (regulated by service provider contracts, or terms of service (ToS);
post-mortem privacy (protection of the deceased’s privacy); potential conflicts
between wills, intestate succession laws and technological solutions; conflicts
between the interests of the deceased, their family and friends; criminal legislation
(laws on interception of communications and unauthorised access to computer
systems), and jurisdiction issues. The five problems are looked at in the case study
chapters in detail. The issues of jurisdiction and criminal law are mentioned only
briefly, in order to enable an in-depth analysis of the other issues. Another reason for
this is that the focus of this thesis is mainly on substantive civil law issues, and
criminal, jurisdiction and other conflicts of law issues are acknowledged but not dealt
with in depth.

The third chapter discusses the issues of virtual worlds and transmission of assets

found there on death.

First, the chapter focuses on the virtual property phenomenon and explores whether
there could be property in VW assets, i.e. different items players create and acquire
in-game. The chapter draws on the theoretical framework set out in Chapter 1, both
the normative and conceptual arguments. It uses the conceptual framework
introduced by Abramovich and looks at three layers of virtual property, namely, the
developer’s code, virtual assets and intellectual property in users’ creations. The
analysis focuses on the second level, viz. items which mimic physical property, for the

reasons explained in section 3.2.

Second, the analysis assesses terms of service of two major VW providers which
feature heavily in the literature (Blizzard and Linden Lab) and identifies numerous

limitations they impose on accessing, using and transferring virtual assets.

Third, recognising the economic, personal and social value of VWSs, drawn from
economic and humanities literature and media reports, the chapter assesses the
phenomenon of constitutionalisation of VWs. This phenomenon serves as an

argument for proposing a solution peculiar to VWs only, and different from other case
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studies. Therefore, the chapter concludes proposing a solution that represents a
compromise between the interests of the players and developers, acknowledging that
VWs are places on their own, with constitutions and distinctive features of
environmentality (mimicking the real world). The solution suggests that players should
have their interests recognised in the form of a peculiar personal right, called in this
thesis virtual worlds user right (VWSs user right). Monetary interests of VWSs user right
transmit on death, as explained in this chapter.

Chapter 4 — Emails

Chapter 4 considers emails and their transmission on death.

The chapter first discusses the issue of whether there is copyright in email contents
and property in information and personal data stored therein. Thus, the chapter
engages in a specific discussion of property in information and personal data, which
is relevant for this and the subsequent chapter. The question of property in
information, justifications and doctrinal analysis of whether information and personal
data could be deemed property is answered using normative and doctrinal sources

(mainly derived from the US and UK).

The chapter demonstrates that some material can be protected by copyright and
transmitted accordingly. The focus is on unpublished content, as the transmission of
published works protected by copyright is straightforward and not digital asset
specific. Following the doctrinal and normative analysis of property in information and
personal data, this chapter asserts that the informational and personal data content

of the email is not and should not be regarded as the property of a user.

Second, the chapter analyses the contractual provisions of the main email providers,
Google, Microsoft and Yahoo, in order to determine whether these contracts
recognise property/copyright in users' email content and how they regulate the
transmission of these assets on death. The chapter finds that these provisions
complicate the issues of property and transmission of digital assets and do not offer

a meaningful control over the assets for their users.

Third, the chapter adopts a novel focus introduced in chapter 2, the idea of post-

mortem privacy, i.e. the right to privacy after death. This concept serves as an
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argument against the default transmission of emails on death without the deceased’s
consent, whether through the laws of intestacy or by requiring the intermediaries to

provide access to the deceased’s emails.

Fourth, the chapter canvasses a solution which combines law and technology. This
solution accounts for the phenomenon of post-mortem privacy and the fact that the
options available to the users for disposing of their property offline are not available
in the case of their digital assets. Even if the traditional property analysis has been
discarded in this case study, emails as digital assets are still valuable as copyrightable
material and a depository of personal data. For this reason, it is argued that much
more control should be placed in the hands of the users. Post-mortem privacy, a
potentially contested phenomenon, only accentuates the need to account for the
interests of the deceased more, having in mind the volume of personal data and
personal nature of emails. Therefore, an in-service solution is promoted (e.g.
transmission of Gmail content within the Gmail service), backed up by policy and
legislation.

Chapter 5 — Social Networks

Chapter 5 addresses social networks and transmission on death of content created

therein.

First, and following the methodology established in Chapter 3, it discusses whether
social network accounts and content can be considered property or if they meet the
requirements for copyright protection and if the content could transmit as copyright.
The focus is again on unpublished content, as the transmission of published works
protected by copyright is straightforward and not digital asset specific. The chapter
refers to the theoretical discussion on property in information and personal data, set

out in chapter 4.

Second, the chapter analyses the ToS of the main social network providers, Facebook
and Twitter, in relation to their treatment of ownership and transmission of content on
death. The chapter finds similar contradictions between relevant provisions within the
same provider's terms of service. These terms, however, especially in the case of
Facebook, are even more complex and scattered, and they do not offer an informed

and meaningful choice for their users to control their assets.
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Third, the chapter follows the analysis set out in Chapter 3 and uses post-mortem
privacy as an argument against the default transmission of social network content on
death without the deceased’s consent. This phenomenon, along with the non-
proprietary nature of the content, should preclude the default transmission of social
network accounts according to the law of intestacy. In the absence of the user’s will
and in order to protect the deceased’s privacy, it is argued that the default applied by
the intermediary’s ToS and code should be the deletion of the user’s data on death.

Fourth, recognising the issues of access to this content, post-mortem privacy,
conflicts of the deceased’s interests with the interests of his heirs and friends, the
chapter suggests a solution similar to the solution in chapter 4, i.e. combining
technology and law. The chapter also suggests some policy and legislative reforms,
similar to chapter 4.

Chapter 6 - Tentative Solutions and Conclusions

First, the conclusion summarises the main findings of the thesis and provides tentative
solutions, some general principles applicable to all the case studies. It also canvasses

solutions that are asset-specific.

Second, the concluding chapter argues for policy and legal reforms, which would draw
on the technology solutions introduced by the major service providers (Google and
Facebook at the moment). These ‘code’ solutions, noting their deficiencies identified
in the case study chapters, are a good start but cannot ideally remain as currently set,

and some principles for revising these solutions are suggested in this chapter.

Third, the chapter provisionally suggests legislative changes in the areas of copyright
and succession law, aimed at removing the obstacles to user’s control of digital assets

identified in the case study chapters.
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1.3. Digital assets

1.3.1. The concept of digital assets

The notion of digital assets is a relatively new phenomenon, lacking a proper legal
definition, with diverse meanings attributed to it. For instance, from a lay person’s
perspective, it could be anything valuable online, any asset (account, file, document,
digital footprint) that has a personal, economic or social attachment to an individual.
The legal meaning, however, needs a little more precision. Determining its legal
definition and nature would enable an adequate legal treatment and regulation. So
far, there have been a few attempts to define and classify them. Most of the definitions
are, however, inductive and try to theorise starting from the existing assets online,
trying to make appropriate generalisations and classifications. Also, many authors
use the terms ‘virtual assets’ and ‘digital assets’ interchangeably. In this thesis, for the
reason of precision and consistency, the term ‘digital assets’ will be used as an
umbrella term, unless otherwise stated. The term virtual assets will be reserved for

Chapter 2 and considerations on assets in virtual worlds (see section 3.3.).

Perhaps the most comprehensive definition so far has been offered by Cahn. She
categorises digital assets into the following: personal assets (‘typically stored on a
computer or smartphone or uploaded onto a website, including photographs, videos,
or even music playlists.’?), social media assets (‘entail social interactions with a
network of people through various mediums, including websites such as Facebook
and Twitter, as well as e-mail accounts.’), financial assets (‘bank accounts, Amazon
accounts, Pay-Pal accounts, accounts with other shopping sites, or online bill
payment systems.’#, virtual currency), business accounts (‘generally include customer

addresses and patient information.’). Perrone accepts and uses this categorisation.®

2 N Cahn ‘Postmortem Life On-Line’ (2011) 25 Prob. & Prop. 36, 36-37.

8 Ibid.

4 Ibid.

5 Ibid.

6 M Perrone ‘What Happens When We Die: Estate Planning of Digital Assets’

(2012/2013) 21 CommLaw Conspectus 185.
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Some assets, however, due to their unique features, could perhaps permeate and be
included in all these categories. One of the examples is eBay reputation, which is
personal in essence, dependent on the social interactions (user’s feedback), tied to a
business account and brings financial benefits. With the increased integration of
online services, many platforms now include all of these categories at the same time.
For instance, Gmail, Google’s email platform, might be used for business purposes,
for storing photographs and videos (connected to Google Drive, Google’s cloud
storage service), for social network purposes (as it is connected to Google+, Google’s
social network site) and as a payment system (with the recent feature of sending
money via Gmail, though a user’'s Google Wallet service in the US and UK). It is,
therefore, sometimes difficult to clearly separate and define the categories of digital

assets.

Another categorisation divides digital assets into the following categories: access
information; tangible digital assets; intangible digital assets; and metadata.” Access
information includes account numbers and log-in information and, according to
Haworth, are not assets in the strict sense, as they only enable access to other assets.
Tangible digital assets, on the other hand, are digital property, held in a definable
form, are likely to be transferred and converted into physical assets (photos,
documents, emails, online banking account balances, domain names, blog posts).®
Further, intangible digital assets are those harder to conceptualise, spread over the
Internet in volumes and likely needing to be deleted or shut down (‘likes’ on Facebook,
website profiles, comments, reviews). Lastly, metadata (‘data about the data’,
histories, deleted data, code, location tags, etc.),® according to Haworth encounters

similar issues like intangible assets, being even harder to find and gain access to.°

7 S Haworth ‘Laying Your Online Self to Rest: Evaluating the Uniform Fiduciary Access
to Digital Assets Act’ (2014) 68 U. Miami L. Rev. 535, 538.

8 Ibid.

° See B T Ward et al., Electronic Discovery: Rules for a Digital Age’ (2012) 18 B.U. J.
SCI. & TECH. L. 150, 166—71; J. Favro, ‘A New Frontier In Electronic Discovery: Preserving
and Obtaining Metadata’ (2007) 13 B.U. J. SCI. & TECH. L. 1, 4; see also G J Harris ‘Metadata:
High-Tech Invisible Ink Legal Considerations’ (2009) 78 MISS. L.J. 939, 939-940.

10 Haworth (n7) 539.
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Therefore, in her opinion, only the category of tangible digital assets is assets and

digital property stricto sensu.

This is, however, a problematic categorisation and finding. First, most of the assets
categorised as tangible for the purpose of this definition will never really be converted
to a physical, offline form. In addition, log files and metadata can hardly be conceived
of as digital assets, as these are just properties of an underlying system and not
something that has an individual and independent value and existence (clearly
metadata just signifies some properties of other data and are derived from them, and
login data serves as a tool, provided by service providers, for users to gain access to
their other assets). As a side note, metadata can be valuable to service providers, as
they provide critical analytics and indicate users’ behaviours. This, however, is not
focus of the thesis. Therefore, Haworth’s definition is problematic just like those of
Hopkins and Babeanu, who argue that metadata, a valuable piece of data, can also

represent a type of digital assets and help detect and find other digital assets.!

In our earlier work, Edwards and | define digital assets ‘widely and not exclusively to
include a huge range of intangible information goods associated with the online or

“digital world™, giving examples of different digital assets.*?

A more general definition starts with defining the terms that coin the notion of digital
assets. Oxford English Dictionary defines digital, for instance, as ‘Of signals,
information, or data: represented by a series of discrete values (commonly the

numbers 0 and 1), typically for electronic storage or processing.’*® Similarly, ‘virtual’

u J P Hopkins, ‘Aferlife in the Cloud: Managing a Digital Estate’ (2013) 5 Hastings Sci.
& Tech L.J. 210, 211; D Babeanu et al., ‘Strategic Outlines: Between Value and Digital Assets
Management’ (2009) 11 Annales Universitatis Apulensis Series Oeconomica 318, 319.

12 L Edwards and E Harbinja, ‘What Happens to My Facebook Profile When | Die? Legal
Issues Around Transmission of Digital Assets on Death’, in C Maciel and V Pereira, eds, Digital
Legacy And Interaction: Post-Mortem Issues (Springer, 2013), 115.

13 The Oxford English Dictionary (OED), online edition, (Oxford University Press 2016),
http://www.oed.com/ accessed 15 May 2016.
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is defined as something that is ‘occurring or existing primarily online’ or that is ‘being
simulated on a computer or computer network.” According to this definition, ‘virtual
assets are the electronic information stored on a computer or through computer-
related technology.’'* Similarly, Hopkins defines digital assets as something that
‘exists only as a numeric encoding expressed in binary form or ‘any electronically
stored information’.*> Importantly, as rightly noted by Haworth, any definition of digital
assets needs to be both broad (to encompass innovations online) and still clear
enough so that everyone understands what it really means.®

The US Uniform Law Commission Fiduciary Access to Digital Assets Committee,
proposed in its first draft an all-encompassing definition of digital property,'” which
includes both digital assets and digital accounts (providing access to a digital asset

or a digital service).'® The second draft, from May 2013, retains this definition,

14 American Law Institute, American Bar Association Continuing Legal Education
‘Representing Estate and Trust Beneficiaries and Fiduciaries: VIRTUAL ASSETS’ (ALI-ABA
Course of Study, 14 - 15 July 2011) 1
http://www.cobar.org/repository/Inside Bar/TrustEstate/SRC/Virtual%20Asset%20Subcommi
ttee%20Research%20%231.pdf accessed 10 December 2015.

15 Hopkins (n 11) 202; similarly, see N Dosch, ‘Over View of Digital Assets: Defining
Digital Assets for the Legal Community’ (Digital Estate Planning, 14 May 2010)
http://www.digitalestateplanning.coml accessed 15 May 2016, defines a digital asset as ‘any
file on your computer in a storage drive or website and any online account or membership.’;
Conner accepts and uses this definition, J Conner ‘Digital Life After Death: The Issue of
Planning for a Person's Digital Assets After Death’ (2010-2011) 3 Est. Plan. & Cmty. Prop. L.J.
301 303.

16 Haworth (n 7) 3.

1 National Conference of Commissioners on Uniform State Laws, Drafting Committee
on Fiduciary Access to Digital Assets, ‘Fiduciary Access to Digital Assets Act’ (February 15-
16, 2013 Drafting Committee Meeting)

http://www.uniformlaws.org/shared/docs/Fiduciary%20Access%20t0%20Digital%20Assets/2
013feb7 FADA MtgDraft Styled.pdf accessed 15 May 2016, ‘(9) “Digital Property” means a
digital account and digital assets and consists of the 1 ownership, management, and rights
related to the digital asset and account.’

18 Ibid ‘(8) “Digital asset” means information created, generated, sent, communicated,
received, or stored by electronic means on a digital service or digital device and includes,
without limitation, any usernames, words, characters, codes, or contract rights pursuant to the
terms of service agreement that controls access to a digital account.’.
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clarifying that digital property does not include the contents of electronic
communication. The October 2013 draft seems, however, less ambitious in its
definition, discarding the notion of digital property and retaining only the revised
concept of digital assets!®. The July 2014 draft of the Act, revised the definition once

more, Viz.

Digital assets’ include products currently in existence and yet to be invented
that are available only electronically. Digital assets include electronically
stored information, such as: 1) any information stored on a computer and other
digital devices; 2) content uploaded onto websites, ranging from photos to
documents; and 3) rights in digital property, such as domain names or digital
entitlements associated with online games....Both the catalogue and content

of an electronic communication are covered by the term ‘digital assets’.*

The definition is, therefore, quite inclusive and technologically neutral, as it leaves
room for assets ‘yet to be invented'. In addition, it includes different general types of
content, such as information, content uploaded online, rights and catalogue of
electronic communications (meaning log files). The definition, however, expressly
excludes ‘an underlying asset or liability unless the asset or liability is itself an
electronic record.’?* The Uniform Law Commission revised the Act once again in

December 2015, narrowing down the definition further, to include only electronic

19 ‘(7) “Digital asset” means: a) information created, generated, sent, communicated,
received, or stored by electronic means on a digital device or system that delivers digital
information, and includes a contract right; and b) an electronic system for creating, generating,
sending, receiving, storing, displaying, or processing information which the account holder is
entitled to access.’ National Conference of Commissioners on Uniform State Laws, Drafting
Committee on Fiduciary Access to Digital Assets, ‘Fiduciary Access to Digital Assets Act’ (22
October 2013)
http://www.uniformlaws.org/shared/docs/Fiduciary%20Access%20t0%20Digital%20Assets/2
013nov_FADA Mtg Draft.pdf accessed 15 May 2016.

20 National Conference of Commissioners on Uniform State Laws, Drafting Committee
on Fiduciary Access to Digital Assets, ‘Fiduciary Access to Digital Assets Act’ (July 2014)
http://www.uniformlaws.org/shared/docs/Fiduciary%20Access%20t0%20Digital%20Assets/2
014 UFADAA Final.pdf accessed 10 December 2015 sec. 2(8) and p 9.

2l Ibid sec. 2(8).

22



records to ‘in which an individual has a right or interest.” Similarly to the previous draft,

the ULC expressly excludes underlying assets or liabilities.?

A similar definition has been created by Lamm, US probate attorney, emphasising
that the concept includes intellectual property and contractual rights as well. %
However, Lamm also notes that the full access to a standard account ‘isn’t all that
valuable to family members or fiduciaries.” He argues that ‘the contents of the online
account are where the financial or sentimental value is located.’?* Conner, conversely,
confuses these concepts, claiming that virtual property and digital assets are
synonymous.? Virtual property, as seen later in this chapter, is a term usually used
to describe the player’s property in virtual worlds. In discussing property, Conner finds
it important to place digital assets in one of the traditional types of property, tangible
or intangible. Thus, he concludes that it is difficult to make a clear distinction here, as
digital assets could change their quality and become tangible from their initial

intangible state (e.g. printing of photos).?®

22 National Conference of Commissioners on Uniform State Laws, Drafting Committee on
Fiduciary Access to Digital Assets, ‘Revised Fiduciary Access to Digital Assets Act’ (December
2015)
http://www.uniformlaws.org/Act.aspx?title=Fiduciary%20Access%20to%20Digital%20Assets
%20Act,%20Revised%20(2015) accessed 10 May 2016 sec. 2(10).

23 J Lamm, ‘To My Son, | Leave All My Passwords’ (Trusts and Estate Magazine, July
2009) http://www.gpmlaw.com/portalresource/lookup/wosid/cp-base-4-
5968/media.name=/To_My Son | Leave All My Passwords.pdf, ‘What is Digital Property?’
(21 June 2010, blog) http://www.digitalpassing.com/2010/06/; ‘Digital Property Created on the
Internet Every 60 Seconds' (Digital Passing Blog, 20 June 2011)
http://www.digitalpassing.com/2011/06/20/digital-property-created-internet-every-60-
seconds/ accessed 15 May 2016.

24 J Lamm, ‘Planning Ahead for Access to Contents of a Decedent’s Online Accounts’
(Digital Passing Blog 9 February 2012) http://www.digitalpassing.com/2012/02/09/planning-
ahead-access-contents-decedent-online-accounts/ accessed 15 May 2016.

25 Conner (n 15) 25.

26 Ibid.
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http://www.digitalpassing.com/2011/06/20/digital-property-created-internet-every-60-seconds/
http://www.digitalpassing.com/2012/02/09/planning-ahead-access-contents-decedent-online-accounts/
http://www.digitalpassing.com/2012/02/09/planning-ahead-access-contents-decedent-online-accounts/

A related concept to digital assets is the notion of ‘user-generated content’ (UGC).
This phrase has been widely used predominantly in connection with social networks
and other platforms that enable different sorts of users’ creations. In 2007, OECD
defined UGC as ‘i) content made publicly available over the Internet, ii) which reflects
a certain amount of creative effort, and iii) which is created outside of professional
routines and practices.’?” Ofcom has also looked at the definition and somewhat

revised it to include:

* An endeavour leading to the creation of some form of media content: text,
pictures, video, audio, games, data/metadata, or computer code — or any

combination of these.

» Content (as above) made available to the public but via online or connected
platforms.

+ Activity that is not the principal or direct source of earned income for the

creator.?®

This definition would include most of the categories of digital assets identified above.
It would not, however, include the category of business assets (as these can be the
source of income for their creator/user) and digital assets that are not made available
to the public (e.g. emails, see discussion on the relevance of publication for these
assets in Chapter 3; or private messages on social network sites). It is argued,
therefore, that the term digital assets is a wider category and it will be used in this
thesis to include UGC and other assets, as elaborated further below.

Digital asset, for the purpose of this thesis, is considered as any asset of personal or
economic value online (capable of post-mortem transmission). These assets could

have a quality of property, contractual relation, intellectual property, personality right

2 OECD, ‘Participative Web: User-Generated-Content’ DSTI/ICCP/IE(2006)7/FINAL
12 April 2007 at http://www.oecd.org/sti/38393115.pdf accessed 15 May 2016.

28 T Hopkins, ‘Report for Ofcom: The Value of User-Generated Content’ (OFCOM, 21
June 2012) http://stakeholders.ofcom.org.uk/binaries/research/research-

publications/content.pdf accessed 15 May 2016.
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or personal data. Recognising the practical difficulties in encompassing all the
possible assets, the thesis will use the case study method and try to analyse the legal
nature of emails, social network accounts and virtual world assets. Other valuable
assets, such as financial accounts (online banking), businesses (domain names,
eBay, Amazon accounts), other personal assets (MP3 collections, photograph
collections, etc.) are outside the scope of this thesis but will be discussed by this

author in her future research.

This thesis will discuss a few typical and currently relevant digital assets, as examples
and case studies, i.e. emails, social networks sites and virtual worlds. It is not argued
here that these assets are the most economically valuable or that they will continue
being as significant as technology develops. Rather, the examples are chosen for
their current prominence, usage, user base and complexities surrounding their legal
nature. In addition, these assets are perhaps most intrinsically intertwined in everyday
life of an average user (see data on the usage of these assets, presented in the
introductory sections of the case study chapters, sections 3.1., 4.1., 5.1.) and, since
the focus of the thesis is to the users and not on the businesses, the examples will
serve its purpose. Furthermore, as technology develops, models of protecting and
transmitting these assets proposed herein could probably be more easily applicable
to other kinds of emerging communications, social networks and other virtual
technologies and communities. In future research, this author plans to continue
exploring the nature of some other digital assets (business, financial, etc.), but at the
moment, the focus will be on these examples, with possible sporadic references to

some other types of digital assets.

1.3.2. Value of digital assets

After having considered the definition of digital assets, it would be useful to explore
what is the value attributed to them. The value, of course, does not only need to be
monetary; personal attachments and memories are also valuables for individuals.
These, are, however, harder to measure and conceptualise; their place in succession
laws is not as prominent as the place of pecuniary interests since it is the primary
function of this area of law to enable and facilitate the transfer of wealth. It is

interesting to see, therefore, whether digital assets could belong in any way to the
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wealth, or estate of a person, so as to determine if digital assets could be considered

by this area of law later in this thesis.

So, how valuable could digital assets be? For instance, according to a 2011 survey
from McAfee, Intel’s security-technology unit, Americans valued their digital assets,
on average, at almost $55,000.2° World internet users have roughly $37,438 in digital
assets across a variety of digital devices and platforms. These assets included:
entertainment files (i.e. music downloads), personal memories (i.e. photographs),
personal communications, (i.e. emails or notes), personal records (i.e. health,
financial, insurance), career information (i.e. resumes, portfolios, cover letters, emalil
contacts) and hobbies and creative projects. When broken down into categories, the
value shown was personal memories at around $19,000, personal records at $7,000,
career information at $4,000, hobbies at $3,000, personal communications at $3,000,
and entertainment files at $2,000. This resulted in an average of 2,777 digital files per

person.*®

In Britain, in October 2011, the Centre for Creative and Social Technology (CAST) at
Goldsmiths, University of London, released a study of Internet use in the UK entitled
‘Generation Cloud’. The study determined that British users have at least GBP 2.3
billion worth of digital assets stored in the cloud. The study shows that 24 per cent of
UK adults estimate that they have digital assets worth more than £200 per person in
the cloud, which amounts to at least £2.3bn in total.®! It is also interesting to note the

29 Fiduciary Access to Digital Assets Act (n 20) 4; see also A Dale, ‘More Estate Plans
Account for “Digital Assets™ (WSJ, 13 June 2013)
http://online.wsj.com/article/SB10001424127887323734304578543151391292038.html
accessed 15 May 2016.

30 McAfee ‘McAfee Reveals Average Internet User Has More Than $37,000 in
Underprotected ‘Digital Assets” (27 September 2011)
http://www.mcafee.com/hk/about/news/2011/93/20110927-01.aspx accessed 10 December
2015; see Hopkins (n 11) 221.

81 Rackspace Hosting ‘Generation Cloud: A social study into the impact of cloud-based
services on everyday UK life’ (16 November 2011)
http://www.rackspace.co.uk/sites/default/files/whitepapers/generation_cloud.pdf accessed 15
May 2016.
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amount of digital content created and posted every 60 seconds online.3? It is
interesting to note that not all the assets have value, though, a considerable amount

could be qualified as ‘digital trash’.?

All the research mentioned here, though quite useful, lacks comprehensiveness and
perhaps, a more global approach. Therefore, further and more up to date empirical
research on this topic would be more than welcomed by many academics and the
public.

Nevertheless, having in mind this briefly sketched value of digital assets and further
development and dominance of digital technologies and the information society,
where our lives and our wealth will increasingly take on a digital form, it is worth
exploring the legal nature of these assets. In this way, legal reality would be in
accordance with the economic and social one. The economic and social importance
of the chosen case studies (virtual worlds, emails and social networks) will be further

elaborated in the case study chapters discussing these assets individually.

1.4. Expert observations

82 Some of the interesting examples include: Over 168,000,000 e—mails are sent every
60 seconds; Over 695,000 Facebook status updates are written every 60 seconds; Over 6,600
digital photos are added to Flickr every 60 seconds; About 600 digital videos are added to
YouTube every 60 seconds; About 320 new Twitter accounts are created every 60 seconds;
Over 100 new LinkedIn accounts are created every 60 seconds; About 70 new Internet domain
names are registered every 60 seconds; Over 60 new blogs are created every 60 seconds.
‘Digital Property Created on the Internet Every 60 Seconds' (Digital Passing Blog, 20 June
2011) http://www.digitalpassing.com/2011/06/20/digital-property-created-internet-every-60-
seconds/ accessed 15 May 2016.

83 Hopkins (n 11) 231.
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At the initial stage of this research, the author conducted a form of empirical study,
interviewing 11 interviewees from the legal profession and the digital industry.** The
interviewees from the legal profession were chosen based on their location (California
and England), and their expertise in the area of probate law or Internet/IT law. The
major industry players in the email and social network industries, with the biggest user
base and whose terms and conditions are in the focus of the case studies, have also

been interviewed.3®

The main aim of the research was to gather some background knowledge on how the
profession looks at the cases of transmission of digital assets and whether the
professionals are aware of the importance of these issues. In addition, the purpose
was to conduct a broad survey of the industry practice and to understand their
arguments on why these issues are/are not important, how they deal with them and
whether they maintain that the policy makers should assist the industry in finding the
best solution.

The research is very general and not sufficiently rigorous to provide the empirical data
that would form a core method of this thesis. Therefore, as argued further below, the
research is not empirical stricto sensu. However, findings from this part of the

research resulted in some valuable general observations on the value of digital

34 Ethical approval was granted on 22 February 2013 by the Law School Ethics
Committee, University of Strathclyde.

35 Respondent 1, succession lawyer, experienced, large Scottish law firm, interviewed
on 22 April 2013; Respondent 2, IT and telecoms lawyer, experienced, international law firm,
Seattle office, interviewed via Skype on 16 May 2013; Respondent 3, IT and telecoms lawyer,
experienced, international law firm, London office, interviewed on 21 May 2013; Respondent
4, probate and estate planning lawyer, experienced, international law firm, London office,
interviewed on 22 May 2013; Respondent 5, probate and estate planning lawyer, experienced,
international law firm, London office, interviewed on 24 May 2013; Respondent 6, Internet and
IT lawyer, experienced, international law firm, San Francisco CA office, interviewed on 11 June
2013; Respondent 7, information management and systems specialist, with US Internet
search company, interviewed on 11 June 2013; Respondent 8, lawyer, with US social network
company, interviewed on 12 June 2013; Respondent 9, Internet and IT lawyer, experienced,
international law firm, Los Altos CA office, interviewed on 13 June 2013; Respondent 10,
estate planning and probate lawyer, experienced, Australian law firm, interviewed via Skype
on 20 June 2013; Respondent 11, estate planning and probate law firm, group response, Bath,
interviewed via email, response received on 7 March 2014. Interview records on file with the
author.
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assets, albeit without statistical significance, the importance of the issues and the

current practice.

This research activity, in summary, demonstrated the general understanding of the
importance of digital assets, Regarding both their personal and economic value. All
the interviewees agreed that this is a principal issue and some kinds of solutions are
required. One of the main themes identified by both categories of respondents
(lawyers and non-lawyers) was the unclear legal status of digital assets. Some of
them considered digital assets property and a part of an estate but were not clear on
how to fit the features of digital assets within the definition of property (mostly for the
issues of intangibility).

All the interviewees expressed concerns about the current legislative and policy
outlook on the issues, calling for more clarity. The industry representatives believed
that the lawmakers should support their technology solutions. The legal professionals
stated that the practice in this area is still emerging; some of them did deal with cases
involving digital assets and succession. Overall, they agree that there is a lack of
awareness within the legal profession as well, resulting in some dubious suggestions
that might jeopardise the security of digital assets and compromise their transmission

(such as stapling usernames and passwords of different assets to a will).

The interviewees welcomed the efforts of the Uniform Law Commission in the US and
called for a greater engagement of profession. Given the limitations the legal
profession faces (e.g. one interviewee noted that the lawyers would look at a new
issue in more detail only if they are paid to do so),% they also welcomed any

assistance coming from academic work, such as this thesis.

The interviewees also referred to the criminal law and privacy issues. All of them
agreed that post-mortem privacy should be advanced and that individuals should

have more control over what happens to their data and digital assets on death.

In summary, the interviews confirmed the presumptions about the lack of clarity in

law, policy and practice and the need for some clear policy and legal solutions, which
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would shed more light on the nature of these assets and resolve the issues around

their transmission (criminal law issues, privacy and technology solutions).

1.5. Stakeholders

This section will briefly identify critical stakeholders involved in any discussion of
transmission of digital assets. These stakeholders have different interests in digital
assets, and the interests are often conflicting. Sometimes, however, they also
converge, depending on the type of an asset. The specific relationship between these
assets will be analysed in more detail in the case study chapters. These chapters will
take account of the characteristics of the assets and a myriad of relationships, legal

and societal, existing therein.

Users are a significant stakeholder for the purpose of this thesis. This thesis starts
from the standpoint that the interests of users are not the sole, but are the paramount
policy consideration in the debates explored in this thesis. What are the reasons for

this?

First, in the offline world, most legal systems already recognise that individuals can
dispose of their property, tangible and intangible (although this may be limited by other
interests, e.g. the rights of spouses or children, or the right of society to inheritance

taxes).

Second, the arguments for rights of testamentary freedom are arguably stronger in
the online world than the offline, given the prevalence of personal data in digital
assets, e.g. emails, social network posts, playlists, pictures, etc. (see sections 4.5.
and 5.5.).

Third, the thesis draws on normative theories to question the propertisation of digital
assets, one of which, personhood theory, is closely linked to the personality and
creative acts of the user (see sections 2.6.3. and 2.7.4.). This argument is particularly
strong when looking at digital assets that also fit the category of copyright, e.g. online
literary or musical works. If digital assets cannot be perceived as property or protected
by copyright, the analysis looks at post-mortem privacy. This concept, again, puts an
individual into its focus, allowing for a different kind of post-mortem control (see
sections 4.4. and 5.4.).
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Their interests are therefore in the centre of the argument, underpinning findings in
all the chapters, i.e. respecting autonomy and wishes of the deceased, expressed
pre-mortem with regard to the transmission of their assets on death.

Another group of stakeholders include the deceased users' heirs and families, on
the one hand, and the users' friends, on the other. The heirs and families usually
aim to get access to the accounts/content in a digital asset, treating these as the
deceased user’s estate. On the other hand, friends are also interested in having some
control over their online relationship with the deceased, either by preserving the
shared and co-constructed content or discontinuing their relationship online. The
analysis in this thesis does not follow the established succession law principles, where
next of kin take priority in the intestate succession (the lack of a will). Instead, the
thesis recognises the shift in the cultures online and offline, co-constructed and
shared profiles, and the increasingly important interests of users’ friends (see section
5.1. in particular). It is argued that the culture of sharing content online, particularly on
social networks, deserves a better policy and legal recognition. This notwithstanding,
a user should be able to decide and leave his assets to friends in a context of a specific
digital asset, be it a social network or virtual world. A basis for this can be found in the
anthropological and psychological evidence, explored by the author to some extent.
This literature, however, does not form a core part of the whole thesis, but it is
particularly germane to section 5.1. of the thesis. This proposition is less applicable
to the context of emails, where the feature of sharing and co-construction is not

equally prominent (see section 4.1.).

Service providers and platforms (e.g. Facebook, Google, Twitter, Linden Lab, etc.)
have legitimate interests in preserving and developing their businesses. The providers
have created their platforms, investing money and effort in them, and this should be
considered. However, even though conventionally in the West, and especially the US,
countries tend to take a fairly laissez-faire attitude to the regulation of corporations, it
is argued in this thesis that the importance of these platforms and businesses is so
significant that it merits a regulatory account. For example, Facebook’s users base is
enormous, larger than any state population, and legitimate concerns of users need to
be recognised (such as, for instance, privacy concerns: see more in sections 5.1.1.
and 5.4.). In addition, the mere nature of digital assets depends largely upon service

providers, their computer code and servers. Borrowing from Lessig’s taxonomy of
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regulation of the Internet,®” it is worth noting that service providers have the power to
modify, destroy and create digital assets through ‘code’, and this control cannot be
left out of any considerations of digital assets. As demonstrated later in this thesis
(see sections 4.3.1. and 5.3.1.), solutions created by service providers support the
main argument in this thesis, the user's autonomy, as they enable an in-service
control over a user’s content. In addition, service providers support post-mortem
privacy arguments as well, so it is not overly difficult to take account of these interests
in the thesis focused on individual users.

Society and public interests are also worth mentioning when discussing the post-
mortem treatment of digital assets. These are predominantly interests in keeping
accurate historical records, interests of archives, but also the potential conflict
between free speech and post-mortem privacy. This perspective is not in the focus of
the thesis, however. It is argued that certain safeguards and exceptions can be
established to account for these interests, but the analysis here will not discuss this
further.

Finally, an emerging category of stakeholders is online digital legacy services,
which aim to assist in the disposition of digital assets on death. They usually come in
the form of digital wills, depositories of passwords and/or content, memorial websites,
messaging services, etc. (e.g. Legacy Locker, ifldie, Cyrus Legacy, My Digital
Executor, etc.). These services aim to shift the control of digital assets to users by
enabling the designation of beneficiaries who will receive passwords/content of digital
asset accounts. However, the services usually conflict with terms of service of digital
asset service providers. Furthermore, they are not recognised by the law, are not valid
wills and can conflict with the laws of intestacy. These issues will be further analysed
in the final chapter, where different solutions to the issues identified in the thesis are
assessed. However, it is worth noting that the issues surrounding these services are
significant and it is not recommended in this thesis that the services are used in their

current form and with the law as it stands now.

1.6. Methodological considerations

87 L Lessig, Code, version 2.0 (New York: Basic Books, 2006).
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The thesis predominantly adopts a black-letter law, doctrinal perspective. However,
the complexity of the phenomenon of digital assets per se as a novel, global and
technologically conditioned assets requires that assessments and conclusions are
based on more than primary legal sources and commentaries on these sources. The
thesis, therefore, engages with relevant aspects of other theoretical areas and
disciplines, such as philosophy, economics, anthropology and psychology. These
disciplines are useful, as they may offer some valuable arguments in relation to, for
instance, economic value and the importance of digital assets or their personal,
intimate significance. In addition, an important part of the analysis in Chapter 2 is
theoretical and normative, where the thesis aims to explore whether these new types
of assets (digital assets) could and should fit within the most established Western
property theories. Finally, the thesis looks at policy implications of transmission of
digital assets on death and suggests some tentative policy/legislative

recommendations in conclusion.

Moreover, the analysis refers to some empirical work. This work, however, is not
rigorous and the thesis cannot be classified as empirically-based. The purpose of the
empirical research (informant interviews), was to gain some background knowledge
and observations on how the legal profession and major market players view the
issues of transmission of digital assets. These views will be used in the case study
chapter, to an extent, but they have mainly been presented in this chapter, with the

summary of findings and observations (section 1.4.).

Regarding jurisdiction choice, the thesis draws on a mix of sources, not in a strictly
legal comparative manner (e.g. comparing English to French law per se), but as
appropriate and viable for finding the best sources to investigate and illuminate areas
explored in the thesis. Thus, for instance, when looking at black letter law
developments on specific digital assets most sources are drawn from the US
(California, where appropriate) and UK law (England, where applicable). This is partly
due to them being the lead digital economies,®® and partly due to limitations of

language and access to case law. On the other hand, when looking at the fundamental

38 In terms of innovation and leadership; this, however might change with China’s
increasing engagement in innovations, for instance.
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ways property as a concept is defined and categorised, in order to investigate how
digital assets fitted in, the thesis found considerable and useful differences between
civil and common law, so the analysis drew extensively on sources from both camps.
This decision enabled the identification of common themes in the legal families,
consideration of legal transplants, and resulted in a combined common-civil law

solution (see section 3.6.3.).

Another reason for the decision on jurisdictions is in the jurisdictional complexities of
the issues relevant to considering the legal nature of digital assets (i.e. property,
succession IP and privacy). Black letter property and succession law, on the one
hand, can be discussed from a perspective of English and Californian law, as these
institutions are regulated by their individual laws mainly. On the contrary, the
intellectual property regimes in both countries are not at the level of England or
California, but rather at the UK and US levels. Aspects of IP law have been
harmonised at the EU and international levels, so a more global approach is relevant
as well. The same can be argued for privacy (although, if we are looking at a wider
notion of privacy, i.e. defamation or personality rights, then the discussion can be
focused on these individual jurisdictions). Furthermore, case law in the area of
transmission of digital assets is very scarce and points to looking at the wider
jurisdictions, such as China or the Netherlands (see sections 3.1.3.,4.1.1 and 5.1.1.).
Some US federal efforts in the form of Fiduciary Access to Digital Assets Act illustrate

the importance of looking at a wider picture as well (see section 6.2.1.).

Therefore, the main sources in the case study chapters, such as legislation and case
law examples, but also additional socio-anthropological elements, will be sourced
from specific jurisdictions that appear most appropriate for developing a discussion

on digital assets.

1.7. Novel contribution

The thesis provides the first comprehensive academic account of the transmission of
digital assets on death in the UK. The scholarship is more prominent in the US, and
the thesis builds upon this literature. However, it also provides a critique and an

approach distinct from the ones submitted by the US authors so far.
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First, their analysis has not been comprehensive and has not considered the UK and
EU intellectual property, property or privacy law, for instance. Second, this literature
has not taken comprehensive account of the range of digital assets as this research
does, using important case studies. Rather, the research thus far has tended to focus
on one class of assets principally. Third, a comprehensive theoretical and normative
background has not been explored, as it is set out in this thesis using labour,
personhood and utilitarian theories. Fourth, while there has been a much theoretical
exploration in US virtual worlds literature, which this research draws on, there has
been no previous attempt to systematise it across different representative classes of
assets. Finally, the thesis will suggest some clear and novel, albeit tentative,
technology, policy and legal solutions (such as, for instance, virtual user right for

virtual worlds, or post-mortem privacy as a general theme for the case studies).

1.8. Challenges

The main challenges encountered in this thesis were around the two most important

issues: jurisdiction focus and viability.

The question about jurisdiction was whether civilian systems should be included or
not and whether the focus should be on England and California only. The previous

section has explained the rationale behind the chosen jurisdiction focus.

With regard to the second issue, viability, the challenges were mainly questions
regarding whether the thesis should evaluate conflicts of laws, jurisdiction and
criminal law issues in more detail. Notwithstanding the importance of these issues (as
suggested in all the chapters), the thesis will focus on the substantive private law
issues mainly. The reason for this is that the primary research question was to decide
if, when and how digital assets are transmitted to heirs on death. This is a question
primarily of private law - property law and succession law. Therefore, the author has
decided that criminal law was mostly out of scope for the thesis, although the
discussion has drawn on some case law on theft of digital assets, simply because
case law is so sparse. The private international law aspects will be explored in the

author’s future work.
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In addition, the thesis does not address substantive succession law in detail, i.e. who
inherits digital assets, if they are transmissible. This is a very specific and technical
guestion, and the answer varies by jurisdiction. More importantly, the research
question of this thesis is the primary meta question of ‘do digital assets transmit at
all’, and property and contract law are more relevant. However, the principles of
succession law have been referred to in relation to conflicts between heirs and
technological solutions for the transmission of digital assets and in making the

comparison between offline and online rationales of succession.

Finally, some other challenges were: the lack of access to non-Anglo-American
materials and the fast-changing pace of the digital world (e.g. service providers'
changes of their policies).
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Chapter 2 — Theoretical Underpinnings: Property and Autonomy

This chapter sets out a basic theoretical foundation for the thesis, used in the case
study chapters on the following fundamental questions: 1. What is property; 2. What
are the basic incidents of property in various jurisdictions, and 3. What are the
conceptual justifications for categorising assets and objects as property. In order to
identify possibilities for transmission of digital assets on death the thesis will look at
the first fundamental issue, i.e. the nature of these assets. In answering this first
question, property and intellectual property are the first apparent answers, since
property and IP both clearly transmit on death (for more details on the transmission
see sections 2.5. and 4.2.1). Therefore, if digital assets analysed in this thesis are
found to be property or protected by intellectual property rights (copyright in
particular), then their transmission is clear — property transmits on death, and
copyright protection lasts for a number of years post-mortem (70 years in the referent
jurisdictions, US and UK). In order to be able to conclude or discard this proposition
for each of the case studies, the meaning of property, its incidents and justifications
will be explored in this chapter. This discussion will be further applied to examine

whether virtual world assets, email and social networks are property.

Furthermore, the chapter will discuss the main underpinning value of the thesis, i.e.
autonomy, and its relationship with one of the novel contributions of the thesis, viz.
post-mortem privacy. This analysis will be chiefly relevant to the second and third
case studies (emails and social network), due to the prevalence of personal data and
privacy issues in these digital assets. The issue of post-mortem privacy is less
relevant to the first case study, virtual worlds, since players usually take up imaginary
identities and do not share their personal data and the real-life identities therein. It is,
however, still important to position this section in this chapter, as autonomy is a

guiding principle of the entire thesis.

In summary, the chapter sets out the main theoretical background of the thesis,
examining the concepts of property and autonomy. This thesis does not rely on any
claim about the relationship between the concepts, of property, privacy and
autonomy, however: it makes no claim, for example, that autonomy underpins
property, or that the concept of privacy somehow ‘mediates’ between the concepts of
autonomy and property. Rather, property is examined from various angles simply in

order to determine whether virtual assets could (doctrinal question) and should
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(normative question) be regarded as property. If the answer to either of these
questions is 'yes’, then these assets can be transmitted on death by the laws of testate
and intestate succession. If the answer is ‘no’, because some of the assets are
primarily made of information and personal data that cannot constitute property, then
privacy as a concept takes precedence. Autonomy is regarded here as underpinning
these privacy interests, and it is argued that autonomy—in this specific case—should
extend beyond death in the form of post-mortem privacy. Testamentary freedom is

treated as a precedent for the purposes of this argument.

This chapter will not discuss copyright from a theoretical perspective. The reason for
this is that copyright’s transmission on death is clear and settled in law, so if a digital
asset meets the requirements of copyright protection, this right will be passed on to
heirs of a deceased user. Therefore, theoretical considerations of copyright are
outside the scope of this thesis. Rather, the chapters discussing case studies will
assess if some of their content satisfies requirements of copyright from a doctrinal
perspective. Notwithstanding that transmission of property is also very clear, features
of property are not as settled or harmonised in law or theory as requirements for
copyright protection are (at least from a black letter law perspective, without going
into the debate around whether the current copyright regime is desirable or justified).
Rather, as seen later in this chapter, it is highly contested whether information or other
non-copyrightable content of digital assets is or should be property. Therefore, to
enable this evaluation in the case study chapters, this chapter will engage in the

debate about property from a theoretical and doctrinal perspective.

Information, conversely, as another dominant type of digital asset content (see section
4.1. and section 5.1.), has not been assessed from the perspective of post-mortem
transmission. The legal nature of different types of information is often unclear, and
one of the most significant considerations is whether information can be considered
property. If the answer is positive, either from a black letter law or a normative
perspective, then the content including predominantly information will transmit/should
transmit on death like traditional property (see sec 1.7.). Conversely, if the answer is
negative or unclear, each case study in this thesis will be assessed from the
perspective of its specific content, excluding the general transmission of information.
The discussion on property in information and personal data is more specific than the
general theorising of property set out in this chapter, and it is primarily relevant to the

case study analyses in chapter 4 and 5. Therefore that specific discussion will utilise
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findings of the general concept of property explored in this chapter but will be delayed

to chapter 4.

2.1. Defining the notion of property

This section will briefly explore the origin, usage and possible definitions of the word
‘property’. It will demonstrate that all attempts at a comprehensive and all-
encompassing definition, even on an essential, abstract level, are fruitless. This is
necessary for the purpose of this thesis, since digital assets are typically located in a
transnational space, e.g. on a server physically located in Ireland, owned by a US
company, and accessed by and created by users from many different jurisdictions.
Therefore, issues relating to the transmission of digital assets are likely to be even
more complex when systems have very divergent views on what constitutes property.
The choice of jurisdictions discussed in this chapter has been explained in section
1.6.

George, for instance, notes that property is ‘notoriously difficult to define’ and that the
debate about its definition and nature has been going on for ages and ‘seems set to
rage for some time yet'.! Throughout this chapter, the key features of the property
concept will be explored and suggested, even if it does not lead to a definite

conclusion about the definition and nature of this important concept.

The word property comes from the Latin word proprietas, possibly through French
propriété, meaning ‘the peculiar nature or quality of a thing’ and ‘ownership’. The word
is derived from the adjective proprius meaning ‘own’ or ‘peculiar’, as opposed to
communis (common) or alienus (another’s). Furthermore, the word can be rooted in
the Greek mpo or Sanskrit pra meaning ‘in front of, ‘before’, ‘close to’, ‘on behalf of’.

Donahue interprets this core meaning as something that, even before getting its legal

1A George, ‘The Difficulty of Defining ‘Property’ (2005) 25(4) OJLS 813, 813.
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meaning, represented an idea of ‘what distinguishes an individual or a thing from a

group or another’.2

The word has been used in different contexts and with various and, sometimes
contradictory meanings, not only between the different legal systems but also within
the same ones. For instance, older usage in England referred to a relationship
between a persona and resources, a thing, while later, after the seventeenth century,
the meaning pertained to the object of an ownership interest.® Along this line, Gray
indicates a blurred distinction between property as a ‘relationship’ and property as a
‘thing’, arguing that the former use is correct and quoting Bentham and Macpherson
to support his stance.* Further, he emphasises the dynamic quality of this relationship,
changing in time both in subjects and objects of property.

It would be highly complex and, arguably, impossible to provide a unique definition of
property, for all legal cultures and systems. This is a fact even in the case of a
philosophical, more abstract definition, since throughout the history of contemplation
on property; there was hardly any agreement on its essence and definition. There
have been attempts to offer some common characteristics for the notion. For
example, as Honoré puts it, ownership, dominium, propriété, Eigentum, ‘stand not
merely for the greatest interest in a thing in a particular system but for a type of interest
with common features transcending particular systems’.> Honoré uses the term in the

context of ‘the ‘liberal’ concept of ‘full’ individual ownership’.®

Definitions in legal codes, according to Honoré, are not ‘a safe guide’. However, even
though he notes the similarity between the French Civil Code and Soviet Civil Code

definitions, both emphasising the absoluteness in the term, he also warns of the

2 See J Donahue ‘The Future of Property Predicted from its Past’ in J R Pennock and J W
Chapman, eds, Property (New York University Press, 1980), 31.

8 J W Harris, Property and Justice (Clarendon Press, 1996), 10.
4 K Gray, Elements of Land Law (London, 1987), 8-14.

5 A M Honoré ‘Ownership’ in A G Guest, ed, Oxford essays in jurisprudence, a collabourative
work (Oxford University Press, 1961), 108.

6 Ibid 107.
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different limits laid down by law.” According to this, it could be argued that ownership
is the greatest interest in a thing in many contemporary legal systems, but the

argument about the common features is much harder to sustain.

Another notable example in support of the argument put forward by Honoré is
Blackstone’s view on property, which is similar to that predominantly accepted in the
Continental, civil law tradition. Blackstone uses the term ‘the right of property’, as an
equivalent of the ownership right in civilian usage. Ownership is, as will be
demonstrated later in this chapter, only a subset of property, one of many property

rights in civil law tradition.

Blackstone’s view has later been rejected by most common law scholars and the
judiciary, who embraced the ‘bundle of rights’ concept, as discussed later. His position

is best reflected in the famous quote:

There is nothing which so generally strikes the imagination, and engages the
affections of mankind, as the right of property; or that sole and despotic
dominion which one man claims and exercises over the external things of the
world, in total exclusion of the right of any other individual in the universe. And
yet there are very few, that will give themselves the trouble to consider the

origin and foundation of this right.®

While legal scholars mainly expressed the views mentioned in brief above, the usage
of the term and its definition become even more diverse if we look at other disciplines
and contexts. Thus, for example, Grey tried to summarise contemporary usages of
the term ‘property’ in law, economics, and legal theory.® One of the usages amongst
teachers and law students in England is ‘the whole body of law concerned with the

use of land’, another one is inherent to lawyers and some economists, who use it to

7 Ibid 110.

8 S W Blackstone, Commentaries on the Laws of England (1765-1769) (18th ed, S. Sweet etc.
1829) Book I, ch. 1.

9T C Grey 'The Disintegration of Property' in Pennock and Chapman (n2).
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identify it with rights in rem (rights against the whole world), as opposed to the rights

in personam (rights against a determinate person).

Some economists, such as Posner and Demsetz, use the word to indicate the
purpose of property, including all rights with the purpose to advance allocative
efficiencies, such as the rights to life, liberty, and personal security. Others invoke the
‘new property’, like Reich, arguing that the traditional purpose of property is to ensure
independence and security, thus proposing a revision of the concept in terms of

welfare and public education law. 1°

Another specialised usage defines property as opposed to the liability according to
the remedies available to protect it. Thus, property can be enforced, amongst other
options (e.g. vindication, restitution), both by injunction and criminal law sanctions,
whereas obligations are usually followed with damages as a remedy (see section
2.3.1.1).

In his elaboration of property, Grey concludes that from a glance at the range of
current usages the specialists who design and manipulate the legal structures of the

advanced capitalist economies could easily do it without using the term property.’*!

From a philosophical point of view, Waldron argues that property is ‘a concept of
which many different conceptions are possible’*? and the conceptions are relative to
different societies and their respective conception of incidents of ownership. 3
Further, defining the general concept, he states that it is ‘a system of rules governing
access to and control of material resources’.'* Resource further is ‘a material object

capable of satisfying some human need or want’.*®

10 C Reich, ‘The New Property’ (1964) 73 YLJ 733, discussing the wealth allocation of property
function in relation to the ‘government largesse’, different social benefits and services, for an
interesting overview see Harris (n3) 149-151.

1 Grey (n9) 71-73.

12 3 Waldron, The Right to Private Property (Clarendon Press; Oxford University Press, 1990)
31.

13 bid.
14 1bid.

15 |bid.
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Having briefly touched upon the notion of property and possible viewpoints and
stances regarding its definition, the concept itself should become more clear and
familiar after identifying its main features and categories, principally focusing on the
common law conceptions. Also, the definitions and features will reflect the currently
predominant capitalist economy conceptions of property in the Western World,
notwithstanding different conceptions elsewhere, which reflect cultural, economic and
societal characteristics of these societies (e.g. socialist conceptions and rejection of
private property, tribal and indigenous conceptions of property, etc.). The reason for
focusing on the former is that the thesis is primarily looking for practical and policy
solutions in the current socio-economic system in the UK and US. Therefore, property
in its western conception is used as a tool to suggest some solutions for the

transmission of digital assets on death, in the system ‘as is’.

2.2. Incidents of property

2.2.1. Identifying main incidents of property

In this section, the author will identify the main incidents of property, used further in
this thesis in the discussions on whether digital assets include these incidents so that

they can be considered property.

Honoré has offered one of the best-known attempts at defining the common elements
or features of property or ownership. He identifies eleven exhaustive incidents of
ownership that ‘are not individually necessary, though they may be together sufficient,
conditions for the person of inherence to be designated as ‘owner’ of a particular thing
in a given system’.'® These incidents are: the right to possess, the right to use, the
right to manage, the right to the income of the thing, the right to the capital, the right
to security, the rights of transmissibility and absence of term, the prohibition of harmful

use, liability of execution, and the incident of residuarity.’

16 Honoré (n 5) 112