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Abstract

The most widely used quantum key distribution (QKD) protocol has been the Bennett-
Brassard 1984 (BB84). Practical quantum sources that reach ideal single-photon emis-
sion behaviour do not presently exist, making them vulnerable to photon number split-
ting (PNS) attacks. Weak coherent pulses (WCPs) are favoured in QKD for their
feasibility and cost-effectiveness. The exploitable multiphoton emissions of WCPs have
rendered the decoy method, which is essential to prevent PNS attacks while offering
key rate enhancement. Seeking potential key-rate and finite-block scaling advantages
in BB84, we evaluate high brightness, low-¢(?) (0) single-photon sources (SPSs) as alter-
native QKD sources, given their low multiphoton contributions. The challenge lies in
their diverse quantum-mechanical systems, lacking a generic statistical distribution for
their photon emissions. Researchers often assume distributions that do not accurately
represent the SPS statistics, hence we propose a partial characterisation of the SPS
using the time-zero second-order correlation function and the mean photon number to
estimate secure keys for our non-decoy SPS protocol, where we introduce tight finite-
key bounds based on decoy WCP techniques. This approach drastically reduces the
required block sizes to approach the asymptotic key rates and shows SPSs’ potential for
key enhancement in short-range QKD networks. We also present two decoy SPS meth-
ods, deriving novel security bounds of the yields and relaxing previous assumptions on
arbitrary distributions. These methods highlight the necessary SPS characteristics to
surpass decoy WCP. Finally, we implement our non-decoy SPS protocol in our satellite-
to-ground QKD model, identifying the optimal wavelength and estimating the annual
key volume for our non-decoy SPS, based on a 2D material defect, and for a 2-decoy

WCP protocol.
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Chapter 1

Introduction

Throughout history, the desire to exchange secret messages has been ever-present. The
earliest secret codes from the Persians and Greeks date back to the fifth century BC.
Over time, encryption codes and ciphers have evolved significantly, profoundly impact-
ing society. A notable example is Alan Turing’s success in cracking the Enigma code
during World War II. This ongoing battle between code breakers and code designers
has persisted for centuries, leading to substantial efforts in developing classical crypto-
graphic schemes to protect private and confidential data.

The security of classical public key cryptosystems is built upon the hardness of
certain mathematical problems, assuming no computational algorithm can efficiently
solve them in a reasonable timeframe [2]. One of the most commonly employed public
key encryption protocols is the Rivest-Shamir-Adleman (RSA) algorithm [3,4], which
is fundamentally predicated on the mathematical problem of prime factorization. The
core concept relies on the asymmetry of computational difficulty between two opera-
tions: the multiplication of two large prime numbers, which is trivial, and the inverse
process of factorising their product, which is computationally infeasible for current
classical computers to perform in a reasonable time.

The future advent of quantum computers, first envisioned by Feynman [5], threatens
classical cryptographic systems. Classical encryption schemes based on prime factori-
sation and discrete logarithm will become insecure when a practical quantum computer

is able to implement Shor’s factoring algorithm [6,7]. However, quantum computers
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are also expected to solve problems that are currently intractable for classical com-
puters [8]. This context underscores the need for quantum-safe cryptography. The
two current solutions are post-quantum cryptography (PQC) [9] and quantum cryp-
tography [10]. PQC involves developing new cryptographic algorithms that are secure
against the threats posed by quantum computers (see a review of PQC in [11]). In con-
trast, quantum cryptography leverages the principles of quantum mechanics to achieve
secure communication. Specifically, PQC is a software solution, whose security relies on
the computational complexity of solving a mathematical problem. This might poten-
tially lead to endless generations of increasingly more robust algorithms. On the other
hand, quantum cryptography is a physically-based solution, as its security relies on the
correctness of quantum theory principles and the equipment’s behaviour aligning with
the theoretical model [12].

Stepping back in time, the concept of exploiting quantum properties for secure in-
teractions has been around since the 1970s, beginning with the idea of unfalsifiable
quantum banknotes by Wiesner [13]. Although impractical due to its complex require-
ments for single-photon storage, Wiesner paved the way for quantum key distribution.
The development of the Bennett and Brassard 1984 (BB84) QKD protocol [14] demon-
strated that photons were more useful for transmitting information rather than storing
it. Over the past few decades, numerous other protocols have been introduced, includ-
ing entanglement-based [15,16] and device-independent protocols [17,18], some of which
have been experimentally implemented [19-21]. QKD protocols serve as cryptographic
systems that securely distribute secret keys between distant parties. The key, a string
of classical bits, enables the encryption and decryption of messages for private commu-
nication. Unlike other cryptographic protocols, the security of QKD does not rely on
assumptions about an adversary’s computational limitations. Instead, QKD provides
unconditional security [22, 23], also known as information-theoretic security [24], by
exploiting the intrinsic quantum properties of photons, even if the eavesdropper has
unlimited computational power. Thus, it provides a way of detecting an eavesdropper
when all the required steps of the QKD protocol succeed, such as quantification of the

information leaked to the adversary or classical post-processing. However, experimen-
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tal challenges must be addressed to align the QKD implementation with the theoretical
model and prevent security threats.

In prepare-and-measure QKD protocols, such as the BB84, entangled states are not
a requirement, although if they are used, it helps to ensure a secure preparation of
the transmitted states [25]. The sender (Alice) encodes the key, a string of random
bits, into polarized quantum states. She transmits these states through a quantum
channel to a receiver (Bob), who measures them to obtain the encoded bits of the key.
The security of this protocol is based on the no-cloning theorem [26], which forbids the
perfect cloning of an unknown quantum state, and the Heisenberg uncertainty principle,
which sets a fundamental limit on the accuracy with which two complementary variables
can be measured, such as the mutually unbiased orthogonal bases used for the BB84
polarized states. The no-cloning theorem prevents an eavesdropper from making a
copy of the transmitted quantum state to gain information about the key while re-
sending the original state to Bob. Hence, to acquire knowledge about the encoded
bit, an eavesdropper (Eve) must measure the sent state. If Eve measures using the
complementary basis to the one used by Alice and Bob, she inevitably disturbs the
polarised state. This disturbance does not go unnoticed by the parties, allowing them
to detect Eve’s presence and abort the protocol.

Early security proofs for QKD protocols assumed ideal device behaviour to demon-
strate that QKD is information-theoretically secure [27], meaning it is unbreakable un-
der the proposed theoretical model. However, practical challenges in QKD implemen-
tations threaten protocol security because the behaviour of real devices often deviates
from these theoretical assumptions. Security proofs have been revised continually to ad-
dress these deviations and maintain protocol security [28,29]. Additionally, researchers
in quantum hacking have explored these deviations, identifying security loopholes that
can be exploited by Eve’s attacks [30,31].

One of the most commonly discussed attacks is the photon number splitting (PNS)
attack [32,33], where Eve exploits the multiphoton emission from Alice’s source to
extract the key while remaining undetectable. An ideal QKD system would employ

a quantum source that consistently sends single-photons. Although ongoing research
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aims to approach this ideal behaviour [34], it is strictly unachievable in practice. In
real-life scenarios, this inherent nonideality of practical sources is exploited by the PNS
attack. This attack is particularly effective in noisy channels, where low detection rates
at Bob’s apparatus allow Eve to gain knowledge of the entire key. To counteract Eve’s
strategy, the decoy-state method was introduced for the BB84 protocol [35], wherein
Alice uses multiple intensities to prepare her states. The principle behind the decoy
technique is that the yield, i.e. detection rate for a particular n-photon state, must
be the same for different intensity levels. Thus, the parties can estimate the yields of
secure events (non-multiphotons) using the statistics generated by all intensities while
upper bounding the multiphoton contribution, representing insecure events.

Another practical challenge is estimating the secret key for finite statistics. Ini-
tially, QKD security proofs estimated the key rate for the asymptotic limit, where
Alice and Bob shared an arbitrarily large block of correlated events, also interpreted
as the running time of the QKD experiment tending to infinity. However, in a real
experiment, the gathered statistical blocks are finite and subject to fluctuations from
their expected outcomes. Consequently, studies were proposed to account for these
finite-key effects [36,37]. Ignoring these deviations from the estimated values threatens
protocol security, as it can lead to an overestimation of the secure events forming the

final key.

1.1 Motivations and Contributions

Overall, the main current challenges in QKD are to distribute higher amounts of secret
bits and extend the tolerable range of loss (distance) between the parties. The QKD
community is exploring ways to address these challenges, such as proposing novel or
updated protocols, employing alternative quantum sources, using free space as the
quantum channel, and discovering more optimal transmission wavelengths. In this
work, we explore these ideas to improve the BB84 QKD protocol performance.

Weak coherent pulse (WCP) sources are strongly attenuated lasers that approach

the single-photon regime and have been the most commonly employed sources in the
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BB84 protocol due to their feasibility [38]. WCP sources have offered adequate QKD
performance due to their high brightness despite their considerable multiphoton emis-
sion. However, recent advancements in practical single-photon sources (SPSs), based on
defects in 2D materials or quantum dots, exhibit significantly lower multiphoton emis-
sion than WCPs [39-41]. Efforts are being made to achieve more optimal SPSs due to
their various important applications beyond QKD, making them promising sources for
QKD implementations.

In particular, recent advancements in SPSs show that they can potentially improve
the ratio between single-photon and multiphoton emissions, which is crucial for QKD
transmission, whereas WCPs lack this capacity for improvement. Thus, it arises the
motivation for building a theoretical formalism for the BB84 protocol adapted to the
nature of SPSs to provide a model to experimentalists that aim to evaluate their partic-
ular SPS in QKD. Consequently, the inability to further suppress multiphoton emissions
in WCPs led to their shift away from non-decoy BB84, driven by the need for enhanced
security against PNS attacks and higher key generation in practical QKD systems.
However, SPSs emerge as suitable candidates for a non-decoy BB84 protocol, where
only one intensity is used, due to their extremely low multiphoton emission. Therefore,
we develop an updated non-decoy method for an SPS and we show the key rate perfor-
mance of an experimental quantum dot in [42]. We compare our non-decoy SPS with
a decoy WCP protocol. Although the non-decoy SPS protocol avoids the complexity
of adding a decoy state, decoy WCP protocols are mature and cost-effective, being an
optimal choice for QKD implementations. However, here we propose specific scenarios
where an SPS with certain characteristics in a non-decoy method may be preferable
based on key rate performance or maximum tolerable loss of the system.

Clearly, we do not limit the study of SPSs in QKD to non-decoy protocols. We
extend this analysis to the decoy method, which not only prevents PNS attacks but
also enhances the key generation. We develop a novel theoretical decoy BB84 protocol
adapted to any practical SPS. Thus, we examine if these alternative quantum sources
can outperform the widely used WCP within the decoy method and identify the required

SPS characteristics to achieve it.



Chapter 1. Introduction

Finally, utilizing a free-space channel drastically reduces transmission loss compared
to optical fibre [43]. Therefore, we introduce our non-decoy SPS protocol in a satellite-
to-ground QKD model and compare it with a decoy WCP. We develop this analysis
for a specific SPS based on the layered material hexagonal boron nitride (hBN). We
analyze different wavelengths suitable for this SPS, as well as the C-band, commonly
employed for WCPs, for both non-decoy SPS and decoy WCP protocols during daylight
and night operations.

To recap, our goals in this thesis align with the previous ideas and were conceived as
follows. First, we identified alternative quantum sources that have not been analyzed
in-depth in the QKD field but possess the potential to enhance the key performance.
Practical SPSs emerged as promising candidates. Second, we selected the protocol
that best suits the nature of SPSs. We chose the BB84 protocol and derived novel
security bounds adapted to any type of SPS for both non-decoy and decoy methods.
The development of the latter was inspired by techniques used in up-to-date decoy
WCP protocols. Third, we analysed the SPS performance in free-space QKD for a
satellite-to-ground model, evaluating different wavelengths to identify the optimal one
for each scenario. In conclusion, testing novel quantum light sources to determine if they
can potentially outperform the commonly employed WCPs in various QKD scenarios,
and identifying the required characteristics of the proposed source and protocol, is a

valuable aim that contributes to the progress of the QKD field.

1.2 Thesis Structure

The thesis is organised as follows. In Chapter 2, we review the fundamental elements
of quantum systems and information theory that underpin both classical and quantum
cryptography. These concepts are essential for understanding the security of quantum
key distribution, presented in Chapter 3. This chapter covers the main theoretical
aspects of the secure key derivations, from the asymptotic limit using efficient BB84 to
the finite-key analysis incorporating the decoy method with weak coherent pulses.
Chapters 4 to 6 contain the primary contributions of our research. In Chapter 4,

we present our non-decoy SPS protocol, showing a key enhancement and significantly
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reducing the required block sizes to reach the asymptotic key rate compared to previous
non-decoy analysis in the literature. Furthermore, we demonstrate how non-decoy SPS
can improve the key performance and maximum tolerable loss of the 2-decoy WCP
in a considerably constrained region of short acquisition times (block sizes) and low
losses, provided the mean photon number is sufficiently high. While this serves as an
initial comparison between SPS and WCP in QKD, acknowledged that the comparison
is not entirely fair due to the use of different QKD protocols for each source. To
address this, in Chapter 5, we provide a comparative analysis of SPS and WCP within
the framework of the decoy method. We present novel decoy models adapted to any
conceivable SPS with a measurable time-zero second-order correlation function and
mean photon number. We examine which SPS characteristics are needed to surpass
WCP in decoy methods and aim to relax the assumptions on the photon emission
statistics in previous studies using arbitrary distributions. Given SPSs are not tied to
a generic statistical distribution, due to the diversity of quantum-mechanical systems
used to construct them, our protocols’ applicability to any practical SPS is of significant
relevance.

In Chapter 6, we evaluate the key performance of our non-decoy protocol in our
satellite-to-ground QKD simulation model. We compare it with the commonly em-
ployed 2-decoy WCP over three wavelength candidates, two of which are selected for
their potential in daylight communication. We identify which wavelength, combined
with the protocol and source, is the most optimal for distributing secure key bits under
our particular free-space channel model. Finally, we draw the conclusions of the thesis

in Chapter 7.

1.3 Conventions

To ensure clarity and consistency throughout the thesis, here, we state our adopted

conventions:

e p denotes a density operator (matrix), representing the state of a quantum system

and it is the only operator without a hat.



Chapter 1. Introduction

e Creation and annihilation operators are denoted by & and af, respectively.

General operators, including observables, are marked with a hat (fl) to distinguish

them from scalar quantities and states.

Scalar quantities and state vectors do not carry hats.

We define the set of natural numbers N as the non-negative integers, hence in-

cluding 0.

Te logarithm symbol is always intended in base 2 and it holds 0log0 = 0.

This notation is chosen to align with common practices in quantum cryptography
and quantum information, where it is common to see p without a hat, and it prevents

the notation from appearing heavier in complex derivations.



Chapter 2

Elements of Classical and

Quantum Cryptography

In this chapter, we review the required formalism of quantum mechanics to describe
quantum systems used in quantum information theory and later applied to quantum
cryptography (Section 2.1). We introduce the mathematical tools to characterise the
quantum states of a system (Section 2.1.1-2.1.4), their transmission (Section 2.1.6) and
measurement (Section 2.1.5). We present the fundamental concepts related to infor-
mation theory starting from the classical theory to their analogues in the quantum
world (Section 2.2). To characterise information processing tasks, we introduce the
entropies that constrain how much classical information can be reliably transmitted
between two parties. In particular, the Shannon and von Neumann entropies (Sections
2.2.1 and 2.2.2) for a classical and quantum channel, respectively, which operate in the
asymptotic limit, i.e. for arbitrarily large data blocks. Then we introduce the smooth
entropies (Section 2.2.3) that are applied to finite blocks of statistics in quantum cryp-
tography. In the QKD context, these entropies are crucial, for instance, to calculate
how much information an eavesdropper can extract about the key shared by the legiti-
mate parties communicating through a quantum channel. These results will be crucial
to estimate the asymptotic secret key rate for the BB84 protocol. We show how to
characterise the capacity of either a classical or quantum channel (Section 2.2.6). Prior

we elaborate on quantities and concepts relevant to these channel capacities (Sections

10
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2.2.4 and 2.2.5).

2.1 Description of Quantum Systems

Here, we introduce the foundational mathematical formalism to describe quantum me-
chanical systems. We review fundamental concepts of quantum mechanics using linear
algebra, including tensors, Hilbert spaces, Dirac notation, and the density operator
formalism. The presented quantum systems and operators are crucial for the main
components of a generic quantum mechanical experiment—preparation, transmission,
and measurement—especially in a QKD system. First, in the study of QKD protocols,
the density operators of composite systems are examined to determine the secret key,
specifically the composite system of Alice and Bob and the one composed of Alice’s
and Eve’s systems. Therefore, we present a mathematical description of these quantum
composite systems. Bob needs to measure the received quantum states to decode them
and access the key formed by the classical bits encoded by Alice. Thus, we provide the
formalism for this quantum measurement, known as the positive-operator-valued mea-
sure (POVM). We also introduce the quantum bits, or qubits, and the Pauli operator,
which describe the quantum states used by the parties in QKD to share an identical
secure key. Finally, since Alice uses a quantum channel to transmit the states to Bob,
we analyse the evolution of the state caused by the quantum channel and its properties.

Most of the elements defined in this section can be found in [44-47].

2.1.1 Hilbert Spaces and Dirac Notation

The state space of a quantum system is described by a Hilbert space H. In particular, a
Hilbert space is a vector space over the complex numbers C. We use the Dirac notation
to denote vectors in a Hilbert space. If the quantum system has d degrees of freedom,
the state of the system is represented by a vector [¢) in a finite Hilbert space H of
dimension d. For a quantum system with infinite degrees of freedom, it is represented
in the infinite Hilbert space. The dual vector corresponding to the ket [i) is called bra
and is denoted as (1| € H*, where H* is the dual Hilbert space of H.

11
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The inner product between two vectors |¢)) and |p) in the same Hilbert space H is

defined by the following map
(Wlp) : HxH—C (2.1)

where (1|p) is called braket, and it satisfies the following properties:

1. Linearity in the second argument. (¢|(a|p) + B|9)) = a (Ylp) + B (|¢) where
V), ]e),]¢) € H and a,f € C.

2. Conjugate linearity in the first argument. (a (| + B (9|) [¢) = o* (p|)+8* (p|)
where o* and * represent the complex conjugates of a and (3, respectively.

3. Conjugate symmetry. (¢|¢) = (p|v).

4. Positive-definiteness. (¢[¢)) > 0 and (¢|¢p) = 0 if and only if |[¢p) =0

In particular, if the vectors |¢) and |p) in a Hilbert space are represented by some

orthonormal basis {|e;)},
) = Zai le;) and  |p) = Zﬁi lei) (2.2)

their inner product (¥|¢) can be specifically expressed as

(Ylp) = (Zaf <€i!> D bilej) | =D arb(eile;), (2.3)
i J (2%

where the inner product of the orthonormal basis equals the Kronecker delta (e;le;) =
8;;. Hence, any orthonormal basis {|e;) }%_; of an d-dimensional Hilbert space H satisfies
the completeness relation E?:l le;) (e;] = 1, where 1 is the identity operator.

These vectors have additional properties defined as follows. Two vectors |¢)) and
|o) are orthogonal if their inner product is zero, (1)|¢) = 0. A vector is normalised

if (¢|¢p) = 1. Moreover, the norm induced by the inner product is given by || |¢) || =
(]eh).

12
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Besides the inner product, we define the outer product of two states |¢)) € H and
(p] € H* as |[¢) (p], which acts on another state |¢) € H as [¢) (p|P) = (p|P) |). More-
over, the outer product of a vector |¢) by itself is represented by a projection of another

vector |) onto the one-dimensional subspace spanned by |¢) (¥| [¢) = (¥]) |¥).

2.1.2 Linear and Density Operators

Using the completeness relation of an orthonormal basis {e;}, any linear operator A

can be represented using the outer product as follows

d

Z eZ|A]e] HXCTE (2.4)
ij
where (e;] A|e;) are the elements of the matrix representation of A for each i-th row and
j-th column in the d-dimensional Hilbert space. If the operator A € D(A), where D(A)
is its domain, the adjoint operator At is defined as an operator with domain D(AT)
such that ((1)|Af|p))* = (| A|p) for all |¢) € D(A) and |p) € D(A). Hence, it follows
that (|¢) (p])t = |¢) (1| and that the dual operator of A |¢) is (1] Af.

An operator A is defined as symmetric if ((|A|p))* = (1)|A|p). Furthermore, the
observables in quantum mechanics are self-adjoint operators. A linear operator A is
called self-adjoint if A and its adjoint At are identical A = AT, ie. Ais symmetric and
their domains coincide D(A) = D(A").

A linear operator A is Hermitian if it is self-adjoint and bounded. This last condition
occurs if there is a positive number M > 0 such that ||A[y) || < M|||4) || for any state
1) € H, which holds D(A) = H.

Similarly to Eq. (2.4), an Hermitian operator A = AT can be expressed in its

spectral decomposition as

d
A=>"ailas) {ail, (2.5)
=1

where a; and {|a;)}%, are the eigenvalues the eigenbasis of A on the d-dimensional

Hilbert space H, respectively. |a;) (a;| are rank-one orthogonal projectors on their

13



Chapter 2. Elements of Classical and Quantum Cryptography

eigenvectors |a;). Its trace can be expressed as

d
Tr [/1] = Z (ei|Ale;) . (2.6)
i=1
which can be interpreted as the sum of the eigenvalues of fl, counting each one by
its algebraic multiplicity. These eigenvalues do not depend on the chosen basis to
represent the operator. When applying a transformation that changes the basis, the
diagonal elements of the matrix representation change, however, the eigenvalues remain
the same. Thus, the trace of the linear operator, being the sum of the eigenvalues, also
remains unchanged, hence it is independent of the chosen basis. Another important
norm is the trace norm given by ||O||; = Tr [\/%], which will be used in future
sections.

The evolution of a closed quantum system is determined by a unitary operator U,
meaning its adjoint operator equals its inverse Ut = U~1. This unitary operator can
also link two bases {e;}%; and {€/}%_, of dimension d such that |e}) = U |e;). These
bases are mutually unbiased if their inner product for each 7 and j equals the inverse
of the basis dimension | (¢}|e;) | = 1/d.

In quantum mechanics, density operators are used to describe the state of a quantum
system, particularly when dealing with mixed states. A pure state of a quantum system
is described by a single ket vector |1) in a Hilbert space, i.e. what we called before just
state. However, in practice, a quantum system may not be in a single-state vector. In
this case, we can define it as a mixed state, i.e. a statistical ensemble of pure states,
each with a certain probability. Formally, a quantum system described by the statistical
mixture of pure states {|¢)}%_, € H, with probabilities p;, satisfying Z?:l p; = 1, is
a mixed state and it can be described by the following density operator with spectral

decomposition

d
p=">> pil) {Wil. (2.7)
i=1

Note the state of the system is then characterised by the ensemble {p;,;}. The matrix

representation of p is known as the density matrix and it is commonly employed to
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also indicate the quantum operator itself. If the quantum system is in a pure state,
then the density operator (matrix) can be reduced to simply p = |¢) (¢)|. Note a pure
state must fulfil Tr [,02] = 1, whereas for a mixed state Tr [pQ} < 1. Furthermore, the
density operator satisfies the following properties: if it is normalised, Tr[p] = 1; if it
is Hermitian, p! = p; and if it is positive semi-definite (¢|p|1)) > 0 for all |)). For
convenience, we usually express it as p > 0. Thus, for a pure state p = [¢)) (¢, the

expectation value of the observable A is given by
() = (pl ) = Tx |pA]. (2.8)

In many realistic situations, a quantum system may not be in a single pure state but
rather in an incoherent superposition of several states. Thus, we do not have complete
knowledge of the exact state of the system. The density operator is essential to deal with
systems described by mixed states since it contains complete probabilistic information
about the possible states of the system. In particular, in quantum information, den-
sity operators are indispensable for accurately modelling real quantum systems, which
usually exhibit noise or decoherence due to the quantum channel used to transmit the
state or the interaction with the environment. Specifically in quantum cryptography,
where part of the security proofs of the protocols relies on the characterization of the
density matrices between the quantum systems involved.

Finally, let us define some set of density operators that will be useful in Sections
2.1.6 and 2.2.3. Let H be a finite-dimensional Hilbert space. The collection of the entire
bounded linear operators acting on H is denoted by B(H), e.g. the density operators
p € B(H). We denote the collection of positive semi-definite operators on H by P(H).

We define the set of normalised quantum states as [48]
S=(H) ={peP(H): Tr[p] =1} (2.9)
and the subnormalised states as
S<(H)={peP(H):0<Trp <1} (2.10)
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2.1.3 Composite Systems

The composite system of two quantum states is defined in the tensor product of their
corresponding Hilbert spaces Hap = Ha ® Hp with states [104) € Ha and |¢p) € Hp.
Hence, states of this tensor product Hilbert space are linear combinations of tensor
products [14) ® |1p). Similarly, the dimension of the composite space is a product
of the subsystem dimensions dim (H4 ® Hp) = dim (H4) dim (Hp) = dadp. Selecting
orthonormal bases for each system, i.e. {|aj>}d“l and {|by,)}4 w21, the composite system

has the basis {|a;) ®|b;)} = {|a;bx)}, an arbitrary bipartite pure state can be expressed

as dads
[WaB) = Y ek lasbi) (2.11)
7,k

where the coefficients /¢, form a matrix C = (,/c;z) € C%¥4*95. This admits a
singular value decomposition C' = UDV where U = ((/uj;) € C%¥*%4 and V =
(Vi) € €745 are unitary matrices and D = (v/A;) € R%4*95 is a diagonal ma-
trix of positive values. Therefore, the coefficients of the C' matrix can be expressed
as \/Cjr = Z;nin(dA’dB) V/jiAivik. Introducing this decomposition in Eq. (2.11), we

obtain
da,dg min(da,dp)

’wAB Z Z \/Uji)\ivik ]a,jbk> . (2.12)

Defining the new bases as |a;) = ;l L Wji laj) and |b;) = Ziil w;k |br) abusing the

notation, an arbitrary pure state can be written by Schmidt decomposition as

min(da,dp)

|1/}AB> = Z \/7|az z 5 (213)

where A; > 0 are the positive real quantum coefficients, known as Schmidt coefficients,
and Y, \; = 1. The Schmidt rank is equal to the number of coefficients v/A; and must
be less or equal to min(da, dp).

Suppose the quantum systems A and B both hold pure states, |¢4) and |¢¥p),
respectively. Generally, the states of each quantum system, |a;) and |b;), can be locally

prepared according to the value of A\;. The density operator of the composite system
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AB is a Hermitian matrix given by

min(da,dp)
pap = Vag) (apl= D Ailaibs) (aibil. (2.14)
i
This represents a separable state if it admits a combination of pure product states
la;) ® |b;). Otherwise, the quantum state pap is called entangled.

An ability of the density operator formalism is to describe quantum subsystems of
the entire composite system through the reduced density operator. Thus, if we are
interested in the subsystem A, we sum over the subsystem B, i.e. take its partial trace,
denoted by Trp, which operates as the regular trace of Eq. (2.6) but only acts on the

corresponding subsystem as follows

pa=Trplpapl =) (La® (bilp) pas (1a @ b)) (2.15)

)

where {|b;) 5} is any orthonormal basis of the Hilbert space Hp and 1 is the identity

operator. Similarly, the partial trace over subsystem X is defined as

pp = Trppasl = > _ ((ail, ® 1) pap (Jai) 4 ® 15) (2.16)
i
where {|a;) 4} is any orthonormal basis of the Hilbert space H 4. Note this partial trace
can be generalised to composite systems of more than two subsystems.
In quantum cryptography, if the legitimate parties hold a quantum system A and
there is an eavesdropper, Eve, holding the system E, one must assume the worst-case
scenario where Eve’s system has all possible quantum correlations with A. This is

represented by Eve holding a purifying system, which is defined as follows.

Definition 1 (Purification). Let pa be a state of the quantum system A. Suppose the
auziliary system E holds a pure state with the system A, |Yag) € Ha @ Hr = Hag. If

this pure state can be reduced to pa, such that

Tre [[Yag) (Wagl]l = pa, (2.17)
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then |Yag) is a purification of p4.

The density operator formalism can also be used to represent classical states. Sup-
pose X is a set of classical variables whose values, also called realisations, are = € X,
which are distributed with probability p(z). The classical values can be represented
by orthonormal states |z), which are always perfectly distinguishable in this classical
case, in a Hilbert space Hx. The density operator is now represented by the classical

ensemble {p(x), |z) (x|} and is given by

px = 3 pla) o) (al. (2.18)

rzeX

This can be extended to a classical-quantum (cq) state in the tensor product Hilbert

space Hx ® Hg, where Hg represents Eve’s quantum system, and it is given by

pxe =Y p)|z) (zx @ pf, (2.19)
zeX

where Eve’s states p7, depend on the classical values x.

2.1.4 Qubits and Pauli Operators

A quantum bit or qubit is the fundamental unit of quantum information, analogous to
the classical bit but with inherently quantum properties. Unlike a classical bit, which
can be in a state of either 0 or 1, a qubit can exist in a superposition of both states and
is represented in a two-dimensional Hilbert space H2, where one commonly used basis
is the rectilinear basis {|0),|1)}. Thus, a pure qubit state is described by the general
form [1)) = a|0) + B |1) where o, 8 € C and |a|? + |B]2 = 1.

The Bloch sphere is defined as a unit sphere in R? and provides a geometric rep-
resentation of qubit states. Any pure qubit state can be mapped onto a point on the

surface of the Bloch sphere, which is represented in spherical coordinates as

|t)) = cos (g) + ¢ sin (g) 1), (2.20)

where 6 € [0, 7] and ¢ € [0,27) are the polar and azimuthal angles, respectively. The
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north and south poles of the Bloch sphere correspond to the rectilinear basis states
|0) and |1), respectively, while points on the equator represent equal superpositions of

these states, see Figure 2.1.

\
W)
\ 10~ 11)

0) —i]1)

-
-

Figure 2.1: Graphic representation of the Bloch sphere. The superposition states of
the sphere are commonly denoted as [+) = (|0) + [1))/v2, |=) = (|0) — |1))/V2,
[+i) = (10) +i[1))/v2 and [=4) = (|0) — i[1))/V2.

The matrix representations of the Pauli operators with respect to the rectilinear
basis are given by

Gy = . 6y = G, = : (2.21)

These operators correspond to rotations about the x-, y- and z-axes of the Bloch sphere
by m radians, respectively. Each operator is traceless and has eigenstates associated

with the eigenvalues +1, known as the following states:
1. 7Z states (rectilinear basis), which are the eigenstates of 6, |0) and |1).

2. X states (diagonal basis), which are the eigenstates of G,, |[+) = (]0) + |1))/v/2
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and |-) = (|0) — |1))/v/2, located on the equator of the Bloch sphere at ¢ = 0
and ¢ + 7.

3. Y states, which are the eigenstates of &,, (|0) £1i|1))/v/2, another superposition
of states located on the equator at ¢ = 7/2 and ¢ = 3m/2.

The Pauli operators form a complete basis for the space of two-dimensional Hermitian
matrices, enabling any single-qubit operation to be expressed as a combination of these
fundamental rotations.

Generally, the density matrix of a qubit, which can represent either a pure or a mixed
state, can be expressed as a combination of the Pauli operators & = (6, 6y,6.)T [49]

_I+r-6

5 (2.22)

p
where r = (ry,7y,7;) € R? is the Bloch vector with ||r|| < 1.

2.1.5 Projective Measurement and Positive-Operator-Valued Measure

In quantum theory, measurement is defined by a set of operators {Mx}, where the
index x represents the possible outcome of the measurement within a finite outcome
set X. The measurement operators satisfy the completeness relation ) . Mng]; =
1. Considering the system in a given pure state |¢)), the probability of obtaining an

outcome x after measurement is given by

p(z[) = (WM M), (2.23)

where z represents a classical variable. Using the expectation value of the density
operator formalism for a state p = [¢) (| shown in eq. (2.8), the previous probability

can be expressed as

plalp) = Tr [NLNL]p] . (2.24)

In the case of projective measurements, the operators {Mz} are orthogonal projec-
tors (or projection operators) denoted by {Px}, where each projector is a linear operator

satisfying ]53? = P, and I:’; =P, (Hermitian) on a Hilbert space H, hence P, = MxM}L
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and the completeness relation for projective measurements is » P, = 1. Thus,
the probability of obtaining an outcome x for the given state p when a projective

measurement is performed is given by
plalp) = Tr [Pup| (2.25)

Note that the action of a projector on a state |¢)) € H is to project |¢) itself, which
can be written in an orthonormal basis {e;} as P = 3", |e;) (e;| onto a subspace of H.

In prepare-and-measure QKD, the aim is to generate measurement statistics at
Bob’s apparatus from Alice’s states and build a correlation between their prepared
and measured instances. There is no interest in knowing the post-measurement state
of the system, what matters is Bob’s outcomes. In practice, not all measurements
correspond to orthogonal projectors, thus the formalism of Bob’s quantum measurement
is described by a positive-operator-valued measure (POVM), which provides a more
general framework.

A positive operator-valued measure (POVM) is a measure whose values are posi-
tive semi-definite operators {Ew} on a Hilbert space. This collection of measurement
operators are Hermitian, positive semi-definite E, > 0, and also satisfy the complete-
ness relation ) E, = 1. Unlike projective measurements, POVMs allow for a
broader range of measurements, including those that can be implemented through in-
direct measurements or those that are inherently probabilistic and cannot be described
by a simple projection onto an orthogonal subspace. This generalisation is crucial to
cover the full range of quantum measurement processes in quantum information theory.
The probability of obtaining a certain outcome for a POVM is also described by Eq.
(2.25).

Consider a quantum system S, Naimark’s theorem provides a connection between
POVMs and projective measurements by stating that any POVM on a Hilbert space
Hs can be realised as a projective measurement on an extended Hilbert space Hg®HE.

Formally, given a set of POVMs {Ek} on Hg, there exists a projective measurement
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{P,} on Hg ® Hp and an isometry V : Mg — Hg ® Hp such that

A~

E, = Vi1, @ P)V. (2.26)

This result demonstrates that any POVM can be interpreted as a measure arising
from a projective measurement on a larger system, with the ancillary system on Hg

representing additional degrees of freedom that are not directly observed.

2.1.6 Quantum Channels

A quantum channel is a communication channel able to transmit quantum information
from a sender to a receiver. For a given input the channel maps it probabilistically to
an output, i.e. it is a stochastic mapping, contrary to a deterministic transformation.
Therefore, a quantum channel describes of the physical evolution of an open quantum
system interacting with an ancillary system, often interpreted as the environment or a
measurement process. When the outcomes of a POVM are discarded, we describe this
as unconditional evolution.

Formally, a quantum channel is a linear and completely positive trace-preserving

(CPTP) map &, which can be generally defined as follows.

Definition 2 (Quantum channel map). Let Ha and Hp be the Hilbert spaces of Alice
and Bob, respectively. The map of the quantum channel is defined as € : B(Ha) —
B(Hp), where Alice’s pa € B(Ha) and Bob’s pp € B(Hp) density operators satisfy

pB =& (pa).

Note the ball B(H ) represents the set of density operators, which is convex, meaning any
convex combination of density operators is also a valid density operator. Consequently,
let us introduce the definitions of the properties that a quantum channel or CPTP map

must fulfill.
Definition 3 (Linearity). The quantum channel map E is linear if
E(apa+ Boa) =af (pa) + BE(64) = app + PBop (2:27)
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for a, B8 € C.

A quantum channel must preserve positive semi-definite operators to ensure it maps

density operators to density operators, meaning it must be a positive map.

Definition 4 (Positivity). Let Ha and Hp be the Hilbert spaces of the parties. The
quantum channel map E is positive if pp = E(pa) is positive semi-definite Vps € B(H ),

which are positive semi-definite operators.

In general, a map is positive if it maps positive elements to positive elements. In this
case, these positive elements can be interpreted as the density operators described in
Definition 4. However, this is not sufficient, we require the quantum channel map £ to
be completely positive, to guarantee the consistency of quantum state evolution and
to ensure that operations are well-defined irrespective of how the composite system is
partitioned. This prevents inconsistencies or non-physical states on subsystems, which
are not positive semi-definite. Hence, the required complete positivity is stated as

follows.

Definition 5 (Complete positivity). The quantum channel map £ is completely posi-
tive if the map
1, & :B(C")®@B(H4) — B(C") @ B(Hp) (2.28)

1s positive ¥Yn € N, where 1,, denotes the identity map in C™.

Finally, trace preservation is also needed to ensure the quantum channel maps density

operators to density operators.

Definition 6 (Trace preservation). The map & is trace preserving if Tr [pa] = Tr [€ (pa)] =
Tt [pp] for pa € B(Ha).

To sum up, the completely positive property of the quantum channel is an important
requirement because certain quantum states can generate negative eigenvalues of the
matrix after applying a positive operator, e.g. applying the transpose operation to a Bell
state constructing its density operator (see Section 2.2.2. of [ramona gkd]). However,

if the operation applied by the quantum channel map is completely positive, it ensures
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that the transformation generates valid matrices with positive eigenvalues, satisfying
the properties of a density operator. Therefore, the quantum channel preserves positive
eigenvalues, taking density matrices to density matrices. Additionally, the noise of the
quantum channel must be trace-preserving. This ensures the preservation of the total
probability of the quantum system, hence having a quantum analogue to a stochastic
map. The stochastic effect of this map can be interpreted as the intrinsic quantum
noise of the channel.

To represent the effects of a quantum channel £, the Kraus operators {K,,} are
used. Thus, the action of £ on a density matrix p can be expressed using a set of Kraus

operators as

&) = Y Kol (220

which satisfy the completeness relation ), f(mf(ﬂtn = 1. In particular, these operators
capture the influence of the interaction with the ancillary system, e.g. embedding the
effects of decoherence and dissipation inherent in the system-environment coupling.
Furthermore, Stinespring dilation theorem describes how any CPTP map can be
represented as a unitary evolution on an extended Hilbert space, followed by a partial
trace over an ancillary system. Suppose the joint system SFE interaction is described
as a unitary operator U:Hg®Hp — Hg @ Hp. Let the initial state of the ancillary
system be |eg) and p = |¢) (| the initial state of S. The combined state of the joint
system is p ® |eg) (eo| and its evolution is defined as U(p ® |eg) (eo|)UT. The reduced

state of system S is obtained by tracing out the ancillary system as
E(p) = Tri |U(p® |eo) (eo) U] (2:30)

Expanding the initial ancillary state |eg) in terms of an orthonormal basis {e,,} of the
space Hp on a decomposition of U(|1) @|eo)) = 32, (K [10)) @ |em), we find the Kraus
operators K,, as the relative states in this decomposition. Therefore, we can express

Eq. (2.30) similarly to Eq. (2.29). Formally, this theorem is defined as follows.

Definition 7 (Stinespring dilation theorem). Suppose the CPTP map £ : B(Hg) —
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B(Hs), where B(Hg) denotes the space of the bounded linear operator on Hs. There
exists an auziliary Hilbert space HE, a linear operator V:Hs - Hs @ Hg and a

unitary operator U:Hs@Hp — Hs ® Hg, such that
£(p) = Trg (f/pf/T) (2.31)

for all p € B(Hs), where V= (]l?{s ® W) U, being W : Hg — Hp an isometry, hence
they both fulfil the isometric condition VT = 1y, and Wwt = 1y, where 194 is the

identity operator on Hg.

According to this theorem, any CPTP map on a density matrix p can be realised as
in Eq. (2.30). Embedding the original system into this extended space, the quantum
operations we perform in the extended space can be related to those in the original
space. Therefore, a POVM on the original Hilbert space can be realised as a projective
measurement on the extended Hilbert space, whose outcomes correspond to a POVM

on the original system after tracing out the ancillary degrees of freedom.

2.2 Classical and Quantum Information Theory

Entropies are a relevant mathematical tool to characterise the uncertainty and infor-
mation that an observer has about a physical system. In other words, the entropy can
be interpreted as the amount of randomness quantifying the system from the observer’s
perspective. In this section, we first introduce the classical Shannon entropy, describing
its purpose in classical information theory. This helps build an intuition of the entropy’s
role in the quantum world and points out the differences and similarities between the
quantum von Neumann entropy and its classical counterpart. From the von Neumann
entropy, we elaborate on the smooth entropies, which are crucial to derive the secure
key length (SKL) in the finite-key analysis of BB84. Here, we also introduce the quan-
tum mutual information and coherent information, which are essential for the channel
capacities characterisation. We present the data compression rate, which estimates the
minimum amount of bits required to reliably transmit a message in a single realisation

for classical communication. This rate is related to the Shannon entropy in the Shan-
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non’s noiseless channel coding theorem. Additionally, we discuss the rate considering
a noisy channel in Shannon’s theorem. Finally, we review the channel capacities over
noisy classical and quantum channels [50]. For the quantum channel, we also address its
private capacity, which estimates how much classical information a sender can reliably
and, more importantly, privately, transmit to a receiver. This is extremely relevant
since it is the prior step to accurately estimate how many correlated classical key bits

can be generated between Alice’s and Bob’s systems in the BB84 protocol.

2.2.1 Shannon Entropy

In classical information theory, Shannon introduced a method for quantifying the redun-
dancy required to reliably communicate a message while preventing errors. Shannon’s
entropy quantifies the randomness or uncertainty of the states of a system, and it is
also used to evaluate the redundancy in a message [51].

Consider a random variable X defined by an ensemble X = {z, p(x)} where the out-
comes z are the values of an alphabet Ay, which contains all possible outcomes. Con-
cretely, = {x1, 9, ..., 2N} and their associated probabilities p(z) = {p(z1), p(x2),...,p(zN)}
satisfy Pr(X = x) = p(z) > 0 and ) .y p(x) = 1. The Shannon entropy is defined as

follows

H(X)=- p(x)logp(z). (2.32)

zeX

The Shannon entropy must satisfy the following properties [52]:
1. H(X) must be continuous in p(x).

2. Given N the number of possible values, if all the p(z) are equal, p(z) = 1/N,

then H(X) must monotonically increase as a function of N.

3. Considering a system which some of its outcomes further evolves giving other final
outcomes, hence making two successive choices, its entropy must be a weighted
sum of the individual values. For instance, having a system with three different
final outcomes {xzg, 14, x1p}, if the system first generates two outcomes {xg, 1}

according to the distribution {1/3,2/3} and the outcome z2 immediately evolves
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to outcomes z1, or zy, according to {1/2,1/2}. This property tell us that the

weighted entropy must be given by
H({1/3,1/3,1/3}) = H({1/3,2/3}) + ;H({1/2, 1/2}).

The redundancy is estimated as one minus the relative entropy, given by 1 —
H(X)/Hmax(X), which represents the ratio between the actual Shannon entropy H(X)
of an ensemble X and its maximum possible entropy Hpax(X) = log|Ax|, assuming a
binary outcome possibility for each event [53]. This maximum is achieved by a source
when the successive outcomes comprising a message can be chosen freely and occur
with equal probability on average, i.e. p(x1) = p(xz2) = -+ = p(xn). Therefore, the
entropy of a uniform random variable equals log|Ax|, where |Ax| is the size of the
set of all possible outcomes. Thus, the entropy measures the information content of a
random variable, represented by — log p(x).

Suppose there are two systems modelled by two random variables X and Y, the

joint entropy is defined by
H(X,Y)==> p(z,y)logp(z,y). (2.33)
T,y

The conditional entropy measures the entropy of a system given the state of another

system and is defined as

H(Y|X) == plx,y)logp(ylz). (2.34)

x7y

Given a particular X = z, the conditional entropy becomes

H(Y|X =)= - p(ylz)logp(y|z). (2.35)
)
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Thus, the conditional entropy in Eq. (2.34) can be expressed using Eq. (2.35) as

H(Y|X) = Zp p(y|z) logp(y|z)
(2.36)
= - Zp HY|X = a).

Additionally, the conditional entropy can be written in terms of the joint entropy as

HY|X) = Zp (z,y)log (;))

— Zp(x, y) [log p(z,y) — log p(x)]
" (2.37)

=H(X,Y)+ > p(z)logp(z)
— H(X,Y) - H(X).

Another fundamental measure in classical information theory, calculated using Shan-

non entropy, is the mutual information for the random variable X and Y
I(X;Y)=H(X)+HY)-H(X,Y), (2.38)

which can also be expressed in terms of probabilities as

Y)= Zp(x,y) log m (2.39)

2.2.2 von Neumann Entropy

The von Neumann entropy S(A), also denoted by S(p), can be interpreted as the
quantum generalisation of the Shannon entropy H(A). It inherits its fundamental
properties, thus characterising the uncertainty an observer has about the outcomes of
a quantum system. The von Neumann entropy of a source represents the minimum
number of qubits, i.e. at least S(A) qubits, required for reliable communication in the
encoding and decoding of each quantum state. In other words, the size of the code

must be at least as great as the von Neumann entropy of the source.
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Describing the state of a quantum system A by a density matrix p, the von Neumann

entropy is defined as [54]

S(A) = S(p) = —Tr[plog p] (2.40)

where p is a Hermitian matrix, which can be expressed by spectral decomposition as in

Eq. (2.7), substituting this equation of the density matrix p into Eq. (2.40), we obtain

S(p) = -Tr Z)\z‘ |vi) (vi| log Z Aj [¥5) (5] (2.41)
L ‘ J

=-Tr ZA log(Aj) [vi) (Wiliby) (] (2.42)

- - Z Ailog(Ai) T [[ahi) (i (243)

=— Z i log(\) (2.44)

= H({\}), (2.45)

where the coefficients \; are the eigenvalues of p and |¢);) are the eigenvectors. Suppose
the same system as in Shannon entropy of Section 2.2.1, described by a random variable
X with probability p(z) when X = z, then the entropy of the system using Eq. (2.44)
is equivalent to the Shannon entropy in Eq. (2.32).

Suppose pap is the state describing the composite system AB, then the conditional

von Neumann entropy is defined as [55]
S(BJ|A) = S(AB) — S(A) (2.46)

similarly to the conditional Shannon entropy of Eq. (2.37). Moreover, the quantum

mutual information between the quantum subsystems A and B is defined as

I(A: B) = 5(pa) + 5(ps) — S(pas), (2.47)
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If one considers classical random variables X and Y instead of the quantum subsystems
A and B, the quantum mutual information has a one-to-one correspondence to Eq.

(2.38).

2.2.3 Smooth Min- and Max-Entropy

The von Neumann entropy has been extremely successful in characterising a wide range
of quantum information theory tasks. For instance, it will be highly useful to estimate
the key rate of the BB84 protocol in the asymptotic limit in Section 3.6.1. However,
in finite-key analysis, when the parties deal with a finite block of statistics, the use of
the von Neumann entropy is no longer justified. A new entropy was required to deal
with finite statistics in QKD, which was also driven by other applications in alternative
areas of physics. Consequently, the formalism of the smooth min- and max-entropies,
denoted by H: . and HE ., were introduced in [56,57] and further developed in [58,59].
The positive value € determines the desired accuracy when these entropies are used
to characterise an operational task. Here, we present the smooth entropy definitions
following [48].

In QKD, Alice and Bob aim to bound the smooth min-entropy of Alice’s subsystem
A conditioned on Eve’s system E. This quantity, denoted by H:, (A|FE),, characterises
the number of fully mixed qubits that can be extracted from Alice’s quantum source in
A and are independent of side information E. Furthermore, in QKD, one must assume
the worst-case scenario, where the composite system between Alice and Eve AF is in
a pure state. Thus, Eve’s system E holds all possible correlations with A, commonly
called a purifying system. This purification is applied as described in Definition 1.

Let us first introduce the definitions of min- and max-entropies [duality]. For the
complete definition of the sets of normalised quantum states S—(#) and subnormalised

states S<(#H), see Egs. (2.9) and (2.10), respectively.

Definition 8 (Min-entropy). Let pap € S<(Hap) be the state of the composite system

between Alice and Bob, the min-entropy of A conditioned on B is defined as

Hpin(A|B), = UBE%SaB)sup{)\ eR:27 M ®0p > pas} (2.48)
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Definition 9 (Max-entropy). Let the state pap € S<(Hap) and papc € S<(Hapc)
an arbitrary purification (see Definition 1) of pap, i.e. papc is pure, the maz-entropy

of A conditioned on B of pap is defined as
Hmax(A‘B)p = —Hmin(A|C)p. (249)

Using the min- and max-entropies we can define the e-smooth entropies, which
depend on the smoothing parameter € that determines the desired accuracy. These
can be interpreted as a generalisation of the von Neumann entropy. To obtain these
smooth entropies, an optimisation is applied to the non-smooth entropies over a ball
which is e-close to the states p using the purified distance. This ball of states is defined

as follows.

Definition 10 (Ball of states). Let ¢ > 0 and a state p € S<(H) with Tr [p] > 2. We

define an e-ball of operators on the Hilbert space H around a state p as follows,
B (p) = {r € S<(H) : P(p,7) <€) (2.50)

where P(p,7) = \/1— F(p,7) is the purified distance and the generalised fidelity is
given by F(p, ) = |ly/77ll + VI =T [7) (1 = T 7)),

Definition 11 (Smooth min-entropy). Let ¢ > 0 and the state pap € S<(Hap), the
g-smooth min-entropy of A conditioned on B of pap is defined as

Heo(AIB), =  max  Huin(A|B), (2.51)

min
oABEB(paB)

This entropy is monotonically increasing in € and the non-smooth entropy can be re-
covered simply by HEZO(A|B), = Huin(A|B),.
Definition 12 (Smooth maz-entropy). Let € > 0 and the state pap € S<(Hag), and
papc € S<(Hapc) an arbitrary purification of pap, the e-smooth max-entropy of X
conditioned on'Y of pap is defined as

Hiax (Al B)p = —Hpin (X0, (2.52)

min
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The non-smooth entropy can be recovered by Heno(A|B), = Hmax(A|B),.

max

The smooth min-entropy and max-entropy are completely independent of the Hilbert
spaces where their density operators are represented locally. Finally, considering an
independent and identically distributed (i.i.d.) state p®V, which is not a required
condition for the states of the smooth entropies, one can recover the von Neumann
entropies from the smooth entropies using the asymptotic equipartition property (AEP)

as follows [60]

N T : 1 £ N|pN
S(A|B) —;gré]\}l_rgo NHmin(A |BY) jon (2.53)
. . 1.
S(A|B) = ?_r)r(l) ]\};rréo NHmax(AN‘BN)p‘@N- (2.54)

2.2.4 Coherent Information

The coherent information measures the entropy difference between the initial and out-
put quantum states after passing through a quantum channel [61]. Its interpretation
parallels that of mutual information in classical information theory.

Before defining the quantum coherent information, we first introduce the concept
of entropy exchange between Alice’s system A and Bob’s output system B, through
the quantum channel £. To do this, we introduce a reference system R to purify the
initial state. Suppose the initial quantum system RA, i.e. the joint system of Alice’s
and the reference systems, is in a pure entangled state |t)g4). The density matrix of

Alice’s system is obtained by taking the partial trace over the reference system

pa = Trr[[tra) (YRAl].- (2.55)

We also introduce an environment system E, initially in a pure state |0) 5, though other
choices are possible. The role of E is primarily as a mathematical artifice, while the
focus remains on the dynamics of A. It is important to note that the reference system
R is completely isolated from the environment F.

The initial pure state of the joint system RAFE is [Yrar) = |¢Yra) ® |0)5. After
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transmission through the quantum channel, Bob receives the mixed output state

pPrAE = (1 ® €4 ® UE) (|YRAE) (YRAE]), (2.56)

where A, £(A) = B is the quantum channel unitary transformation and also Ug, (|0) 5) =
|0) ;. The entropy acquired by the joint system RA after the evolution of the initial
states p4 under the channel’s action is known as the exchange entropy, and it is given
by

Se =Se(pa: E(pa)) = S (prB), (2.57)

which can be interpreted as the von Neumann entropy of the output system RB. This
entropy of the bipartite state prp can also be expressed in terms of the initially pure
environment after transformations S (prp) = S(pg). It is worth noting that this
entropy exchange is analogous to the classical conditional entropy, although here we
keep the quantum interpretation.

Using Eq. (2.57), the quantum coherent information of a quantum channel £ is

defined as [50]

Ic(pa: E(pa)) = S(E(pa)) — Se(pa: E(pa))
= S(pB) — S(prB) (2.58)
=S (pB) — S (pE)

We employ the Stinespring dilation theorem, as defined in Theorem 7, which facili-
tates the understanding of coherent information by providing the structural framework
to model the quantum channel as a unitary interaction with the ancillary system, here
the environment. This is essential for analysing how much information is distributed

between the system and the environment. Applying the theorem, the action of the

quantum channel £ on p4 can be represented as
E(pa) = Trp |U(pa ®(0) 5 5(O)UT (2.59)
which describes how the state p4 interacts with the environment E and serves as the
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input of the first von Neumann entropy in Eq. (2.58), reflecting how much information
is contained in the output state.
We use p4 as we consider a purification [pa) € Hr®H of the state px € B(Ha),

such that pg = Trr(|Yga) (¥ral|). The complete initial system evolves as

(Z @ &)(IYra) (Yral) = Trp[(1r @ U)([¢rA) (YrRAI® |0)p (O)(U @ 1R)] = prE
(2.60)
where 7 is the identity superoperator on the reference system R and 1 is the identity
operator on Hp. This state, identified as prp, serves as the input of the second von
Neumann entropy in Eq. (2.58), which reflects how much information is lost to the
environment F.

The coherent information can also be expressed as I. (pa : E(pa)) = I (paB) =
I.(A : B). If the state |)ra) is maximally entangled and the quantum channel &£
is noiseless, i.e. it operates as the identity £ = Z, the quantum coherent informa-
tion reaches its maximum value, I. (pap) = H (pB), since the following conditions are

fulfilled H (pa) = H (pp) and H (pap) = 0.

2.2.5 Data Compression

Data compression was introduced to eliminate unwanted redundancy, thereby reducing
the number of bits required to encode a given amount of Shannon information [62].
Consider a source that emits a set of independent and identically distributed (i.i.d.)
random variables X with a probability distribution that satisfies Pr(X = x) = p(x).
With ¢ representing the i-th outcome, the i.i.d. assumption implies that each random
variable X; = {x;, p(z;)} follows the same distribution as X.

Shannon’s noiseless channel coding theorem asserts that in the asymptotic limit,
when the number of source outcomes N — oo, the source distributing X must be
encoded with a compression rate greater than or equal to H(X). In other words, a
lossless data compression scheme cannot, on average, compress messages to fewer than
one bit of Shannon information per bit of encoded message. Formally, ¢¢(X) represents

the minimum number of required bits to compress X with no information loss, with
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failure probability ¢, i.e. the number of noiseless channel bits. Thus, the compression

rate is given by

£f(X NH(X
Teompr(X) := lim lim (X) = lim lim g

e=s0N—oco N e—0 N—oo N

= H(X). (2.61)

This result demonstrates that there exists a compression scheme for a noiseless channel
such that the information prepared by the source can be encoded by H(X) bits per
source outcome. This rate is proven to be optimal, hence compressing beyond this
point will lead to a high probability of errors when recovering the original message.
This result provides an operational interpretation of Shannon entropy and the proof of
optimality can be found in Chapter 18 of [63].

Thus, Shannon entropy is instrumental in characterizing the randomness in data
compression tasks, which is related to information reconciliation tasks. Reconciliation
aims to transform correlated classical values x and y, belonging to different parties, into
pairs of fully correlated strings, while minimizing the amount of leaked information to
an eavesdropper. This aligns with the objective of QKD, which seeks to establish
correlations between Alice’s and Bob’s instances. Specifically, this is accomplished
during the basis reconciliation step in the BB84 protocol, where the parties share their
basis choices to discard events with unmatched bases and construct their sifted key,

which contains identical outcomes for both parties. !

2.2.6 Channel Capacity

The capacity of a channel describes the capability of a sender, Alice, to transmit in-
formation to a receiver, Bob, over a noisy channel in a reliable manner, meaning the
receiver can accurately recover the original message. An ideal channel is a lossless
channel that acts as an identity map, perfectly preserving the transmitted information.
However, such an ideal channel is not realistic in practice. This section discusses how
a noisy channel affects the amount of information that can be reliably transferred.

First, we introduce Shannon’s noisy channel coding theorem, which defines the chan-

'Further classical post-processing steps are necessary to achieve an identical string of key bits shared
by the parties in a QKD protocol. For more details, see Section 3.6.
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nel capacity of a noisy classical discrete memoryless channel (DMC), as detailed in
Section 2.2.6.1. The channel coding theorem exploits redundancy to ensure reliable
communication. Alice sends repeated information bits through the classical channel so
that Bob can mitigate errors by comparing the received bits and selecting the redundant
ones. This theorem defines the classical capacity of a classical channel, providing an
upper bound on the number of classical bits that can be reliably transmitted per chan-
nel use with an arbitrarily small error probability at Bob’s end. This capacity can be
expressed by the mutual information between the parties over the possible distributions
chosen by Alice.

Next, we discuss the classical capacity of a quantum channel, which was eluci-
dated by Schumacher and Westmoreland, and later by Holevo. Their work, known as
the Holevo-Schumacher-Westmoreland (HSW) theorem [64,65], is a generalization of
Shannon’s noisy channel coding theorem, extending it from classical to quantum noisy
channels. The HSW theorem demonstrates that is possible to transmit classical in-
formation reliably through a noisy quantum channel. Schumacher and Westmoreland
showed the maximum amount of classical information that Alice can securely transmit
to Bob through a quantum channel is quantified by the quantum mutual information
in a one-time pad cryptographic scheme, as derived in Section 2.2.6.2. These results
are relevant in QKD since its protocols aim to securely send classical bits encoded in
quantum states. However, to ensure that an adversary cannot reliably access the en-
coded information transmitted through the quantum channel without revealing their
presence, the additional requirement of secretly transmitting the classical information
is needed. Therefore, the rate at which Alice can privately send classical information to
Bob’s quantum systems is quantified by the private classical capacity in Section 2.2.6.3.

Note the concepts of secretly and privately can be used interchangeably.

2.2.6.1 Classical Capacity of a Noisy Classical Channel

Here, we evaluate the impact on the capacity of a noisy classical channel. Shannon
entropy quantifies the required memory to store the compressed data of a source or

the capacity of a channel, characterising the amount of information contained in the
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system. Shannon demonstrated that even a given noisy classical channel can be utilized
for reliable communication at a non-zero rate in the asymptotic limit when the channel
is used an infinite number of times. This is encapsulated in Shannon’s noisy channel
coding theorem, which provides the optimal attainable rate for a discrete memoryless
channel (DMC) [66].
First, we define the properties of a DMC as follows. Let x = {z¢, z1,..., Tk, ..., Zx} €

X be Alice’s inputs with the a priori probabilities {p(z¢),p(x1),...,p(xk),...,p(xK)}
and ¥y = {Ym}m=12.. M € Y represent Bob’s outputs with probabilities {p(ym)}, re-
ceived after transmission through the channel. The transition probabilities are given
by 0 < p(yml|zr) < 1. Therefore, the DMC is described by the channel matriz, also
called the transition matriz, of size K x M, which contains all the possible transition
probabilities. The rows of the matrix correspond to the inputs and the columns to the
outputs of the classical channel. The sum of the elements in each row of the channel

matriz satisfies Zf:o P(Yml|rr) = 1.

Definition 13 (Discrete memoryless channel). The channel N is a DMC' if it is dis-
crete, i.e. X andY are finite sets, and if it is memoryless, i.e. it satisfies the following
conditions:

1. The joint probability of transmitting xp and receiving the output yn,, belonging

to their respective random variables X and Y, can be defined as

P(Tk, Ym) = P(Ym|zr)p(2K).- (2.62)

2. The marginal probability distribution p(ym) of any output Y, € Y can be calcu-
lated by averaging the dependence of the known elements of the channel matriz p(ym|Tk)

on xy given the input a priori probabilities p(xy) as follows
K
Pym) = > p(ymlzr)p(zr). (2.63)

k=0

This definition ensures the noise introduced by the channel has no memory and acts

independently across time. In other words, any particular output y; depends only on
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its corresponding kth-input z; and is completely independent of any previous inputs.
Once the properties of a discrete memoryless channel are established, we address

Shannon’s theorem [67].

Theorem 1 (Shannon’s noisy channel coding theorem). Consider a discrete memo-
ryless channel with input X sent by Alice and output Y received by Bob with channel
capacity

C(N) := I;l(%(l(X 1Y), (2.64)

where 1(X :Y) is the mutual information shared by Alice and Bob, maximised over the
possible input distributions p(x) of the random variable X .

For any € > 0 and rate R < C, there exists a code of length N, assuming a suffi-
ctently large N, with a rate r > R and a decoding algorithm such that the maximum
error probability is emax < €. Conversely, if R > C', it is not achievable, as the prob-
ability of successfully decoding approaches zero exponentially as the number of channel

uses 1ncreases.

It is important to note that the classical channel capacity C'(N) of the classical channel
N depends solely on the conditional probabilities p(y,|zx), which represents the prob-
ability of Bob receiving y,,, given that x; was sent by Alice. The mutual information
depends not only on p(y,|xx) but also on the prior probabilities p(x). Shannon showed
that the rate cannot exceed the channel capacity, and the error probability approaches

zero as the length of the message N — oo.

2.2.6.2 Classical Capacity of a Noisy Quantum Channel

We have analysed the information transfer through noisy classical channels. Here, we
explore the limitations of the classical channel capacity when sending classical informa-
tion via quantum channels. This is particularly relevant to the BB84 protocol, where
Alice encodes her string of classical bits by exploiting physical quantum properties and
transfers her generated qubits through a quantum channel.

Here, we present the HSW (Holevo-Schumacher-Westmoreland) capacity C(E), also
called the product-state classical capacity, determined by the HSW theorem [64,68]. We
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also point out its similarities with the capacity C'(N) of a noisy classical channel N.
The HSW capacity C(€) represents the maximum transmittable classical information
through a noisy quantum channel &, thoroughly defined in Section 2.1.6, and is a
natural extension of the capacity of a classical channel to the quantum world. Notably,
the HSW capacity discussed here refers to the unentangled version, where no entangled
states are used.

In a one-time pad cryptographic scheme, the key has a single use, hence its value
lies in the amount of information it can encrypt. This scheme will be addressed in
detail in Section 3.3. To derive the bound for the amount of classical information Alice
can send to Bob, we examine a quantum system analogue to a one-time pad scheme,
as proposed in [69].

Suppose Alice and Bob shared the average initial state pA8 of their correlated
composite quantum system AB. Alice encodes a string of classical bits, i.e. the key, by
performing operations denoted by ¢4 with probability pe. Consequently, Alice generates
the new state ag‘ = fA(pA) and transfers it to Bob. The eavesdropper, Eve, can only
access Alice’s system A, hence to be secure, Alice must ensure her subsystem does not
provide information to Eve. The parties aim to upper bound the classical information
contained in their final state 04 = 04 ® pB. This quantity is known as the Holevo
information x4Z [70], and Alice and Bob aim to ensure y“Z > 0. The correlations
within p enable the parties to communicate.

From the initial state shared by the parties pAZ, Alice generates the following new

state performing the operation &
P = (¢ @ 18) p*5, (2.65)

which on average over the possible Alice’s operations is 048 = Zg ngg‘B defined by
the ensemble {pg,O’?B }. For simplicity, we exclude the existence of an eavesdropper,
assuming Eve cannot extract any classical information encoded by Alice, which means
x? = 0. Therefore, the information Alice can transmit to Bob is defined as the von

Neumann entropy of the average quantum system minus the entropy of each operation
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times its associated probability
=5 (O’AB) - ZpgS (O’?B) . (2.66)
The ordinary subadditive property can be applied to the first entropy as follows

P<s (O’A) +S (UB) - ZpgS (U?B) . (2.67)

Alice’s operation does not affect Bob’s system, hence his state o? = p? remains un-

changed and assuming there is no eavesdropper a? = o4 for all &,
XAB <5 (pP) + Zpg - S (cP)]. (2.68)

The terms of the summation can be identified with the quantum coherent information.
Using the definition in Eq. (2.58), consider the following coherent information I.((¢4 ®
18)pAB ; €4(p4)) = S(eA(pY)) — S((E4 @ 1B)pA8 : €4(p4)). Simplifying the notation
of this equation, we obtain Ic(o¢ AB ag‘) =I.(AB: A)= S(ag‘)—S(U?B). This entropy
difference between Alice’s state a5 and the state shared by the parties O'?B, both after

Alice’s operation, cannot be greater than the following initial entropy difference
I.(AB: 4) < S(p") - S(o"P), (2.69)

otherwise, there would be an increment of the coherent information, which is not pos-

sible. Introducing this inequality in Eq. (2.68)
XAP <8 (pP) +5(p") =5 (p*F) = 1(A: B). (2.70)

The classical information of a quantum system in a measurement is upper bounded by
the quantum mutual information between Alice’s and Bob’s quantum systems (A : B),
defined in eq. (2.47). This mutual information can also be interpreted as a measurement

of the correlation degree in the initial state p4p used to transmit information to Bob.
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In other words, the maximum information Alice can reliably send to Bob is bounded by
the quantum mutual information of their shared system. It is important to notice that
this result, derived from the particular quantum-mechanical system proposed, can be
directly extrapolated to a one-time pad scheme. To ensure the parties share an identical
secret key, some additional classical information about Alice’s preparation and Bob’s
measurement needs to be shared between them. Once they share the key, they can use
it to send perfectly encrypted messages over a public channel.

For the one-time pad scheme, consider N qubits are needed to encode the classical
bit string (key), which is equivalent to consecutively transmitting quantum states N-
times through the quantum channel £, denoted by £9V. Supposing N — oo, product
put states, and a single measurement setting on the receiver’s side, the asymptotic
classical capacity of the quantum channel £ can be written as the maximum of the

quantum mutual information

C(€) = max I(A: B), (2.71)
{pipi}

over the ensembles of all possible input states {p;, p;}. Without loss of generality is the
same as its single-use version (N = 1), hence C(£) = C(V(&). The classical capacity
of a noisy quantum channel can also be expressed in terms of the Holevo information

using Eq. (2.66)

C(&) = max x*P = max |S(p?P) — iS ;-AB
(€) {pmpi}X {pi,pi}[ ™) Zi:p (o)

() o]

(2.72)

= max
{pi,pi}

If Alice transmits a classical bit string, representing the key that is encoded in the
quantum states, through a noisy quantum channel at a rate of R < C(£), there exists a
quantum code with an arbitrarily small error probability that can transmit at that rate
R, similar to the statement of Shannon’s noisy channel coding theorem for a classical
channel.

Additionally, the maximum attainable communication rate from Alice to Bob was
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also analysed for a mixture of product states, different from the input states considered
in the quantum-mechanical system presented here, where y4% — I(A : B) is reached
asymptotically considering a particular ensemble of Alice’s operations in [69]. Proving
the mutual information describes the secure communication rate without involving an

eavesdropper in both classical and quantum channels.

2.2.6.3 Private Capacity of a Noisy Quantum Channel

The private classical capacity Cp (&) of a noisy quantum channel £ is essential in QKD
to ensure that the parties share a secret key. This concept was first introduced by [71]
and later by [72]. It describes the rate at which Alice can reliably and privately transmit
classical information through the quantum channel. Here, privately means that no
information about the message can be leaked to an eavesdropper, i.e. Eve’s presence,
aiming to access the encoded bit string, is reliably detected by the legitimate parties.
To estimate the private capacity, it is crucial to characterise and then discard the
information that can be gained by Eve, assuming she fully controls the quantum channel
£ and has access to Alice’s input states pa =), pip;. As shown in Section 2.2.6.2, the
maximum classical information that can be extracted by Eve, or any other receiver,
through a noisy quantum channel is quantified by the quantum mutual information
I(A : E). Eve’s quantum system is denoted by F, with state pg, and the output of
the quantum channel received by Bob is £(p4) = pp. Therefore, the single-use private
classical capacity of the quantum channel can be expressed as the difference between

the following quantum mutual information quantities

ce) = ax [I(A4: B) = I(A: E)] (2.73)

and in the asymptotic limit, it is given by

(1)
Cp(E) = ]\}gnooc}ﬁé@]v) (2.74)
— lim — max [I(A: B)— I(A: E)]. (2.75)

N—oo N {ps,pi}
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This result is used to calculate the asymptotic rate in the BB84 protocol (see Section

3.6.1), and it can also be written in terms of the Holevo information as

I AE _ _AB
Cp(&) = Jim + max XA =X, (2.76)

where Y48 is shown in Eq. (2.72) and
=5 (O'AE) - ZpgS (O’?E) . (2.77)
3

Finally, while the maximised quantum mutual information is always additive for
a quantum channel, the difference between two mutual information is not, nor is the
Holevo information. Therefore, to compute the true private capacity, it has to be
regularised in the asymptotic limit, i.e. Cp(E) # C](DI)(E'), thus a regularisation is
needed to calculate the asymptotic capacity from the single-use one, as shown in Eq.

(2.74). In contrast to the capacities for noisy classical and quantum channels, where

no regularisation is required, i.e. C(M(N) = C(N) and CV(E) = C(NV).
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Chapter 3

Security of Quantum Key

Distribution

Quantum key distribution has experienced substantial advancement over recent decades
in both experimental and theoretical domains. To understand the reasons for this
progress, we must address the foundational concepts underlying QKD protocols. Gen-
erally, QKD facilitates securely distributing an identical and secret key, formed by a
classical bit string, between two distant parties over a public communication channel,
see the illustration of Figure 3.1. This shared key by the parties can be used for se-
cure encryption and decryption of messages. Unlike traditional cryptographic systems,
the security of QKD does not rely on computational assumptions; instead, it is based
on the strategy of the protocol, which fundamentally exploits principles of quantum
mechanics. However, practical and technological challenges arise in real-world imple-
mentations, which means that the correctness and completeness of quantum physics
alone are insufficient to guarantee the security of QKD. Sophisticated theoretical tech-
niques, such as the decoy-state method or the finite-key analysis, have been proposed
to address security loopholes arising from non-idealities, such as multiphoton contribu-
tions and finite block statistics.

We first examine the origins of QKD within the context of classical cryptogra-
phy and the specific quantum principles that motivated the development of QKD as a

method for secure key distribution. Second, we discuss a provably secure cryptographic
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Quantum

Channel

00101010101 00101010101

Figure 3.1: Aim of quantum key distribution. Alice and Bob share a secret and identical
key after performing the protocol by transmitting the encoded key bits through a
quantum channel.

scheme against general eavesdropper attacks, known as the one-time pad scheme, elabo-
rating on the concept of the key in QKD and its crucial single-use property for achieving
ever-lasting secure communication. Third, we outline the foundational assumptions re-
quired for QKD before introducing the security definition in QKD and the composable
security framework in Section 3.5. We provide an overview of the Bennett-Brassard
1984 (BB84) QKD protocol. Lastly, we derive the asymptotic key rate of BB84 and
highlight the importance of the decoy-state method to prevent photon number splitting
(PNS) attacks before presenting the 2-decoy BB84 protocol with weak coherent pulses
(WCPs).

3.1 Origins: Classical Cryptography

The concept of two distant parties exchanging secret messages by using a private key
is ancient. For example, codes and ciphers have been historically utilised for centuries
as classical encryption schemes [73]. A simple example is the Caesar cipher, where
each letter of the original message is encrypted by shifting it to a certain number of
positions in the alphabet. Thus, one constructs a cipher alphabet to create any cipher
(encrypted) message. Secure communication relies on the parties knowing the strategy

for constructing the cipher alphabet from the original alphabet. However, even if an
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attacker does not know the relation between the original and cipher alphabets, they can
computationally analyse the frequency use of the letters in the language of the original
message, and deduce the correspondence between the original and cipher alphabets.
More sophisticated encryption schemes than the Caeser cipher, such as the Vigenere
cipher, which took centuries to crack, offered greater security. Despite this, classical
schemes rely on the assumption that there is no effective algorithm or method to break
them, thus the great desire for a cryptographic scheme that is provably unbreakable,
commonly called in technical terms information-theoretically secure, without relying on
computational assumptions or constraints about the attacker’s capabilities.

The key is defined as the tool used to encrypt or decrypt the message. For instance,
in the Caeser cipher, the key is the fixed number of positions by which the letters
are shifted. Advanced classical public key cryptosystems have long proposed “secure”
communication schemes between parties using two keys, one for encryption, randomly
applying an operation whose mutually inverse is used for decryption. Although the
encryption method can be publicly disclosed, the decryption instructions must remain
confidential. This allows anyone to encrypt a message, then the parties can swap roles
and converse secretly. In these classical public key systems, the private key cannot be
guaranteed to be impervious to derivation from the encrypted message by computa-
tional methods. Thus, the security of classical cryptographic schemes relies on the com-
putational difficulty of solving a “complicated” mathematical problem. This does not
ensure ever-lasting secure communication, as the attacker can store the encrypted data
and may eventually decrypt the message with improved algorithms or greater computa-
tional power. Furthermore, with the rapid progress in quantum computers, the security
of currently deployed public key cryptosystems is in jeopardy [74-76], highlighting the
desire to move towards quantum-secure communication methods that do not rely on
the computational complexity assumptions. Consequently, QKD has emerged as a vi-
able solution for distributing symmetric key pairs between distant parties, leveraging
quantum physics.

Classical symmetric key ciphers, such as AES-256 [77] and the one-time pad scheme,
explained in detail in Section 3.3, are foundational to cryptographic security. AES-256,
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with its 256-bit key, is widely adopted for its robustness and efficiency, while one-time
pad offers theoretical unbreakability when used correctly but faces significant practical
challenges due to key management. In the context of QKD, AES-256 proves more
practical as it leverages QKD for secure key distribution, ensuring strong security even
under quantum attack. In contrast, one-time pad, despite its theoretical superiority,
remains less feasible for widespread use due to the complexities of key generation and

distribution [78].

3.2 Motivation

For the most widely deployed class of QKD methods, so-called prepare-and-measure
protocols, Alice prepares specific quantum signal states and transmits them to Bob
through the quantum channel. This channel is assumed to be under the control of an
eavesdropper (Eve). In the original BB84 protocol, the polarisation degree of freedom of
photons encodes the quantum signals used to generate the key, which must hold secret
correlations between the parties. The motivation for employing QKD, particularly
prepare-and-measure protocols, is based on two fundamental principles: no-cloning
theorem and the Heisenberg uncertainty principle. These principles prevent Eve from
extracting information about the encoded quantum state without being detected by
Alice and Bob. To illustrate this, let us first demonstrate how quantum mechanics
prohibits perfectly cloning an unknown quantum state.

Here, we present the general proof where an ancillary system is introduced. By
contradiction, suppose Eve has access to a machine that perfectly clones quantum
states, i.e. it copies an arbitrary quantum state |¢) € H onto a fixed reference state
that represents a fiducial state [0) € H. Let |C) € Hc be the state of the ancillary

system (the cloner). The following unitary operation represents the cloning action

Uetone (1) ® |0) ® |C)) = |9) @ [)) @ |C") (3.1)

where |C”) is some possibly different state of the ancilla after the operation.

Consider two arbitrary quantum states |¢1) and |1)2), any superposition of them is
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given by |¢) = a|t1) + B |1)2), where «, 5 € C. Applying the linearity of the unitary

A

Uclone and then Eq. (3.1) to the superposition state, we obtain

Uctone([#) @ |0) @ |C)) = aUone(|91) © [0) ® |C)) + BUetone (|902) ® 0) @ |C)) (3.2)
= a([n) @ [¢1) ©[C1)) + Blth2) @ |1h2) @ |Ch)).

However, if Ugjone Were the operation of a perfect cloning machine, defined in Eq. (3.1),

the result would be

Udtone (%) ® 0) © [C)) =(a |91) + B |102)) @ (o [y1) + B [1p2)) © |C”)
=[a? 1) ® [Y1) + aB(ln) @ [a) + 1) @ [¥2))  (3:3)
+ B2 iha) @ |tha) | @ |C) .

For these two previous expressions, Egs. (3.2) and (3.3), to be equal, we must have
|C1) = |Ca) = |C"), af = 0, a®> = a and % = . Thus, to simultaneously hold all
these conditions either & = 1 and = 0, which corresponds to the state |1)) = |¢1), or
a =0 and 8 = 1, which corresponds to the state 1)) = |¢2). However, these conditions
contradict the assumptions that [¢)) is an arbitrary superposition as they cannot hold
if & and 8 are arbitrary non-zero coefficients. Therefore, no unitary operator Uclone can
clone an arbitrary quantum state, proving the no-cloning theorem. Hence, Eve cannot
clone the unknown states transmitted by Alice and forward a perfect copy to Bob while
gaining information about the key from the other copy.

Consequently, if Eve wishes to extract information, she must measure Alice’s states
and relay the measurement outcomes to Bob. However, due to the principles of quantum
mechanics, this strategy is disadvantageous for Eve. Here comes the other motivation
for QKD, the Heisenberg uncertainty principle, which asserts that any attempt by Eve
to gain information about the key will inevitably disturb Alice’s signal with some prob-
ability, introducing errors when Bob measures, thereby revealing Eve’s presence. The
uncertainty principle states that increasing the precision of measuring one observable
(such as the position of a particle) increases the uncertainty in determining its conju-

gate observable (such as the momentum of a particle), and vice versa. This principle
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applies to pairs of complementary variables, which cannot be simultaneously measured
with perfect accuracy.

In the quantum realm of qubits, the uncertainty principle manifests in the rectilinear
basis (Z basis) with qubits |0) and |1), and the diagonal basis (X basis) with qubits
|+) and |—), which are introduced in Section 2.1.4. These two mutually unbiased (MU)
bases are commonly employed in QKD protocols. Measurements corresponding to these
conjugate bases do not commute, one cannot measure both observables simultaneously
without disturbing the state, as stated by the Heisenberg uncertainty principle. The
qubits in the rectilinear (diagonal) basis possess uncertainty in the diagonal (rectilinear)
basis. Eve aims to determine the state Alice sends and because she cannot perfectly
copy it, must measure it on a certain basis and forward the result to Bob. If Eve
guesses the basis used by Alice to prepare the state incorrectly, she inevitably disturbs
the state. For example, measuring a photon state diagonally polarized, either |+) or
|—), using the rectilinear basis, the outcome is random, providing no information about
the input state. We can illustrate this with cases where Eve chooses the opposite basis
from Alice.

Consider the case where Alice sends the state |0) and Eve measures it on the X
basis. The initial state is disturbed either obtaining |+) or |—). The probabilities for
each outcome are calculated using the Born rule, which states that the probability of
obtaining a state after measuring is the square of the amplitude of the initial system
at that state, hence p({+|0)) = | (+]0) |*> = 1/2. Similarly, the probability of getting
|—) as the outcome for a given |0) is also p((—|0)) = 1/2. For the other case where
Alice transmits the state |1) and Eve measure in the X basis, the probabilities are the
same, p((+]1)) = p((—|1)) = 1/2. Conversely, if Alice prepares either |+) or |—) and
Eve measures in the Z basis, the probabilities of obtaining either |0) or |1) are also a
half, i.e. p((0]+)) = p((0]=)) = p((1[+)) = p((1]=)) = 1/2.

When Eve intervenes and measures on the wrong basis, i.e. on the opposite basis
of Alice’s state, she always obtains a state that belongs to this opposite basis. Bob,
expecting to share the same outcome as Alice if he uses the same basis, will find

discrepancies if Eve has disturbed the state. This method to detect Eve’s presence is
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fundamental in QKD protocols, such as BB84, as detailed in Section 3.6. However,
note that if Eve guesses the basis correctly, then both she and Bob obtain the same

state, introducing no errors.

3.3 One-Time Pad Encryption Scheme

The one-time pad encryption scheme, also called the Vernam cipher, was introduced
as a provably secure scheme by [79]. Before describing this cryptographic protocol,
some useful technical aspects are necessary. In general, Alice and Bob aim to perfectly
encrypt and decrypt classical messages, ensuring that a potential eavesdropper is unable
to read them. They need a key to achieve this. Conceptually, the term key represents
any strategy, set of rules, or device that provides a method to encrypt the message.
Here, we consider a key in the form of a string of classical bits.

The steps of the one-time pad encryption protocol work as follows. First, suppose
Alice an Bob share a key. Alice can encrypt the message M using her key K4, e.g.
performing a binary addition to obtain a ciphertext C' = M ® K 4, which is the encrypted
message. Bob receives this ciphertext through a public channel, which can be accessed
by an eavesdropper. To obtain the message, Bob decrypts the ciphertext by performing
the same operation as Alice, i.e. the following binary addition M = C' @ Kp. In this
ideal scenario, not considering any practical constraint, Bob obtains the exact same
message as Alice if their keys are identical K = K4 = Kp, see proof in Section 1.2
of [46]. Note that the message, ciphertext and key are classical bit strings, M,C, K €
{0,1}", where n represents their length.

This encryption method was demonstrated information-theoretically secure by Shan-
non [80], meaning the ciphertext does not contain any information about the message
M, when the key satisfies the following properties: it is actually random, with no cor-
relations between the bits that formed the key; it has the same length as the message
M; and it must be used only one time. If the latter is not fulfilled, an eavesdropper
can gain some information about the messages that have used the same key. This can
be shown as follows.

Suppose the parties use the same key K to encrypt two different messages M and
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N. If the two generated ciphertext C); and C can be accessed through the public
channel, an eavesdropper can perform the operation Cpy ®Cny = M & K & N & K.
Knowing the keys are equal it follows K @ K = {0}", hence Cjy & Cy = M & N,
which contains information about the original messages, contradicting the premise of

an information-theoretically secure scheme.

3.4 Assumptions

To validate the aforementioned motivations, or in other words, to prove the security
of a QKD protocol even in an idealised scenario where all experimental difficulties are
neglected, some assumptions must be made regarding quantum theory and authenti-
cation between the communication parties. It is important to highlight that although
these assumptions are not sufficient to ensure the security of QKD in practice, they are

inevitably necessary. These foundational assumptions are:

1. Quantum theory is correct. If this theory is false, it is not possible to create a
secure communication scheme as QKD, nor to estimate measurement outcomes

accurately using quantum mechanics.

2. Free randomness is required to exist. This means that the encoding of classical
bits into quantum states by Alice is independent of the quantum measurement
performed by Bob. Furthermore, in prepare-and-measure protocols, it is required
that the preparation of Alice’s state is completely random, assuming the devices

are trusted. This is not needed in device-independent QKD protocols.

3. Quantum theory is complete. If this theory is missing some phenomena, it can
potentially be a security loophole that can be exploited to gain information about

the key.

4. Authentication between Alice and Bob is possible. Otherwise, Eve could imper-

sonate one of the parties without being detected.

Note that the free randomness requirement together with the correctness of quantum

mechanics implies quantum theory is also complete. Apart from these assumptions,

51



Chapter 3. Security of Quantum Key Distribution

there are multiple other considerations to be made to prove the security of an actual
QKD experiment. Clearly, it is insufficient to prove security for an idealized scenario.
In the last decade, security QKD proofs have become mature, bringing the theoreti-
cal model closer to the actual experiment. However, one must be cautious since any
deviation of the QKD protocol implementation from the theory may cause a security
loophole. A comprehensive examination of the assumptions made in quantum cryp-
tography was conducted by [14,81]. The most relevant assumptions are related to the
isolation of Alice’s and Bob’s devices in their respective laboratories, Alice’s prepara-
tion of her quantum states, Bob’s measurement devices, classical post-processing, and
timing. As mentioned before, device-independent QKD encompasses protocols that
avoid dealing with the assumptions related to the laboratories and devices employed

by the parties.

3.5 Definition of Security

Here, we introduce the concept of security in QKD. It is necessary to clarify the techno-
logical power of Eve to understand which types of eavesdropping attacks she is allowed
to perform. For generic security proofs, Eve should be considered fully powerful, both
computationally and technologically, and exclusively constrained by the laws of physics.
In any case, it is always assumed that she is entitled to fully control the quantum com-
munication channel used by Alice and Bob.

To prove the security of a QKD protocol, one might think it is sufficient to ensure
that the information gathered by Eve about the key from Alice’s system is insignificant.
However, having a maximum value of the mutual information between Alice’s and
Eve’s systems that is less than an arbitrarily small failure probability of the protocol,
max I(A : F) < e, is not enough to ensure security.

Therefore, stronger criteria are needed to state that the key is safe for any arbitrary
context and applications, which is technically called universal security [82]. The main
idea behind this concept is to prove that there is almost no difference between an ideal
protocol and the real one, i.e. they are indistinguishable except for an arbitrarily small

probability eqxp. Note that by definition the ideal protocol is perfectly secure.
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This security criterion is defined by satisfying the following two requirements. First,
Alice and Bob must possess an identical key, defined as a classical bit string, to say the

protocol is correct, which formally obeys the following definition.

Definition 14 (Protocol correctness). Let Kx and Kp be the keys held by Alice and
Bob, respectively, formed by random bits strings K, Kg € {0,1}". The QKD protocol

18 Ecor-correct if

Pr(K4 £ Kp) < ceor- (3.4)

Second, the key shared by the parties should not be distributed to any other adversary
(Eve) to say the protocol is secret. Suppose the secret key is correlated to Eve’s quantum
system E represented by the state pg. The joint state between the legitimate parties

and Eve is a classical-classical-quantum (ccq) state given by

papp = Y. Pr(Ka Kp)|Ka) (Ka|®|Kp) (Kp| @ py 4. (3.5)
Ka,Kp
An ideal state held by Alice and Bob is expressed by
PAEE =2 ) 1K) 4 A(K|® |K) 5 (K| © pp (3.6)

K

which is assumed to be private by definition, and Alice and Bob share an identical key
K = K4 = Kp. Note that pg is completely independent of the secret key K since
Eve has no information about K for this ideal protocol. Using these elements, we can

define the second requirement.

Definition 15 (Protocol secrecy). Consider the protocol does not abort, which occurs
with probability 1 — paport. The QKD protocol is egec-secret, if the state of the composite
system of Alice and Fve pap is close in trace distance to the private state of the ideal

ideal

protocol p'y%

.1 ;
min 2 (1= pavort) lpar = PRE I < eoec (3.7)

K i —
where pag = Y i, P(Ka) [Ka) (Ka| © i) and pifss! = 27N 5, |K) 4 4 (K| © pi

formed by a mized state in the key space K, which contains all possible key bit strings,
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and Eve’s state.

This secrecy definition of a QKD protocol holds a composable security property from
its trace-distance measure. The composable security concept means that the protocol
can preserve its security when is composed with another protocol. There are two cases:
first, when an output of one run of the protocol is used as an input for the next run,
then the security of the following run depends on the security of the prior run, known
as sequential composition. For example, this occurs in the authentication step, where
Alice must make sure she is communicating with Bob and not an adversary. For the
first run of the QKD protocol, suppose Alice can authenticate Bob with a probability
1 —enon—auth- After the first run, Alice and Bob share a secure key. Suppose Alice uses
a small part of the generated key to authenticate Bob for the second time the protocol
is run. In this scenario, the authentication process of the first run compromises the
security of the rest. Generally, the QKD protocol must ensure is secure not only for the
first run but for all the subsequent runs. In particular, this case of sequential compo-
sition was proved using the triangle inequality of the trace distance. The second case
is called parallel composition and occurs when two protocols are run at the same time
and are finally treated as one, combining both protocols. Without going into further
details, which can be found in [83,84], the security of a QKD protocol must be proved
under the composable security framework [85]. To conclude, using the Definitions 14
and 15, we can state that a QKD protocol is eqip-secure with eqrq = €cor + €sec, if it

is ecor-correct and egec-secret.

3.6 Efficient BB84 Protocol

The Benett-Brassard 1984 (BB84) protocol is the most commonly employed prepare-
and-measure protocol. It uses four polarised states, two for each mutually unbiased
basis: the horizontal |0) and vertical |1) for the rectilinear basis (X basis) and the
diagonal |+) and antidiagonal state |—) for the diagonal basis (Z basis). The states |0)
and |+) are associated with the classical bit 0, while the states |1) and |—) correspond to

the bit 1. Here, we present the efficient BB84 protocol, where one basis is used for key
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generation (in our case, the X basis), and the other basis is for parameter estimation
(the Z basis). This is different from standard BB84, see Chapter 4 for further details
on the selection of efficient BB84 instead of standard BB84.

1. State preparation and transmission. Alice generates two random strings of classi-
cal bits, K4 = {0,1}" and a = {0, 1}V each of length N, to encode the classical
information into polarised states. The first string corresponds to the key bit
strings she aims to distribute to Bob. In particular, the bit value 0 represents the
vertical and diagonal polarisations (X basis), while 1 represents the horizontal
and antidiagonal states (Z basis). The second string determines the basis used
to encode the bit value. Specifically, the X basis is associated with the bit value
0 and the Z basis with 1, and these bits are randomly selected with probability
pf( and pé =1- pf(, respectively, by Alice. To prepare the quantum states,
Alice takes a bit of the second string a to choose the basis and a bit of the key
string K 4 to select a polarisation of the chosen basis. Then, Alice transmits these

randomly generated quantum states to Bob through the quantum channel.

2. Receiver’s measurements. Bob receives Alice’s signals and randomly selects a
basis to measure them with probability p])% for the X basis and p? for the Z
basis. Thus, he also has a bit string b = {0,1}" to choose the basis. Then Bob
observes a click on one of his detectors corresponding to a certain polarisation
state. These states are associated with a classical bit value that forms his final
key bit string Kg. Thus, Alice and Bob share a key bit string associated with

their quantum states, known as the raw key.

3. Basis reconciliation. Alice and Bob publicly announce their basis choice, i.e. a
and b, through the classic authenticated channel and proceed to discard the pair
events {K 4;, Kp;} in which their bases do not match a; # b;, where ¢ represents
the position in their strings. This step is called sifting and results in the sifted
key. Assuming both parties use the same basis bias, i.e. px = p§ = pj)% and
Py = pé = p?, has found to be the optimal strategy. Therefore, the sifting ratio
that forms the sifted key is defined as pgiry = pg( + pQZ. In standard BB84 this
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is fixed to pgse = 1/2, however, in efficient BB84, it can be optimised for any
channel loss (distance) enhancing the key generation. Note that the sifted key is
not the final secure key as in efficient BB84 we only use the events in the X basis.
The remaining steps are commonly known as classical post-processing steps, as

the quantum communication is over.

4. Parameter estimation. The parties publicly reveal the Z events of their shared
sifted key, whose instances do not contribute to the key, and compare them to
estimate the phase errors of the X basis, as they are interested in bounding
the errors in the key generation basis. They cannot directly use the X basis
events to estimate the phase error rate since they would be revealing their key
bit values. By setting an error threshold, Alice and Bob have a criterion to abort
the protocol if the phase error rate exceeds a certain level, in which case they
assume Eve’s presence. Otherwise, they continue. Additionally, the observed
disturbance quantified by this phase error rate is used to bound the amount of

leaked information to Eve can.

5. Error correction and privacy amplification. The parties perform error correction,
where a code is implemented to correct errors, e.g. the widely employed low-
density parity-check code (LDPC) [86] in which Alice applies LDPC transmits
the syndrome to Bob, who applies bit flips to correct the identified errors. Alice
and Bob also perform privacy amplification, where hash functions are used by
both parties to minimise the information leaked to Eve [87]. Finally, an identical

secret key, K = K4 = Kp, shared by Alice and Bob is distilled.

After introducing a description of the protocol steps, we expand on the motivations
for QKD presented in Section 3.2 through a transmission example in BB84 assuming the
presence of Eve. As in Figure 3.2, suppose Alice randomly obtains the key bit value
0 and randomly chooses to encode it in the Z basis, hence she sends the vertically
polarized state to Bob. If Eve does not correctly guess the basis chosen by Alice,
she certainly disturbs the state, generating half of the times a diagonal state and the

other half an antidiagonal state. Suppose Bob measures either of these received states
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Figure 3.2: Eve causing errors in the BB84 protocol. This represents when Alice and
Bob use the Z (parameter estimation) basis and Eve measures in the X (key generation)
basis. Note Eve knows the key bits are encoded on the X basis, hence she consistently
measures on this basis. However, for this particular case, as the parties are using the
parameter estimation basis, Eve’s basis selection corresponds to the complementary
basis compared to the parties’ basis, hence generating an error on Bob’s side with
probability a half.

on the same basis used by Alice (Z basis). There is also a 50% chance of obtaining
either a horizontal or vertical state. If Bob observes vertical, associated with the bit
0, he shares the same bit with Alice, hence there is no error, and Eve is lucky since
it is undetected by the parties. However, half of the time Bob observes the vertical
polarisation, corresponding to the bit 1, which inevitably results in an error caused by
an eavesdropper that can detected by the parties. When Alice and Bob use the same
basis, they know they must obtain the same outcome. Overall, it is important to notice
that measuring in the Z (parameter estimation) basis is detrimental for Eve since it
reveals nothing about the key bits, which are encoded in the X basis. Therefore, Eve
should only measure in the X (key generation) basis, although she causes errors when
the parties choose the parameter estimation basis as shown in Figure 3.2. Note that
Eve cannot determine on which basis the bit is encoded.

Thus, this example highlights how the BB84 protocol allows Alice and Bob to detect
an eavesdropper by exploiting principles of quantum mechanics. It provides a strategy
between them to share an identical secret key that can be used to encrypt messages

via a public channel without relying its security on computational power or complex
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algorithms. Evidently, practical challenges are bringing further difficulties for real-
life implementations. However, here we aim to stress the theoretical motivations for
pursuing the study of QKD, while in the following sections, we will address some of the

experimental challenges.

3.6.1 Asymptotic Secure Key

The derivation of the private capacity in Section 2.2.6.3 was the prior work which led
to estimating the secret rate that can be generated through the quantum channel. To
understand the relation between these two quantities, we formally introduce the private
channel code, which is defined by the used N rounds, the failure probability e, and its
rate R. The direct coding theorem proved that the right-hand side of Eq. (2.74) is
achievable without using the classical public channel of the parties. This is heavily
supported in Winter’s POVM compression paper [88]. While the converse theorem
showed it is an upper bound. Formally expressed it says that the rate R is achievable,
if for every positive §,& > 0, and a sufficiently large number of rounds IV, it exists a

(N, e) code with a secret key rate R — § such that [89]

R—5<— s [1(4: )~ I(A: ). (3.8)

Thus, the private channel capacity is a supremum of the achievable rates R < Cp(E).

However, Alice’s goal is to send one classical bit string, which represents the key,
out of the 2V possible bit strings to Bob such that he can identify the string with high
probability. Given the bit string K 4 uniformly distributed on the set {1,2,...,2V%},
Alice transmits the random variable X = X~ (K 4, M), which is generated by encod-
ing her key K4 using a classical random variable M. The (N, ¢) private channel code,
also so-called (N, e) protocol, must have a probability of the parties sharing a different
key less than the protocol failure probability Pr(K4 # Kp) < €, plus other two condi-
tions: one, the public information is practically uncorrelated with K 4; and second, by
the use of the Holevo bound in Eq. (2.70), ensuring there is no possible strategy for

Eve to extract more than € bits of K4 exploiting the information of the public channel.
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In the context of prepare-and-measure QKD protocols, Alice’s aim is to set classical
correlations with Bob, not sending a specific message, ensuring Eve has arbitrarily small
information about Alice’s transmission. Therefore, (N, ¢€) key generation code is almost
the same as a private channel code, the difference is that K4 depends on the random
variable M. The secret key capacity Ck(E) equals the supremum of the achievable

rates, hence C(€) = Cp(€) and can be expressed as
Cx(E)>I1(A:B)—I(A:E). (3.9)

In the QKD field, this was later called the asymptotic secure key rate. We use the term
secure to emphasise the composable security criterion of the QKD protocol, introduced
in Section 3.5. Thus, as well as the protocol, the key rate is secure, if it is secret
and correct. Then, the asymptotic secure key rate of the BB84 protocol is given by
RS;%T) = Ck(E). The conceptual explanation of this key rate expression is that it
is formed by the amount of information shared by Alice and Bob I(A : B) minus the
information of Alice’s key gained by Eve I(A4 : E).

To compute the secure key rate, it is required to express it in terms of the conditional
Shannon and von Neumann entropies, hence introducing the definition of the quantum

mutual information in Eq. (2.74), we obtain

RESY™ > §(A) + S(B) — S(AB) — S(A) — S(E) + S(AE) 10
= S(AE) — S(E) — S(AB) + S(B).

Introducing the conditional von Neumann entropies using Eq. (2.46), the asymptotic

key rate of the BB84 protocol, known as the Devetak-Winter bound [49], reads as
Ry > S(A|E) — S(A|B). (3.11)

To calculate the von Neumann entropies of the key rate in Eq. (3.11), we employ

an entangled version of the preparation of the polarised states. Therefore, we assume
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that Charlie, a third party, prepares the following four basic two-qubit Bell states

0+ (1) L)
Wi5) = 7 (3.12)

where 4,7 € {0,1}. Charlie distributes the two qubits to Alice and Bob through the
quantum channel. The received qubits can be either in the Z basis, i.e. {|Ug),|P10)},
or in the X basis, i.e. {|®¥o1),|¥11)}. This scenario is correlated to the prepare-and-
measure BB84 since Alice’s measurement of her qubit conditions Bob’s outcome, hence
it is analogous to Alice preparing a state and then Bob measuring it.

Consider before Charlie distributes the state pap to the parties, the eavesdropper,
Eve, applies a measurement aiming to extract information about the state, thus Eve
prepares the state pap and distributes it instead of pap. One can show that Eve does
not increase her uncertainty on Alice’s system, i.e. S(A|E), > S(A|E)s, see the proof
in Section 3.5 of [47]. Here we assume the worst-case scenario where first Eve holds
a composite system shared with Alice AE that contains all the possible correlations
with Alice’s subsystem A. Second, Eve can perform a partial trace on her subsystem
to obtain a purification of Alice’s state. This assumption is commonly employed in
quantum cryptography and is described in Definition 1.

In particular, Eve measures the state prepared by Charlie psp either in one basis
Dy = X ® X or the other Dy = Z ® Z before it reaches the parties. Eve’s operation

can be expressed with generality as the following map

1 1. .
Dx(z) = 5 PAB + §Dx(z)PABD;(Z)- (3.13)

Then the state after Eve’s measurement received by the parties is pap = (DxoDz)pas,
which has the same diagonal coefficients than the original p4p, hence it is diagonal in
the Bell basis {|\Ilij>}z-17j:0 of two qubits, see Eq. (3.13) of [47], and it can be expressed

using the density operator formalism for composite systems of Eq. (2.14) as

1
pap =Y Nij W) (Vg (3.14)
4,j=0
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where the sum of the eigenvalues 0 < A;; < 1 equals the unity EZ j Aij = L.

As expected, the state prepared by Eve pap contains the same eigenvalues as the
initial state pap. From the parties’ perspective, Eve’s action causes a flip of both
bits of Alice and Bob with probability 1/2, hence it does not impact the observed
quantum bit error rate (QBER) by the parties, nor their shared correlated bits since it
simultaneously does affects both parties or does not. This situation is equivalent to the
parties flipping their observed values with probability 1/2 without an eavesdropper’s
presence. The consequence of Eve’s measurements is the symmetrisation of the marginal
distributions (see Eq. (2.63)) of Alice’s and Bob’s outcomes (raw key bits), denoted
by p(alz) and p(bly) for all z,y € {0,1}, where a and b are the outcomes of Alice and
Bob, respectively. This process requires classical communication between the parties
through the public channel.

Assuming Eve holds the purifying system of the state pap, the global state shared

with the parties is also a pure state. Using the formalism of Eq. (2.13) it is given by

1

Wape) = > Vi (Vi) 45 ® leij) g (3.15)

4,j=0

where {|e;;)}ij—0,1 is the orthonormal basis of Eve’s Hilbert space Hg. In this sce-
nario, assuming Eve performs collective attacks to the state pap for every round of
the protocol, and there is no correlation between past and future rounds, the parties
may detect Eve’s presence from the observed errors in each basis after measuring their
shared state pap prepared by Eve.

These errors occur when the two-qubit state yields different outcomes, i.e. the
parties do not share the same bit. In the Z basis, which consists of the states |0) and
|1), the errors correspond to obtaining either |01) or |10) outcome. Hence, errors only
occur for the prepared Bell states |Wg1) and |¥11). In the X basis, which consists of
the states |[4+) = (|0) +[1)) /v/2 and |-) = (]0) — |1)) /v/2, the errors occur when the
outcome is either |+—) or |—+). This is the case for the Bell states |¥;9) and |Uop),
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which expressed in terms of the X basis are

W) = W (3.16)
W) = W (3.17)

Measuring either in the Z basis for the Bell states |¥o1) and |¥11), or in the X basis
for |W1p) and |¥q), guarantees the same value for both qubits.

Thus, the errors in each basis are calculated as follows

Ez =Tr[(|4) (+| @ [=) (=] + =) (=] @ |+) (+]) paB]
=Tr[([+) (+H @ [=) (= + [=) (=] @ [+) (+]) (Ror [Wor) (Yor| + A11 [P11) (P11])]
= A1 + A11,
(3.18)

Ex =Tr[(|0) (0| ® [1) (1| + [1) (1] @ [0) (O]) pas]
= Tr[(0) (0] @ [1) (1] 4 [1) (1] @10) (O]) (Moo [®oo) (Poo| + Ao [¥10) (P10])] (3-19)
= Aoo + Aio-

Tracing out Bob’s subsystem of the global state |V 4pg), we obtain the following

classical-quantum (cq) state

1
par =y _pla)la){al, @ pf, (3.20)
a=0

similarly to Eq. (2.19), where Eve’s quantum state conditioned on Alice’s classical bit

value a, which is distributed with probability p(a), reads as
1 .
Ph= Y VA (=D ey) (e (3.21)
i,5,k=0

The positive eigenvalues, which are independent of the outcome x, are determined by
either the errors in the X basis, Eq. (3.19), or Z basis, Eq. (3.18). Here, since the

X basis is used for the key generation, the conditional von Neumann entropy of E
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conditioned on A is expressed as

1
S(E|A) =) " p(a)S(p%) = H (Ao + Mo) = ha (Ez) (3.22)

a=0
where the binary entropy ho(FEz) = —FEzlog Ez — (1 — Ez)log(l — Ez) is employed
because there are only two possible outcomes {0,1}. The symmetrised marginal dis-
tributions of the parties, with probabilities as in Eq. (2.63), imply S(A) = 1 plus
the entropies of the system E and AB are identical and depend on the eigenvalues,
S(E) = S(AB) = H ({\i;}), since |¥ 4pE) is a pure state. It is important to note that
to introduce the eigenvalues in the latter entropy and in Eq. (3.22) the derivation from
Eq. (2.41) to (2.45) is applied.

To estimate the Devetak-Winter rate of Eq. (3.11), we need to compute its first
conditional von Neumann entropy using Eq. (3.22) along with other mentioned en-
tropies

S(AIE) = S(E|A4) + S(A) - S(E) = ho(Ex) +1— H({Ag}).  (3.23)

Here, we must minimise the private rate by minimising the entropy over the eigenvalues
{Aij}, which are not completely fixed but are constrained by the observed errors in Eqgs.

(3.18) and (3.19). Implementing this minimisation [28], the entropy reads as
S(A|E) =1+ ho(Ex) — ha(Ex) — ha(Ez) = 1 — ha(Ez). (3.24)

Regarding the entropy between Alice’s and Bob’s systems, due to the symmetrisation
of their marginal distribution in the asymptotic limit, it can be expressed solely by
the errors in the X basis as S(A|B) = ha(Fx). Replacing this and Eq. (3.24) into
Eq. (3.11), we obtain the final expression for the asymptotic key rate of the BB84
protocol [90]

R =1 = ha(Ez) — ha(Ex), (3.25)

where ha(Ey) represents the fraction of the sifted key bits that are used to perform
privacy amplification and reduce the information leaked to Eve, and ho(Ex) is the

fraction of sifted key bits sacrificed to perform the error correction code assuming
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perfect efficiency.

3.6.2 Decoy-State Method and Finite-Key Analysis

Here, we review the importance and original motivation of the decoy-state method. In
a BB84 protocol employing exclusively one source intensity, known as non-decoy, Eve,
who fully controls the channel, can perform PNS attacks to effectively intercept the key
whilst remaining undetectable by exploiting the multiphotons. By employing quantum
nondemolition measurements [91], Eve identifies the number of photons contained in
each pulse. She then blocks the single-photon pulses and splits the multiphoton pulses
into single-photons, which are forwarded to Bob, while the remaining photons are stored
and measured by Eve after basis reconciliation. Therefore, to ensure the security of
the BB84 protocol, the click probability of Bob’s detectors has to be greater than
the multiphoton emission of Alice, pciick > pmp. Otherwise, assuming all multiphoton
emissions cause a detection event on Bob’s apparatus through Eve’s lossless channel,
the expected detection rate by Bob can be reproduced by Eve exclusively using the
sent multiphotons in a lossy channel, compromising the secrecy of the entire shared key
bit string. Consequently, only non-multiphoton detections can be considered secure
events.

Let us illustrate through an example why this condition pejick > pmp must be fulfilled
to achieve secure communication. See the schemes showing Eve’s strategy in Figures
3.3 and 3.4. Suppose Alice has a source distribution that emits single-photon 90%
of the time and multiphotons the remaining 10%. Consider that Alice and Bob are
considerably distant from each other, hence having access to a quantum channel of 90%
of loss, which they have characterised. For this particular lossy channel, Bob expects a
detection rate of 10%. Here comes Eve’s strategy to gain information about the entire
key. When Alice sends a multiphoton, Eve performs a PNS attack as explained above.
Therefore, since the 10% of Alice’s signals are multiphotons, Eve can split them and re-
send single-photons to Bob for every one of them, matching the expected detection rate
by Bob (10%). This is illustrated in Figure 3.3. When Alice sends a single-photon, Eve

just has to block it and not let it reach Bob, see Figure 3.4. Note that she recognises the
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Figure 3.3: Photon number splitting (PNS) attack. This diagram illustrates Eve’s
strategy when she performs a PNS attack in a lossy quantum channel for certain chosen
probabilities. In particular, we assume that Alice emits 90% of the time single-photon
and the remaining 10% multiphotons and a quantum channel with 90% loss, hence Bob
expects a detection rate of 10% of the total states sent by Alice. Here Eve splits the
multiphoton states and re-sends single-photons to Bob. With this strategy, Eve can
figure out all the bit values encoded in the transmitted states, assuming she measures
when the parties reveal their basis choices.

single-photons by performing nondemolition measurements for every sent state. The
legitimate parties cannot detect Eve’s presence and after basis reconciliation, when the
parties publicly announce their selected bases, Eve can measure her stored photons
and know the entire key. To conclude, in this example, Bob’s detection rate is equal to
Alice’s multiphoton emissions, i.e. pclick = Pmp, hence any pelick < pmp is also insecure,
and Eve can perform the same strategy exploiting multiphotons trough PNS attacks.
Thus, we illustrate with a simple case, that pejick > pmp must be satisfied to have the
possibility of generating a secure key between two parties.

Weak coherent pulse (WCP) sources have been the most commonly employed
sources in BB84. They have a sufficiently high multiphoton emission to be vulner-
able to PNS attacks in lossy channels. The reduction of their multiphoton statistics
was substantially restricted. Therefore, to mitigate the PNS attacks and ensure the
Pelick > Pmp 18 met, the decoy-state method was proposed [35], which underwent sig-

nificant refinement [92-95]. This technique involves using multiple intensity levels for
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o

Q. Channel
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vacuum  single-photon multiphoton

Figure 3.4: Eve’s strategy for Alice’s single-photons. Here we consider the same Alice’s
emission probabilities and channel loss as in Figure 3.3. When Alice sends a single-
photon through this lossy quantum channel to Bob, Eve must block it, preventing it
from reaching Bob, since Eve requires more than one photon to extract information
about the key bits while forwarding these encoded values to Bob.

WCPs with identical characteristics to bound the multiphoton events, i.e. Bob’s detec-
tions caused by multiphotons, while ensuring both parties agree on their single-photon
and vacuum events estimate, i.e. Bob’s detections caused by sent single-photons and
vacuum states, commonly known as yields. This accurate estimation is possible since
the used WCPs produce equal counting rates for any sent k-photon state, despite their
distinct photon emission probabilities. In other words, even if each WCP with a dif-
ferent intensity generates different photon detection statistics on Bob’s apparatus, the
detection rate for a particular photon state transmitted by Alice must be identical
amongst all intensity levels. In fact, deviations in the yields between different WCP
intensities indicate the presence of an eavesdropper, who lacks knowledge regarding the
transmitted distribution. As described above, we assume Eve is capable of knowing
how many photons are contained in a sent signal. However, Eve does not have access
to which intensity, which is also referred to as the mean photon number, Alice uses for
each transmitted state. Hence, Alice’s prepared state appears the same regardless of

the chosen intensity from Eve’s perspective.
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3.6.2.1 2-Decoy with Weak Coherent Pulses

In this section, we highlight the main aspects of the 2-decoy weak coherent pulse (WCP)
protocol utilizing the yield bounds of [96], while introducing tighter bounds on the finite-
key analysis and error correction estimation, as in our work in [97] 1. We consider an
asymmetric efficient BB84 protocol, which means the basis selection is biased. This
protocol is based on the transmission of phase-randomised laser pulses, employing one
signal state and two decoy states with different intensity levels for each of them. The
intensity for each state sent by Alice is randomly selected amongst the three optimised
intensities o, 1 and pe, which satisfy puq > uo + po. This intensity choice is denoted
by k € K = {po, pt1, pro }, with probabilities p,,, pu, and p,,. Traditionally, in the QKD
literature, the higher intensity, being here p1, is commonly called the signal state, while
the remaining intensities are the decoy states. The name decoy emerged because it was
originally used exclusively to estimate errors and spot Eve’s PNS attacks, whereas the
signal was the intensity used to generate the key. However, notice that this is not the
case here, since we implement efficient BB84 where all the intensities are employed to
estimate the secure key. Next, we introduce the security bounds to estimate the yields,
i.e. the vacuum and single-photons detection events.

The analytical bounds of the yields are established by exploiting the nature of the

conditional probabilities, which follow a Poissonian distribution as

—k
Dk _ pre k"

Pkln = —Pnlk = — ]

Tn Tn n.

(3.26)

where 7, = 3 o pre Rk /n! is the probability that Alice prepares an n-photon state.

The lower bound of the vacuum sx o and single-photon events sx 1 are derived in the
X basis because we consider it the key generation basis, while the single-photon errors
ez, are estimated in the Z (parameter estimation) basis. As previously explained in
Section 3.6.2, they are identical for both parties and they are used to estimate the final
secure key. Hence, the detection or error rate for a particular n-photon state is equal

amongst the intensity levels, i.e. sx, = s’ =3 = andex, = =€y, =

L Although this decoy analysis is implemented for a free-space channel, its tight bounds are applicable
in general to any other channel.

67



Chapter 3. Security of Quantum Key Distribution

Lo
€xn

. Note we have to take the worst-case QKD scenario, hence, we aim to derive a
lower bound for the secure key length formula and consequently, for the vacuum and
single-photon events.

The symbol * represents expected values, thus the expected number of detection
events for each intensity is denoted as {N}k(’k}ke;g and the expected number of errors

for each intensity is expressed as {m% . }rex. Explicitly, they are written as

o0

Nk = Prjnsxin (3.27)
n=0
o

mx = ZpkmUX,n- (3.28)
n=0

Therefore, the exact expression of the vacuum events can be derived by solving for sx o

using Eq. (3.27) for the expected values of intensity uo and py,

7_0 ILLQe'LLON;(, Iuoe;u2 NS‘(’ o0 n—1 _ n—1 3X7
Sx0 = Ho B2 4 ot Z (13 :'“0 )SX n (3.29)
H2 — o Puo Pus —o niTy

We particularly involve these intensities since they are the more attenuated ones, hence
they emit more vacuum states than p;. We can get rid of the summation term by
applying the intensity condition of ps > g, which also ensures the positivity of the
denominator and avoids the problematic case where us = o and sy o goes to infinity.

Thus, we reach the following lower bound,

(3.30)

* *
7o (M2 Ny, PNy,
SX’(] > §X,O = — .

M2 — Mo Puo Ppus

For the number of single-photon events, we solve for sx; using Eq. (3.27) again for

the intensities mug and pg and we obtain

T1
H2 — [o

M2 * 1) *
Ny, € NXMO

Pus

Sx,1 = ,
niTy

+Z i SX”] . (3.31)

One can ensure (3 — pd)(p2 + o)™ 2 > pf — up for n > 2, see details on the Appendix
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of [96]. Using the intensity condition p; > p2 + po, it is straightforward to see
(45 — pd)uy ™2 > (5 — ) (p2 + po)" (3.32)

for n > 2. Introducing this inequality in the summation term of Eq. (3.31), we derive

its lower bound,

K2 N\ * Mo N\ *
_— MlTl € NXMU'Q € NX:,U'O
SX,1 > 8x1 = -

pi(pe — po) — (U3 — 1) | Pus Pro
15 — 15 (Sx,o B eulef,mﬂ
75 70 Puy

(3.33)
+

Note that the intensity condition is strictly greater and not greater or equal, to again
prevent the case where p11 = pg + po and sy — oo.
Finally, similarly to the sx  derivation, the upper bound on the number of single-

photon errors is given by

H2 90 * O 4y *
vx1 <Ux1= ( H2 HO ) (3.34)
H2 — Mo Pus DPuo

These expected values are involved in the yields, Egs. (3.30), (3.33) and (3.34), are only
reached in the asymptotic limit. Therefore, the bounds of the yields are not directly
applicable to the observed statistics in a BB84 decoy experiment. We must introduce
bounds for the observed values. If an expected value of the security bounds of the yields
contributes positively to the key length, then we must lower bound it, and vice-versa,
if it has a negative contribution, we must upper bound it.

When the parties publicly announce their selected basis and intensity choices in the
basis reconciliation process, they must check that the actual observed number of events
on each basis and for each intensity, i.e. Nx ; and Nz, is not greater than the number
of times the corresponding bases and intensities were chosen, |Xj| and |Zg|. If these
conditions, i.e. Nxj < |Xj| and Nz < |24, are not satisfied, Alice and Bob must
start the protocol again. However, this condition about the observed number of events
on Bob’s side is not sufficient to directly apply them to the yields.

For every finite block of data generated by the parties in each run of the decoy
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protocol, they collect different statistical outcomes, and these deviations pose a security
threat. Suppose we directly compute the observed values in the equations of the yields,
assuming they are equal to their true expected values, we can clearly see that a decrease
or increase in the observed outcomes for each intensity modifies the final secure key,
see Eq. (3.50). These statistical fluctuations occur because the observed values of each
intensity deviate from their underlying expected values in a finite block.

Hence, assume a fixed finite block for every time Alice and Bob run the protocol.
In one run, they can be unlucky and have, for example, a greater deviation for the
number of events in intensity 2, Nx ,.,, compared to the deviation of the events in other
intensities. Assuming this deviation is an increase, and knowing these events contribute
positively to the number of secure key bits, the parties would be overestimating the
number of shared secure bits. This would not be an issue if the reason is an increase in
the probability of selecting intensity po, because this would also increase the expected
N ,,,- However, this is not the case, since the deviation of Ny, from N} is caused
by the size of the collected statistics being finite. Therefore, the parties must take
into account these fluctuations and derive bounds of the expected values from the
observed values, whose tail probability is bounded with an arbitrarily small error. In
other words, the parties must ensure the true underlying expected value of an observed
outcome cannot be greater (lower) than this upper-bounded (lower-bounded) expected
value. This can only fail with a considered small error probability epg. Hence, Alice
and Bob prevent themselves from incurring in any insecure overestimation of a protocol
quantity.

To model the statistical uncertainties of the expected parameters, we introduce
correction terms that depend on the size of the collected finite statistic. Several meth-
ods were proposed to account for these statistical fluctuations in finite blocks for decoy
WCP methods, such as the Gaussian analysis method [98], the Hoeffding inequality [96]
and the multiplicative Chernoff bound [99]. However, an improved analytical Chernoff
bound has reported tighter finite-key bounds, enhancing the key generation [100]. Thus,
we bound the observed number of events in either basis or intensity Nx(z)x, and sim-

ilarly, the number of observed errors mx(z) ;, using this updated Chernoff bound as
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follows

Nizyr = € [Nx@x £ A /i (3.35)
mx(nx = ¢ [mx@n £ A [k (3.36)

where the deviation A* depends on the number of events Nx(z),x Or errors mx(z) ks

denoted by z with generality, and the secrecy parameter £gec,

AT = B4 /28 + B2, A_:§+\/2Bx+642, (3.37)

where 8 = —log, (epg) with parameter estimation epg = g /21. Notice that the upper
and lower bounds of these quantities are chosen to maintain the lower bound of the
vacuum sy o and single-photon sy ; events, and the upper bound of the single-photon
error Uy 1. For clarification, we specifically write the introduced finite-size bounds in

Eq. (3.30),

N;&aHO Z N)Z:;o = euo [NX“UO - A_] /p,uo (338)

N>*(7M2 < N)—ELQ = e/ [NX,#z + A+] /p,uz (3.39)
in Eq. (3.33),

N;&,lm = N)Z::,LQ = el [NX,MQ - Ai] /pug (3.40)

N o < Ny = € [Nx o + AT /oo (3.41)

N)*(“ul < N;Ll = el [NX,HI + AJr] /pul (3.42)
and in Eq. (3.34),

m;((aMQ Z m;(j:u,g = €M2 [mX“U2 - A_] /p,uz (343)

mi{wo < m?,*uo = e [mxauo + A+] /puo' (3.44)

In the phase error rate estimation, Bob selects a subset of the sifted key, which
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are the events in the Z basis, to estimate the phase errors in the X (key generation)
basis. This subset may not be fully representative of the entire transmission for the
X basis. Here is where the random sampling without replacement problem arises and
a correction term -« is introduced to compensate for any potential statistical deviation
due to the subset selection. Thus, we estimate the upper bound of the phase error rate
in the X basis using the Z basis as follows

—X v v €
) ZZ’1+7<SX175217Z’17560>~ (3.45)
Sz.1 T sy 21

Also, various « functions have been derived to estimate the upper bound of the phase
error rate. However, the following ~ function of [100] has been proven tighter than
others. We further discuss this in Section 4.4.2.1.

For a tail bound error &', the upper bound of the unobserved value y can be esti-

mated from the observed value A by

X=A+7 (n, k, A, 5/) , (3.46)
where
1 (1 -2XN)AG
v (n kA e) = yeTe { (3.47)
2+ 2W n+k
A2G?
——— +4AN1 - NG
+\/(n+k:)2+ =2 }
= max{n, k}, (3.48)
n+k n+k

1 4
nk % 2rnkA(L — N)e'2 (3:49)

under the assumption that 0 < A < x < 0.5 which is true for typical QKD scenarios.
This now allows us to calculate the upper bound of Eq. (3.45).
The secrecy analysis of [96,101], using a family of entropic relations of the smooth

entropies shown in Section 2.2.3, reach the following finite secure key length formula
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for the 2-decoy state WCP BB84 protocol

C — 21 2
f;‘g P sxo+sx1 [L—he (¢x)] — Aec — 6log, — log, (3.50)
sec 5COr
where the leakage in one-way protocols is bounded as [102],
Aec = Nxha(ex)
_ 1—e
+ [Nx (1 —ex) — F~" (ceor; Nx, 1 — ex)] log €XX (3.51)
1 1
— —log Nx — log ,
2 Ecor
where ha(ex) = —ex logex — (1 —ex)log(l—ex) is the binary entropy of the quantum

bit error rate (QBER) ex = mx/Nx = >, cx mxx/Nxr and F~'(ecor; Nx, 1 —ex)
is the inverse of the cumulative distribution of the binomial distribution. Achievable
rates by practical codes may not achieve this bound for large blocks. In fact, no
practical code has reached a value below the Shannon limit of Agc = 1.16 Nxha (ex).
If Apc/NrH (ex) < 1.16, we recover the Shannon limit to estimate the number of bits
sacrificed in error correction, hence we consider the efficiency factor cannot reach a
value below fgpc < 1.16 for practical reasons [103]. The remaining terms of the secure
key length formula represent the bits used to verify the correctness and secrecy of the
protocol, ensuring that the protocol is eqkg-secure, where eqg = €sec + Ecor, if it is

Esec-secret and eqq-correct within the universally composable security framework.
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Non-Decoy Efficient-BB84 with

Single-Photon Sources

Future quantum networks will require bright, low-noise sources of single photons to
enable applications including secure communication and distributed quantum comput-
ing [104]. There is a range of promising platforms for such a source, including quantum
dots, molecules, quantum emitters in two-dimensional materials such as WSe; and
hBN, and colour centres in wide band-gap materials such as diamond and SiC. Thus,
practical single-photon sources (SPSs) emerge as an increasing alternative source for
QKD experiments [105,106]. In general, their extremely low time-zero second-order
correlation function g(2)(0)7 hence their low multiphoton emission, positions them as
potential good candidates for QKD against photon number splitting (PNS) attacks in
lossy channels, even without implementing decoy states.

Among these platforms for single-photon emitters, quantum dots (QDs) have demon-
strated the highest count rates with the lowest multiphoton emission probability [107—
109]. Therefore, we present the first key generation results of the non-decoy single-
photon source (SPS) efficient BB84 protocol over optical fibre for a bright frequency-
converted quantum dot (QD) source, consisting of an InGaAs/GaAs quantum dot inside
an oxide-apertured micropillar [110] emitting photons at 940 nm. For further technical
aspects see [42].

Quantum frequency-conversion is a viable route to realise a bright, coherent tele-
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com QD source with low multiphoton noise, leveraging the performance of shorter
wavelength QDs [111-113]. Further experimental technicalities about the setup with a
passive BB84 receiver for the particular QD are addressed in [42].

The presented model here, a non-decoy SPS efficient BB84 protocol, introduces
several novel aspects and updates to the literature in QKD for practical SPSs. First, the
use of efficient BB84 (Section 3.6) over standard BB84, where a signal state is used for
key generation and a decoy state for parameter estimation. It has been shown efficient
BB84 doubles the protocol efficiency compared to standard BB84 in the asymptotic
limit [114]. Second, a single-photon source characterisation to upper bound Alice’s
multiphoton emission (Section 4.1), the simulation of Bob’s count (Section 4.2)and
an optimisation of the free protocol parameters (Section 4.3) are presented. Third, we
implemented improved analytical bounds for the random sampling without replacement
problem related to the phase error rate and the multiplicative Chernoff bound that has
been proven to be a tighter finite key bound in other contexts [100]. These bounds are
used to calculate the fluctuations between expected and observed values in the finite-
key analysis and were already presented for the 2-decoy WCP model in Section 3.6.2.1.
We provide a derivation of the asymptotic key (Section 4.4.1) and the secure finite key
length formula employing the smooth min- and max-entropy of Section 2.2.3, some of
its chain rules and the leftover hashing lemma [115] within the composable security
framework (Section 4.4.2.1).

Multiphoton states sent by Alice are insecure due to being vulnerable against PNS
attacks in lossy channels, hence pciick > pmp is needed to ensure protocol security,
as addressed in previous Section 3.6.2. Considering no decoy states, low-g(® (0) SPSs
hold this security condition at higher channel losses than one WCP, making them
good candidates for non-decoy protocols. However, to evaluate the QKD performance
of practical SPSs, it is necessary to compare it with a state-of-the-art decoy WCP
protocol. Thus, we expand the analysis of the quantum dot in [42], where we present
the theoretical non-decoy SPS model, to other SPSs with different characteristics, and
we compare it with a 2-decoy WCP protocol of Section 3.6.2.1. This comparison is

shown in our preprint paper [116].
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In the decoy method, the single-photon and vacuum events are lower-bounded by
analysing the statistics from the implemented multiple source intensities. In contrast,
the non-decoy protocol estimates secure non-multiphoton events, lumping together the
single-photon and vacuum events, excluding the insecure multiphoton events from the
total sifted events, i.e. instances shared by both parties when they chose the same
basis. It is essential to upper bound the sent multiphotons and also the multiphoton
events received at Bob’s side.

Our finite key treatment implemented significantly reduces the number of signals
Bob must receive to approach the asymptotic case compared with widely used previous
single-photon source QKD analyses. The most commonly employed non-decoy finite-
key analysis for an SPS in the literature is based on [37] and presented in Section 4.4.2.2.
In the comparison of our non-decoy SPS with the 2-decoy WCP protocol of Section
3.6.2.1, our results indicate regions of acquisition times where an SPS with moderate
performance can outperform the 2-decoy state WCP source, particularly as the block
sizes and losses decrease. These results suggest that near-term SPSs may provide key
rate enhancement for short-range, short-duration QKD links. It is worth highlighting
this chapter is mainly based on the contributions of our published paper [42] and the

preprint [116].

4.1 Sender Model: Single-Photon Source Characteriza-
tion

In contrast to other quantum sources such as WCP sources, whose photon emission
follows a Poissonian distribution, the diversity of quantum mechanisms to build a prac-
tical SPS, each with its own set of unique properties, precludes the formulation of a
general statistical distribution that fully captures all the infinite photon emission prob-
abilities for any conceivable SPS. In practice, although experimental models exist for
characterising the photon emission statistics, they are also inherently tied to a specific
type of SPS [117].

Assuming this generalised theoretical distribution is highly unattainable, our initial
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approach to characterise a practical SPS involved examining how to extract g(Q)(O) for
a general photon distribution with threshold detectors and limited initial information in
a high-loss regime. The goal was to establish a fundamental limit for ¢(?) (0). However,
this turned out to be challenging and required assumptions regarding photon number
emissions not helpful for the QKD analysis. Therefore, acknowledging a prepare-and-
measure protocol must avoid underestimating the multiphoton contribution on the
receiver side, since these represent insecure events, we explore the idea of constructing a
photon number distribution constrained by easily measurable SPS characteristics, such
as the time-zero second-order correlation function g(?(0) and the mean photon number
(n). We then upper bound the multiphoton emissions using the ¢ (0) definition and
mathematically prove that it represents a supremum of the set of all possible photon
number distributions for an SPS.

First, let us introduce the second-order correlation function g(2) (1), which is a quan-
tum optical property of interest and can be interpreted as the conditional probability
that if a photon is measured a second photon will also be present. It can be expressed

as

(4.1)

where the creation and annihilation operators are denoted by a and a', respectively. It

can also be simplified for time zero 7 = 0,

a’(0)2a(0)2
42(0) = % (4.2)
(at(0)a(0))
This time-zero second-order correlation function can also be written as follows
o on(n—1)p,
g®(0) = =20 2 1 (13)
(n)
n?2 —(n
g (0) = ) (1.4)

where p,, is the probability of emitting an n-photon state, (n) is the average photon
number and n? is its variance.

The second-order correlation function is measured in a Hanbury-Brown-Twiss con-
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v

Coincidence
Counter

Figure 4.1: Hanbury-Brown-Twiss Measurement. An incident signal arrives at a 50:50
beamsplitter whose outputs are monitored by single photon detectors of equal detection
efficiency. The detector clicks are correlated at a coincidence counter that also records
the individual count rates of each detector.

figuration, see Figure 4.1. Let C}2 be the number of single counts in each detector,
D12, CC be the number of coincident counts and Nj,. the total number of incident
signals, then in the high loss limit (effective (n) < 1),

— NiIICCC

@)(0) ~ NneCC. 1
9 D(0) ~ 5 (45)

Thus, experimentally, implementing a Hanbury-Brown-Twiss (HBT) measurement one
can observe the coincidence and individual counts of the detectors to estimate g(*)(0).
For classical light, ¢(®(0) > 1, whereas for a perfect single-photon source {p,, = nts
g?(0) = 0. For a Fock state |n), ¢®(0) =1 — 1. We also note that for a single-photon
source with non-unit efficiency, but otherwise zero multiphoton emission probability,
g2 (0) = 0. However, even in extremely refined practical single-photon sources a small
value of ¢(?(0) is expected.

We seek a theoretical estimate of the source statistics that upper bounds the mul-
tiphoton emissions using the ¢(®(0) definition. Assuming we have access to g(%(0)
by an HBT measurement and the mean photon number (n), which for example can
be measured by using a power meter and knowledge of the source repetition rate, we

derive the multiphoton upper bound of an SPS as follows.
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First, we denote the true photon emission probabilities of the SPS in the Fock
basis as {P,gSPS)}keN for an infinite Hilbert space H, where the multiphoton emission

probability is P&%PS) = Yiso p]gSPS)‘

We assume these true probabilities are not
directly accessible. However, knowing ¢(® (0) and (n), the multiphoton probability can

be upper-bounded as [118], !

(2) 2
SPS) _ — g'(0) (n)
PR < Py = 5 (4.6)

Here, uppercase P represents the true emission probabilities, while lowercase p denotes
bounded estimates. This upper bound comes from the ¢(?) (0) definition, which using

Eq. (4.3) can be expressed for the k-photon states as

00 SPS
<, k(k —1)Ps)

(n)?

g2 (0) = (4.7)

where (n) =317, kPISSPS) is the mean photon number and is lower-bounded as

00 SPS 0 SPS
X k= )P 2y, RETY 2pRY
(n)’ Ty (n)>

g2(0) (4.8)

which leads to the above mentioned pp,.

To later apply the exact formulas of the click probability (Section 4.2) and the
pre-attenuated probabilities (Section 5.2), we aim to select the set of photon states
emitted by Alice’s source that precisely reaches p,,,, ensuring no other combination
of states exceeds this upper bound. We evaluate two types of distributions. First,
we examine a pathological distribution, where all the emission probabilities are null
except three: vacuum, single-photon and K-photon probabilities {po, p1, pr}, where
K > 3 is a fixed value. In this case, all multiphotons are K-photon states, and any
possible distribution yields a lower upper bound than p,,,. As expected, when K —
oo, the multiphoton probability approaches p,,,. In Figure 4.2, we illustrate a finite

set of pathological distributions that show this tendency when K increases. Thus, a

'Note the security QKD analysis of [118] is outdated because it is not valid against all general and
collective eavesdropping attacks
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pathological distribution with a sufficiently high K saturates the initial upper bound
on the multiphoton probability of Eq. (4.6).

le—6

3.630

3.628 A

3.626 A

Pk

3.624
3.622

3.620
3 6 9 12 15 18 21 24 27 30

K-photon state

Figure 4.2: Multiphoton emission probability pnp, = px of pathological distributions
for different K-photon states. The solid red line represents the upper bound on the
multiphoton probability p,,,, of Eq. (4.6), considering (n) = 0.0142 and g (0) = 0.036,
which are the parameters of the quantum dot source of [42]. We take this particular
SPS because it will be analysed in Section 4.5.1.

We consider an SPS that exhibits a monotonic decrease in its kth-order correlation
functions g(*t1)(0) < g®)(0) for k > 2 when the order k increases, which is a reasonable
assumption for realistic SPSs. Expressing each true emission probability of the SPS
PISSPS) in terms of its associated ¢g(*)(0), the upper bound of the true multiphoton

probability is derived as follows

Pélips) _ P2(SPS) + ZPIESPS)

k=3
@(0) (n)> k-1
= O S B g ® )
k=3
—(sPs)  _ k-1
<Py = Pup +92(0) Y —— (1) ()",
k=3

~~

<0
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(SPS)

where we introduced Eq. (4.6), hence Py, °" < By,,,. Note that this inequality holds for
any truncated Hilbert space, making the summation finite. Though counterintuitive, we
conclude that any distribution with states higher than two-photons decreases the overall
multiphoton probability. Consequently, we find the truncated distribution {py}xr=01.2
with pg~2 = 0 reaches the maximum multiphoton upper bound p,,,, since it satisfies

the equality p2 = Ppy,,- Thus, Alice’s emission probabilities read as

_ g?(0) (n)?

D2 5 (4.9)
p1 = (n) — 2p2 (4.10)
po=1-—p2—p1. (4.11)

Waks [119] proposed the addition of linear attenuation of the signals prior to in-
jection into the quantum channel, to heavily reduce the multiphoton emissions while
leaving the g(2)(0) invariant. Thus, pre-attenuating Alice’s source increases the max-
imum tolerable channel loss, defined as the highest loss that generates a positive key.
In the high-loss regime, when the multiphoton contribution dominates, pre-attenuating
the source provides a greater reduction in multiphoton emissions than in single-photon
emissions, thereby enabling the generation of secure keys over a higher range of loss that
was previously unattainable. The limit of the tolerable range is limited by the men-
tioned multiphoton contribution plus any background light and detector dark counts.

We define this pre-attenuation by a transmissivity value 7, representing the frac-
tion of signal that passes through the attenuator to the quantum channel. This trans-

missivity reduces Alice’s photon emission probabilities as follows

(2) 2 2
P _ 9(0);7tr<n> (4.12)
pgatt) = Ny <Tl> o 2p§att) (413)
péatt) —1_ pgatt) _ pgatt)~ (4.14)

where the new pre-attenuated mean photon number is (n),,, = 7 (n). The key en-

hancement can be mathematically shown by comparing the effect of the pre-attenuation
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on the click probability of Bob’s detectors and Alice’s multiphoton emission probability.
We discuss this in the following section, where the detection probability is introduced.

Furthermore, we consider a single mode of light emitted by an SPS with annihilation
operator G and Fock states {|n)}. A general density operator p =>_" _, plat) |n) (m],
p > 0 and Tr[p] = 1. We assume there are no coherences (off-diagonal elements of
the density matrix) between photon number states of Alice’s SPS. In other words, we
assume Alice’s mixed state can be represented as a statistical mixture of pure states
and lacks such coherences. Therefore, the density matrix is diagonal in the photon

number basis,

p=>_ pl¥ |n) (n, (4.15)
n=0

where p%att) represents the pre-attenuated probability of an n-photon emission. This

density operator is described using Schmidt decomposition as introduced in Eq. (2.14).

4.2 Receiver Model: Detection Events Simulation

In this section, we present a theoretical model to simulate the counts of Bob’s apparatus.
In a real-life QKD implementation, experimentalists directly work with the observed
count rates from their devices to estimate the generated secure key. Hence, this section
does not concern them. However, since we are performing a theoretical analysis, it is
necessary to simulate the number of counts on the receiver side. It is important to note
that when we estimate the secure key in the finite-key analysis, we will blind ourselves
from this simulation model and will treat the counts as if they were gathered from a
real QKD experiment.

Considering the commonly employed single-photon avalanche diode (SPAD) detec-
tor in the Geiger mode, which only gives two outcomes, firing when a photon is detected
and not firing when there is no photon. The operator that represents when a detection

event occurs is defined as

ﬂnc = Z (1 _pdc) (1 — Ndet)" ’n> <n’ ) (4~16)

n
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where nget 1S the detector efficiency, i.e. the probability of the detector firing when
a photon arrives, hence a perfect detector would be 74t = 1, and pg. is the dark
count probability. While the operator of getting a click in the detector is given by
. = 1 — I, Therefore, for the given diagonal density operator of Eq. (4.15),
the probability of getting a detection event is pejick = Tr {p ﬂc}, which represents the
probability of obtaining an outcome at Bob’s apparatus when a POVM is performed,
as described in Eq. (2.25). It can be calculated as

Petiek = Tr [ pTle| = >~ pl™ [1 = (1= pac) (1 = newnaed)" T [In) {mln) (1]
" (4.17)
=1—(1—pac) > _ o (1 = nepnae)”,

where pq. is the dark count probability, 7., is the channel efficiency, n4et is the efficiency
of each detector and the summation of all photon emission probabilities > p, = 1
is applied. If the efficiency and dark counts of the detectors for each basis are not
the same, one can adapt the click probability to their different experimental detector

characterisation between bases as follows
X,Z X,Z X,Z\"
Pelick = 1— <1 ~ Pyc ) Zp%att) (1 — Nechget, ) . (4.18)
n

Note that pﬁi’i and nc)li’tz are the average of the two detectors associated with each
polarisation of a basis.

For simplicity, let us assume the detectors of each basis behave identically, hence
PN = PZiac = Pelick- Then, we lump together the channel and detector efficiencies into
the system efficiency 7sys = ncnfdet- An approximation of this click probability can be

(att)

derived considering a Taylor expansion of the function f (sys) =pn (1 — 7sys)" that

is infinitely differentiable at zero. Thus, denoting the nth-derivative of the function
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f (nsys) as f™ (ngys), the power series is a Maclaurin series that takes the form

0 n
n Nsys
f(nsys)zz.f( )(O)ni);
! 2 3
— O 4 gy @ s ey (4.19)
2 6
n(n —1 n(n—1)(n—2
:p%att) (1—n77sys+(2)77§ys+ ( é( )7]§’ys+>

By considering the relevant terms in the series, making a first order approximation
J (Nsys) = pn (1 — nnsys) and replacing it in Eq. (4.17), we can approximate the click

probability under realistic system efficiency conditions as

00
Pclick =~ Pdc + (1 - pdc) Tlsys Z np%att) = Ddc + (1 - pdc) Tlsys <n>att , (4'20)
n

where (n),,, = >, np,(f”tt) is the mean photon number.

Increasing the loss between the source and measurement through introducing an
attenuator after Alice’s source results in key rate enhancement for lossy channels since
linear loss leaves ¢(?)(7) invariant. This pre-attenuation is determined by the transmis-
sivity value 7, which reduces the multiphoton probability of Eq. (4.6) quadratically
7953“) = 9(2)(0)77?]r (n)2 /2, while decreasing the click probability at Bob’s detectors lin-
early at a first-order Taylor approximation, pelick & Pde+(1 — Pdc) Mtrsys (n). Therefore,
the multiphoton probability decreases more rapidly than the click probability on Bob’s
side. This enhances the key generation at the high-loss regime, where p&"i“) dominates,
by reducing the multiphoton contribution more than the total detection rate, thereby
increasing the ratio between non-multiphotons (secure events) and multiphotons (inse-
cure events which are discarded). Consequently, it also widens the range of tolerable
losses of the QKD system. Note that the pre-attenuation of the source impacts key
generation in the range of losses where multiphoton states dominate Alice’s emissions.
The impact of Alice’s pre-attenuation is shown in Figure 4.4.

Although we compute the exact expression in our model, the click probability ap-

proximation of Eq. (4.20) is valid for most practical SPS as multiphoton states do not

84



Chapter 4. Non-Decoy Efficient-BB84 with Single-Photon Sources

dominate its photon emission, which is mainly dictated by vacuum states and a smaller
portion of single-photons. To avoid answering the question of how many photons one
must assume are contained in the emitted multiphoton states to securely simulate Bob’s
count, previous studies used to employ even a further approximated detection proba-
bility than Eq. (4.20), Delick & Pde + 7sys (n), which is valid if the dark counts of the
detector are extremely low [118]. However, this question has already been answered in
Section 4.1, stating that to reach the maximum upper bound of the multiphoton emis-
sion probability, which is one of the QKD security requirements, one must consider all
multiphotons are two-photon states. Thus, the click probability approximation is not
needed anymore and if one aims to compute an SPS distribution that does not oper-
ate dominated by vacuum and single-photon, it is now possible by using the emission
probabilities of Eqs. (4.12), (4.13) and (4.14) in the exact click probability expression
of Eq. (4.17) or (4.18). Avoiding concern about distancing from its first-order Taylor
approximation. Thus, we provide a more general solution to the problem of partially
characterising the SPS while upper-bounding the multiphoton emissions compared to
previous studies.

It is worth noting that we do not state that practical SPS emits multiphotons
that are exclusively two-photon states in real life. We do not assume anything about
the true SPS emission probabilities {PIESPS)};%N. We simply partially characterise
these unknown true probabilities by upper bounding the multiphoton emissions, which
prevents us from underestimating the multiphoton contribution and being vulnerable
against PNS attacks.

To simulate Bob’s counts, we estimate the detection events, where the parties select
the same basis and the errors. Then, let us introduce the error probability on either
basis

X,Z oo
Pk = PR 3l 1= (1= ) = mened) s (4.21)

n=1

where pps 18 the probability of error due to the misalignment of the set-up. Maintaining

the general approach where the detectors of each basis may have different efficiency and
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dark counts, the detection probability on Bob’s side is estimated by introducing Alice’s
pre-attenuated emission probabilities of Eqs. (4.14), (4.13) and (4.12) in Eq. (4.18).
Suppose Alice and Bob consider the same basis bias, i.e. they both have an identical
probability of selecting the X basis or the Z basis, given by px = pf( = pf} and
pz =1 —px = p‘g = p? , respectively. Considering Ng the number of sent signals
by Alice, after sifting, when the parties discard the events with an unmatched basis,
the number of detection events and errors, which are directly observed in a QKD
experiment, are simulated as follows.

The number of received events by Bob when both parties chose either the Z or the
X basis are fo = Nspg(pg(hck and NPZl = NspQZpﬁiCk. We also determine the errors
as mx = ngg(pggr and my = ng2Zpler, which are the instances where the parties
chose the same basis but the detector of the opposite basis fired. The legitimate parties
publicly compare the Z basis results to determine the number of errors my, while the X
basis results are never directly revealed, since we adopt the efficient BB84 convention,
where the Z basis is used for parameter estimation and the X basis for key generation

(see further details in Section 3.6).

4.3 Optimisation of Protocol Parameters

To maximise the key rate and tolerable loss of the protocol whilst maintaining security,
we optimise the basis bias px, i.e. the probability of choosing the X basis. It is impor-
tant to optimise this unequal basis bias px in efficient BB84 since it balances the amount
of raw key bits (proportional to p%) and parameter estimation signals (proportional
to (1 — px)?). We also optimise Alice’s source pre-attenuation by the transmissivity
parameter 7, for each channel loss. These optimisations provide some improvement
over standard protocol values, such as equal basis choice and no attenuation.

Alice and Bob randomly and independently choose their basis for each signal with
bias px and pyz. Concretely, the legitimate parties form the following data block after
Alice sends Ng states from her pre-attenuated SPS and Bob measures them, obtaining
Npg detection events: the discarded events due to sifting Ng2px (1 — px), i.e. when

the parties choose different bases, the events used for key generation NRp§( and the
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events used for parameter estimation Ng (1 — pX)Q. The sifting ratio is pgiry = pg( +
(1 —pX)2 =1-2px(1 —px) > % for unequal bias, higher than the sifting ratio %
for px = % as in standard BB84. Additionally, this simplification also reduces the
number of parameters to be estimated, hence improving finite-statistical bounds and
the reduction in key length due to composable security parameters [97,120-123].

At long channel distances (high losses), the key rate is limited by the multipho-
ton emission and dark count probabilities. When the upper bound on the number of
multiphoton emissions exceeds the number of detections, then Eve can have full infor-
mation about Alice’s key bit string by exploiting these multiphotons performing PNS
attacks, as explained in Section 3.6.2 in more detail. Consequently, since the multipho-
ton contribution is insecure and must be discarded, applying pre-attenuation reduces
the multiphoton emissions by a factor of n?. whilst the mean photon number is only
reduced by 7., which has a linear dependence with the first-order approximation of
Pelick- This optimises the distance range tolerable by the parties. At high losses and
with sufficiently low dark count rates, the reduction in detection probability (and in-
crease in QBER) may be offset by the greater fraction of Bob’s received events being
the result of non-multiphoton emissions by Alice, potentially leading to increased key

rate and extending the non-zero key rate region to longer ranges.

4.4 Security Analysis

We distinguish two scenarios for the secure key length estimation: the asymptotic case
and finite-key analysis. In the asymptotic limit, it is traditionally assumed that the
experiment runs for an infinite duration, resulting in a large block of statistics that
tends to infinity, in which case one obtains Eq. (3.25). However, taking the limit where
the number of sent or received signals tends to infinity does not yield to a computable
result in the entropy equations.

To solve this, we can reinterpret the conditions of the asymptotic limit. Given that
the asymptotic data block is sufficiently large, it allows us to consider px — 1 (key

generation basis), which implies that the sifting ratio also approaches unity pgp =
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2 — 1. Additionally, the phase error rate becomes negligible, hence

Pk + (1 = px)
pz — 0. Consequently, the count rates converge to their underlying true expectation
values.

In a real experiment, the obtained statistics are finite and subject to fluctuations
from their expected outcomes. Thus, when assessing the performance of a practical
QKD system the finite key rate must be considered. Consequently, studies were pro-
posed to account for the effect of finite statistics [36]. To date, experimental work with
single-photon emitters [124,125] have used the method outlined in [126] to derive finite
block size estimates of the secure key. Since the publication of [126], there have been
considerable developments in tighter statistical estimation bounds, mainly in the con-
text of weak coherent pulse decoy states and entangled protocols. Here, we adapt and
employ recent results based on Chernoff bounds to produce significant improvements

in the finite key rate. This reduces the block size required for a positive key rate or,

conversely, results in a much greater key rate for a fixed block size.

4.4.1 Asymptotic Limit

Here, we estimate the asymptotic key rate (AKR) by introducing correction terms
for Eq. (3.11), which will lead us to a different AKR from Eq. (3.25). This update
ensures the exclusion of multiphoton events in the key generation basis X, which are
insecure (vulnerable to PNS attacks). Therefore, a correction factor must be added to
the first von Neumann entropy in Eq. (3.11), S(A|E). This entropy characterises the
correlation between Alice’s A and Eve’s system E. We also need to introduce a factor
of the number of signals used in the error correction process for the second conditional
entropy of Eq. (3.11), S(A|B), which represents the correlation between Alice and Bob.
Finally, it is required to divide by the total number of sent signals by Alice Ng for both
entropy terms of Eq. (3.11), since it is a rate.

Let us introduce several quantities from the observed and expected statistics re-
ceived by Bob after sifting before addressing the AKR for the non-decoy SPS protocol.
The multiphoton events of the key generation basis are Némp = Nspg(ﬁ%;t), where

the click probability for a given multiphoton sent by Alice is considered to be unity.
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Otherwise, we might be underestimating the multiphoton contribution on Bob’s side.
We can also interpret this as assuming Eve exploits every multiphoton emission and
creates a detection on Bob’s devices. Note that Né;‘;lp is an expected value and can-
not be directly observed by Bob, where * denotes any expected value. The observed
quantities by Bob are exclusively the detection events in each basis, fo and N}% , and
the errors, myx and mygz, as described in the receiver model of Section 4.2. In this
non-decoy method, we lump together the vacuum and single-photon events into the
non-multiphoton events, since the absence of additional decoy states prevents us from

characterising them separately. Knowing this, we can estimate the non-multiphoton

events on the X basis, which are the secure events that form the key,

N amp = NR = N up = Nspk <p§ick - T?%f)t)) - (4.22)
Similarly, for the parameter estimation basis

NF{nmp = Nl% - Nl{mp = NSPQZ (pgick - E(gét)) : (4-23)

The ratio between these non-multiphotons in the X basis and Ng is the correction

factor introduced in the first entropy of the asymptotic key rate in Eq. (3.11), thus

X

N,
S(AIB) = =5 [1= b (6°)] = v (pliac — 70 =R (67)], (4.24)

where the phase error rate of the X basis is estimated using the parameter estimation

basis Z

A

x _ mz Perr
T = (4.25)
R,nmp Pelick — Pm

While the second entropy of Eq. (3.11) is modified as

X

N,
S(A|B) = fECTP;]W(eX) = fecPaiPx h2(ex) (4.26)

where fgc = 1 is the error correction efficiency factor in the asymptotic limit and

ex = mx/Ng is the quantum bit error rate (QBER) on the X basis.
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Applying the asymptotic limit as described above, the key rate is given by

B shs = lim (S(A|E) — S(A|B)). (4.27)
pz—>0

Replacing Eqs. (4.24), (4.25) and (4.26) in the asymptotic limit of Eq. (4.27), the final
asymptotic key rate in terms of the number of events for the non-decoy SPS is given

by

. 1 mz X mx
RS >t - {stnm [1 s ()] it (1) } (12)

o Ns | NE NY
and in terms of probabilities

(asym) 2 X T?gét) pé Pox
Ryp-sps = 1M pxpoiac | |1~ % L=t | —— errﬁ(att) —hs < v )
bx— Peick Pilick — Pm Ditick

pz—0

—(att) Z X
> Plick 1= p?(p 1= ho peri att — ha I;?rr :
ks Z (att) .
click Plick — Pm Pilick

Introducing the non-multiphoton fraction in either basis, i.e. the probability that a

(4.29)

sent non-multiphoton state causes a click on Bob’s detector, which reads as

_(att)

X,Z b
AXZ =1 Poe (4.30)
Delick

the asymptotic key rate can be also written as

( e Pox.
1—hy [ 2o )| —hy (e”> . (4.31)
p gickAgmp p ifick

Note these three expressions represent the same asymptotic rate.

(asym) X X
RNp_sps 2 Plick Anmp

Assuming the same click and error probabilities for both basis, pejick = pg(h k= pgi ok
and perr = P, = pZ,, i.e. assuming the four detectors on Bob’s side, corresponding to

the four polarisations, have the same detection efficiency and dark counts, the AKR of
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the non-decoy SPS protocol can be simplified as

RI(\?];y_n;%DS > Dclick {Anmp |:1 - h2 <perr>:| - h2 < Derr ) } ; (432)

pclickAnmp Delick

_(att
where Anmp =1- pr(gp )/pclick~

4.4.2 Finite-Key Analysis

In practical QKD implementation, generating large block sizes to produce secure key
bits shared by the parties is typically costly and time-consuming. Therefore, it is
necessary to treat smaller finite blocks that are not in the asymptotic regime. Here, we
present the derivation of the secure key length formula for the finite-key analysis using
the smooth min- and max-entropy of Section 2.2.3 and the failure probabilities related
to the security parameters of the protocol. In the absence of the asymptotic limit,
where the channel is only used a small number of times, the von Neumann entropy
is no longer justified. However, the smooth entropies overcome this limitation, e.g.
the min-entropy enables bounding the conditional entropy between Alice and Eve for
finite blocks of data. Reaching a tight estimate of the min-entropy is a challenging task
since the parties can only estimate it by using the observed statistics in the parameter
estimation step. In other words, the min-entropy employed here cannot be directly
computed since the parties are unaware of Eve’s behaviour. Hence, the state that
defines Alice’s key and Eve’s side information is not known. Here, we first introduce
our novel finite-key analysis for the non-decoy SPS protocol inspired by up-to-date
techniques commonly employed in decoy WCP protocols. Our analysis uses tighter
bounds on the smooth entropies and the characterisation of the finite-key effects using
the Chernoff bound compared to previous literature. Next, we introduce the finite-
key analysis of [126], commonly extended as the model to estimate finite key rates
for non-decoy SPS. In Section 4.5, we will compare the key rate performance of both

methods.
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4.4.2.1 Secure Key Length Estimation

To derive the finite key formula, we use uncertainty relations to bound Bob’s raw key
obtained from Alice’s raw key and conditioned on Eve’s information. First, consider
Eve’s information E and Alice’s raw key K 4, which is generated by choosing a random
sample from NP){( , after the error correction and verification steps. In particular, K 4 is a
random classical bit string that can take any value k € K4 with probability p(k), where
K4 is Alice’s key space. Let pgy, be the state on the Hilbert space Hp conditioned
on K4 = k. The question is how much information Eve can extract from K4 that is
completely unknown to her. To do so, Eve possesses a classical-quantum (cq) state

correlated with the bit values of Alice’s key, similar to Eq. (3.20),

prap = Y plk)|k) (k| @ pf, (4.33)

keK 4
where {|k)} ke, is an orthonormal basis representing Alice’s possible keys. Eve aims to
gain information about K 4 by measuring her state p%. The probability of Eve correctly

guessing K 4 applying an optimal extraction strategy is given by
DPguess (KA‘E) - ml?x ZPE(e)pKA|E:e(k)- (434)
e

In the classical case, this optimal strategy means to guess the value k of K4 with the
highest conditional probability px , p—.(k) for each value e of E. The probability of
guessing K 4 given E is defined as the min-entropy (Definition 8) [101],

Huin (KA|E)p = —log Pguess (Ka|E) . (4.35)

In other words, the operational interpretation of this quantity is the number of uni-
formly random classical bits that can be extracted from K 4, using the optimal guessing
strategy with access to F.

Furthermore, assume that Bob can extract a part Kp of K4 with length ¢, uniformly
conditioned on the information £. Thus, there is a function fs that maps K4 to Bob’s

raw key Kp = fs(K ) considering the quantum state between Alice and Eve pg, g is
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fixed. The probability of guessing Kp is pguess (KB|E) = 24 and analogously to Eq.
(4.35), we obtain,
Hpin (KB|E)p =/, (436)

where £ is the secure key length. Furthermore, because Kpg is derived from K4, the
probability of correctly guessing Kp must be greater than the probability of guessing
K 4. Therefore, the min-entropies of the parties’ keys, K4 and Kp, conditioned on

Eve’s system E, can be expressed with the following inequality
Hoin (KB|E)p < Huin (KA\E)p = { < Huyin (KA\E)p. (4.37)

To extend this to the general case of almost uniform randomness, the smooth min-

entropy HE

£ in (Ka|E) needs to be introduced. This is set as the maximum value of

Hpin (K4|E) and it is defined in Definition 11. For privacy amplification, we consider
that Alice and Bob apply a two-universal hash function. The leftover hashing lemma
provides an exact equation for the inequality of Eq. (4.37) using the smooth min-entropy
of Definition 11 to relate Eve’s information E and Alice’s raw key K4

¢=H;

m

1
in (4| E), — 2 log 5 (4.38)

EPA

which gives the maximum number of extractable bits ¢ that are epa-close to uniform,
conditioned on E.

We consider leakage Agc during error correction and additional bits for verification.
Thus, the information that remains in Eve’s system E’ after error correction is related

to,

min (Ka|E), > Hiy (KalE') = Apc — log (4.39)

Ecor

where e¢,, is the error correction failure probability. The number of bits sacrificed
in performing the error correction code is tightly determined by the bound of Eq.
(3.51). As explained in Section 3.6.2.1, if the efficiency factor of error correction is
below 1.16, which is the limit set by practical codes, we recover the Shannon limit for

AEC = 1.16Nl§h2 (ex). In any case, to estimate this, the QBER of the X basis is used.
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However, note that the errors myx are not publicly revealed and are exclusively used to
estimate the number of bits required to perform error correction. In a real experiment,
one just runs the code and knows exactly how many bits are leaked.

We use an uncertainty relation for smooth min-entropy to establish a bound between
the remaining information that Eve has, E’, and Alice’s raw key, K 4. This reflects the
principle that the more accurately Bob can estimate Alice’s raw key Z 4 in the Z basis,

the worse Eve can guess Alice’s raw key K4 in the X basis, formally expressed as [127]
anin (KA|E/)p > qu){nmp _anax (ZA|ZB)p7 (440)

where Zp is Bob’s raw key on the Z basis. This smooth min-entropy is limited to the
non-multiphoton events in the key generation basis X (Eq. 4.22) and the used smooth
max-entropy is introduced in Definition 12. Here, ¢ quantifies the efficiency of Bob’s

orthogonal qubit measurements and it is given by

g=1lo (4.41)

1
g
maxy, ; |[v MgV N.||2%

where k € K4 and z € Z4 and {Mj} and {N,} are two POVMs acting on K4 and
Z 4, respectively. The norm || - || evaluates the largest singular value. Considering
projective and rank-one measurements, i.e. My = |k) (k| and N, = |z) (z|, Eq. (4.41)

reduces to
1

_— 4.42
maxy, , | (k|z) |2 ( )

q =log

which represents the maximum overlap between the two bases used by Alice, since the
key bit values k correspond to the X basis (key generation basis). In a BB84 protocol
with ideal state preparation used by Alice ¢ = 1, which is what we assume in this work.
However, in practice, the sent states by Alice are not perfect qubits and when Alice’s
bases are not perfectly complementary to each other, ¢ is reduced accordingly [128].

The smooth max-entropy H:

max

(ZalZB) o of Z, conditioned on Zg measures the
remaining uncertainty in Z4 given knowledge of Zp. When Zp and Z4 are highly

correlated, H:

max (Z4|Z), is small, implying a small number of observed errors, as
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shown by the following bound [127],

max

Hioo (Z4128) , < NR umpha (67), (4.43)

where ¢¥ is the phase error rate of non-multiphoton events on the X basis. Hence,

introducing Eq. (4.43) in the bound of the min-entropy of Eq. (4.40), we obtain
min (KalE') ) > N nmp [1 = ha(¢™)] - (4.44)
Finally, replacing Eqgs. (4.39) and (4.44) into Eq. (4.38), we derive the secure key

length (SKL) formula

2
— log . (4.45)

sec Ecor

gl(\?DPS) Z Nl{nmp [1 - h2 (¢X)] - AEC -2 log

The secrecy parameter of the protocol is egc > €pa + €pg + cgc Where: epy = ¢’ is
the privacy amplification failure probability; epg = 2npge’ is the parameter estimation
failure probability where npg = 2 is the number of constraints quantified in classical
post-processing; egc = €’ is the error correction failure probability. Thus, the secrecy
comes from setting each failure probability to a common value ¢/, i.e. egc = 6¢/,
hence epa = €gec/6. Moreover, the QKD protocol is eqrg-secure if it is ecor-correct and
Esec-secret with eqrd > €cor + Esec-

The secure key rate is calculate as Rl(\?gs) = 61(\?58) /Ng. To estimate the secure
key, we blind ourselves to the simulation model for Bob’s counts in Section 4.2, and
we directly work with the observed values as if gathered from a real QKD experiment.
For this non-decoy protocol, Alice exclusively uses one source with one mean photon
number (intensity). Hence, after sifting, Bob’s observed detection events, le)f and
ng , and errors, mx and my, in each basis are not subjected to any deviation, even
though they are finite, since they are undoubtedly caused by Alice’s unique source,
hence no finite-key bound is applied to them. However, the multiphoton contribution

on Bob’s side, which is not accessible in a QKD experiment, is subjected to fluctuations

from its expected outcomes. Consequently, the multiphoton events on Bob’s side may
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vary for every generated block. To estimate the secure key for the observed statistics
taking into account the finite-key effects, one must apply a mathematical bound to
the expected multiphoton events received by Bob in either basis, Nﬁ:np and Nifmp,
to obtain and upper bounds of their observed values. Note the overline symbol of
these expected values represents an upper bound that comes from Alice’s bound on her
pre-attenuated multiphoton emission probability. Otherwise, assuming these expected
values will always be the exact number of multiphotons in every run of the QKD
protocol brings a security threat. Since for some protocol runs we would certainly have
more multiphoton than Né{;}p plus ng;lp. Hence, that assumption would cause an
overestimation of the number of secure key bits. We apply the finite-key analysis for
the non-decoy protocol as follows.

With generality, we define the number of multiphoton states received by Bob
as a finite set of independent Bernoulli random variable {XZ X2 ... X ﬁs} with
two possible outcomes {0,1}. Its observed value is X? = Zf\fl XP that satisfy
Pr (XiB = 1) = P, ctickjm B, ( Y for fixed m > 2, i.e. the product of the conditional
probability of a click when a multiphoton is sent after Alice’s pre-attenuation P cjick|m

(a t) Note that each random variable

and the probability of sending a multiphoton P;
denoted by the subscript ¢ represents the position in the string of a multiphoton state
with a fixed number of photons m > 2, which may change for each variable, hence
its probabilities too. To prevent an overestimation of the secure events, we assume
the worst-case scenario where each sent multiphoton, which is untrustworthy, causes
a click on Bob’s apparatus, i.e. P dickm = 1. Therefore, an expected value of X B
is expressed as XB* = ZNS Pl(f:), where Ng = Ryatet is the number of sent sig-
nals by Alice that forms the finite block, defined by the acquisition time ¢, i.e. the
time the experiment is run, and the source repetition rate R;.t.. However, since we
lack access to the true attenuated photon emission probabilities of the SPS P(att)
we bound them as XB* = ZNS P att) < Zf\fl T)E{fﬁt} Ng *(att). Note that even
if the legitimate parties had access to them from perfect SPS characterisation, they

would not know how many photons Alice sends in each state. After sifting, the ex-

pected number of multiphoton events received by Bob in the key generation basis is
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Nﬁ{gp = png Bx < Nspgfﬁg%t) = N)Pi;;p, which is upper bounded by the bound of

Alice’s pre-attenuated multiphoton emission probability ﬁgfff) .

In a real QKD experiment, Bob does not know how many photons were contained
in the states which caused a click on his detectors. One may think if Bob uses a photon
number resolving detector, he might solve his lack of knowledge about the detections
caused by multiphotons. However, even doing that, his results cannot be trusted since
Eve can potentially convert Alice’s multiphotons into single-photon detections at Bob’s
apparatus by PNS attacks. Therefore, we need a consistent method that for a given
expected value of multiphoton events at Bob’s side Né ’rfp* in a data block, derives an
upper bound of the observed value Nﬁé’ip, whose tail probability is bounded with a
parameter estimation failure probability as Pr [N})é ’Hle > (1 + AU) Né ;fp*:| < epp =
2€50¢/3.

As explained in Section 3.6.2.1, the Chernoff bound of [100] provides tighter results
than other alternative bounds, and here we apply it one more time. However, in this

case, we apply the reverse Chernoff bound as we estimate an observed value from a

given expected value. Therefore, to estimate the upper bound of the observed multi-

photons Nﬁ’ip = N)R(ﬁ: + AY with AV = (B + \/86N)R(,’ip* + ,62> / ZN)R(ﬁ: where

8 = —Inepg. The lower bound of the observed non-multiphoton events on either basis
is given by
X,z X7 X.Z
ﬂRmmp = Ng"" — NR mp- (4.46)

Tough tighter upper bounds on W)R(ﬁp could in principle be used, potentially based on
the “factorial moment” [129] or the Klar bounds [130]. However, practically, the scope
for potential improvement is minimal in the non-decoy protocol and only possible for
the highest tolerable losses of each finite block. These alternate bounds are also less
amenable for numerical evaluation for the parameter ranges typical in QKD.

Next, the phase error rate in the key generation basis X needs to be upper bounded
based on the observed number of errors myz and the lower bound of the observed non-
multiphotons Ngnmp both in the Z (parameter estimation) basis. We conservatively

assume that all Z basis errors occur on the received non-multiphoton fraction, hence
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we have a first estimate of the phase error rate in the X,

mz

Z
MR,nmp

X < (4.47)
However, this estimate is the result of N g samples in the Z basis and it is not sufficient
to upper bound the phase error rate in the unannounced N 1)%( samples in the X (key
generation) basis in the finite-key analysis as it is in the asymptotic limit, see Eq. (4.25).
Hence, for this random sampling without replacement problem and a tail bound error
¢’, the upper bound of the unobserved value &X can be estimated from the observed

value myz /Mg,nmp using the gamma function of Eq. (3.47)

—X myz my
~NZ +79 | N, N, ———¢epE | , (4.48)
=R nmp MR,nmp

where the parameter estimation error is epg = £g¢./6.
Incorporating this entire finite-key analysis in Eq. (4.45), the final secure key length

extracted from a finite block of statistics is given by

—log 2 . (4.49)

ESGC ECOI‘

fl(\IS]§S) = Mﬁ{(,nmp [1 — ho (@X)] — Agc — 2log

Note we set a phase error threshold of qﬁffﬂd = 0.11 (11% errors), and if it is exceeded,
5){ > qbgfﬂd, the parties abort the protocol, resulting in zero key length. To estimate
the key rate, one simply divides the secure key length by the sent signals Rl(\?gs) =
0859 /N,

In our method, we lump together the vacuum and single-photon detection events
into the non-multi-photon estimation. An alternative approach is to include a vacuum
distribution to estimate these events separately. Hence, we aim to explore if this ad-
ditional vacuum state can considerably enhance the key generation. To evaluate it,
we consider two new scenarios. First, Bob exactly knows the vacuum contribution,
Nl;)é bZ = Nsp_%g Zp(()att) pifi’czk. Second, Bob estimates a lower bound of the vacuum events.
For the latter, using the mean photon number definition, we estimate the lower bound

(att) (att) _ 4

of the pre-attenuated vacuum emission probability as py~ " > py

= (Matr =
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1 — e (n) and then the vacuum events as N¥ N3 0 = Nsp% Zp(att)pgli consequently, the

secure key length with of a non-decoy SPS protocol with a vacuum distribution reads

as
SPS myz
El(\TD+)vac = Nio+ N [1 —ha (NZ )] — Agc — 2log — —log - (4.50)
7R,1 sec cor
where N )R(:l =N gnzmp N )R{?’OZ . To compute the case of the exact vacuum estimate

simply replace N R70 for Nf){( ’OZ. In Section 4.5.1, we discuss the results of this non-
decoy with a vacuum state and demonstrate that adding an extra vacuum decoy state
to separately estimate vacuum and single-photon events does not provide any advantage

in key performance.

4.4.2.2 Previous Secure Key Rate Analysis

The finite-key analysis proposed by Cai and Scarani in [37] builds upon the Devetak-
Winter formula outlined in Eq. (3.11), which estimates the sifted key in the asymptotic
limit. To account for finite-key effects, they implemented several corrections to the
asymptotic key rate of Devetak-Winter of Eq. (3.11).

The first correction involves replacing conditional von Neumann entropy of Eq.
(3.11), S(A|E), which represents Eve’s uncertainty about Alice’s key, with the smooth

min-entropy, A|E), that operates in the finite-key regime.

Hiin (

Assuming Eve has partial information about the shared key, privacy amplification
(PA) is employed to extract a secure key that ensures its non-correlation with Eve’s
information by sacrificing some key bits. To measure Eve’s side information, i.e. its
probability of guessing the key bits, we use the smooth min-entropy. Note that higher
smooth min-entropy values indicate greater security in the key extraction process during
PA.

We aim to guarantee a lower bound for the smooth min-entropy of the raw key.

Therefore, for any € > 0, the smooth min-entropy in terms of the conditional von
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Neumann entropy is bounded as

HE, (A|E) > N§ (S (A|E) - 6) (4.51)

min

where NF){( is the sifted key, and ¢ is the correction term of the unconditional security

proof in [131]. Applying that to the Corollary 3.3.7 of [132], we obtain

§ = 2log (rank(px) + tr (phg (1px ® pgl)) 1 2) log]\([2X/€)
R
= 2log (rank(px) + 3) logj\(fQX/E) (4.52)
R
<2 {log [rank(px)] + ;’} b%\(gs).

Given that the dimension of Alice’s density operator py4 is rank(ps) = 4, as Alice can
send four possible polarised states, we find
log(2
5 <7,/ 108%/e) (4.53)
Ny
The second correction involves adding a numerical term which quantifies Eve’s

uncertainty for a finite block of fo bits, provided by §, plus the PA step,

log(2/¢) 2 1
Ayx <7 1 . 4.54
NS TN T NE B\ (4.54)

Incorporating this expanded correction term into Eq. (4.51), we obtain

i (XIE) > NE{AX, [ = ha(6%)] - Ay |- (4.55)

man nmp

where Anme =1- ﬁfﬁ“) / pifick represents the non-multiphoton fraction, i.e. the proba-

bility that a secure non-multiphoton causes a detection event on Bob’s apparatus.
Finally, the third correction is the replacement of S(A|B), which is the second von
Neumann entropy of Eq. (3.11), with S(A|B) = Ngleakgc, which denotes the frac-

tion of information sacrificed in error correction (EC). While this quantity is precisely
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known in practical applications when applying the EC code, in theoretical analysis, it

is approximately estimated as

1 2
leakpc ~ frcha(ex) + — log () with fgc > 1 (4.56)
NR EEC

where fpc > 1 is the efficiency error correction factor and e* = pX, /pgfick is the
quantum bit error rate (QBER) in the X basis.

To estimate the secure key rate for a finite block size, we must divide Eq. (3.11)
by the number of signals sent by Alice, acknowledging that this quantity is finite and
it does tend to infinity, and introducing the smooth min-entropy to characterise the
information leaked to Eve from Alice’s system. Thus, we have

man

at 1 &
RS sps > 3y (Hiuin (A1) = S (A]B)) (457)

As explained, we replace Eq. (4.55) for the min-entropy and S(A|B) = N{ leakpc for
the second conditional entropy using Eq. (4.56) in Eq. (4.57), to obtain the finite key
rate of this non-decoy SPS model based on [37]

Cai NX 1 2
Fpsps = e {Afmp 1= ha(6™)] = Axgy = frcha(ez) - o log <m> }

log(2/e) 2 10g< 1 >

> pApiad AX (1= ho(¢X)] =7 -
_pochck{ nmp[ 2(¢ )] EPA

N Ny
1 2
— facha(ex) — —<log [ —) L.
frcha(ex) N Og<5EC>}

(4.58)

In the finite-key scenario, observed and estimated parameters such as the phase error

NXZ

rate ¢~ or the multiphoton states R.mp

experience statistical fluctuations, as discussed
in Section 4.4.2.1. These fluctuations are quantified by introducing a deviation in
the probabilities or rates associated with these parameters. Let A, be one of these

probabilities and suppose that n signals have been used to estimate \,. The difference
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with the asymptotic probability A\ is given by

LM—Am|Sﬂmdﬁ=¢2mukﬁﬁ+dmm+1% (450)

n

where d is the number of outcomes of a POVM. The lower and upper bounds of the
probability considering this deviation are, \,, = max[\, —&(n, d), 0] and A, = min[\, +
&(n, d), 1], respectively.

These deviations are applied to the multiphoton probability ﬁﬁﬁ“’ and to the QBER
eZ in the Z basis. For the sifted events in the key generation basis N = ng?xpgfick,
there are statistical fluctuations on the multiphoton probability pﬁff“), which was al-
ready bounded from our previous SPS characterisation model (Section 4.1). To ensure

r(gtt) a deviation to obtain an upper

security in our key estimate, we must apply to p
bound. Therefore, we derive the lower bound of the non-multiphoton fraction in the

key generation basis as follows

min |5 + ¢(NF,2), 1)

X
Dilick

Apo=1-

=nmp

(4.60)

where in QKD, d = 2, since the only two possible outcomes are either Alice = Bob or
Alice # Bob.

As in the previous finite-key model, here the error in the parameter estimation basis
is also used to calculate the phase error rate ¢~ in the X (key generation) basis. This
rate is subjected to the fluctuations in the block formed by the number of signals used

in the Z basis, NZ = Nspzzpﬁick. Hence, applying the deviation to the error rate in

Z

the parameter estimation basis, e“ = pler / pﬁiok, we obtain the following upper bound

on the phase error rate
— min [eZ + £(NZ,2),1
5x _ min[e? + €0VE.2)1] o)

nmp

where now we use the upper bound of the non-multiphoton fraction in the Z basis,

which is given by

A max Tjgrtlltt) - £(N£7 2)a 0)}

7
Pick

(4.62)
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Introducing these bounds of the finite-key analysis, Eqs. (4.60) and (4.61) as ¢~ <
$X and Anme > énme into the secure key rate of Eq. (4.58), we obtain the final
expression to estimate secure key rates from finite blocks that account for statistical
fluctuations. Furthermore, one can also assume that the click and error probability is

the same for each of the four detectors, i.e. pclick = pifick = pgick and perr = P, = P2,

hence Apmp = AiX = AZ . and compute the Eq. (4.58) to estimate finite key rates.

nmp nmp>

4.5 Secure Key Rate Performance: A Comparative Anal-
ysis

Here, we first show the substantial key generation enhancement within the finite-key
framework comparing our non-decoy SPS protocol, described in Section 4.4.2.1, to the
previous work of [126], whose secret key rate formula is derived in Section 4.4.2.2. We
also elucidate the reasons behind this key rate performance improvement. Second, we
compare our non-decoy SPS with the 2-decoy weak coherent pulse protocol of Section
3.6.2.1, under different channel losses and for varying signal accumulation times. We
find that SPSs with moderate performance can achieve higher key rates in certain
parameter regimes of low loss and short integration times. The results also provide

guidance for SPS performance targets for QKD applications.

4.5.1 Non-Decoy Single-Photon Source Models

Analysing the two non-decoy SPS models, we observe significant improvements in the
finite key rate of our protocol for an optical fibre channel. This key enhancement can
be understood in two different ways: at long distances, where the block size required
to produce the same key rate is massively reduced, see Figure 4.3 (a); alternatively,
for a fixed acquisition time, our non-decoy SPS tolerates a considerably wider range of
losses, see Figure 4.3 (b), where the maximum tolerable loss, i.e. the highest channel
loss that produces a non-zero key, has significantly increased for our non-decoy SPS
model.

The key rate enhancement is quantified by comparing the number of signals required
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Description Parameter Value

Mean photon number (n) 0.0142
Second-order correlation function g? (0) 0.036

Source repetition rate Rrate 160.7 MHz
Misalignment probability Prmis 0.003

Dark count probability Ddec 3.67 x 1078
Detector efficiency Ndet 0.6525

Fibre loss l 0.1904 dB/km
Parameter estimation failure probability epg 2 x 10710 /3
Privacy amplification failure probability epa 10719/6
Correctness failure probability Ecor 10718

Secrecy failure probability Ecor 10710

Error correction leakage AEC Eq. 3.51 or 1.16N§( ha(ex)

Table 4.1: Baseline QKD system parameters for the finite-analysis of the quantum dot
of [40]. Note the error correction leakage can be characterised differently depending
on the block size. The detector efficiency and dark count probability are considerably
close amongst four detectors in the experiment of [42], hence we take their average
and assume the same for each detector. Thus, we assume pgjick = pifick = pgick and
Perr = Pex, = P&, In particular, the total detector efficiency is estimated as the relative
efficiency on average due to the measured losses of each detector (=~ 87%) and the
estimated quantum efficiency of the detectors (= 75%). The channel transmittance is
given by 1y, = 1071/10,

to approach the asymptotic key rate. To approach the asymptotic key rate with the
method of [126], the received block size, Ng, has to be on the order of 10'®, dotted
purple curve Figure 4.3 (a). Our results indicate a factor 108 improvement, with the
finite key rate curve reaching the asymptotic limit with just 107 received signals when
Alice’s pre-attenuation is applied. Considering a block size defined by the sent signals
Ng, the integration time required to approach the asymptotic key rate is drastically
reduced from 10* years, dotted purple curve Figure 4.4, to just one hour, solid red line
in the same figure.

In terms of fixed acquisition time, previous security analysis of Section 4.4.2.2 re-
stricts the maximum distance for key exchange after one second of acquisition time to
less than 1 km, see Figure 4.3 (b) and the dotted green line Figure 4.4. In contrast,
our calculations show a maximum tolerable loss of 26.9 dB which is equivalent to over
140 km of fibre (solid green line in Figure 4.4). For all acquisition times considered,
our non-decoy SPS analysis achieves the same key rate over an additional 25 dB of

channel loss. Furthermore, in Figure 4.4), we also highlight the impact of Alice’s pre-
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attenuation, showing how it increases the range of tolerable losses, i.e. generating keys
under higher losses, by comparing the asymptotic case with pre-attenuation (solid blue
line) and without pre-attenuation (dashed blue line). Detailed explanations for this
impact are provided in Sections 4.1 and 4.2. Note that the asymptotic key rates are
estimated using Eq. (4.32) and the model of Section 4.4.1.

Furthermore, for each channel loss, we optimise the basis bias Py and the pre-
attenuation of Alice’s source, quantitatively expressed as the transmissivity ., to
achieve the highest key rate. In Figure 4.5, we show the optimal values of these pa-
rameters for two block sizes defined as the number of Bob’s detection events (received
signals), which are exactly the same block sizes depicted in Figure 4.3 (a) for our QKD
analysis.

Our key length formula of Eq. (4.49) represents a more up-to-date version for a
non-decoy SPS analysis compared to previous studies, since we introduce an adapted
SKL derivation and tight finite-key bounds for the the non-multiphoton events and
phase error rate due to the random sampling without replacement problem. This
enhancement of the finite key rate is due to the improved bounds of the statistical
fluctuations achieved using the Chernoff bound applied to the number of events, as
opposed to the bounding method applied to probabilities and rates in [126]. The
deviations of these probabilities, Eq. (4.59), might seem to be relatively small when
expressed as probabilities, however, they become magnified when expressed in the total
number of events, such as the number of multiphoton emissions. Therefore, the Chernoff
bound on events provides tighter estimates of the maximum number of multiphoton
emissions, thereby increasing the number of non-multiphoton events at longer distances
and consequently enhancing the key rate.

We have demonstrated that fibre-based QKD with a frequency-converted quantum
dot is possible at high rates for distances and acquisition times relevant to metropolitan
communication networks. The source performance of the quantum dot in [42] with the
QKD parameters of Table 4.1, exceeds other single-photon emitters suggested for use in
QKD systems in terms of key rate and maximum tolerable loss. These results raise the

following question, combining state-of-the-art QD performance in brightness [107] and

105



Chapter 4. Non-Decoy Efficient-BB84 with Single-Photon Sources

multiphoton suppression [133], with the frequency conversion demonstrated in [40] into
one device, would it allow the generation of key rates comparable to decoy-state QKD
with weak coherent pulses? Ultimately, surpassing weak coherent pulse implementa-
tions requires sources much closer to the ideal performance of unity collection efficiency
with multiphoton emission probabilities approaching zero. However, we need further
analysis, which will be developed in the following sections, to determine if practical
SPSs have the potential to enhance the key performance of weak coherent pulses.
Finally, we evaluate the idea of an additional vacuum decoy state for the original
non-decoy SPS in Figure 4.6. The key enhancement shown in these two scenarios with
a vacuum decoy state is negligible for all channel losses. In particular, in the high-
loss regime, even assuming Bob has complete knowledge of the vacuum contribution,
the maximum tolerable loss increases by only 0.05 dB for one minute of acquisition
time. Therefore, due to its modest key rate increase, the extra experimental endeavour,
considering the usual difficulty of creating a perfect decoy vacuum state in practice [93,
134], and the need for additional detector characterisation to estimate the vacuum
contribution, is not a worthwhile consideration. Thus, we also demonstrate the lower
bound of the non-multi-photon events is not underestimated compared to estimating
the vacuum and single-photon events separately. As a result, we take this conservative
approach and assume that Eve gains the same amount of information from the vacuum

states as from the single-photon states.

4.5.2 Optimal Non-Decoy Single-Photon Source and 2-Decoy Weak
Coherent Pulse

Here, we analyse the impact of different SPS characteristics on the secure key and
the maximum tolerable loss for several finite blocks. The block size used to extract the
secure key is defined by the number of signals sent by Alice Ng = Nyatet, which depends
on the acquisition time of the experiment ¢ and the source repetition rate Ry ate.

First, we analyse the results of our non-decoy SPS protocol in the finite-key analy-
sis, Section 4.4.2.1, for various acquisition times and time-zero second-order correlation

functions ¢(?(0), while also considering the asymptotic case, Section 4.4.1. Subse-
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quently, we compare it with a 2-decoy WCP protocol based on Section 3.6.2.1.

Description Parameter Value

Source repetition rate Rrate 160.7 MHz
Misalignment probability Dmis 0.003

Dark count probability Dde 3.67 x 1078
Detector efficiency Ndet 0.6525

Fibre loss l 0.1904 dB/km
Secrecy failure probability Esec 10710
Correctness failure probability — ecor 10-15

Table 4.2: Baseline QKD protocol parameters for both protocols, non-decoy SPS and
2-decoy WCP, based on the experiment of the quantum dot in [42].

Figure 4.7 illustrates the impact of g(2) (0) on the secure key performance for channel
losses (optical fibre distances) in the non-decoy SPS protocol. As expected, fixing the
dark count probability means that the ¢(? (0) value determines the drop-off of the secure
key curves and hence the maximum tolerable loss. For a one-second time block (dotted
curves), the improvement in the maximum tolerable loss is approximately 1 dB between
the three ¢(?)(0) values, which is modest. However, for one minute of acquisition time
(dashed curves), the difference in the range of tolerable losses among the ¢(?(0) values
exhibits a considerable increment, as the secure key performance is already close to
the asymptotic regime. The asymptotic key of ¢g(®(0) = 3.6% (solid blue curve) is
approached at one minute of acquisition time by halving the ¢(®) (0) (dashed orange
line). Notably, one hour of acquisition time is required for ¢(*)(0) = 3.6% to approach
its asymptotic key rate. Thus, halving the ¢(®(0) from 3.6% to 1.8% yields similar key
rates but for vastly different block sizes, resulting in a reduction of approximately 98%
in the acquisition time.

In Figure 4.9, we show the maximum tolerable channel loss varying the mean photon
number (n) while fixing g (0). A higher (n) corresponds to a lower vacuum emission
and higher single-photon and multiphoton emissions. Therefore, the higher (n), the less
acquisition time (number of sent signals) is required for the pre-attenuation of Alice’s
source to kick in. The SPS with (n) = 0.5 (red curve) introduces the pre-attenuation
even for the smallest acquisition time. This indicates that any other source with a

mean photon number (n) > 0.5 will not increase the maximum tolerable loss, as the
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SPS distribution will be pre-attenuated by Alice regardless. The point at which each
curve converges to the curve with (n) = 0.5 represents its first acquisition time in which
the pre-attenuation is introduced.

For acquisition times above one second, all the key curves reach the secure key
of (n) = 0.5 and their asymptotic limit is achieved above 100 seconds, where the
maximum loss is constant despite the rise of time. In particular, for the SPS of [42]
(blue curve), there is an increase between 0.1 and 0.2 dB on the maximum tolerable
loss for acquisition times within the interval of [0.01,0.1] seconds. A greater mean
photon number than (n) > 0.0142 is needed to tolerate higher losses than the 2-decoy
state protocol for times below 0.62 seconds (10® sent signals). Consequently, an SPS
with (n) > 0.0142 would extend the range of tolerable losses compared to a decoy WCP
system with a maximum tolerable channel loss of 20 dB or below. SPSs with greater (n)
extend this to 26.5 dB, however, beyond this regime at high losses, the superiority of the
2-decoy WCP is evident. It is worth mentioning the SPS with the highest mean photon
number, (n) = 0.5, for extremely short acquisition times of 0.01 seconds, tolerates up
to 9 dB (47 km) more channel loss (fibre distance) than the 2-decoy with WCP. Note
that the fixed QKD parameters to both protocols, non-decoy SPS and 2-decoy WCP,
are shown in Table 4.2. These common parameters are consistent with the parameters
used in Section 4.5.1, see Table 4.1.

We also fix the channel loss and show the secure key rate versus time blocks. Note
that for the fixed losses in Figure 4.8, a higher mean photon number than (n) = 0.5 (red
curve) would produce the same key rate, since it would be pre-attenuated and g(®(0)
does not dominate in this low-loss regime. Therefore, (n) = 0.5 shows the highest
possible secure key generation for the SPS protocol at these particular channel losses.
This principle is illustrated in Figure 4.8 (b) with 20 dB of channel loss, where the key
results of (n) = 0.5 (red curve) overlap with the secure key curve of (n) = 0.142 (purple
curve). However, in Figure 4.8 (a) with 10 dB of channel loss, within the regime where
the block size is large enough to approach the asymptotic key, i.e. the number of key
bits is almost constant even though the acquisition time increases, the highest secure

key bits (red curve) scales by a factor of 9.7 compared to the key bits of the lowest
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(n) = 0.0142.

Furthermore, non-decoy SPS only shows an advantage over the 2-decoy WCP at
20 dB loss for extremely small acquisition times, where the 2-decoy method is unable
to generate key. In Figure 4.8 (a) with a 10 dB of channel loss, the non-decoy SPS of
(n) = 0.142 (purple line) and (n) = 0.5 (red line) outperform the secure key generation
of the 2-decoy WCP (orange curve) for block sizes approximately below 0.03 seconds
(4.8 - 10% sent signals) and 29 seconds (4.66 - 10° sent signals), respectively.

We demonstrate that the non-decoy SPS may enhance the key rate performance
of the 2-decoy WCP for short acquisition times (small number of sent signals) in the
low-loss regime. Additionally, the range of acquisition times where the non-decoy SPS
surpasses the 2-decoy WCP can potentially be wider for channel losses below 10 dB
(52.5 km of fibre). Within the same regime, at least a mean photon number as the
quantum dot in [42], i.e. (n) > 0.0142 is required to tolerate higher losses over the
2-decoy WCP. Complementary SPS characteristics for both improvements include a
g (0) < 3.6% and a source repetition rate of Ryae > 160.7 MHz.

Through our theoretical key estimates, we present SPSs as a valid quantum source
for short-range QKD, performing an efficient BB84 protocol with one unique source
at Alice’s side, thus avoiding experimental complexity associated with decoy meth-
ods. Nevertheless, further research is necessary to establish a fair comparison between
WCPs and SPSs within the decoy method framework. Concretely, a decoy analysis
using a Fock basis notation that aligns with the SPS approach outline here would be

beneficial [136]. This idea will be the aim of the next chapter.
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Figure 4.3: Comparison of finite key rate in a semi-log scale based on our non-decoy SPS
analysis using the Chernoff bound, estimated using Eq. (4.49), and previous finite-key
analysis based on [37], calculated using Eq. (4.58), for the quantum dot source of [42].
The finite key rate for different block sizes, defined as the number of received signals
by Bob Ng, is shown in Figure (a). This work (our analysis in Section 4.4.2.1) is shown
with solid lines and the previous analysis (presented in Section 4.4.2.2) with dotted lines.
For both versions, Alice’s pre-attenuation, characterised by transmissivity 7., and px
are optimised for every distance (channel loss) of each block. Note the asymptotic
results follow the analysis of Section 4.4.1. The bound presented in this work results
in substantially higher finite key rates using smaller block sizes. Figure (b) shows the
maximum tolerable loss achievable as a function of the acquisition time ¢. This can
also be interpreted in terms of the number of sent signals Ng = Ryatet, Wwhere Riyate is
the source repetition rate, see Table 4.1. This work remarkably improves the distance
over which a key can be generated compared to [126], particularly for short acquisition
times.
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Figure 4.4: Comparison of finite key in a semi-log scale based on our non-decoy SPS
analysis using the Chernoff bound, calculated using Eq. (4.49), and previous finite-key
analysis based on [126], estimated using Eq. (4.58), for the quantum dot source of [42].
Here it is shown the finite key rate for different block sizes, defined as the number of
sent signals by Alice Ng. This work (our analysis in Section 4.4.2.1) is shown with solid
lines and the previous analysis (presented in Section 4.4.2.2) with dotted lines. Note the
asymptotic results follow the analysis of Section 4.4.1. The blue dashed line represents
the asymptotic limit of our non-decoy SPS model with no pre-attenuation of Alice’s
source. For the remaining key curves, Alice’s pre-attenuation and px are optimised for
each channel loss (distance). The acquisition times (number of sent signals) evaluated
are 1 second (1.607 x 10°), 1 minute (9.642 x 10%), 1 hour (5.785 x 10'!) and 10* years
(5.067 x 10'?). The bound presented in this work results in substantially greater finite
key rates using the same block sizes as [126]. Whereas for the previous work of [126]
reaching the asymptotic key rate was unattainable (dotted purple line), this work (our
non-decoy SPS) massively reduces the required block size to approach it.
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Figure 4.5: The optimal values for the basis bias Px (dashed lines) and Alice’s trans-
missivity 7 (dotted lines) versus channel losses for block sizes of 10* (orange) and 107
(green) received signals by Bob. As shown in Figure 4.3 (a), the maximum tolerable
loss of each block size is different.
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Figure 4.6: The secure key of the non-decoy SPS protocol with a vacuum decoy state,
using Eq. (4.50), as a function of the channel loss (fibre distance) in a semi-log scale
with optimised px and pre-attenuation, defined by transmissivity 7., for 1 minute of
acquisition time. The dashed blue curve represents the finite secure key using the non-
multiphoton estimation, Eq. (4.49), and the other two curves estimate separately the
vacuum and single-photon events, the green dotted curve uses a lower bound on the
vacuum events V- )R(:()Z and the dashed purple curve uses the exact number of vacuum

events Nlif ’OZ, see Eq. (4.50) for further details.
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Figure 4.7: Comparison of the secure key in a semi-log scale for the non-decoy SPS
protocol with several second-order correlation functions g(*(0) and block sizes, opti-
mising the basis bias px and the transmissivity 7. associated with Alice’s source pre-
attenuation for each channel loss. The SKR Rl(\ISII;S) and SKL Kl(\ISDPS), Eq. (4.49), are rep-
resented by the bits per pulse and the bits per second, respectively. The g(2)(0) = 3.6%
(blue curves) corresponds to the quantum dot used in the QKD analysis of [42]. The
g (0) = 1.8% (orange curves) is based on [135] and ¢ (0) = 0.1% (green curves) is
considered an optimistic case. The mean photon number is fixed to (n) = 0.0142, which
corresponds to the quantum dot of [42]. We consider two acquisition times (number of
sent signals) of 1 second (1.607 - 108), dotted curves, and 1 minute (9.642-10%), dashed

curves, plus the asymptotic limit, solid curves.
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Figure 4.8: Secure key as a function of the acquisition times (sent signals) in log-
log scale for (a) 10 dB and (b) 20 dB of channel loss for the optimised non-decoy
SPS protocol with various mean photon numbers (n) and the optimised 2-decoy WCP
method (orange curve). Here the ¢ (0) = 0.036.
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Figure 4.9: Comparison of the maximum tolerable channel loss as a function of the
acquisition time in a semi-log scale for the non-decoy SPS protocol with several mean
photon numbers (n) and the 2-decoy WCP protocol (orange curve), optimising the free
parameters in both protocols. The maximum loss is displayed as a function of the block
size represented by the acquisition time or the number of sent signals by Alice. Here
the second-order correlation function is fixed to ¢*(0) = 3.6%.
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Chapter 5

Decoy Efficient-BB84 Protocols

with Single-Photon Sources

As discussed previously, the recent advancement of low-g(?) (0) single-photon sources
(SPSs) have established them as an increasingly viable alternative source for prepare-
and-measure QKD experiments [105, 106]. Experimental studies with a unique SPS
have shown their secure key generation without the use of decoy method [124,137]. In
Chapter 4, we conducted a theoretical study on a non-decoy SPS protocol, by updat-
ing the state-of-the-art analysis with more advanced QKD techniques, shown in our
works [42] and [116]. Our studies provide more optimal bound estimates, hence higher
key rates, compared to previous research. Nevertheless, the advantages of the decoy
method are indisputable regardless of the quantum source implemented, providing a
key enhancement compared to non-decoy methods. Hence, in this chapter, we present
two decoy protocols that can be applied to any experimental SPS. Furthermore, in this
chapter, we aim to address what SPS characteristics are necessary to see a surpass
of SPSs over WCPs in a decoy BB84 protocol and the extent of this potential key
enhancement.

In the traditional decoy method, the form of the probabilities of the source distri-
butions determine how to bound the yields, i.e. the vacuum and single-photon events,
and it works as follows. The methodology involves deriving the exact formula for the

yield and finding an inequality that bounds the multiphoton summation to lower bound
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the yield. To ensure this inequality is satisfied, a condition that relates elements of the
different photon number emission distributions must arise. For instance, in the 2-decoy
with WCPs, the inequality of Eq. (3.32) is used to lower bound the single-photon
events. The conditions on the intensities of the different Poissonian distributions, i.e.
w1 > po + po and po > po, is what ensures the inequality to bound the number of
single-photon events is met. This approach is distribution-specific, making it challeng-
ing to find a general inequality that works for any statistical distribution. Moreover,
as explained in Section 4.1, the diverse and intricate nature of SPSs, based on various
quantum-mechanical systems, complicates the establishment of a general photon emis-
sion distribution that captures the behaviour of any practical SPS. Therefore, it seems
that general inequalities for the decoy method or arbitrary distributions for SPS are
inadequate to elaborate a decoy SPS model.

Despite these complexities, previous studies have sought to generalise the decoy
method for arbitrary photon number statistics [136,138,139], which may be potentially
applicable to practical SPSs. However, these works exhibit several issues or gaps. First,
they lack methods for characterising photon emissions for their arbitrary distribution,
requiring the assumption of access to the true photon statistics of the source. This
is problematic for sources not conforming to common statistical distributions, such as
Poissonian, binomial, or thermal distributions, which is the case for practical SPSs.
Second, since they are not tied to a particular statistical distribution, their derived
inequalities for deriving lower bounds of the yields are expressed in terms of photon
emission probabilities in the Fock basis. Consequently, the absence of a method to
characterize sources with arbitrary statistics implies a lack of tools to ensure photon
emission conditions are satisfied in an infinite Hilbert space, leading to the necessity of
assuming these conditions as true.

To address the first issue, we adopt the non-decoy method approach of partially
characterizing SPS statistics using the time-zero second-order correlation function g(?(0)
and the mean photon number (n) as for our non-decoy SPS model. Although now we
exploit Alice’s pre-attenuation of her SPS, defined by the transmissivity factor, to gen-

erate several photon number distributions (Section 5.1). Inspired by the decoy method
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with WCPs, of setting various intensity levels to generate different Poisonian distri-
butions, we introduce multiple source pre-attenuations to create the signal and the
decoy-state distributions, defined in the Fock basis by a set of transmissivities. How-
ever, to ensure protocol security, the yields for the decoy SPS need additional bounds
on Alice’s vacuum and single-photon emission probabilities (Section 5.3) compared to
non-decoy SPS where the multiphoton upper bound was sufficient. Additionally, we
extend the receiver model of non-decoy SPSs to include these three employed SPS
distributions in Section 5.2 and discuss the optimisation of the protocol parameters
(Section 5.4).

To address the second issue, under certain assumptions, we relate the pre-attenuations
to the photon emission probability conditions that must be satisfied to lower bound the
yields, as it occurs with the intensities in decoy WCP. This approach provides a method
to verify these conditions while partially relaxing the assumptions of decoy studies for
arbitrary photon statistics. In particular, we review the strengths and weaknesses of
several previous decoy studies with a Poissonian or arbitrary photon number distribu-
tion and compare them to our decoy SPS protocols in Section 5.6.1. Furthermore, we
also point out any inconsistencies in the photon emission probability conditions stated
in earlier works.

Specifically, we present the security bounds of the yields for a 2-decoy (Section
5.5.1.1) and a 1-decoy (Section 5.5.1.2) efficient BB84 SPS protocols. We provide de-
tailed explanations on how the transmissivity conditions of the pre-attenuation emerge
for our decoy SPS protocols. We also addressed their critical role in the security bounds
of the yields, analogous to the intensity conditions in 2-decoy WCPs. Note that we
analyse a 2-decoy SPS considering one decoy state as a vacuum distribution as well as
for the 2-decoy WCP. We retain all tight bounds of the finite-key analysis introduced
in Section 3.6.2.1 and 4.4.2.1 to account for finite key effects, leading to the derivation
of the final key length estimation in Section 5.5.2.

Finally, we compare the key performance of the decoy SPS protocols presented here
to the 2-decoy WCP method of Section 3.6.2.1 over an optical fibre channel (Section

5.6.2). To perform a fair comparison, we apply identical fixed protocol parameters to all
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methods. For consistency and to facilitate comparison with our previous quantum dot
of [42] in the non-decoy SPS method, we set the same source repetition rate, Ryate =
160.7 MHz, for both decoy SPS and the 2-decoy WCP. However, we are aware that
higher rates in the order of GHz are possible for both SPSs [140-142] and WCPs [143].
Additionally, we keep the same ¢ (0) = 0.036 of the quantum dot for our decoy
SPS method while varying the mean photon number. Finally, we highlight the SPS
characteristics necessary to either outperform or match decoy WCP methods. A notable
strength of our decoy SPS model is that can be computed for any conceivable SPS with

a measurable ¢®)(0) and (n).

5.1 Sender Model: Multiple Statistical Distributions

Introducing a variable attenuator allows us to set different transmissivities, i.e. the frac-
tion of the signal passing through the attenuator, enabling the generation of multiple
photon number distributions. Since the true emission probabilities of the single-photon
source (SPS) are unknown, we partially characterise them. In the sender model for
non-decoy SPS presented in Section 4.2, we established a reliable upper bound of Al-
ice’s multiphoton emission probability. Here this bounded distribution is subsequently
utilized after applying two transmissivities to generate both the signal and decoy dis-
tributions. We also present further bounds on the vacuum and single-photon emission
probabilities, which are essential for estimating the lower bound of the yields.

Unlike the conventional 2-decoy with WCPs, here is no mathematical expression
available that describes the statistical distribution of the source across the entire in-
finite Hilbert space. Consequently, the true photon number distribution of the SPS
is written in the Fock basis as 6(57%) = {PIESPS) }ren where P,gSPS) represents the

k-photon emission probabilities, and Pr(nSPS) = Zk22 P,ESPS) the multiphoton emis-

()

., we obtain the following

sion probability. By applying different transmissivities 7

probabilities of each pre-attenuated distribution

Péﬂzg : ()" (1 =) BT, (5.1)
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which form the pre-attenuated distributions with the true emission probabilities 5§{2(5 PS) —

{Péj )}neN- Thus, these transmissivities are analogous to the intensities of the Poisso-
nian distributions used in the decoy WCP.

SPS)  To simulate

However, we do not have access to the true probabilities of 4
Alice’s emissions, we must use the same bounded distribution as in the non-decoy
method, ensuring protocol security through an upper bound on the multiphotons. This
partial characterisation of §(9F%) is formed by Eqs. (4.9), (4.10) and (4.11), represented

bound)

by 6teund) = £33 0 12. Then we pre-attenuate 6¢ using Eq. (5.1) and use them

in our simulation model for Alice’s sent states, which can be condensed in the following

(jz(bound) — {p1(1]

vt )}nzo’l’g. It is important to highlight how relevant it was to

notation ¢,
conclude which photon states are involved in the multiphoton emissions to reach its
upper bound (see Section 4.1). Note that throughout this entire chapter, the upper
case P represents the true photon emission probabilities of the SPS and p corresponds

to a bounded estimate.

5.2 Receiver Model: Detection Events Simulation

To show the performance of our method, we simulate the observed values that would
be acquired in a real QKD experiment. Here, we describe our model, similar to Section
4.2, to estimate the click and error probabilities that simulate the observed events.

First, the click probability for a given j-distribution is given by
o .
Dejsi) = Zpg) [1 = (1 = pdc) (1 = Nennaet)"] -
n=0

For simplicity, we assume that the dark count probability pg. and the efficiency nget of

the detectors associated with each basis are identical. The channel efficiency is given

by 7en = 107410 where [ is the channel loss in dB.
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The error probability for a given j-distribution is then given by

_pgj)pdc
perr|(5(j> - 2

+ Zpgij) [1 - (1 _pdc) (1 - 77ch77det)n] Pmis,

n=1

where pp.;s is the probability of error due to the misalignment of the set-up.
After sifting, given Alice’s number of sent states Vg, the number of detection events

when both parties choose either the X or the Z basis for a j-distribution is given by

NX,a(j) = Nspgcpg(j)pcw(j) (5-2)

Ny 500 = NspEps) Pejsn) (5.3)

respectively, where py(;) is the probability of Alice selecting a particular j-distribution.
Similarly, the errors in the X and Z basis for each j-distribution are simulated as
My 5) = NsPxPs) Perejsr a0 My 50 = NSPED5) Perslsta)» Tespectively. Since the Z
basis is exclusively used for parameter estimation, the parties publicly analyse their
Z outcomes to determine the total number of errors amongst all distributions myz =
> Mg 56)- These events are observed values in a real experiment. However, note that
one cannot determine the errors in the X basis my = ) My 50, since the events in
the key generation basis are not revealed. In fact, the errors in X are corrected by
implementing an error correction code and form part of the final secure key. We just
hypothetically use them to theoretically estimate the number of bits used to perform

the error correction code.

5.3 Bounds on the Photon Emission Probabilities

In this section, we present lower and upper bounds for the vacuum and single-photon
emission probabilities for any generic distribution, Po(j ) and Pl(j ) respectively, and a
lower bound for the probability of sending a single-photon state p;. These bounds are

relevant to maintain the lower bounds of the yields and avoid any potential overestima-
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tion due to unnecessary assumptions on Alice’s emissions. Therefore, they are not used
to simulate Bob’s counts, they are introduced in the yields, see Section 5.5.1. To derive
the bounds, we employ the definitions of the SPS characteristics, which are the second-
order correlation function ¢(®(0) and mean photon number (n)s; . Note that when
the pre-attenuation is applied to the original SPS distribution, g(z)(()) stays invariant,
while the mean photon number linearly decreases with respect to the transmissivity
(n)s0o) = ng) (n), where (n) is the measured mean photon number of the SPS with no
pre-attenuation.

Let us assume that there is a positive ¢g(*)(0) and ¢(®(0) while higher kth-order
correlation functions are null. This provides us with two equations plus the definition

of (n)s;) = g™ (0) and the condition on the sum of all n-photon emission probabilities,

hence we have the following system of equations

3%, n(n — 1)

O = o)
¢ (0) = 2on= n(n<;>§3]in — )Py (5.5)
(n)se = inpéj) (5.6)
i PY) =1, (5.7)
0

Péj ) represent the true n-photon emission probabilities. We derive an estimate of the

true probabilities, denoted by p£3 ), as a bound to the true ones. To obtain exact

solutions for this system we need to impose that all pgg 4 = 0, hence we assume the

set of emission probabilities {p((]j ), pgj ),pgj ),pgj ) }. Solving the system for the vacuum

probability ) \

9P (n)sw  9® ()i
2 6 ’

P =1 — (n)s + (5.8)

Consider the SPS shows a monotonic decrease of its kth-order correlation functions as
the order k increases, i.e. ¢¥)(0) > g*+1(0) Vk € [2, 00), which was firstly introduced

in Section 4.1. In this case ¢®(0) > ¢(®(0), and considering the worst-case scenario
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we take ¢®)(0) = ¢©)(0), then the term depending on ¢ (0) of Eq. (5.8) is positive,
(n)50) (3 = (m)s») /6 > 0.
Let us explore how this term evolves if we generalise the problem to the space with

infinite kth-order correlation functions. We have

9] (k) n k
P =1 g+ (-0, (5.9)
k=2 ’

()

We can upper bound p;’ using the monotonic decrease on the kth-order correlation
functions ¢ (0) < ¢g*=D(0) < --- < ¢?(0)

o0

o
p(())<1—< n)su + g% E ‘”'
=2

Solving the summation of the even k values for 0 < (n)s;) < 1 (other values for the

mean photon number are forbidden)

|
Pt (2k)!
and of the odd k values
> (it
ﬁ = sinh <n>6(j) - <n>5<j) .
k=1 :

Thus, the upper bound of the true probability Po(j ) reads as

) ) 1
PP <p¥ =1— (n)0) + 9?(0) <(n>5<j) -1+ <”>5<J>> : (5.10)
e

It is worth noticing that the unique case in which this upper bound does not hold is
when ¢ (0) is the only positive correlation function. Hence, to use the bound of Eq.
(5.10) we need at least g®®)(0) > 0. Moreover, setting ¢(*(0) = 1 the bound obtained is

AP = 1/eMs

), which reaches the behaviour of the vacuum emissions in a Poissonian
distribution as expected, and it is a valid upper bound when all ¢*=%)(0) = 0 (or

simply unknown). In our analysis, we use the tight bound of Eq. (5.10) since we
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consider most realistic SPSs can potentially provide a positive 9(3) (0). Also, since

((n)sh — 1)+ 1/e )5 > 0, we present the lower bound of the true probability

PP > pld) =1 — (nhge . (5.11)

Moreover, it is straightforward to upper bound Pl(j ) using the definition of the mean

photon number, Eq. (5.6),
P <3 = (n)s0 (5.12)

()

and finally, the lower bound on the true P1 W) —q -

can be estimated by simply py
Dy — ﬁgWCP) using Eq. (4.6), which leads to

m

. . (2) 0 2 ) 1
@ < G 4 970)(n)sm
P > =1- — . 1
Pk 5 0 (5.13)
Note here we needed to use the upper bound ﬁéwcp), otherwise the lower bound is not

met.
The true probability of Alice sending a particular n-photon state is defined as
P,=> i D5 ng ). We lower bound the true probability of sending single-photons for

any pre-attenuated distribution
p1=Y psipl, (5.14)
J

where the probabilities of selecting each distribution ps(;) are known by the legitimate

parties and ng ) is the lower bound in Eq. (5.13) but denoted for each pre-attenuated

distribution §().

5.4 Optimisation of Protocol Parameters

We implement two protocols: (1) the 2-decoy SPS protocol where there are three pre-

attenuated distributions involved. Explicitly, §*) = {1,0,0}, 5att = {po D] ), pg )},
(2) (0) .

,p2 } where d,,; is fixed as a vacuum distribution; and (2) the

(1)

1-decoy SPS protocol where there are only two pre-attenuated distributions, d,,; and

and 5;%2 = {po 7p1
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6;%2 For all the protocols, we calculate the maximum lower bound of the key length
for each channel loss (fibre distance) by optimising over the protocol parameters: (1)

1 2 0 1 2
{px,p5<1>,p5(2>,ﬁt(r),m(r)} where Uér) =0 and (2) {px,p(s(l),??t(r),??gr)}-

5.5 Decoy Protocols: Security Analysis

In this section, we provide the derivation of the security bounds of the yields, i.e. the
bounds on the single-photon and vacuum events, for both protocols. Our upper bounds
of the phase errors caused by single-photons in one basis are not presented since when
computed they did not give a lower estimate than the total number of errors in one
basis. Therefore, we consider all errors to be due to sent single-photons in both decoy
protocols. We also present the finite-key analysis and illustrate the main steps of the
protocol starting with the 2-decoy SPS and carrying on with the 1-decoy SPS. Finally,
the secure key length formula is introduced with its security analysis based on [96] for
the 2-decoy protocol and on [95] for the 1-decoy protocol using uncertainty relations of

the smooth entropies (Section 2.2.3).

5.5.1 Security Bounds: Yields

In conventional decoy methods, the form of conditional probabilities that rely on the
source distribution is exploited to establish analytical bounds on the yields. Note that
for every distribution applied in a decoy protocol, there must be an associated bound
of the multiphoton terms involved in the yield expressions. We cannot replicate the
derivations already proposed by QKD studies that use particular statistical distribu-
tions, since it does not suit our SPS case. Therefore, we aim for our own security bounds
of the yields that suit our pre-attenuated distributions on the Fock basis. Although
we first derive the yield bounds using the true pre-attenuated emission probabilities
56%1)5(5133) = {PYE")}%N derived from the actual SPS distribution §(57%) = {PIESPS)}%N,
and then we will introduce our bounded estimate of Alice’s emission probabilities pre-

sented in Section 5.3. Note that the probabilities of (552(313 ) are not the same as the

estimated probabilities of § (Jt') (bound

att

) = {pg)}n:071,2 with an upper bounded multiphoton

126



Chapter 5. Decoy Efficient-BB84 Protocols with Single-Photon Sources

probability, which is simply used for Alice’s simulation model in Section 5.1.
It is instructive to start working with probabilities and convert them into numbers
of detection events at the end. First, we introduce the true click probability of Bob’s

detectors for each given j-distribution
0 .
Pc|5(j> ::ZPT(LJ)Pcln) (515)
n=0

where F. |, is the click probability on Bob’s side when an n-photon state is sent. Note
that for simplicity and clarity in the next derivations, we denote PC| sO) = PCI 50)(5PS)
and 6U) = 6(2{52(513 ). We assume the click probability P | is completely under Eve’s

control while what Alice sends is not. Note that the true pre-attenuated emission

probabilities amongst the j-distributions PT(Zj )
()

different transmissivities 7, as explained in Section 5.1.

are unknown and generated through the

5.5.1.1 2-Decoy Method

In the 2-decoy SPS protocol, we use a total number of three distributions, traditionally
known as the signal state and the two decoy states Hence, the superscript of the dis-
tributions are j = 0,1,2. We evaluate the case where the pre-attenuated distribution
of (9 = §(ac) jg get as the vacuum distribution, hence 77,5? ) = 0, and its true photon

emission probabilities are

PO = ' (5.16)

However, we first derive exact expressions for the click probability for a given sent
single-photon F|; and then for a sent vacuum state P | with generality, i.e. without
imposing 6(®) is a vacuum distribution. These conditional probabilities are usually
called yields. Additionally, in Section 4.5.2, we discuss the reasons for setting one
distribution as a vacuum state. Finally, we express these click probabilities as single-
photon and vacuum detection events.

The click probability for each particular j-distribution expanding the terms with
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non-multiphoton probabilities read as

Pc|5(0>:P(gO)PC\0+P1(O)Pc|1+ZP7(LO)PCML (517)
n=2
1 1 >

Feso = é)Pc\0+P1( )Pc|1+ZP£1)Pc\n (5.18)
n=2
2 2 >

Py s = Py Pojo+ PP+ PPP (5.19)
n=2

which in the current context, the transmissivity conditions among the three distribu-
tions are not yet established. The selection of distributions in the upcoming sections
may seem arbitrary at first, but its logic will become clear later. It is crucial to recog-
nize that the click probabilities given a selected j-distribution P, |5(5) are known. These
probabilities are linked to the observed detection events on Bob’s apparatus and to the
probabilities we aim to lower bound F|; and P o. Here, we introduce one of the fun-
damental principles of a decoy method, which is that the yields must be equal amongst

the pre-attenuated distributions, hence P |, = PO — p® _ p@ vy e N

cln cln cln

Lower Bound on the Single-Photon Events

To calculate P |1, we choose Eq. (5.19) and replace the unknown Pe|o. Therefore, we

first solve for the vacuum click probability P |y in Eq. (5.17)

1 0 -

Pejo= — (Pc|5(o> - P1( )Pc|1 - ZP,go)Pcn> ;
PO n=2

and then introduce it into Eq. (5.19)

(2) <

P

PCM@):PO(O) (Pc|6(0)_P1(O)PC|1_ § P7(LO)Pc|n>
0 n=2

oo
2
+PPP + Y PPPR,.
n=2
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We move the known click probabilities Pc| s¢) to the left-hand side of the equation

leaving the terms with unknown probabilities on the right-hand side

PP, 50 — BOP, 500 = (PéO)Pl(z) _ sz)Pl(O)) P

S (RO - PPEO) B,
n=2

Solving for the click probability given a sent single-photon state, we obtain

1 (0) 2)
P, = [P P. s@ — By P, 50
| Péo)Pl(2) _ P(§2)P1(0) 0 | 0 |d

N i (P()(Q)Pr(LO) _ PéO)P,§2)> pCM]’
n=2

and it can be lower bounded as

1
POP® _ p@

~-R"S PPP, n) .
n=2

PCHZ

PO (PéO)P 5 = By P g0
! (5.20)

The final term of the inequality contains the emission and detection probabilities by
multiphotons, PT(LQ) and F.|, for n > 2, respectively. Both probabilities are unknown,
and although the sum of the first probability can be upper bounded as shown in Eq.
(4.6), it is unhelpful here when it is part of a probability product. Furthermore, the
second probability is unreliable since we assume it is entirely controlled by Eve. Thus,
this multiphoton term must be bounded by probabilities accessible by Alice and Bob,
such as the unused click probability of distribution 6 Eq. (5.18). To establish this
relation while maintaining the lower bound on F |, the multiphoton emission prob-
abilities between distributions must fulfill Pr(é)Q < Pr(zlz)Q' To meet this multiphoton
probability condition, we must make assumptions about the photon emission probabil-
ities of the original SPS distribution and establish a relationship between its emission
probabilities and its corresponding Kth-order correlation functions.

As in Section 5.3, we consider the time-zero Kth-order correlation functions with
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K > 2 of the SPS monotonically decrease as the order K increases, i.e. gE+1(0) <

g¥)(0). Any of these Kth-order correlation functions is defined as

00 (SPS)
¢F)(0) = D oheg k(k—1)-- [I;K— (K —-1)] P, ,

5.21
. (5.21)

where PIESPS)

are the true emission probabilities for any kth-photon of the SPS with no
pre-attenuation applied. Suppose we experimentally measure all the positive g(K) (0)
function, i.e. for any higher order than a certain N, we obtain ¢(A>")(0) = 0. Hence,
any corresponding kth-photon emission probability P,E,iifs) = 0. Thus, we truncate the
infinite-dimensional Hilbert space of photon emissions to a finite Hilbert space with a
maximum N-photon state. For a fixed K, we can estimate its associated Kth-photon

emission probability using the definition of Eq. (5.21) as

N
PET = {g(K)(o) () = 37 (k= 1)k~ (K~ 1)] P,SSPS)} . (62
k=K+1

Since the Hilbert space is finite, this allows us to exactly solve the system of equa-
tions for the finite set of {P[((SPS)} Ke[2,N], Which are related to their corresponding
g )(0). These photon emission probabilities are pre-attenuated applying Eq. (5.1),
obtaining a finite collection of pre-attenuated probabilities {P,gj )}ne[Z, N]- Any of these

pre-attenuated probabilities fulfilled P,(Lj ) < PI((SPS). Furthermore, for a fixed trans-
missivity nt(g ), any particular multiphoton probability of {PT(Zj )}nE[Q, N] experience a ex-
ponential decay when nt(f) decreases (the pre-attenuation increases). Hence, applying
two transmissivities 7753) < 77;}) <1to {P]((SPS)} Ke[2,N], We can ensure P,(L2) < P7(Ll) for
any n € [2, N]. The pre-attenuated single-photon emission probability for a particular
j-distribution using the mean photon number definition as Pl(j ) = (N) et — 25:2 P =
nt(f) (n) — 2522 PT(Lj ), can also be estimated. Similarly to the behaviour of any PT(LQQ’
Pl(j ) also shows a decay when nt(z) decreases (pre-attenuation increases), although in
this case it is a linear decay. Hence applying the previous transmissivity condition of

(2) (1)

N, < m, , wWe can ensure P1(2) < Pl(l). Finally, the pre-attenuated vacuum emission

probability can also be calculated as Péj . 22;1 P,(lj ), which they show a linear
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increase when the nt(f) decreases. Therefore, under the same transmissivity conditions,

the pre-attenuated vacuum probabilities satisfy Pé2) < Po(l). This is summarised in the

following theorem.

Theorem 2 (Photon emission probability inequalities). Suppose time-zero K th-order
correlation functions with K > 2 of the SPS monotonically decrease as the order K
increases, i.e. gETD(0) < ¢¥)(0), and there exists a finite set of positive gt*)(0),
being the highest order g(N)(O). Assuming there are no emissions of photon states

that contain more than N photons, hence P,Ei};s) = 0. Applying two pre-attenuations,

that satisfy the condition nt(i) < 7715? < 1, to the set of finite emission probabilities

{P]gSPS)}kG[()’N]’ it generates two sets of pre-attenuated probabilities that fulfill Prgj) <
pY for any n € [2, N], Pl(j) < Pl(i) and Po(j) > piY.

One can be convinced of this theorem due to the following. For any finite space
being N the maximum number of photons contained in a state, one can set all the
Kth-order correlation functions the same value, e.g. ¢)(0) = 0.036 for all K € [2, N]
as the quantum dot of [42], which is considered the worst-case scenario. Then, solve
the system of equations for {P[((SPS)} Ke[2,N] and obtain their pre-attenuated version

{P7(Lj )}n€[2, ~] by applying Eq. (5.1). For each one of them, one can build a vector with

possible values of the transmissivity 0 < ng) < 1 with a small step between the elements

of the vector. Since we do not know the true probabilities, we represent each bounded

pre-attenuated probability of {pff )}n€[2, ~) versus the vector with all possible values

of ng), one sees the exponential decay when ng) decreases for each representation.

The estimate of pre-attenuated single-photon and vacuum emission probabilities, pgj )

and p(()j), can also be plotted for each element of the transmissivity vector. When

nt(z) decreases, the single-photon probabilities show a linear decay while the vacuum
probabilities depict a linear increase. We take a simple example using the parameters
of the quantum dot in [42] (analysed in Section 4.5.1) to illustrate Theorem 2. Since
(n) = 0.0142 and ¢ (0) = 0.036 for the quantum dot, we assume the same value for
g (0) = 0.036 and for simplicity ¢*>%)(0) = 0. In Figures 5.1 and 5.2, we can see the

previously described behaviour for the pre-attenuated probabilities, i.e. P3(j ) , PQ(j ), Pl(j )
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and Péj ), but before the pre-attenuation is applied using Eq. (5.1), first, the previous
emission probabilities are calculated by solving the system of Eq. (5.22), i.e. PéSPS),

PP pPS) 41g PP,

1.000

0.014 4
0.998 -
0.012
0.996 -
0.010 4
0.994 -
_,0.008 1

()

So
a

P

0.992 -
0.006
0.990 1
0.004
0.988 q
0.002
0.986

T T T T 0.000 T T T T
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0

transmissivity n’ transmissivity n

Figure 5.1: Pre-attenuated vacuum (left-hand side) and single-photon (right-hand side)
emission probabilities of Theorem 2 considering ¢ >3)(0) = 0 as a function of the
transmissivity.
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Figure 5.2: Pre-attenuated two-photons (left-hand side) and three-photons (right-hand
side) emission probabilities of Theorem 2 considering ¢/ >3)(0) = 0 as a function of
the transmissivity.

Consequently, we analyse the implications of this theorem in the single-photon yield.
First, let us apply one of the required assumptions in Theorem 2. We assume there is
a maximum N-photon state with a positive g™)(0) > 0 and any correlation function

with a higher order than N is null, i.e. any g(">N)(0) = 0, hence P,gii,s) = 0 and

likewise for the pre-attenuated probabilities PT(LQ ~ = 0. Hence, our infinite-dimensional

space of Eq. (5.20) is reduced to a finite Hilbert space, then the click probability of a
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single-photon reads as

PC\IZ

1 ( 0) 2)
Py P, s — Py P, 50
Po(o) P1(2) B PéQ) P1(0) 0 |o 0 |o

N (5.23)
PO PRIR, )
n=2

Considering that to create the distribution 62 from the original truncated SPS distri-
bution {P}(SPS)} Kel2,n] We apply a lower transmissivity than for generating 6@ prob-

abilities, i.e. 77;2,) < 771:(:)

, hence 6 is more pre-attenuated than 6. We can use
the Theorem 2 to conclude that PT(LQ) < qul) for each m-photon state with n € [2, N].

Introducing this in Eq. (5.23), we have

1
PO(O)P1(2) . Pé2)

N
~PR"> PP, n)
n=2

Pc\1>

2
5 (Péo) P, 150) — P3O Py 500
Pl

Finally introducing the multiphoton emission probabilities of 6(!) for a finite Hilbert
space with a maximum N-photon state emission, similar to Eq. (5.18), the multiphoton

summation can be replaced as

(0) (2)
Py7P, Py P
0) p(2 2) 5(0 [ 0 “‘c|s® 0 fclsO®

+P0(0) (PO(I)PC|0 +P1(1)PC|1 — PC|5(1)>:|.

Solving again for the click probability of single-photons, we obtain

1 (0)
Py > P,y = [P <PC s
| tor 0(0) (P 1(1) B Pl(Q)) * Po(z)Pl(O) : | (5.24)

1 2
_Pc|6(2) _P(g )Pc|0> +P(§ )Pc|5<0):|~

vac)

Imposing the distribution 60 = 4 as a vacuum distribution, which follows Eq.
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(5.16), the lower bound of the single-photon yield reduces to

Pej1> Py = (Pc|6(1)_Pc\§(2)_Pél)PC|0+P(§2)PC|5(0))' (5.25)
From this final expression, we can extract the other photon emission condition, which
is Pl(l) > P1(2). This additional inequality arises from the denominator of P, |, and it is
important since it ensures the denominator is not zero, otherwise P, |; becomes infinity.
Additionally, this condition determines which terms contribute positively or negatively
to P, which will be useful in the finite-key analysis in Section 5.5.2. Notably, this

condition is hold by Theorem 2 under the transmissivity condition of ng) > 77;2,)

in a
finite Hilbert space.

To relate these bounds with the observed values received by Bob, the click proba-
bilities must be converted to the expected number of detection events on each basis.

Thus, we multiply Eq. (5.15) by p%( for the X basis (Alice and Bob choose the same

basis bias) and by the number of states sent by Alice Ng

[e.e]
Nspi P50 = Nspk > PO Py,.

n=0

Here we identify the true expected number of detection events for each j-distribution in
the X basis, similarly to Eq. (5.2) but with the true conditional probabilities ;} 50 =
NSp?)(pé(j)PC'J(j), plus the number of events caused by a sent n-photon state in the X
basis sx ., = ngg(PnPcm. Finally, the relation in Eq. (5.15) expressed in terms of the

number of events is given by

Nxs0) — i pu) 2Xn (5.26)
2216 B — P

Thus, it is straightforward to convert Eq. (5.24) to the lower bound on the single-

photon events by multiplying both terms of the equation by Ng and p?X and identifying
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the terms with any N;(,(S(J) and sx p,

* *
P, Ny s Niso
S5x1>8x1= ! [P(O)< X0 X0

R () e U o

(5.27)

(1) 8X,0> L p® N;c,(s(m]
° PR O psor )

vac)

However, considering 50 = 4 a vacuum distribution, we obtain

p N* N* N
x1 > Sy — | X5 Yxs@ Pél)3X70 +P52) X0 . (5.28)
’ ’ Pl(l) _ P1(2) Ps1) Ds2) Py Dbs0)

where apart from the simplification of the emission probabilities associated with §(9),
we set Ny s50) as an observed value. Since now 6 exclusively sends vacuum, there
is no variance in the photon states sent from the vacuum distribution, hence its de-
tection events Ny s0) cannot cause statistical fluctuations on the yield estimates that
depend on the finite block, see further details in Section 5.5.2. However, to compute
the single-photon events we need to bound the unknown true pre-attenuated emission
probabilities involved, i.e. Péj ) and Pl(j ), Hence, we introduce lower and upper bounds
of these probabilities, shown in Section 5.3, to hold the lower bound, which makes the
lower bound of the single-photon events for the 2-decoy SPS protocol with a vacuum

distribution as

_ P, o Nxse  _m)Sxo | (@ Nxso
SX,1> 5X1= iy @) — - ——— =Py —— +p, 2 . (5.29)
by — p Ps) Ps2) by T P50

The upper bound of the vacuum events is expressed in the following section, Eq. (5.31).
Note that by simply replacing the index X by Z all these estimations can also be
calculated in the Z (parameter estimation) basis. This also applies to the subsequent

bounds.

Bounds on the Vacuum Events

To estimate the vacuum events, i.e. the detection events caused when a vacuum state is

sent, we exploit the vacuum distribution 6(?2¢) = §(©) that purely sends vacuum states.
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Thus, we aim to bound P o = P, 50 Fo /D50y, which comes from the click probability of
the vacuum distribution in Eq. (5.17) after replacing the probabilities of the vacuum

distribution in Eq. (5.16). Expanding the probability of Alice sending a vacuum state

P.o = P.s0 (1 + B p®) Poe P0(2)> .
' Ds(0) Ds(0

Here we introduce the bound of the vacuum emission probability presented in Section

5.3, and express it in terms of detection events, the lower bound is given by

Ps) Ps@
sx0 2 5x.0 = Nx50 (1 4 20 p(l) 4 288 pg2>> , (5.30)
Ps) Ps)
and the upper bound is
- Ds) _(1 Ds2) _(2
sx,0 < 3x,0 = Ny 50 (1 + 200 4 PO 5 )> : (5.31)
Pso) Ps

Note the events caused by the vacuum distribution are not bounded as in the lower
bound for the single-photon events. Furthermore, this upper bound on the vacuum

events is introduced in the lower bound on the single-photon events, Eq. (5.29).

5.5.1.2 1-Decoy Method

In the 1-decoy SPS protocol, we remove one distribution and we use a total of just two,
commonly known as the signal and the decoy state, hence we use j = 1,2 to denote
each distribution, i.e. §(!) and 6(). We first derive the single-photon yield and then
the vacuum yield. We also expressed both of them in terms of the number of events

using the same approach as in the 2-decoy SPS method in Section 5.5.1.1.
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Lower Bound on the Single-Photon Events

We first solve for P ; using the two expressions of click probability involved in the

protocol, Egs. (5.18) and (5.19),

1 (1)
Pl =5 @ _ o p [Pﬂ

3 (AR RO R

PC|§(2) - P( )P ‘5(1)
(5.32)

where Y, (PéQ)B(Ll) — Po(l)Rgz)) > 0, which is expected to be positive in our pre-
attenuated SPS characterisation model, must be lower bounded, hence we introduce

the inequality

n n

PPPY — RVPP > BP P — PVPY — (B — V) PV with n > 2, (5.33)

since again we aim to bound the multiphoton summation with the pre-attenuated

(1)

emission probabilities of distribution 6V, Py, to then be able to replace the whole
summation. Applying the same Theorem 2 presented in Section 5.5.1.1 and assuming a
finite Hilbert space with a maximum N-photon state and the transmissivity condition

ng) > ng), it implies the condition RS

U P7(12) is met, which makes the condition of
Eq. (5.33) hold. Hence, the lower bound of the click probability of single-photons is

given by

1
AU p@ _ p p0 [

+ (P - P )ZP P|n]

1
Py > PP, s — B Py s
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Replacing the multiphoton summation of distribution 6() using the Eq. (5.18) but for

a finite Hilbert space, we obtain

1
Py1 > [Pél)P 162 — P()(Q)Pc\am

Pél)Pl(z) . PO(Q)PI(I) ¢

2 1 1 1
* (Po( ' P )) (Pc|5<1> ~ P3P - P| )PC“)]'
Finally, solving for PC|1

1 2 1
P> Py = —y——ny [Pcw(l) = Pejpe + <Po( ' P )> Pc|0] : (5.34)
Pl _Pl

The denominator is always positive, i.e. Pl(l) > P1(2), which is also ensured by the

transmissivity condition ngrl) > 7],53)

applying Theorem 2.
Finally, using the same process as in Eq. (5.28), the lower bound of the single-

photon events is given by

Niso Nyse @ 1)) 5X0
Mo (e gy oxo
Ds) D) Py

> il
$X,1 §X,1 = 1 2
P - p®

(5.35)

Lower Bound on the Vacuum Events

Here we solve for P, in Eq. (5.18), we replace it in Eq. (5.19) and we obtain the

following exact expression for the click probability for a given sent vacuum state

1 (1) (2)
P.y= [P P, s — PP, s (5.36)
cl0 Pl(l)PéQ) B Pl(Z)Pél) 1 |6 1 |o
+>° (p1<2>p7gl> - Pf”PT@) Pc|n] (5.37)
n=2

Assuming P1(2)P7(L1) > Pl(l)P,g) for all n > 2, a lower bound may be potentially met by

(1) (2)

applying 7,,” > n,;,” and the assumptions required in Theorem 2. However, one must

be careful and should check this condition for every n-photon state till the maximum
N-photon state associated with the last positive g(&=N) (0). While Theorem 2 with the
2)

mentioned transmissivity condition implies PT(LD > Pﬁ for any n > 2, under the same
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transmissivities it holds Pl(l) > P1(2). However, as explained in Section 5.5.1.1, the dif-
ference P,(Ll) —P,gQ) should be bigger than the difference P1(2) —Pl(l) since the multiphoton
(n > 2) emission probabilities experience a exponential decay when the transmissivity
nfi) decreases while the single-photon probabilities decays linearly. Experimentally, one
should verify the photon emission condition stated for every k-photon state with a pos-
itive g(*)(0). In particular, in our simulation model for Alice’s source, since we do not
have access to the true emission probabilities, we consider the worst-case scenario where
the multiphoton probability is upper bounded and only two-photon states are involved
as it was proved in Section 4.1. Thus, for our model, we can ensure p?) pél) > pgl)pf)
is met, which represent our estimates of the pre-attenuated probabilities, see Section
5.1.

In general, assuming the emission probability condition is met, one can compute

the following lower bound

1

P.ig>
|0 P1(1)P0(2)_P1(2)Pé1)

(Pfl)Pcm(z) - P1(2)Pc\5<1>> : (5.38)

The condition Pl(l)PéQ) > Pl(Z)Pél), which arises from the denominator, is ensured

by the transmissivity condition ng) > 77;?

Pl(l) > P1(2) and Pé2) > Pél).

) by applying Theorem 2, since it implies

Since the parties do not have access to the true emission probabilities represented
by the uppercase P, we introduce the bounds of Section 5.3, exploiting the measurable
SPS characteristics, to derive the final lower bound of the vacuum events, which can

be expressed in terms of the number of events as

Py 0¥ o Ny 500
SX025x0= —m—@ @ m (P -p— - (5.39)
P1 Py —DP1 Py Ps2) DPs)

5.5.2 Finite-Key Analysis: Secure Key Length Estimation

It is worth noticing that for the secure key length (SKL) estimation, we must blind
ourselves to the simulation of Bob’s counts (Section 5.2) which also involves the partial

characterisation of Alice’s source (Section 5.1) and directly work with the observed
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outcomes as if we were in a real QKD experiment. In particular, the key is generated
from the observed statistics on the X basis. These observed values do not correspond
to the true expected values in Eq. (5.27) or (5.28). Only in the asymptotic limit,
the observed values will be directly applicable to the sx 1 bound, since the number
of observed events converges to the expected value. However for our finite sample,
we bound those unknown expected values (denoted with *) by applying the Chernoff

bounds of Eq. 3.37, to the given observed values as

— =Tk
Ny s 2 Ny s = Ny s — A7 and Ny 50, < Nx s = Ny o) + AT (5.40)

N*

—_ 7k
x5 = Ny 5@ = Nyso —A7 and N 50 < Ny s = Ny 5 + AT, (5.41)

where the upper and lower deviations, AT and A~, are defined in Eq. (3.37). and
depend on the number of events and the parameter estimation epg = £gec/21 (2-decoy)
Or Epg = Esec/19 (1-decoy). Note that we do not write the bounds for the observed
errors of each distribution m x50 since we do not use them to derive a bound for the
single-photon errors. We assume the total number of errors in the parameter estimation
basis are caused by single-photons.

As explained in Section 3.6.2.1, if we were to use the observed values directly to
estimate the number of detection events caused by single-photons or vacuum states,
it could potentially lead to an overestimation of the vacuum or single-photon events,
compromising the security of the protocol. Therefore, for finite blocks, the parties must
bound their observed outcomes, ensuring that the tail probabilities are bounded with
an arbitrarily small error, despite not knowing the exact statistical distribution.

Additionally, while Eve may know the number of photons in each sent state due
to her ability to perform nondemolition measurements, the parties are unaware of this
information. However, Eve does not know which distribution is being used to send the
state when she intercepts it. This statement relies on the security of the decoy method
since the parties build the set of outcomes for each distribution after the quantum
communication has concluded, during the basis reconciliation step.

In the 2-decoy protocol, one of the decoy states is chosen to be a vacuum distribu-
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tion, denoted by 8(°). The detection events at Bob’s side of this distribution N X ,5(0) are
observed as the detector dark counts and since 6(9) is purely sending vacuum state, the
vacuum events are not influenced by statistical fluctuation, as there is no variation in
photon states contributing to the observed events of §(9) for a given size of the block. In
other words, the parties know with certainty that a click on Bob’s detector when Alice
chooses 6(©) must be caused by a vacuum state. Hence, we do not apply the Chernoff
bound to Ny 50).

The lower (upper) bound on the expected events of either N;(,(s(l) or N;(,5<2> is
selected when the term contributes positively (negatively) to either the single-photon
sx,1 or vacuum events Sy o, which are positive terms of the key formula. The analysis
of the denominators of sx 1 and sx for each decoy SPS protocol tells us which terms
are positive or negative. Finally, using Eqgs. (5.40) and (5.41) we obtain the final
expression of the single-photon and vacuum events, which read as follows.

The lower bound of the single-photon events in the 2-decoy SPS with a vacuum

distribution is given by

X127y ) -

p Nyso  Nyso 5 Ny 50
ey | X,5 1 _ X,(S 2 T)((]l) SX,O + p(2) X,§ 0 . (5‘42)
P —DPi Ds) P52 b, Ps(0)

Note that the lower and upper bound of the vacuum events in the 2-decoy remains the
same, see Egs. (5.30) and (5.31), since it just depends on Ny 50) which are perfectly
characterised by the parties for each finite block.

For the 1-decoy SPS protocol, the lower bound of the single-photon events is given
by

* ——*
P Nysm  Nxso S
5x.1 > Syq = D 1 o) X,0 . X,0 + (p((]Z) _ﬁél)) @ . (543)
T Ps) Ps2) - Po
and for the vacuum events,
* ——*
D Nyso @ Nxsm
SX025X0 = T @y @)W (Pgl) -7 )> : (5.44)
Py Py” —P1'Po Ps@ Ps
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In this work, we do not introduce any novel methods for deriving the secure key
lengths using the smooth min- and max-entropies as described in Section 2.2.3. The
derivation in the WCP case has already been addressed by [96][add another| for the
2-decoy protocol and by [95] for the 1-decoy protocol, which is also based in [96].
Our unique contribution lies in the utilization of the vacuum distribution to estimate
the lower bound of vacuum events sy ; but discard the vacuum events of the vacuum
distribution Ny 50 to form the final secure key length of our 2-decoy SPS protocol. This
exclusion is motivated by the fact that correcting errors associated with vacuum events
incur a higher bit cost than the contribution these events make to the key, hence their
inclusion is detrimental to key generation. The rationale is as follows, the distribution
5 only sends vacuum states, hence there is no quantum correlation between its sent
vacuum states and its detection events in Bob’s apparatus (dark counts). Consequently,
half of these events are correct but the other half cause errors, i.e. QBERy 50) = 0.5
(see the explanation of efficient BB84 in Section 3.6 for a better understanding). As a
result, the bit cost for error correction exceeds the number of bits provided by 6. For
instance, if the contribution to the key is Ny 50) = 100 bits, the information needed to
perform the error correction code over those 100 bits is 1.16 NX75<0) h(QBERXﬁ@)) =
116 bits. Therefore, in a protocol that includes a vacuum distribution, we demonstrate
that discarding the detection events of 6(9) and exclusively using them to estimate s X0
results in a greater secure key length. In particular, in our model, Ny 50) events are
discarded such as the mismatched events and only the vacuum events from distributions
6™ and §® contribute to the key. Consequently, we subtract N x50y from the lower
bound of the vacuum events and the leakage due to error correction in the secure key

length formula. Thus the SKL of our 2-decoy SPS protocol with a vacuum distribution

is given by
—X
gg%PS) =sx0— Nxso +8x1 [1 — h(¢ )} (5.45)
—1.16 <NX - NX75(0>> h(QBERy) (5.46)
21 2
— 6logy — log, 5 (5.47)
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For our 1-decoy SPS protocol, the SKL formula remains identical to previous studies

and it is given by

(Y =sx0+5x1 [1 - h(dx)] — 1.16 Nxh(QBERy) (5.48)
9

— 61 1 5.49

Og2 gsec Og2 ECOI‘ ( )

The secure key rate (SKR) is estimated as R = NLS for both protocols. The upper
bound on the phase error rate in the X (key generation) basis for both protocols is
estimated using the events in the Z (parameter estimation) basis as ¢y = mz/s z1+
Y(8x15821,Mz/871,€PE), Where the expression for the gamma function is shown in

Eq. (3.47).

5.5.3 Description of the Protocols

The 2-decoy efficient BB84 SPS uses three pre-attenuated photon number emission
distributions §() = {pgf )}n,jzo,m with 69 representing the vacuum distribution. For

each preparation of a quantum state, Alice selects one of the three transmissivities

ng) associated with (5(j), being two of them, ng) and nt(f)

(0)

the remaining fixed 7,,” = 0. This variety of distributions with different transmissivity

, which are optimised, plus

levels is used to overcome a PNS attack when the quantum channel is subjected to high
losses. All the pre-attenuated distributions are used for the key generation (efficient
BB84).

Alice transmits secure photon states, i.e. single-photons or vacuum states (whose
classical bits are flipped with the error correction code), and unsecured multiphoton
states from any 6U) distribution. Consequently, Bob expects to obtain a proportion of
the emissions from the key generation basis Nx due to channel losses. Here, Nx =
Y oo Sx,n is the total detection events in the X basis given the states sent by Alice
on the same basis. These X basis events come from the selected distributions by Alice
Ny 50, Nx s and Ny 5. An eavesdropper cannot distinguish between the states
from different §(), hence Eve is forced to intercept them all. Both legitimate parties

estimate the number of events caused by single-photons sx ; and vacuum states sx,
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Le. the yields, using Ny 5. They also calculate the single-photon errors ez in the
parameter estimation basis, i.e. the phase errors on Bob’s side caused by sent single-
photons, although here they correspond to the total number of errors ez = mz. The
phase error rate ¢~ is subsequently estimated. The parties have agreed on a threshold
that cannot be exceeded, ¢~ < ¢€1(11d7 otherwise they must abort the protocol.

The essence of the decoy method for efficient BB84 is that the phase error rate
of the two bases must be equal. This condition holds only in the asymptotic regime,
as observed errors in each basis cannot be assumed to be identical in the finite key
regime, despite the expected errors in the X and Z bases being identical. Specifically,
in the asymptotic limit, where the data block size is considered arbitrarily large, the
number of observed events assigned to each distribution N x50 tends to the expected

number of events N However, with finite samples, statistical fluctuations occur,

60"
as explained in Section 5.5.2.

It is instructive to summarise the main steps followed in our protocols, especially the
actions involving the observed quantities which shall be bounded. First, Alice prepares
the states, selecting a basis choice b2 € {X, Z} and a distribution 62-(j) € {6U}012
for every time she sends a state to Bob, represented by index i. Bob measures in basis
b? € {X, Z}. Alice and Bob obtain two strings of outcomes, NiA and Nl-B respectively,
with the length of the number of signals sent by Alice ¢ = 1,--- , Ngent including the
non-detections of Bob. During basis reconciliation, the parties build two sets formed
by instances where their basis choice coincide while discarding Bob’s non-detections
NZ-B = (). For the 2-decoy protocol with vacuum distribution 6(9), the parties also discard

Bob’s detections caused by this distribution and use them to estimate the bounds on

the remaining vacuum events. Therefore, Alice and Bob identify the following sets,

X&) = ANA o = 0P = X NP # 0}, X5 o= {NP b} = b = X, NP # 0},
and Z5,) = {N} : b} = b = Z,NB # 0}, 2%, = {NP : b} = bP = Z, NP # 0}

Vi, j, respectively. In a real experiment, the sets of the parties would not be identical
X?(j) #* X(];Ej) and Z?(j) #* Z(]S?Ej)’ due to errors. However, in our theoretical analysis, we
directly calculate the total number of events for each set. Therefore, we assume X ﬁ(j) =
Xf(j) = X;( and Zﬁ(j) = me = Zs(j). To proceed with the protocol, these sets have
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block
Nx75(j)

and | Zs()| > Ngl‘;?f). This step is also addressed in the WCP version of Section 3.6.2.1.

to be greater than a threshold of counts for each j-distribution, i.e. |Xz0| >

Since we do not conduct an actual experiment, we have to assume that our calculated
observed events meet the required block size.

To generate the key, the parties select a random sample of the set Xy, with size
Nx = Zjeé(j> Ny 56, creating a raw key pair. The parties also compute the number
of bit errors my 5;) of each block Ny ;) to calculate the total number of errors my.
Successively, they calculate the bounds on the number of the single-photon events sx i
and vacuum events sy o, Eqs. (5.42) and (5.30) for the 2-decoy and Egs. (5.43) and
(5.44) for the 1-decoy, where the Chernoff bound is applied to obtain the expected
values, Egs. (5.40) and (5.41). They also estimate the upper bound of the phase error
rate as 5X including the 4¥ function due to the random sampling without replacement
problem. Finally, they verify that the phase error rate is below the predetermined
threshold ¢y < qﬁg}(ﬂd. Otherwise, they abort the protocol. Note that for the 1-decoy
protocol, any steps involving the vacuum distribution are omitted.

In classical post-processing, the parties perform an error correction code that sac-
rifices bits of the shared key. As noted, the sets formed by the outcomes where Alice

B A B
X Zy;) and Zg;),

and Bob chose the same basis and Bob obtained a click, X% 50 Zsti

()7
are extremely unlikely to be identical in practice. Consequently, discrepancies between
Alice and Bob’s sets persist when the raw key pair is randomly selected. To reconcile
these sets, they perform an error-verification step using universal hash functions. Fi-

nally, they carry out privacy amplification, again employing universal hash functions

to minimise the information leaked to Eve.

5.6 Secure Key Performance: A Comparative Analysis

The main challenges in adapting the decoy method to SPSs are developing optimised
yield security bounds for photon number distributions in the Fock basis while relax-
ing the assumptions on the distributions. Moreover, finding a relation between their

emission probabilities and easy-to-measure SPS characteristics, to provide partial but
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sufficient knowledge to estimate the secure key length under a security parameter

5.6.1 Relaxation of the Required Photon Emission Probability Con-

ditions

The formalism of [136,138,139] which considers arbitrary photon number statistics for
decoy methods, seems suitable for the intricate nature of SPSs at first glance. However,
it presents several issues for practical SPSs, which we aim to improve with our presented
decoy protocols. Here we explore the derivation of the single-photon events lower bound
$x,1 to highlight the important aspects that must be met to achieve an optimised and
adapted decoy method for practical SPSs. These aspects are summarised in Tables 5.1
and 5.2, comparing our decoy SPS protocols with previous decoy studies using arbitrary
distributions or Poissonian distributions (WCPs) [95,96].

First, we consider which statistical distribution is used, shown in the third column
of Tables 5.1 and 5.2. The first issue with the studies that employ a formalism for
an arbitrary distribution is that they do not relate the emission probabilities to any
measurable SPS characteristics. Hence, one must either fully characterize the pho-
ton number distribution of the practical SPS, which is experimentally challenging, or
make strong assumptions about the SPS emission probabilities. In this work, we pro-
pose a partial characterisation of the SPS using the second-order correlation function
and the mean photon number, providing a method to estimate the key rate from an
experimental SPS under more relaxed assumptions compared to previous studies.

Second, we examine the number of emission probabilities in the Fock basis (studies
with arbitrary distributions) or intensities (Poissonian studies) that are involved in the
single-photon events estimation. Works for arbitrary distributions use three proba-
bilities (vacuum, single-photon and two-photon) per pre-attenuated distribution. We
reduce this to just two probabilities (vacuum and single-photon) per distribution, as in
decoy WCP studies. This is shown in the fourth column of Table 5.1.

Third, we consider the number of distributions used for the single-photon events
lower bound, shown in the fifth column of Table 5.1. We aim to use all available dis-

tributions in a protocol to estimate sx ;. However, in the 2-decoy studies for arbitrary
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Paper Protocol Dissti;gljfion P7(Lj ) or u; involved Used F, ;i or P,
(136,138,139 |  2-Decoy P PO P j—0,1,2 P, 50, P. 50
[139} l-Decoy P)(()”Pl(})pé}) 7 - 12 R:‘ﬁ(l}-P‘AMQ)
[96] 2-Decoy Poissonian
[95] 1-Decoy Poissonian
Based on G) N
Our work 1-Decoy 4 () 2% 7P1(\/ j=1,2 P, 505 P52
2-Decoy with Based on ; L
Our work vac. }Cllist. ¢®. (n) Pé‘”, P1<'/) j=0,1,2 P{;\(S(“) yATCr P(,,M(\z)

Table 5.1: Comparison of state-of-the-art decoy papers using an arbitrary or Poissonian
distribution with our decoy SPS protocols on lower bounding the single-photon click
probability P, which leads to the single-photon events lower bound sy ;. The colour
red indicates that it is not suitable for our SPS characterisation approach in decoy
protocols. Orange represents that the concept is suitable for our formalism but not
directly applicable, hence some additional work is required. Finally, green represents
the optimal condition. Here we show that we minimise the number of required photon
emission probabilities to estimate P.|, using less than the arbitrary distribution stud-
ies. We also maximise the used number of click probabilities for a given distribution,
involving all of them, leading to tighter P.|; than the decoy methods with arbitrary
photon statistics. These ideas are inspired by the decoy WCP works, however, they
cannot be directly applied to our decoy SPS models as they are tied to the Poissonian
nature of the employed WCPs.

statistics, one distribution was not introduced for the single-photon events estimate,
while for the 1-decoy protocol version, all the available distributions are used since it
uses one distribution less than 2-decoy, which is highlighted in green in the cell cor-
responding to [139] of the fourth column. Although not immediately obvious, having
more resources to bound sy 1 by using one distribution to bound its multiphoton sum-
mation leads to a more optimal bound. In more detail, the exact expression of |4
is lower bounded by introducing an inequality of the multiphoton emission probabil-
ities, called the multiphoton condition (fifth column of Table 5.2), which bounds the
multiphoton summation of P ;. Thus, this summation can be replaced by the unused
distribution. This process is applied by the decoy WCP works and we achieve to adapt
it for practical SPSs in our method.

Furthermore, another significant consideration in decoy WCP protocols is the in-
tensity condition, an inequality relating to the intensity levels of the WCPs, implying

the multiphoton condition. If the intensity condition is met, the multiphoton condition
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Transmissivity

Conditi fi
Paper Protocol .So}n“ce. intensity Multiphoton conditions onditions r().m
Distribution P, (sx,) denominator
conditions —el1 A2x1
[136,138,139] 2-Decoy None
[139] 1-Decoy None
96 2-Decoy Poissonian
(96] ¥
[95] 1-Decoy Poissonian
Based (1) (2) (2) ) . ( (2)
Our work 1-Decoy )(‘:ft( 0\“ //,‘,]’ > 7],,“,7" P,\,J' < P,“,‘ forn > 2 Pf” > szl
9%, (n)
2-Decoy with Based on (1) (2) 0) 2) _ p) . (1) (2)
Our work vac. dist. 9@, (n) Mo > My > 1l =0 Py < Py’ forn > 2 Py > Py

Table 5.2: Extension of the comparison of state-of-the-art decoy papers using an arbi-
trary or Poissonian distribution with our decoy SPS protocols on lower bounding the
single-photon click probability P.|; (sx;). Note that the transmissivity (intensity)
conditions must be strictly greater because otherwise, they would accept the case of
the single-photon events sy ; going to infinity. This is imposed by the conditions that
come from the denominator of P, ;. The colours indicate the same as in Table 5.1.
In our decoy SPS protocols, the transmissivity conditions plus certain assumptions en-
sure our multiphoton condition, P7(L2) < P,gl) for n > 2, and the condition from the
denominator of the lower bound of the single-photon events, Pl(l) > PI(Q), by applying
Theorem 2. This is similar to the intensity conditions for decoy WCP studies, which
are not suitable for the SPS statistical distribution. Notably, we relax the assumptions
and conditions of the decoy with arbitrary distribution, although we do not achieve an
assumption-free scenario regarding the photon emission probabilities as in decoy with
Poissonian distributions. Note that the conditions of the decoy WCP study in [96] are
explicitly derived in Section 3.6.2.1, whereas the conditions for the arbitrary distribu-
tions are derived in Section A of Appendix A, i.e. Egs. (A.8) and (A.9). Note that
considering po = 0, i.e. vacuum distribution, for the 2-decoy Poissonian, one obtains
the multiphoton condition of the 1-decoy Poissonian.

holds, satisfying the lower bound of sx ;. Additionally, there is a condition on the
emission probabilities that arises from the denominator of sy ;, which for decoy with
Poissonian distributions is also held by the intensity conditions.

This idea is not present in the general formalism of decoy methods with arbitrary
distributions. Although they state the same intensity conditions as decoy WCP, this is
only used when they compute a particular statistical distribution and does not apply
generally to their formalism. Thus, they must assume their multiphoton condition is
true in the infinite-dimensional Hilbert space. In our decoy SPS protocols, we introduce
a quantity analogous to intensity for decoy WCP methods. We select the transmissiv-
ities that defined the pre-attenuation of Alice’s source, as it increases the tolerable
distance range for key generation, as shown in the non-decoy SPS (Section 4.5.1), and

allows us to generate different pre-attenuated distributions from the original SPS dis-
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tribution. See our transmissivity conditions in Table 5.2. Although our transmissivities
do not operate as smoothly as the WCP intensities in the decoy method, it relaxes the
assumptions of the decoy with arbitrary distributions. Thus, considering the transmis-
sivity condition of 778 ) > nt(rZ ) > nt(g )

decay of the Kth-order correlation functions ¢+ (0) < ¢5)(0) for all K > 2, which

= 0 and assuming the following: first, a monotonic

is reasonable for practical SPSs; second, all the correlation functions above a certain
Nth-order are null, i.e. ¢¥>N)(0) = 0; and third, only the N-photon states contribute
to the highest order correlation function g )(0) with a positive value, i.e. the emission
probabilities of photon states with more than N photons are null P,gii,s) = 0. We
ensure our multiphoton and denominator conditions extracted from deriving sy ; are
fulfilled, which implies sy ; itself holds. Thus, compared to decoy studies with arbitrary
distributions, instead of verifying a multiphoton condition in the infinite-dimensional
Hilbert space (which is impractical), we provide a method to corroborate the needed
conditions to achieve sy ; under reasonable assumptions for an SPS, thereby relaxing
the assumptions to ensure protocol security. In Table 5.2, this can be seen as the fact
that the transmissivity (intensity) condition of the fourth column implies the multi-
photon and denominator conditions on the last two columns of the right-hand side
of the table under certain (no) assumptions. Note that for the decoy with arbitrary
distributions, these types of implications do not exist at all, i.e. nothing facilitates
the verification of their photon emission conditions, they simply recover the WCP case
when computing a Poissonian distribution.

In particular, in [136,138,139], they do not mention any intensity conditions, they
simply present their signal, decoy and vacuum distribution. Additionally, their multi-
photon condition derived from the lower bound on the single-photon yield has to be
satisfied by three-photon states or higher, see Table 5.2. The two-photon states do not
need to be included, contrary to what is shown in Eq. (14) of their first paper [136].
That condition for two-photon states may be necessary for achieving a positive key but
is not a security condition of the protocol. In their following paper, they state the same
condition introducing bounds to the emission probabilities, Eq. (36) of [138]. However,

their bounds are calculated using the Poissonian distribution by arbitrarily defining an
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interval of the intensity of the coherent state [MJL , ,ugj] for each distribution 6(), which
is not a statistical behaviour that suits practical SPSs.

In [139], they do not specify which multiphoton conditions these generic statistical
distributions must fulfil, however, we specifically show them in the fifth column of Table
5.2. Although, they do mention their inequalities from the F.|; denominator, Eq. (1)
in [139]. Therefore, the emission probabilities of their generic distributions are subject
to additional inequalities beyond the ones they assert. Then the claim that their decoy
analysis can be applied to generic distributions may be questioned. First, not every
type of quantum source has photon emission statistics that meet their multiphoton
condition used to bound F,|;. Second, while it is true they can ensure the fulfilment of
their multiphoton conditions for Poissonian, thermal, and binomial distributions, the
denominator condition from P/, shown in the sixth column of Table 5.2, is met by the
Poissonian and thermal distribution but not by the binomial distribution. Seemingly,
having an impact on obtaining the highest secure key rates for the binomial distribution

in their decoy simulation.

5.6.2 Non-Decoy and Decoy Single-Photon Source versus 2-Decoy
Weak Coherent Pulse

In the 2-decoy SPS protocol with a vacuum distribution, we implemented a method-
ology that exclusively exploits the vacuum distribution to bound the vacuum events
without using any additional distribution. A similar technique was applied in [100],
however, it is often not implemented in 2-decoy studies [96,139]. Thus, we avoid fur-
ther conditions for the multiphoton emission probabilities, avoiding the complexity of
verifying them using Theorem 2 or extra artifices, as the true SPS distribution is un-
known. To check the common parameters among the protocols see Table 5.3. Note
that some of them are maintained from previous chapters to be consistent.

When the 2-decoy SPS is computed their optimal highest key rates are achieved
when a vacuum distribution is considered. Therefore, we do not show the results for a
more generic 2-decoy protocol without imposing a vacuum distribution for 6(9), as its

key performance is consistently worse. Additionally, we find that the key generation
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Description Parameter Value

Source repetition rate R ate 160.7 MHz
Misalignment probability Drmis 0.003

Dark count probability Dde 3.67 x 1078
Detector efficiency Ndet 0.6525
Optical fibre loss l 0.1904 dB/km
Secrecy failure probability Esec 1079
Correctness failure probability ecor 10715

Table 5.3: Baseline QKD system parameters for both decoy SPS methods and the 2-
decoy WCP protocol. These parameters are based on the experimental set-up of the
quantum dot in [42].

performance between the 2-decoy SPS with vacuum and the 1-decoy SPS protocol is
nearly identical for 1 hour of acquisition time, as shown in Figure 5.3 (b). However,
the difference between them increases for a shorter acquisition time of 1 min, where
the 2-decoy SPS gives a slightly higher key rate for the high-loss regime, see Figure 5.3
(a). Hence, we can conclude that the 2-decoy SPS has a higher key rate performance
than the 1-decoy SPS at small block sizes. Increasing the block size, the difference in
secure key rates between the 2-decoy WCP and the decoy SPS protocols diminishes.
This was expected since we have already shown the SPS has more potential for short
acquisition times as presented in Section 4.5.2.

Note that in the decoy SPS models of Figures 5.3 and 5.4 ¢(?(0) is fixed, whose
value is taken from the quantum dot of [40] analysed in Section 4.5. Our decoy SPS
results highlight that for achieving parity with the key rate performance of the 2-decoy
WCP and surpassing it in the high-loss regime, an SPS with a mean photon number
of (n) = 0.2 is required, see Figure 5.3. This observation underscores the advantageous
position of SPSs with sufficiently high mean photon numbers ({(n) > 0.2) over WCPs
in key generation within high-loss regimes for decoy protocols, owing to their ability to
significantly reduce multiphoton emissions.

However, it is well known that WCPs can achieve higher repetition rates than SPS,
which are more limited. In Figure 5.5, we show that even for our real SPS at a repetition
rate of 160.7 MHz (dashed green line), a greater key generation than a high repetition
rate WCP (10 GHz) is achieved for the decoy method. We also plot some other realistic
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Figure 5.3: Comparison of the finite secure key amongst all the protocols with optimised
parameters. The non-decoy SPS of Section 4.4.2.1, the 1-decoy and 2-decoy SPS of this
chapter and the 2-decoy WCP protocol of Section 3.6.2.1. Here in (a) we consider a
block size of 1 minute of acquisition time (9.642 x 10? sent signals) and in (b) 1 hour of
acquisition time (5.7852 x 10!! sent signals). In both figures, the mean photon number
of the SPS is (n) = 0.2 and the second-order correlation function is ¢(*)(0) = 0.036.
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Figure 5.4: Comparison of the finite secure key amongst all the protocols with optimised
parameters. Here is considered a block size of 1 minute of acquisition time (9.642 x 109
sent signals) and for the SPS a mean photon number of (n) = 0.4 and ¢(®(0) = 0.036.

repetition rates for WCP and an optimistic scenario for SPS of 1 GHz.

Furthermore, we doubled the previous mean photon number ({(n) = 0.4) to illustrate
the potentially achieved key rate increment between the decoy SPS protocols and the
2-decoy WCP, shown in Figure 5.4. In this figure, we reach a similar result for our
non-decoy SPS, which is more generic and refined, compared to a previous analysis for
a heralded SPS in [144], confirming a practical SPS can outperform a 2-decoy WCP
in the low-loss regime. We can conclude the impact of low multiphoton emissions of
SPSs with a sufficiently high mean photon number, (n) > 0.2, in the high-loss regime
is evident, extending the maximum tolerable loss of the decoy method compared to
WCPs.

In general, it is clear than an SPS with mean photon number below (n) < 0.2
cannot surpass the key generation of WCPs. In the finite regime, when the block
size is less than 107 sent signals, the non-decoy SPS may have an advantage in the
low-loss regime (less than 26.5 dB channel loss) when its (n) is sufficiently high (we

refer to the previous section 4.5.2 for further discussion). In the scenario where all
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Figure 5.5: Comparison of the finite secure key of the 2-decoy protocol for WCP (red
line) and SPS (green line) considering several repetition rates. Here we use a block size
of 1 hour of acquisition time.
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these detrimental conditions for the SPS QKD performance over WCPs are met (see
Diagram ?? for further details), i.e. (n) < 0.2 and more than 107 sent signals, we
find it useful to provide a comparison between the non-decoy and 1-decoy method for
SPSs, see Figure 5.6. We select 1 minute of acquisition time as the block size, since
the relative difference of the protocols with other blocks must be equivalent and it is
above 107 sent signals. Therefore, considering these number of sent signals, the 1-decoy
method is a more optimal choice than the 2-decoy for SPSs (see Figure 5.3 a).
Finally, in Figure 5.7, we present the key results for the quantum sources experi-
mentally developed by our collaborators, which are the quantum dot of [42] and the
hexagonal boron nitride (hBN) source, which we theoretically analysed for a free-space
QKD implementation in [145] (discussed in the following chapter). Clearly, we observe
that the mean photon number of the quantum dot is not sufficiently high to approach
the 2-decoy WCP key performance. In contrast, the hBN source emerges as a promis-
ing candidate to surpass traditional WCPs in the decoy method, thanks to its high
mean photon number of (n) = 0.513 However, this value of the mean photon number
is estimated under certain assumptions explained in [145], hence, further experimental
characterisation is needed to ensure this particular hBN source can outperform decoy

WCP.
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Figure 5.6: Comparison of the finite key rates in a semi-log scale for SPSs with different

mean photon numbers (n) for the non-decoy (dotted lines) and 1-decoy (solid lines)
protocols. The fixed block size is 1 minute of acquisition time (9.642 x 10? sent signals).

156



Chapter 5. Decoy Efficient-BB84 Protocols with Single-Photon Sources

Fibre distance (km)

0 50 100 150 200 250 300
10-1 &~ —-=- QD source
N -—- WCP - 107
1024 \‘\\ hBN source .
o So Se - 10° ©
n So \\\ g
= _ ~
2 107 SO 105
g S s 5
— ~
o 1074 ANy = L 10 o
o SN S 2
0 10-5 S S o
5 10 Sl 10° £
bl N N [}
$ 10—6 4 \\ \\ v
N N - 102
\\ \\
10—7 i \\ \ 1
\ \ = 10
\$ \l
].0_8 T T T T T T
0 10 20 30 40 50 60

Channel Loss (dB)

Figure 5.7: Comparison of the finite secure key for the 2-decoy protocol (dashed lines)
with different optimised quantum sources. The quantum dot of [42] with (n) = 0.0142
and g (0) = 0.036 (blue line), the widely employed WCP (red line) with optimised
intensities and an SPS based on a 2D material, which is a hexagonal boron nitride
(hBN) (orange line), with (n) = 0.513 and ¢(®(0) = 0.0064. Note the hBN source will
be analysed for free-space QKD in the next chapter. Here is considered a block size of
1 hour of acquisition time (5.7852 x 10! sent signals).
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Chapter 6

Satellite-To-Ground Quantum

Key Distribution

The transmission loss of a free-space channel is extremely lower than in optical fi-
bre, where the loss scales exponentially and it is unattainable to go far beyond 1000
km [20, 146]. In fact, the current distance record over fibre is 1002 km using a twin-
field QKD protocol [147]. Hence, there is a clear motivation to move to free-space
QKD and avoid the exponential scattering and absorption losses in fibres. The losses
for twin-field QKD protocols enter with the square root into the rate-distance relation-
ship, unlike conventional protocols that scale linearly. However, the scaling remains
exponential. Overcoming global distances and maintaining sufficiently high data rates
require satellite links [148] or quantum repeaters [149-152]. However, stringent perfor-
mance requirements render quantum repeaters impractical by themselves for scaling to
intercontinental ranges [153]. Therefore, given that the attenuation in the atmosphere
becomes negligible above 10 km [154], satellite QKD provides a promising alterna-
tive to quantum repeaters [153, 155, 156]. The first space-to-ground QKD protocol
has been demonstrated by the Micius satellite using the BB84 protocol with decoy
states [157,158]. The link to Micius was only operational during the night to avoid
sunlight saturating the single-photon detectors in the ground station.

Near future quantum networks will require daylight operation for continuous avail-

ability. Several studies have explored daytime QKD using weak coherent states pro-
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duced by pulsed lasers [159-165]. The wavelengths were chosen in the atmospheric
transmission windows in the range of 700-900 nm or in the telecom C-band at 1550
nm [163-165]. The latter has the appeal of intrinsically lower solar irradiance, at
the expense of less efficient single-photon avalanche diodes (SPADs) based on e.g. In-
GaAs/InP (compared to silicon-based SPADs) or very expensive, although efficient,
superconducting nanowire single-photon detectors (SNSPDs). Another major draw-
back when using longer wavelengths is the linear scaling of the divergence with the
wavelength. The diffraction losses can be compensated by larger telescopes, however,
this drastically increases the cost of satellites and optical ground stations. Quantum
communication using visible wavelengths is therefore desirable. In this chapter, we pro-
pose several wavelength candidates for satellite QKD and we characterise their total
transmission efficiency in free space using the model presented in Section 6.1.

The solar background can be suppressed by spectral, spatial, and temporal filtering.
However, a natural opportunity is offered by the Fraunhofer lines, i.e. the set of dark
lines in the solar spectrum caused by absorption in the Sun’s or the Earth’s atmosphere.
When classical information is encoded in polarised light at these wavelengths, it can
be separated from the sunlight by spectral filtering at Bob’s side. This scheme was
originally proposed in 2006 [166], although it was never actually realised due to the
requirement of a tunable short pulse laser and either a fast polarization modulator
for visible light or multiple lasers that are spatially overlapped. This initial work
employed a wavelength of 656.448 nm as the broadest Fraunhofer line. Thus, we aim
to explore which wavelength is the most optimal for daylight QKD communication and
which quantum source can perform more efficiently in this scenario. We propose two
Fraunhofer lines suitable for daylight operation and we evaluate a weak coherent pulse
and a single-photon source as the possible QKD sources.

To estimate the secure key lengths, we perform the same up-to-date techniques
shown in previous chapters, such as smooth entropies and improved finite-key bounds.
We have already reviewed the importance of the finite key effect, nevertheless, it is worth
highlighting that here its significance is also relevant due to the restrictive transmission

times between the satellite and ground station, which impose a limit on the secure
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key generation. The optimisation of the protocol parameters is also crucial to extract
the maximum secure key for each satellite overpass, which is presented in Section
6.2. In particular, we analyse the finite secure key for the 2-decoy WCP protocol of
Section 3.6.2.1 and the non-decoy SPS method of Section 4.4.2.1 in a satellite QKD
scenario for a range of zenith and non-zenith overpasses and satellite altitudes. To
simulate satellite-to-ground QKD communication and optimise the parameters, we use
our SatQuMa simulation toolkit [1], which was firstly used for simulating the 2-decoy
WCP with a vacuum distribution [97], here we expand the model to the non-decoy
SPS to evaluate both of them. Further analysis on the 2-decoy satellite QKD model is
examined in [167].

We also provide a method to estimate the annual secure key length, which can be
interpreted as a long-term key volume at a particular latitude of the optical ground
station (OGS) (Section 6.3). Our final aim is to identify the optimal wavelength for
daylight free-space QKD amongst our proposed wavelength candidates, although we
also examine them during night communication. These candidates are the Ha line
(656.448 nm), the Ca II line (854.445 nm) and the telecom C-band (1550.027 nm) and
they were selected by our collaborators after evaluating asymptotic secure key rates for
wavelengths ranging from 400 to 1700 nm. Depending on the wavelength the free-space
channel model acquires a different transmission efficiency. Here we do not cover the
details of this selection process. However, it can be found in our published collaborative
paper [145], as well as the contributions of this chapter. The practical single-photon
source used in our model assumes the parameters from a tunable microcavity-coupled
colour centre in hexagonal boron nitride (hBN) [168, 169], previously developed in
[170]. This SPS operates at room temperature and has been implemented on a satellite

platform, hence, it is suitable for space-to-ground QKD [106].

6.1 System Model

We consider a satellite in a circular Sun-synchronous orbit (SSO) and we vary its alti-
tude h and maximum elevation angle of the overpass 0} to analyse the key generation

in different scenarios. Our satellite model performs downlink QKD to an OGS at sea
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level, which has been proven more robust than uplink QKD in handling atmospheric
extinction [148]. The elevation and range are calculated as a function of time for dif-
ferent overpass geometries representing different ground track offsets and maximum
elevations for the overpass, see Figure 1 of [97]. The ground track offset represents
the distance between the plane of the satellite overpass and the location of the OGS
when the satellite is at its maximum elevation, thus it is an analogous quantity to the
maximum elevation angle of the pass. Furthermore, the quantum link is restricted to
be above 0&‘;} = 10°, since any elevation below that angle is not feasible.

Internal transmitter losses are not included since they can be countered by adjusting
the WCP source to maintain the desired exit aperture intensities. We also do not
explicitly consider time-varying transmittance, modelling the average change in channel
loss due only to the change in elevation with time. For protocols such as BB84, channel
transmission fluctuations do not directly impact the secure key rate, in contrast to
continuous variable QKD where this appears as excess noise leading to key reduction.

The ideal overpass corresponds to the satellite passing over the zenith of the OGS,
see Figure 1 (b) of [97], giving the longest transmission time with the highest trans-
mission efficiency of the free-space channel. However, an overpass usually does not
pass directly overhead most times and it reaches a maximum elevation 3% < 90°, as

represented in Figure 1 (b) of [97]. We model the total transmission efficiency of the

free-space channel considering the following aspects.

6.1.1 Geometric Considerations

Here we present the geometric considerations of our satellite-to-ground communication

model, see Figure 6.1. The orbital period of the satellite is given by

(RE + h)3

T=2
m GmE

(6.1)

where Ry is the radius of the Earth, h is the satellite altitude, G is the gravitational
constant and mpg is Earth’s mass. Using this period is straightforward to calculate

the frequency orbital period as w = 27 /T. For each transmission time of the overpass
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t, we define the corresponding angle ¢ = wt + w/2. Furthermore, we consider that
the satellite pass starts at the transmission time t = —At and elevation angle —0gjey,

ie. ¢ = m/2, and

max

reaches ¢ = 0 at the maximum elevation angle of the pass 63,5,

finishes at time ¢t = At and elevation angle f,. Note the maximum elevation angle

can be below 90°, i.e. a non-zenith pass. The coordinates of the satellite are defined as

Sy = (Rg + h)cos ¢ (6.2)
S, =0 (6.3)
Sy = (RE -+ h) sin ¢. (6.4)

The ground track offset depends on the maximum elevation angle of the overpass

and it is defined as

d( max) — RE

elev

Rrsin (max 4 ©
/2 — 055 — arcsin ( ESH]:ZS; :_le‘;l 3) )] , (6.5)

and the coordinates of the OGS are calculated as

Togs = 0 (6.6)
' d(Hmax
Yogs = g sin <(§lev)> (6.7)
E
d Hmax
Zogs = RE cos (( eleV)) , (6.8)
Ry

where the x-coordinate is zero because we are considering a terrestrial ground station.
The slant distance z(h, ¢), defined as the distance between the satellite and the

OGS, can be calculated as the norm of the difference between the previous coordinates
Z(h, QZ)) = (Sx - xogs)2 + (Sy - yogs)2 + (Sz - Zogs)2' (6'9)

The angle associated with the arc of the orbital path is defined as

Rp + (Rg + h)? — z(h, ¢>2> (6.10)

= arccos ( QRE(RE i h,)

162



Chapter 6. Satellite-To-Ground Quantum Key Distribution
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Figure 6.1: Geometry of a zenith satellite overpass around the Earth communicating
with an optical ground station (OGS) located at sea level. 6, represents the elevation
angle of the pass, « is the angle between the satellite position and the zenith, and
¢ = wt+7/2 where w is the frequency orbital period and ¢ the transmission time of the
satellite, hence when ¢ = 0 (at zenith) ¢ = 7/2. The transmission time of the satellite
starts at —dt and ends at +4dt. Here there is no ground track offset since it is a zenith

pass, hence 652X = 90°, which implies d(§52X) = 0.

Finally, we can calculate the elevation angle for each time of the overpass as

(6.11)

Berev(9) = arccos <<RE +h) sin(a)) |

z(h, ¢)

note that ¢ = ¢(t).

6.1.2 Diffraction-Induced Transmission

We assume that free-space quantum communication is based on a quasi-monochromatic

optical mode represented by a Gaussian beam with waist wg and infinitely large curva-
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ture. The spot size matches the telescope’s clear aperture, hence the aperture does not
induce any diffraction. Alice transmits the quantum states through free space and after
a distance z(h, ¢), they are detected by Bob whose telescope has a circular aperture
with radius ag. For the satellite’s telescope, we assume a diameter of 10 ¢m, which is
compatible with CubeSats. For the OGS, we take the telescope diameter from the Mi-
cius experiment (1 m), hence ag = 0.5 m [157]. To minimize the impact of turbulence,
which can be compensated for using adaptive optics in the ground station [171], we
consider downlink communication. In particular, the elevated dark count rate resulting
from space radiation must be acknowledged and adequately mitigated. [172-174].
Inevitably, the waist of the beam expands while propagating due to free-space

diffraction. Hence, after traveling for a distance z = z(h, ¢), the beam has expanded to

[ 2
z
wa(z) = woy /1 + —, (6.12)
*R

where zp = ww%)\_l is the Rayleigh range and wg = 5 cm is the beam radius at the exit
of the satellite’s telescope. The transmission efficiency through the receiver telescope’s
aperture ag is given by

nG(z) =1 —exp <—2Z}2> : (6.13)

In this work, we neglect the refraction effect of the atmosphere on the elongation of the

beam path for different angles.

6.1.3 Atmospheric Extinction

The atmospheric extinction is caused by both aerosol absorption and Rayleigh/Mie
scattering, resulting in free-space propagation loss. To estimate the atmospheric trans-
mission as a function of wavelength and elevation angle Oe,, We use an open-source
code, called libRadtran [175], and we obtain as an outcome the atmospheric transmis-
sion 14 results. We interpolate them to have steps of 1 second (approximately 0.14°)

within the entire transmission time (elevation angles) of the overpass.
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6.1.4 Pointing and Tracking Losses

The satellite is presumed to orient its telescope towards the ground station and maintain
tracking throughout its pass. This tracking typically utilizes a beacon laser emitted
from the ground station. Given the considerable distances involved, it is necessary to
account for a point ahead angle to compensate for the finite speed of light. This point
ahead angle, derived from the satellite’s orbital data [176], is then applied as an offset
to the incidence angle of the beacon beam. For example, for an orbit at an altitude of
500 km, the point ahead angle can reach up to 53 urad. Both the beacon beam sensing
and the point ahead mechanism are prone to errors. However, these errors are assumed
to be independent and normally distributed with zero means.
For these conditions, the link efficiency due to pointing and tracking errors, 1y, can
be modelled as [177,178]
Tpt = exp(—Gtxﬁgt), (6.14)

with the transmit antenna gain Gy = (2”%)2 and the combined pointing and tracking

error angle 6 of the satellite. Note, as = 5 cm is the clear transmitter aperture radius.
For the calculation of the corresponding loss, a pointing and tracking error of 1 urad

is assumed [157].

6.1.5 Temporal Filtering

Since dark counts occur randomly, they can be mitigated by temporally filtering the
detection events [162]. This can be achieved either actively by gating the detectors or
through post-selection. In the following analysis, we consider the temporal width of the
photons to be 7 = 3 ns, which is determined by the excited state lifetime or the laser
pulse length, depending on the light source. For a fair comparison, we assume that the
filtering efficiency for a laser pulse and a single-photon emitter is identical, although, in
practice, it depends on the precise temporal distribution. For a single-photon emitter,

the spontaneous emission process follows an exponential distribution. The filtering
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efficiency for a gating time dt is given by the cumulative distribution function,

ot
Ttemp = 1 — €xp (—T> . (6.15)

For each wavelength and quantum source, we consider the same 6t = 1 ns to have a
fair comparison between them. This is the most commonly employed getting time for

WCPs in decoy protocols.

6.1.6 Total Transmission

The link efficiency of the free-space channel not considering the receiver model, is given

by the product of the previous transmission terms,

Mink = NGTNAptTtemp- (616)

Multiplying by the detector efficiency n4et, we finally obtain the total transmission of

the free-space communication link considering Bob’s side,

Mtot = Minkldet - (6.17)

Note that we have neglected internal optical losses in the sender and receiver unit, which
are typically small compared to the other link losses due to anti-reflection coatings and
high-quality optics.

In Figure 6.2, we present the total link loss in dB calculated by liot = —101log;q Mot
and the diffraction-induced transmission losses using g = —101log;( ¢ versus the trans-
mission time of a zenith overpass. There is a significant difference of approximately 6
dB (5 dB) between the Ho line (Ca II line) and the C-band. Although variations exist
among the three wavelengths for all the parameters involved in 7, the diffraction-
induced loss shows similar differences to Iyt between the wavelengths, as depicted in
Figure 6.2. This suggests that diffraction-induced transmission has a greater impact on
the total loss compared to the other parameters. Therefore, for the total losses in our

specific model, we observe a clear disadvantage of the C-band compared to the other
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Figure 6.2: Total transmission dB losses lio(solid lines) and diffraction-induced dB
losses g (dashed lines) of the communication link represented as a function of the
transmission time of the satellite, for the three wavelength candidates: Ha (656.448
nm), Ca II (854.445 nm), and C-band (1550.027 nm). This is calculated for a zenith
pass, hence the time origin ¢t = 0 represents the maximum elevation angle of the pass

max __ o
elev 90°.

wavelengths. This greater loss for the C-band due to diffraction was anticipated, as an
increase in wavelength A leads to greater bream broadening wg, thereby reducing the
efficiency of the diffraction-induced transmission ng. Furthermore, Ha experiences 1
dB less total loss than Ca II at time ¢ = 0 seconds (maximum elevation angle of the
pass). However, they both reach similar total link losses at long transmission times

(low elevation angles).

6.1.7 Background Noise

As explained in the previous section, the maximum tolerable loss of a prepare-and-
measure QKD system is limited by the extraneous count rates that cause the typical
cutoff in the key rate curves together with the intrinsic multiphoton contribution of the
used quantum source. These extraneous count rates are the sum of the dark count of
the detector, which is fixed for the entire transmission time and occur with probability
Pde, and the background counts caused by the sun during daylight, which depend

on the transmission time of the overpass. In particular, this background noise also
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depends on the receiver’s aperture size ag and field of view Qf,,. Many QKD systems
use temporal filtering [162], which reduces the extraneous counts as the detectors are

active for a certain short time d¢t when a photon sent by Alice is expected.

le—4
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prob. of a background detection pgs
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Figure 6.3: Representation of the probability of detecting background light ppg for
the three wavelength candidates: Ha (656.448 nm), Ca II (854.445 nm), and C-band
(1550.027 nm).

The solar background is dependent on the wavelength \ and spectral filter band-

width AX. Hence, we can define the parameter
Tr = AtQ;pad. (6.18)

We assume Qo = 10710 sr [171] and ag = 50 cm for the receiving telescope [157].

The extraneous count probability is then given by

Pec(A) = Ndet (NTRAZ™ + pdc(X)0t = Naet (M) pBa (1) + pac(N)ot, (6.19)

where ppg(t) accounts for the detection probability of background light due to solar
irradiance and is dependent on the transmission time of the satellite overpass. The
detector efficiencies of each wavelength nget(A) are extracted from commercially avail-

able single-photon detectors. Specifically, they are 7qet(Ha) = nget(Call) ~ 85% and
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Naet (C — band) =~ 73%. For more details about the selected detector for each wave-
length see the Supplementary Material of [145]. In addition, we take the detector dark
count rate from the detector with the highest efficiency for each wavelength, which are
pgca =6x 1078, pgcall = 4.5 x 1078 and pgc_band = 1075. Moreover, H5"™" is the solar
spectral irradiance integrated over the spectral filter bandwidth. We take AX = 0.5
nm for all wavelengths due to technological reasons. We acknowledge the potential
benefits of using ultra-narrow bandpass filters, particularly for wavelengths like the Ha
Fraunhofer line, which exhibits a notably narrow width. Our assumption of a 0.5 nm
filter width is intended to standardize the comparison across all wavelengths in the
finite-key analysis between the two protocols. However, we recognize the importance of
exploring more nuanced filter selections for specific Fraunhofer lines. Further analysis
on this and the calculation of the solar spectral irradiance using libRadtran is included
in the asymptotic study and the Supplementary Material of [145].

In Figure 6.3, we illustrate the evolution of the background probability ppg as
a function of the transmission time during a zenith pass. This figure highlights the
advantage of the C-band, where background light counts are expected to be significantly
lower than for other wavelengths. Conversely, Ha line is the wavelength more affected
by the solar irradiance, especially at low elevation angles (long transmission times).
In summary, Figure 6.2 and 6.3 provide a comprehensive overview of the parameters
that most significantly impact the key generation results of the wavelength candidates,

which are thoroughly analysed in Section 6.4.

6.2 Optimisation of Protocol Parameters

In this section, to maximize the attainable secure key the efficient BB84 protocol is
implemented. Thus, in the 2-decoy WCP the highest key length is generated by opti-
mizing the following parameters, the basis bias px, the intensities of the two sources
and v, the probabilities of choosing each source p, and p,,, and the transmission time
window 6t of the satellite overpass. Notice that we set the other decoy-state intensity as

vacuum o = 0. For the non-decoy SPS, there are fewer protocol parameters, hence, we
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Description Parameter Value
Intrinsic QBER Cint 0.03
Source repetition rate Rate 10% Hz
Detection time window ot 1 ns
Secrecy failure probability Esec 107?
Correctness failure probability ecor 10-15

Table 6.1: Fixed QKD system parameters for both protocols, the non-decoy SPS and
the 2-decoy WCP. The intrinsic error and the source repetition rate are set conserva-
tively compared to other QKD demonstrations.

generate an optimized secure key length (SKL) by finding the optimal px, dt and the
pre-attenuation of Alice’s source 7,¢t. For both protocols, 2-decoy WCP and non-decoy
SPS, the number of sent pulses Ng is determined by the source repetition rate which
is set to 100 MHz. To perform a fair comparison, we consider a detection time win-
dow At = 1 ns for all wavelengths and both QKD protocols. We also consider a fixed
€int, which is the intrinsic quantum bit error rate (QBER) and combines errors arising
from source quality, receiver measurement fidelity, basis misalignment, and polarisation
fluctuations. Baseline QKD system parameters are summarised in Table 6.1.

The optimization works as follows: first, the satellite altitude h and the maximum

emax

e are fixed. Thus, we obtain a fixed total transmission

elevation angle of the overpass
time for the single overpass and an associated link efficiency for each time slot. Then,
the optimization of the SKL over the protocol parameters, {px, i1, f2, Dp;  Pu, } for the
2-decoy WCP with a vacuum decoy state (po = 0) and {px,natt} for the non-decoy
SPS, is run for each possible time windows, from —dt to +dt (the time of the whole
overpass is the maximum window), to find the one resulting in the highest SKL. This

0t optimization is done because when the QBER is extremely high at lower elevation

angles taking a shorter finite block than the whole pass gives us greater SKL.

6.3 Annual Secure Key Length Estimation

The expected annual secure key length is defined as the generated key during a whole
Earth’s rotation around the sun equivalent to tgr ~ 31558140 s and here we use the

estimation method of [97]. For a given satellite altitude (that we set at 500 km) we
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estimate the maximum SKL for each non-zenith overpass (maximum elevation angle

emax

Max < 90°). The maximum elevation angle of the pass can be expressed as the ground

track offset d, i.e., the distance from the ground station to where the satellite ground
track crosses the longitudinal circumference that goes through the station. Thus, we
represent the SKL vs. d for single passes, and we integrate the area below each curve

as

int

. dmax .
g Deav(Night) _ o / SKLdDay(nght) dd (6.20)
0

where SKLdDay(Night) is the SKL per pass as a function of the ground tack offset d(652%),
and dmax is the maximum tolerable ground track offset [97]. This integral represents
the area below the secure key curve in bits-meter (bm) units. The factor 2 comes from
the fact that we have negative values for the ground track offset that generates the same
key as the positive d. Thus, since we do not model the orbits over time, we estimate
the average SKL of a single orbit by dividing this area by the line of longitude of the
station latitude Lj,y.

Assuming a satellite in a sun-synchronous orbit and neglecting weather, we estimate

the annual secure key using blocks formed by single passes during either daylight or

night as
: e Dav(Night) _ NS - Day(Night)
SKL annual = Ll ¢ SKLint ' (621)
a

If the ground station latitude is close to the poles the previous approximation to es-
timate the annual SKL is not valid [179]. In this work, we consider the location of
the station at the equator. This corresponds to the longitudinal circumference of the
station latitude Li, =~ 4.008 x 107 m, modeling the Earth as a world geodetic sys-
tem (WGS) 84 ellipsoid. Lastly, the total number of orbits during the earth’s rotation
around the sun is Njﬁ;i‘;‘sl = tgr/Ts ~ 5567 1. In one orbit, the satellite crosses the

line of latitude of the ground station twice, once during daylight and once during the

night. Therefore, to calculate the total annual secure key we add together the SKL

LFor simplicity in our notation we use the word annual, we refer to the time earth takes to do a
whole rotation around the sun, not to the 365 days approximation
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during daylight and night

Day S+ Night

SKL annual = SKL 1 iar + SKL . oaal - (6.22)

6.4 Secure Key Performance: Non-Decoy Single-Photon
Source and 2-Decoy Weak Coherent Pulse

Here are presented the key generation results for the 2-decoy WCP of Section 3.6.2.1 and
the non-decoy SPS of Section 4.4.2.1 but now they are implemented within SatQuMa,
which simulates satellite-to-ground QKD communication. We examine the secure key
length generation for a satellite within a range of altitudes and non-zenith passes (vary-
ing the maximum elevation angle) for both daylight and night operation. Note that
for nighttime we do not consider any background light, hence pgg = 0 and the extra-
neous counts are caused exclusively by detector dark counts. Furthermore, we neglect

weather conditions in our model.
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Figure 6.4: The secure finite key length (bits) as a function of the satellite altitude
considering a zenith pass for our non-decoy single-photon source (ND SPS) protocol
(solid lines) and the 2-decoy weak coherent pulses (2D WCP) protocol (dashed lines),
emitting at Ha (656.448 nm), Ca II (854.445 nm), and C-band (1550.027 nm) (a) in
daylight and (b) at night.

Figure 6.4 illustrates the secure key length (SKL) versus the satellite altitude ex-
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Figure 6.5: The secure finite key length (bits) as a function of the ground track offset of

Eq. (6.5) (maximum elevation, §5}2¢) for our non-decoy single-photon source (ND SPS)

protocol (solid lines) and the 2-decoy weak coherent pulse (2D WCP) protocol (dashed
lines), emitting at Ha (656.448 nm), Ca II (854.445 nm), and C-band (1550.027 nm)
(a) in daylight and (b) at night.

clusively considering zenith passes, i.e. when the maximum elevation angle 05,5 = 90°,
for our non-decoy SPS and the 2-decoy WCP emitting at Ha, Ca II, and C-band
wavelengths, both during the daylight and night communication. During daytime op-
erations, Figure 6.4 (a), it is evident that Ha and Ca II Fraunhofer lines supersede the
telecom C-band in key performance for altitudes smaller than 1240 km. Notably, our
non-decoy SPS surpasses the 2-decoy WCP up to an altitude of 1000 km for both Ha
and Ca II lines. If we consider the C-band, our non-decoy SPS performs better than the
2-decoy WCP up to 500 km altitude. This pattern is also observed during nighttime
operations, since the counts due to background light at the C-band are extremely low,
see Figure 6.3. However, at overly high altitudes, the 2-decoy WCP surpasses our non-
decoy SPS for both day and night. Moreover, in daylight, there is an advantage of the
2-decoy WCP C-band for altitudes higher than 1240 km for non-decoy SPS Ha, 1500
km for non-decoy SPS Ca II, and 2000 km for 2-decoy WCP Ha. The improvement of
the C-band in these regions during daylight occurs because it has the lowest background
C—band

probability, see Figure 6.3, e.g. ppq ~ 3.52 x 1079 at zenith, amongst the three

wavelengths for 1 ns of detection time, e.g. pg% ~ 1.77 x 10~* and pgaﬂ ~4.29 x 107°
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Protocol - Wavelength 7%° (dB) SKL ... (Gb) SKL.%% (Gb) SKL:M% (Gb)
ND SPS - Ha 17.55 3.4829 4.0034 7.5763
2D WCP - Ha 17.55 1.1411 1.8912 3.0323
ND SPS - Ca II 18.60 2.6308 2.7958 5.4266
9D WCP - Ca II 18.60 1.2383 1.4972 2.7355
ND SPS - C-band 23.31 0.2215 0.2278 0.4493
2D WCP - C-band 23.31 0.3204 0.3308 0.6512

Table 6.2: Expected annual secure key length with the ground station at the equator,
i.e. SKL i =13.89x10~* (SKL i, +SKL i ) for the non-decoy (ND) SPS and the 2-

annua annua; annual

decoy (2D) WCP protocol operating at each wavelength during daylight and night
time operation.

at the zenith. This together with the 2-decoy method makes C-band tolerate higher
altitudes in daylight communication. Similarly, at night, Figure 6.4 (b), our non-decoy
SPS with either Ha or Ca II achieves better results compared to the 2-decoy WCP with
the same wavelengths for up to 1000 km. The maximum altitude to have an operational
quantum channel for an SPS is beyond 4000 km. However, for long distances, 2-decoy
WCP becomes extremely more efficient during the night.

Most satellite overpasses will not cross over the zenith of the ground station. To

extract the maximum amount of secure key for each overpass, the QKD system needs to

max

ek, although we impose a minimum

operate even at low maximum elevation angles

elevation angle 951613 = 10° (ground track offset dpi, ~ 1563 km) for transmission.

To evaluate all possible non-zenith passes, we represent the SKL vs the ground track
offset and the maximum elevation angle of the overpass, see Figure 6.5. As expected,

when 07%* decreases the extracted key is reduced. During the night, Figure 6.5 (b),

elev

the 2-decoy WCP for C-band does not show any improvement over its non-decoy SPS
version. During daylight operation, Figure 6.5 (a), our non-decoy SPS emitting at Ho

line outperforms all other alternatives up to a 600 km ground track offset (052 > 40°).

This superior key performance extends up to about 800 km during nighttime operations.

Furthermore, during daylight, even though the 2-decoy WCP C-band tolerates lower

max
6elev

decoy WCP C-band up to 750 km and 950 km ground track offset, respectively. This

angles than others, non-decoy SPS Ha and Ca II continue to outperform the 2-

SPS advantage is clearly displayed when we estimate the key length volume over a year.

equator
annual

Table 6.2 presents SKL the expected annual secure key length, using Egs.
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Protocol - Wavelength 7> (dB) SKL’® (bm) SKL)" (bm)

loss

int

int

ND SPS - Ha 17.55 2.51 x 1013 2.94 x 1013
2D WCP - Ha 17.55 8.21 x 1012 1.36 x 10'3
ND SPS - Ca IT 18.60 1.89 x 1013 2.01 x 1013
2D WCP - Ca 11 18.60 8.91 x 1012 1.08 x 10%3
ND SPS - C-band 23.31 1.59 x 102 1.64 x 102
2D WCP - C-band 23.31 2.31 x 1012 2.38 x 1012

Table 6.3: Integral of the secure key length curve in bits-meter unit for 500 km of satel-
lite altitude for each protocol and wavelength during daylight and night time operation.

(6.21) and (6.22), for the proposed wavelengths and sources during daylight and night-
time operation assuming the ground station at the equator. We associate each wave-
length with a system loss metric né(}’,sss, defined as the total dB loss of the quantum link at
the zenith. To obtain those SKLs we integrate the SKL in Figure 6.5 using Eq. (6.20).
The corresponding outcomes in bits-meter unit are given in Table 6.3. Operating a
2-decoy WCP at night, Ha shows higher annual SKL than Ca II and C-band, while
during daylight Ca II outperforms the other two operating wavelengths. Considering
our non-decoy SPS, the Ha line is superior to the other two candidates during daylight
and nighttime operations. Overall, we estimate that our non-decoy SPS Ha generates
the highest SKL of 7.5763 Gb per year among all the combinations of protocols and
wavelengths.

In general, the Ha line has the lowest system loss metric amongst all wavelengths,
and total link losses for a zenith pass as shown in Figure 6.2, while C-band clearly starts
with a considerable disadvantage compared to the visible and infrared candidates, see
the 77;‘;,?55 in Table 6.2 or Figure 6.2. This gap of approximately 6 and 5 dB loss in relation
to Ha and Ca II, respectively, is mainly due to a higher diffraction loss of the C-band,
again shown in Figure 6.2, since longer wavelengths experience higher beam broadening
and consequently the transmission efficiency through the ground station telescope is
lower. Albeit the channel loss difference between these wavelengths decreases during
the satellite zenith pass depicted in Figure 6.2, the secure key length for the C-band
does not exceed the other wavelengths in most scenarios.

Even if the channel loss assumptions made in this study might seem idealistic when

contrasted with the Micius satellite implementation, they remain within the realm
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Figure 6.6: The secure finite key length (bits) as a function of the system loss metric for
our non-decoy single-photon source, denoted by SPS, and the 2-decoy WCP, denoted
by two-decoy source (TDS), emitting at Ha (656.448 nm), Ca II (854.445 nm), and
C-band (1550.027 nm) (a) in daylight and (b) at night. Note that every wavelength
starts at the dB of the system loss metric shown in Table 6.2 and we compute steps of
1 dB.
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of feasibility given the constant advancement in satellite communication technologies,
targeting lower losses. However, we also explore scenarios with higher losses (system
loss metric) to determine which combination of source, protocol and wavelength is more

resistant. Figure 6.6, illustrates the secure key length as a function of the system loss

loss

sys » Which we employ as the most representative loss of the entire zenith pass.

metric 7
If nég’,sss increases, we see that the most resilient wavelengths are Ca II and C-band for

daylight, and Ha and again Ca II for nighttime operation. In particular, both of these

pairs of optimal wavelengths, either at night or in daylight, practically tolerate the same

loss

sys is higher than the system loss metric of

range of system loss. As expected, when 7
C-band (23.31 dB), the non-decoy SPS protocol loses its advantage over the 2-decoy
WCP for the Fraunhofer lines. Additionally, if a real-life implementation of the QKD
system for any of these wavelengths experiences greater losses than those predicted
by our theoretical model, the aperture of the telescope can be increased to reduce the

system loss metric and ensure that it continues operating within the favourable regime

for the non-decoy SPS protocol, below 23.31 dB.
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Conclusion

In the non-decoy SPS protocol, we have drastically reduced the required size of the
block to generate high keys that approach the asymptotic limit, thereby increasing
the maximum tolerable loss of the system. These results were primarily achieved by
introducing tighter bounds to account for the statistical fluctuations due to finite key
effects. This approach also allows us to extend the range of tolerable channel losses by
introducing a pre-attenuation on Alice’s source, overcoming the limitations of previous
non-decoy analyses where loose bounds prevented pre-attenuation from enhancing the
maximum tolerable loss. For our non-decoy SPS, successfully generate non-zero keys
over 175 km of fibre using an actual quantum dot source for a block of 107 received
signals. In contrast, using the previous non-decoy analysis found in the literature, non-
zero key generation is only achievable up to a maximum distance of 25 km for the same
block size, due to its loose deviations applied to the expected probabilities and rates in
the finite-key analysis.

Thus, we demonstrate that SPSs with sufficiently high brightness and low second-
order correlation function can serve as a viable alternative source for short-range QKD
networks operating at short acquisition times. These results encourage experimentalists
to implement practical SPSs in a BB84 protocol, avoiding the experimental complexity
of building decoy states. Additionally, we show that an extra decoy vacuum state
is not beneficial for the non-decoy SPS. Ultimately, we provide an easy-to-compute

model for experimentalists, enabling them to estimate the key generation rates of their
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practical SPSs with minimal effort, requiring only the characterization of the time-zero
second-order correlation function, which is typically performed, and the mean photon
number.

However, as expected, we demonstrate that 2-decoy WCP is superior to non-decoy
SPS in most scenarios, particularly where small block sizes and the low-loss regime are
avoided. In response, we present two novel and adapted decoy methods for practical
SPSs, inspired by the traditional 1-decoy and 2-decoy models with WCPs. These
methods retain the simplicity of partially characterizing the SPS distribution using
two measurable quantities, once again providing a model that can be straightforwardly
computed. We demonstrate an SPS with a mean photon number (n) > 0.2 enhances key
generation over the decoy WCP with optimised intensity levels, specifically in the high-
loss regime. Therefore, we conclude that, since practical SPSs have already achieved
a sufficiently low ¢((0), further efforts to optimize SPSs in order to surpass WCPs
in QKD should focus on increasing their mean photon number rather than further
reducing ¢®(0).

In the diagram shown in Figure 7.1, we synthesise the analysis regarding the param-
eter regimes in which SPSs outperform WCPs for the implementation of BB84 QKD.
This comparison was discussed in detail in Sections 4.5.2 and 5.6.2. The optimal choice
of source depends on the parameters defining the QKD scenario, including the source
repetition rate, channel loss, and the mean photon number (intensity) of the emitted
states.

Our results indicate that the principal advantage of SPSs in terms of secret key
generation arises when they operate at a mean photon number (n) > 0.2. In this
regime, SPSs can achieve higher key rates than WCPs. For lower mean photon num-
bers, however, the performance gap narrows substantially, and any advantage of SPSs
is restricted to small block sizes and low-loss channels. Moreover, within the decoy pro-
tocol for a SPS with (n) > 0.2, the key rate enhancement of SPSs over WCPs becomes
more pronounced as the block size decreases.

Therefore, our results suggest that the shorter the finite block, the better the SPS

protocols handle the statistical fluctuations of observed values while exhibiting a greater
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Do both SPS and WCP
»@—» operate at the same

repetition rate?

Does the
SPS have
{n) >0.2?

Is the block size
less than 10
million sent

signals?

Are the channel
losses less than
26.5 dB?

Do you want to
compare the
non-decoy and decoy
method for SPS?

Figure 7.1: Summary of the optimal QKD protocol selection between SPSs and WCPs
depending on different parameter scenarios.

capacity than WCPs to reduce multiphoton emissions. However, note that the assump-
tions made in the SPS distribution for our decoy methods are not present in decoy WCP.
Although we relax the required conditions on the photon emission probabilities com-
pared to previous decoy studies with arbitrary distributions, further research is needed
to relax these assumptions even more. This could be achieved by developing a more
comprehensive method to characterise and handle the photon emissions of the SPS in
the estimation of vacuum and single-photon detection events.

Regarding the second-order correlation function for SPS applied to QKD. An ex-
tremely low g(z)(O) is advantageous for non-decoy SPS protocol, even though the pre-
attenuation of the source consistently extends the range of tolerable losses. However, in
decoy SPS protocols, since the multiphoton contribution is already bounded by the de-

coy method, which provides a tighter estimate of the secure events than the non-decoy
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SPS, decreasing g(® (0) does not yield significant improvement. In fact, the decoy state
is already extremely attenuated for block sizes below one hour of acquisition time.

Finally, we demonstrate that practical SPSs could also offer an advantage in free-
space QKD, particularly in downlink satellite communication. Our collaborators iden-
tified two favourable wavelengths, the Ha and Ca II Fraunhofer lines, for daylight
operation, and we evaluated them together with the telecom C-band for satellite QKD
in the finite-key analysis. Our channel model for each wavelength shows lower losses for
the Ha and Ca II lines than for the C-band. This model does not consider any internal
losses on the receiver side, which could be mitigated by implementing adaptive optics
and further technological improvements. Notably, we show the greatest annual volume
of key generation for the Ha line using our non-decoy SPS, surpassing the 2-decoy
WCP protocol. This result is relevant as it demonstrates how alternative quantum
sources and wavelengths can outperform WCPs and C-band in free-space QKD. More-
over, our analysis contributes significantly to the ongoing discussion on optimising the
key generation for upcoming satellite missions that aim to employ an SPS.

However, to conduct a fair comparison with decoy WCP in our satellite-to-ground
QKD simulation model, it is necessary to introduce the decoy SPS protocols presented
in this work. Based on our results in fibre, one may certainly expect that decoy SPS
would offer better key rate performance than non-decoy SPS, and potentially surpass
the 2-decoy WCP for a broader range of non-zenith passes and satellite altitudes. Ad-
ditionally, it is important to note that overall cloud cover notably reduces visibility,
which is essential for effective QKD operations, a factor that varies considerably across
different geographical locations, seasons, and specific weather conditions. Incorporat-
ing weather conditions into our model would be a clear progress towards simulating
and analysing key performances that are feasible to reproduce in real-life QKD imple-

mentation.
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Appendix A

Additional Lower bounds on the

Single-Photon Events

Here, I reproduce the lower bound on the number of single-photon events for the decoy

papers that used arbitrary photon statistics using our notation. For Wang’s and Fol-

letos’s papers [136,138,139], the signal and one decoy state are used to derive the lower

bound of sx ;. Expressing Eq. (5.18) in terms of the number of events by multiplying

by the basis bias squared p?X and the sent signals Ng, we obtain

(0.)
_ Dsv)y (1) DPs1) (1) Ps) (1)
N =-2-P e E <2 -P
X,6(1 B L0 s$x,0+ P 1 3X,1+n:2 p in SX.n
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where the terms related to multiphotons are
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Similarly, expressing Eq. (5.19) in terms of the number of detection events, we obtain

NX’(S(Q) = Ps@ P52)8X70 + 1)67(12)1:’1(2)5)(,1 + )\mp. (A.4)

Py P

Hence, this multiphoton term can be expressed as

)‘mp = NX,5(2) - pjéz) PéQ)SXp - ]%le)s_x’l. (A5)
0 1

Replacing it in Eq. (A.1) and solving for the single-photon events

Py

Ny st Ny s@
sx1=—gra—maw | e B
P2 Pl _P2 Pl

2 2
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2) (1 1) »(2) $X,0 2
0

These multiphoton terms may be confusing to understand the lower bound derivation.

Therefore, to make it clearer, we can expressed Ay, as

(1)
P. SXn
R (e S w
2 n

n=2

To derive the lower bound, we need to impose A > 0, which implies the following
inequality

PYP® < PAPD for n > 2 (A.8)

n

and the denominator must fulfilled
PP pY > pUp®, (A.9)

Thus, the lower bound of the single-photon events is given by
Py
P2(2)P1(1) — P2(1)P1(2)
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However, one can derive the same lower bound with less complex mathematical artifices

first using Eqgs. (5.18) and (5.19) and solving for P, |,

1
P2(1)P1(2) . P2(2)P1(1)

FY(RPRO - BOR) By,
n=3

Py = PP, 500 = PP s + (B RSY = PORP ) Puyg

I

(A.11)

and then applying the same conditions of eq (A.9) and a relaxed version of Eq. (A.8)
for n > 3 instead of n > 2 to Eq. (A.11) and writing it in terms of the number of

events, we obtain the same lower bound as Eq. (A.10).
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