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Abstract

Conversational systems have become increasingly embedded in our daily interactions
across domains such as healthcare, e-commerce, education, and customer service. While
these systems offer benefits for accessibility and user experience, they also introduce
opportunities for manipulation that can compromise privacy, security, and user au-
tonomy. Previous research on conversational system security has focused primarily
on technical vulnerabilities, with limited attention to psychological vulnerabilities in
human-AT interaction.

This thesis demonstrates that adversarial techniques derived from scam principles,
specifically Need & Greed, Time, and Social Compliance, can be systematically oper-
ationalised in conversational systems, with their effectiveness varying significantly by
context, domain, and implementation technology. I present a comprehensive view of
these vulnerabilities by examining how psychological principles from scam research,
Cialdini’s influence principles, and Temporal Construal Theory collectively provide a
framework to understand user manipulation in conversational systems.

I define and explore key concepts of psychological vulnerabilities, demonstrating how
these techniques can systematically influence user attitudes and behaviours in different
contexts. I investigate these concepts through a methodological progression across
three user studies, advancing from a controlled Wizard-of-Oz simulation to interactive
narratives to a dynamic LLM-based implementation.

Using a Wizard of Oz framework in chapter 4, I first develop and validate a method-
ology for investigating adversarial techniques in a flight reservation scenario. The results
demonstrate that the Need & Greed and Time techniques significantly impact comfort
levels and willingness to disclose information while trust levels remain relatively stable.
In chapter 5, I then extended this investigation to multiple domains using Twine, an
interactive narrative platform, to examine how these techniques function across health-
care, financial management, online shopping, and home security scenarios. The findings
reveal context-specific vulnerability patterns, with healthcare scenarios demonstrating

higher resistance to Need & Greed techniques while showing increased acceptance of
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Chapter 0. Abstract

the Time technique.

In the final user study in chapter 6, I implement Social Compliance and Need &
Greed techniques in LLM-based conversational systems using the Llama 3.3-70b API to
explore real-time user responses and defensive adaptations. The results reveal that the
Social Compliance technique achieves higher overall compliance rates than the Need
& Greed technique but operates through more subtle and gradual influence mecha-
nisms. Additionally, LLM-based systems create unique vulnerability patterns, includ-
ing a recognition-behaviour gap where users identify manipulation attempts without
demonstrating proportional resistance behaviours.

Overall, this thesis demonstrates that adversarial techniques derived from scam
principles can be systematically operationalised in conversational systems, with their
effectiveness varying significantly by context, domain and implementation technology.
By characterising these psychological vulnerabilities across different contexts and imple-
mentation technologies, this thesis provides an empirical foundation for future security
approaches that address the psychological dimensions of conversational system inter-

actions, enabling more secure and ethical design practices in human-Al interaction.
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Chapter 1

Introduction

Do your best to present yourself to God as one approved, a worker who
does not need to be ashamed and who correctly handles the word of

truth. 2 Tim 2:15 (NIV)

Conversational systems, including chatbots and voice assistants, have become in-
creasingly embedded in our daily interactions. These systems provide more natural,
accessible ways for users to interact with digital services across domains, such as health-
care [2, 3], e-commerce [4], education [5, 6], and customer service [7, 8, 9]. The grow-
ing prevalence of these systems has been accelerated by advances in natural language
processing and artificial intelligence [10], allowing more sophisticated, context-aware
interactions that closely mimic human conversation patterns [11].

Although these advances offer significant benefits for accessibility and user expe-
rience, they also introduce new opportunities for user manipulation and exploitation.
Unlike traditional graphical user interfaces, conversational systems establish rapport
through dialogue, creating social bonds that can influence user behaviour and decision-
making [7, 12]. This relationship between conversational systems and users raises cru-
cial questions about information security [13], privacy [14], and user autonomy [15],
particularly when these systems employ techniques designed to influence or manipulate
user attitudes and behaviours.

Specifically, as users increasingly disclose personally identifiable and sensitive infor-
mation during conversational interactions [16], important questions emerge: How much
personal information do users reveal to conversational agents, and in what contexts
does this disclosure occur? How can conversational systems be designed or manipu-

lated to elicit greater information disclosure from users [17]7 What are users’ privacy
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expectations for conversational data, and how do these align with actual data handling
practices [18]? To what extent can conversational agents exploit personal information
to influence user decisions and behaviours [19]7

These questions become increasingly important as conversational systems advance
from simple rule-based chatbots to sophisticated Al-driven assistants capable of adapt-
ing their approach to individual users. Understanding how users respond to influence
attempts such as those derived from established psychological principles of persuasion
(e.g., scarcity, urgency, authority, and social proof) that are employed to shape user
behaviour and decision-making [7, 20] in these conversational contexts is essential for
building more secure, ethical systems while protecting users from potential manipula-
tion.

By systematically examining these techniques in progressively more sophisticated
environments, this research provides insights into their impact on user behaviour and
attitudes, including trust, comfort, willingness to disclose information, and perceptions
of privacy and security. These insights contribute to our understanding of human-
computer interaction while informing the development of more secure, ethical conver-
sational systems.

This thesis specifically focuses on text-based conversational systems. While con-
versational systems also include voice assistants and multimodal platforms, the scope
here is restricted to textual dialogue interactions. This focus reflects the centrality of
chat-based systems in everyday use and their suitability for examining how adversarial
techniques are operationalised in sustained language exchanges.

The purpose of this thesis is to investigate how adversarial techniques derived from
scam principles can be systematically operationalised in text-based conversational sys-
tems and to analyse how these techniques influence user behaviour and attitudes across
different contexts and implementation technologies. In doing so, this research seeks to
identify psychological vulnerabilities that have not been sufficiently examined in exist-
ing literature and to provide insights that support the development of more secure and
ethical conversational agents.

In this thesis, the term adversarial techniques refers to deliberate conversational
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strategies derived from scam and social engineering principles that are used to manip-
ulate or deceive users during dialogue. These techniques operate at the psychological
and behavioural level, exploiting factors such as trust, compliance, urgency, or reward-
seeking to influence user decisions in conversational contexts. This use of the term
is consistent with recent research that defines adversarial techniques as the specific
behaviours or methods employed by attackers to undermine systems or mislead their
targets [21]. It is important to note that this thesis uses the term in relation to human-
facing manipulation in interactive dialogues and does not use it in the narrower sense
of adversarial machine learning, which concerns model-level perturbations designed to

fool algorithms.

1.1 Research Motivation

Building on Stajano and Wilson’s [1] work on the psychological principles exploited in
scams, this research investigates how similar principles can operate within dialogue-
based interactions between users and conversational systems. Stajano and Wilson
identified seven principles commonly exploited in fraudulent schemes: Distraction, So-
cial Compliance, Herd, Dishonesty, Kindness, Need & Greed, and Time. While their
research focused on how these principles enable successful scams in face-to-face and
traditional online interactions, a significant gap remains in understanding how they
might be operationalised in conversational systems. This gap is particularly concern-
ing given the increasingly naturalistic interactions enabled by modern conversational
systems, where the line between human-machine communication continues to blur.
From these seven principles, I selected three: Need & Greed, Time, and Social
Compliance, for investigation based on their relevance to conversational system con-
texts. The Need & Greed principle exploits users’ desires for benefits or rewards, often
encouraging greater information disclosure [22, 23]. The Time principle creates artifi-
cial urgency, prompting quicker, less deliberative decision-making [24, 25]. The social
compliance principle leverages users’ tendency to obey authority figures and follow

social norms [26, 27]. These principles align with established theories of persuasion,
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including Cialdini’s [28] principles of influence and temporal construal theory [29]. By
systematically investigating these principles in conversational systems, this research
aims to bridge theoretical understanding with practical insights for system design and

user protection.

1.2 Research Gaps

In examining the existing literature, I have identified several significant gaps in our
understanding of psychological vulnerabilities in conversational systems. Previous re-
search has predominantly focused on technical and explicit information vulnerabilities,
with limited integrated attention to the psychological and linguistic mechanisms of
user manipulation. Where psychological dimensions have been considered, they are
often examined in fragmented ways, either through anthropomorphic design or ethical
concerns, rather than as integrated techniques within natural language conversation
[14, 30].

This lack of evidence leaves little understanding of how users actually perceive,
trust, and respond to Al-driven dialogue systems when exposed to adversarial tech-
niques. Existing research has not systematically examined user attitudes such as trust,
comfort, perceptions of privacy and security, nor behavioural responses such as dis-
closure, compliance, or resistance. These dimensions are fundamental to my research,
where I analyse how adversarial techniques influence user behaviour and attitudes across
multiple domains and implementation technologies.

Recent empirical work highlights this gap, demonstrating that many users hold
mistaken beliefs about LLM-based chatbots’ safety, confusing a bot’s empathetic tone
with genuine accountability and assuming their disclosures are protected by human
healthcare regulations [31]. Research has introduced the notion of “intangible vulnera-
bility,” describing how emotional or psychological disclosures are undervalued by users
compared to more tangible personal data. In other words, people often underestimate
the risk of sharing sensitive feelings or trust with a chatbot, a form of psychological

vulnerability quite distinct from technical flaws. Such findings highlight that these
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psychological vulnerabilities, unlike a software bug or security hole, exploit intangible
aspects of human behaviour such as trust, social compliance, and risk perception that
the current literature has only superficially addressed [31, 32]. This gap in understand-
ing user attitudes and behaviours in conversational contexts is especially concerning as
AT chatbots become more persuasive and prevalent.

FEmpirical evidence demonstrates that these psychological vulnerabilities manifest
through multiple interconnected mechanisms in conversational interactions. Pre-registered
randomised controlled trials have shown that large language models can exploit even
minimal personal information to achieve substantially higher persuasion rates compared
to human interlocutors, with users showing 81.7% higher odds of opinion change when
conversational agents possess basic demographic data [18]. This exploitation capability
represents a distinct vulnerability class that operates independently of technical security
measures. Systematic reviews examining privacy concerns across conversational inter-
actions reveal that users face compounding risks, including manipulation through self-
disclosure, trust exploitation, and inadequate comprehension of data collection practices
[33]. Moreover, research examining real-world usage patterns demonstrates that whilst
LLM-based conversational agents generate significant privacy concerns amongst users,
their design features often impede users’ ability to comprehend and manage these risks,
revealing how system architecture itself can create vulnerability [34].

Studies analysing naturally occurring conversations between users and conversa-
tional agents have identified concerning patterns of emotional dependency, attachment
formation, and increased disclosure of sensitive information during extended interac-
tions [35]. Longitudinal investigations reveal that higher daily usage correlates with
increased loneliness, emotional dependence, and problematic use patterns, suggesting
that vulnerabilities intensify through sustained interaction rather than remaining static.
Expert analyses from mental health professionals examining therapeutic chatbots have
revealed significant gaps between marketed capabilities and actual safety, particularly
regarding inappropriate responses to vulnerable users [36]. These empirical findings
establish that psychological vulnerabilities in conversational systems emerge through

persuasive capability exploitation, privacy risk comprehension failures, emotional de-
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pendency formation, and inappropriate system responses—mechanisms that operate
distinctly from traditional technical security threats. The confluence of these vulner-
abilities, particularly in the context of increasingly sophisticated systems capable of
sustained, personalised dialogue, underscores the critical need for systematic investiga-
tion of how adversarial techniques derived from psychological principles operate across
different conversational contexts and implementation technologies.

Beyond the user perspective, several theoretical frameworks from psychology and
security have not yet been fully operationalised in text-based conversational settings.
The work of Stajano and Wilson [1] established valuable foundations for understanding
psychological vulnerabilities in security contexts, but their research primarily addressed
traditional scam scenarios rather than conversational system interactions. Their frame-
work, while insightful, requires adaptation to account for the unique characteristics of
dialogue-based systems, including sustained interaction, trust development over time,
and the absence of visual cues that might otherwise trigger caution.

Despite their relevance, Cialdini’s principles of influence [28] have not been thor-
oughly investigated in conversational system contexts. Existing studies have typically
examined static persuasion attempts rather than the dynamic, adaptive interactions
characteristic of modern conversational systems [7, 37]. This gap is particularly sig-
nificant given the increasingly sophisticated capabilities of dialogue-based systems to
establish rapport and simulate human-like interaction patterns [12].

Similarly, applications of Temporal Construal Theory [29] have focused predomi-
nantly on decision-making in non-technological contexts. The theory’s implications for
user behaviour in time-pressured interactions with conversational systems represent a
significant gap in our current understanding, particularly as these systems increasingly
employ urgency and scarcity tactics [24, 38].

In my research, I directly address these gaps by conducting a user-centric investiga-
tion of adversarial conversational techniques and their effects. Specifically, I undertake

the following steps to bridge the identified gaps:

e Adapting psychological frameworks to conversational contexts: I trans-
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late established principles of manipulation, such as those from Stajano and Wil-
son’s scam framework and Cialdini’s influence tactics, into the setting of Al-driven
chat dialogues, accounting for the unique characteristics of this medium. This
includes incorporating features like sustained, two-way interaction, the gradual
development of user trust over time, and the absence of physical cues, all factors

that can create or amplify intangible psychological vulnerabilities in users.

e Evaluating across multiple domains for generalisability: I examine how
these adversarial techniques play out in different usage domains, including health-
care, financial management, e-commerce, and home security, in order to test
whether certain psychological vulnerabilities persist across contexts or are
domain-specific. By comparing user attitudes and compliance in these varied sce-
narios, the research identifies which manipulation strategies are broadly effective

and which rely on domain-dependent nuances.

e Analysing the impact of implementation technology: I investigate how the
form of the conversational system, from a constrained Wizard-of-Oz chatbot to a
fully generative LLM-based agent, influences the manifestation of psychological
vulnerabilities. This comparative approach reveals whether more sophisticated
Al systems introduce new patterns of exploitation, for example, subtle language
tactics or adaptive persuasion, that simpler implementations do not, thereby

uncovering any novel psychological vulnerabilities unique to advanced LLMs.

e Observing user defence and adaptation over time: I study how users
recognise, resist, or succumb to manipulative prompts over successive interactions,
shedding light on behavioural adaptation. This perspective captures whether
users strengthen their defences, or conversely become more complacent, as they
move through the experiment. Understanding this evolution is key to identifying
psychological weak points, such as moments where users’ initial caution might

wane, that are not apparent in short-term or one-off studies.

By integrating insights from these multiple perspectives and systematically testing
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them in real conversational settings, my work establishes an empirical foundation for un-
derstanding user-centred psychological vulnerabilities in Al-driven dialogues. This
approach moves beyond the prevailing focus on technical exploits. Instead, it highlights
the equally critical psychological dimensions of security, including those intangible fac-
tors of trust and persuasion that were previously overlooked. In doing so, the thesis
directly aligns its focus with the gaps mentioned above. These gaps inform the research
aims set out in the next section, and by addressing them, the thesis delivers novel con-
tributions to the field: it broadens the security discourse to include user behaviour and
attitudes, demonstrates how classic influence theories can be operationalised in modern

chatbots, and provides practical insights for designing safer conversational systems.

1.3 Thesis Statement

The statement of the thesis is that adversarial techniques derived from scam principles,
specifically Need & Greed, Time, and Social Compliance, can be systematically opera-
tionalised in text-based conversational systems, with their effectiveness varying signif-
icantly based on context, domain, and implementation technology. This central claim
demonstrates that psychological vulnerabilities in conversational Al are not incidental
but can be empirically defined, measured, and compared across settings. The the-
sis further shows that user attitudes and behaviours, including trust, disclosure, and
resistance, are shaped by these adversarial techniques, and that such vulnerabilities
must be recognised alongside technical security measures in the design and governance
of conversational systems. By establishing this understanding, the thesis contributes
new empirical evidence and theoretical perspectives to the study of human—Al inter-
action, while offering practical insights for stakeholders, including system designers,

policymakers, and educators who seek to mitigate risks and protect user autonomy.
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1.4 Dissertation Aim, Objectives, and Research Questions

This section presents the aim, objectives, and overarching research questions that frame
this research. Each empirical study reported in Chapters 4, 5, and 6 subsequently
formulates its own study-level research questions, mapped explicitly to the objectives

below.

1.4.1 Dissertation Aim

The aim of this research is to examine how psychological adversarial techniques influ-
ence users during interactions with conversational systems and how these influences

vary across different domains and implementation technologies.

1.4.2 Objectives
To achieve this aim, the research pursues the following objectives:

1. To adapt established psychological principles, namely Need and Greed, Time,

and Social Compliance, to the context of conversational Al

2. To investigate how these adversarial techniques influence user attitudes such as
trust, comfort, and privacy concern, and user behaviours such as information
disclosure, compliance, and resistance, across healthcare, financial management,

e-commerce, and home security domains.

3. To analyse how system implementation, ranging from controlled Wizard of Oz
simulations through interactive narrative platforms to dynamic large language

model interactions, shapes the manifestation of adversarial techniques.

4. To examine how users develop or fail to develop defensive behaviours over time

in response to repeated exposure to adversarial conversational strategies.

1.4.3 Research Questions
This thesis addresses the following overarching research questions:

10
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1. How can adversarial techniques derived from scam principles be systematically

operationalised in conversational systems?

2. How do these adversarial techniques influence user attitudes and behaviours

across different domains?

3. How do implementation technologies affect the manifestation and effectiveness of

adversarial techniques in conversational systems?

4. How do users develop and adapt defensive behaviours in response to adversarial

techniques in conversational systems over time?

1.5 Contributions of the Thesis

This thesis makes the following contributions to research on conversational systems,

information security, and human—computer interaction:

e Empirical contribution: The thesis systematically validates psychological vul-
nerabilities in conversational systems across three user studies. It demonstrates
how adversarial techniques derived from scam principles influence user trust, com-

fort, willingness to disclose information, compliance, and resistance.

e Conceptual contribution: By adapting scam-based adversarial techniques
to conversational systems dialogue, the thesis extends existing security frame-
works and identifies the phenomenon of the recognition—behaviour gap, in which
users recognise manipulation but still comply. Concretely, the thesis advances
a user-centred psychological-security framework that complements existing tech-
nical frameworks such as the UK AI Cyber Security Code of Practice [39] and
the NIST AI Risk Management Framework. The framework characterises ad-
versarial techniques along three axes: (i) the underlying psychological principle
exploited (Need & Greed, Time, Social Compliance); (ii) the domain in which the
dialogue occurs (e.g., healthcare, online shopping, financial management, home

security); and (iii) the implementation technology of the conversational system
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(Wizard of Oz, scripted Twine narratives, generative LLMs). For each combi-
nation, the framework prescribes the user-side compliance behaviours that are
most at risk, namely (a) limiting unsolicited self-disclosure when systems offer re-
wards, discounts, or other “Need & Greed” inducements; (b) refusing to comply
with artificially time-pressured prompts before verifying their legitimacy; (c) scru-
tinising authority cues, such as claims of expertise or appeals to social proof, be-
fore acting on system recommendations; and (d) maintaining critical engagement
during sustained interactions, since the recognition—behaviour gap demonstrates
that mere awareness of manipulation does not guarantee resistance. In short,
users are expected to adopt a posture of critical, reflective trust: questioning the
source, motive, and timing of conversational prompts before disclosing informa-
tion or accepting system recommendations, particularly in sensitive domains such

as healthcare and finance.

e Methodological contribution: The research establishes a staged methodology
for studying adversarial techniques in text-based conversational systems, pro-
gressing from controlled Wizard of Oz experiments to interactive narrative scenar-
ios and dynamic LLM-based systems. This progression also enables comparative
analysis across implementation technologies. In this thesis, the term “implemen-
tation technologies” refers to the three concrete platforms used to operationalise
adversarial techniques in dialogue: (i) a Wizard of Oz (WoZ) chat interface in
Chapter 4, in which a human experimenter simulated the system’s responses be-
hind the scenes, providing high control over experimental stimuli; (ii) a Twine
interactive-narrative platform in Chapter 5, which used branching, scripted dia-
logue trees to deliver scenario-specific adversarial cues across healthcare, online
shopping, financial management, and home security domains; and (iii) a Large
Language Model (LLM)-based conversational agent in Chapter 6, implemented
through a Flask application that called the Llama-3.3-70B API and embedded
the adversarial techniques in carefully designed system prompts. Together, these

three implementation technologies span a spectrum from fully human-mediated
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through scripted to fully generative dialogue, allowing the thesis to isolate which
manifestations of adversarial techniques are tied to specific technologies and which

are technology-invariant.

e Theoretical contribution: The findings extend psychological and security the-
ory by showing that psychological vulnerabilities operate differently from tech-
nical vulnerabilities, that vulnerability patterns vary across domains, and that
user susceptibility can shift during interactions, challenging rational actor models
of security. The security domains referred to here are specifically: (i) infor-
mation security and the human factors of cybersecurity, where prevailing mod-
els assume users perform deliberate cost—benefit analyses before disclosing in-
formation [1, 40]; (ii) privacy and self-disclosure research in human—computer
interaction, which often models users as boundedly rational managers of con-
textual integrity [41, 42]; and (iii) Al security and conversational-system safety,
including emerging guidance such as the UK AI Cyber Security Code of Prac-
tice [39]. The rational actor models of security challenged by this work are:
the economic rational-choice model of security decision-making developed by An-
derson and colleagues, in which users are assumed to weigh costs and benefits
of secure behaviour [43, 40]; the Protection Motivation Theory account of cy-
bersecurity behaviour, which presupposes deliberate threat appraisal and coping
appraisal [44, 45]; and the Privacy Calculus model, which frames disclosure as
a rational trade-off between perceived benefits and privacy risks [46, 47]. The
recognition—behaviour gap empirically observed in Chapter 6, where participants
explicitly identified manipulation yet still complied, is inconsistent with these
rational-actor accounts and instead aligns with dual-process and visceral-influence

theories of decision-making [48, 49].

e Practical contribution: The thesis provides insights for designing safer and
more ethical conversational systems. It highlights the importance of recognising
psychological manipulation as a security issue alongside technical flaws, and it

offers guidance for developers, policymakers, and educators seeking to mitigate
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risks and protect user autonomy.

1.6 Publications

Parts of this thesis have been published in peer-reviewed outlets:

e Aboshi, S., Thomas, D. R., and Moshfeghi, Y. (2025, July). *The Ethics of
Psychological Manipulation in Adversarial Conversational AI: Confronting the
Recognition—Behaviour Gap*. In Proceedings of the 7th ACM Conference on
Conversational User Interfaces (CUI 2025), pp. 1-6.

1.7 Thesis Outline

This thesis is organised into seven chapters to progressively build an understanding of

adversarial techniques in conversational systems.

Chapter 1: Introduction. This chapter introduces the research context, motiva-
tions, objectives, and thesis statement. It outlines the significance of understanding

adversarial techniques in conversational systems and provides a roadmap for the thesis.

Chapter 2: Background. This chapter presents the theoretical foundations and rel-
evant literature across information retrieval, conversational systems, and psychological
principles. It examines how psychological vulnerabilities manifest in human-computer

interaction and introduces key concepts that underpin the research.

Chapter 3: Theoretical and Methodological Foundations. This chapter brings
together the theoretical analysis of adversarial techniques and the methodological ap-
paratus used to investigate them. It analyses the psychological mechanisms behind
Need & Greed, Time pressure, and Social Compliance, and explains the progression

of methods used across the three empirical studies, from a Wizard-of-Oz simulation to
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a Twine-based narrative platform to an LLM-based implementation, including the ra-
tionale for the experimental designs, data collection procedures, and analysis methods

adopted.

Chapter 4: A Foundational Study of Adversarial Techniques in Conversa-
tional Systems. In this chapter, I present the first user study, which investigated
how Need & Greed and Time techniques influence user attitudes in a flight reservation
scenario using a Wizard of Oz framework. This chapter establishes baseline insights

into user responses to adversarial techniques.

Chapter 5: Expanding the Horizons: Contextual Impacts of Adversarial
Techniques in Conversational Systems. In this chapter, I extend the investi-
gation to multiple domains using a Twine-based platform. The chapter also examines
how context shapes the effectiveness of adversarial techniques, revealing domain-specific

variations in user responses.

Chapter 6: Investigating Social Compliance and Need & Greed Adversarial
Techniques in LLM-Based Conversational Systems. In this chapter, I explore
how adversarial techniques function in dynamic LLM-based interactions. The chapter
also investigates real-time user responses and defensive adaptations across healthcare,

online shopping, and neutral contexts.

Chapter 7: Conclusion and Future Work. This chapter synthesises findings from
all three studies, discussing theoretical implications and characterising the psychological
vulnerabilities identified throughout the research. It presents a comprehensive analysis
of how adversarial techniques operate in conversational systems, summarises the key
contributions to understanding the problem space, acknowledges the limitations of the
current research, and suggests directions for future work that can build upon this

empirical foundation.
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Chapter 2

Background

And we all, who with unveiled faces contemplate the Lord’s glory, are
being transformed into his image with ever-increasing glory, which

comes from the Lord, who is the Spirit. 2 Cor 3:18 (NIV)

This chapter provides the background and theoretical foundations necessary for
understanding adversarial techniques in conversational systems. It outlines the research
context and the principles that inform the studies presented in chapter 4, chapter 5,
and chapter 6.

In section 2.1, I trace the evolution of conversational systems from traditional IR
interfaces to modern interactive platforms, showing how their distinctive characteristics
create opportunities to influence user behaviour. In section 2.2, I examine the psycho-
logical foundations of adversarial techniques, focusing on Need & Greed, Time, and
Social Compliance, and consider how these principles operate within conversational

systems to shape decision-making and behaviour.

2.1 Conversational Systems

Building on these information retrieval principles, conversational systems significantly
advance how users interact with information. These systems transform traditional
paradigms by enabling natural language dialogue, creating a more intimate and per-
suasive interaction environment. This emergence introduces both opportunities and
vulnerabilities that warrant careful examination [50, 51].

The adoption of these systems has accelerated across multiple domains, each pre-

senting its unique interaction patterns. In the healthcare domain, they serve as acces-
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sible resources for patient information and support [2, 52, 53, 3], where trust is critical
due to the sensitive nature of discussions. Educational applications [5, 6] demonstrate
how these systems adapt to individual learning needs, while customer service imple-
mentations [7, 9, 8, 54] reveal how they handle complex user inquiries through sustained
dialogue.

The rise of mobile devices has also accelerated the adoption of conversational sys-
tems, with users increasingly seeking convenient and efficient ways to access information
[55, 56]. This trend intensified during the COVID-19 pandemic, particularly in health-
care services [53] and education [57], where the systems facilitated critical information
access during crisis conditions. This rapid adoption highlighted new patterns of user
reliance on these systems, especially during periods of uncertainty or stress. System re-
sponsiveness emerges as a crucial factor in these interactions. Research shows that the
interface characteristics, perceived expertise, and system responsiveness significantly
influence user trust and engagement [58, 59]. These elements become particularly sig-
nificant when we examine how conversational systems establish and maintain user trust

through ongoing dialogue.

2.1.1 Evolution and Characteristics of Conversational Systems

The evolution of conversational systems from early rule-based chatbots to sophisticated
Large Language Model (LLM) powered assistants highlights a transformative journey
in human-computer interaction. Early chatbots operated under deterministic rules,
providing a rigid interaction model where the user’s input was confined to preset options
or patterns. Systems like ELIZA demonstrated basic capabilities by employing simple
pattern-matching techniques to simulate conversational flow but lacked the depth and
contextual understanding required for nuanced dialogues [60]. These early efforts aimed
mainly at performing specific tasks, such as basic information retrieval, and were limited
in their ability to understand and respond to user queries in a flexible manner [61].
As research and technology progressed, the introduction of statistical methods en-

abled a shift towards a data-driven approach to dialogue management. This marked
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a transition from deterministic to probabilistic models, allowing systems to learn from
large datasets of human conversation and thereby enhancing their contextual compre-
hension and response accuracy [62]. The ability to parse user intent rather than relying
solely on keywords significantly improved interaction quality, laying the groundwork for
the development of more advanced systems capable of handling varied dialogues [63].
Unlike their predecessors, these statistical models could adapt to user input dynami-
cally, thereby enhancing user engagement and satisfaction [64, 65].

The introduction of Large Language Models (LLMs) represents a significant ad-
vancement in this progression, combining vast amounts of data with advanced neural
network architectures to generate coherent and contextually relevant conversational
outputs. These models leverage deep learning to better understand the complexities of
human language better, facilitating conversations that are not only syntactically correct
but also semantically rich [66, 67]. With the advent of LLMs, conversational systems
now possess the ability to reflect creativity and engage in multi-turn dialogues that
require memory and understanding of context, making them increasingly applicable

across various domains [68, 53].

2.1.2 LLM-based Conversational Systems

The integration of large language models (LLMs) presents a significant shift in how con-
versational systems interact with users. These systems can now maintain context across
multiple dialogue turns and demonstrate a sophisticated understanding of user intent
[69], thereby moving beyond the limitations of the traditional query-response patterns.
This capability enables a more natural conversation while also creating opportunities
for subtle influence through sustained interaction.

LLMs have significantly transformed the field of conversational systems, offering
state-of-the-art capabilities across diverse applications. In customer service, LLM-
powered chatbots have been pivotal in resolving queries and providing accurate, context-
sensitive responses, leading to enhanced customer satisfaction and operational efficiency
[70]. Virtual assistants such as Siri, Alexa, and Google Assistant similarly employ LLMs

to interpret user commands, generate humanlike interactions, and offer a personalised
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experience [71].

Beyond these domains, LLMs have demonstrated utility in content generation, lan-
guage translation, and sentiment analysis, expanding their applicability across multiple
sectors. In healthcare, for example, they are increasingly used in the management of
clinical documentation and the summarisation of medical literature. Studies have high-
lighted their potential to approach expert-level reasoning, as evidenced in domains such
as ophthalmology, where they can offer medical insights in resource-constrained settings
[72]. Similarly, in education, LLMs are facilitating the automation of labour-intensive
tasks, such as generating instructional content and grading assignments, allowing edu-
cators to focus on student engagement [73].

The ability to adapt to user behaviour represents another advancement in these
conversational systems as they can employ communicative strategies to enhance user
engagement [74], adjusting their responses based on detected user states and prefer-
ences. This extends to learning environments where systems modify their interaction
patterns to match individual user profiles and learning styles [75].

These advancements in systems capability coincide with evolving methods for mea-
suring user attitudes and behaviour. Modern conversational systems can collect and
analyse user responses during interaction [76], providing detailed insights into engage-
ment patterns. This capability enables more personalised support in healthcare appli-
cations, though [2] notes that it raises concerns about user privacy and data protection.

Despite these advancements, the integration of LLMs into conversational systems
has also raised ethical and operational concerns. Issues such as the propagation of
misinformation, susceptibility to adversarial inputs, and potential misuse for generating
harmful content underscore the need for robust safeguards and governance frameworks

[77].

2.1.3 Role of Persona in Conversational Systems

Persona remains a central concept even in text-based conversational systems. It is

expressed through linguistic style, tone, and self-disclosure, all of which strongly in-
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fluence how users perceive and interact with an agent. In textual dialogue, choices
such as adopting a friendly or authoritative tone, using empathetic phrasing, or pre-
senting the system as a particular role (e.g., assistant, advisor, or peer) shape levels of
trust, engagement, and willingness to disclose information. These persona-driven effects
are critical because they create the psychological conditions through which adversarial
techniques may operate.

Well-crafted system personas significantly influence user engagement patterns [78],
thereby creating a foundation for sustained interaction. This influence becomes evident
in systems like Xiaolce, where carefully designed personas can achieve conversational
performance comparable to human interactions [12].

These persona-based interactions create distinct patterns of trust development. In
healthcare contexts, relational agents establish therapeutic alliances with patients expe-
riencing depressive symptoms [79]. This capability has led to expanded applications in
which empathetic system personas facilitate sensitive information disclosure in mental
health interventions [80, 81].

The technical architectures that support these advanced interactions must balance
competing demands. Systems need to maintain conversation context, process multiple
input modes, and manage user data securely. This balance significantly affects user
trust and engagement [13], particularly how users perceive the system’s reliability and
data protection.

Recent empirical research further underscores the importance of persona in shaping
user trust and potential vulnerability. Anthropomorphic personas can elicit high levels
of trust and disclosure but simultaneously increase the risk of manipulation, as users
lower their guard with human-like agents [82]. Persona cues such as reciprocal self-
disclosure significantly heighten both cognitive and emotional trust in chatbots [83],
providing a mechanism through which influence may be amplified. In the healthcare
context, a chatbot’s persona affected perceived usability and effectiveness [84], illus-
trating how persona design choices shape the quality and outcome of interactions.

Persona design plays a decisive role in shaping the psychological dynamics of user—system

interaction. By influencing trust, rapport, and disclosure through language style, tone,
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and self-presentation, personas establish the very conditions that adversarial techniques
can exploit. This makes the discussion of personas essential to understanding psycho-

logical vulnerabilities in text-based conversational systems.

2.1.4 Domain-Specific Applications of Conversational Systems

Conversational systems have been implemented across various domains, each presenting
unique challenges and opportunities regarding user interaction, trust building, and
information handling. Understanding how these systems function in specific contexts is
crucial for identifying domain-specific vulnerability patterns that adversarial techniques

might exploit.

Healthcare Applications

In the healthcare sector, conversational agents have expanded dramatically, particu-
larly following the COVID-19 pandemic. These systems offer mental health support,
appointment scheduling, and personalised health management. Studies show that chat-
bots can provide significant social support and therapy through empathetic engage-
ments, leading to measurable improvements in user outcomes related to depression and
anxiety [85, 2].

The healthcare domain presents unique considerations regarding information sen-
sitivity and trust. These systems must maintain strict user privacy while encouraging
self-disclosure, a critical component in therapeutic contexts. Implementing thought-
ful designs that prioritise secure information handling has proven essential in building
trust with patients, mitigating concerns regarding data security and privacy [86, 53].
This balance between encouraging disclosure for effective care while protecting sensitive

information creates a vulnerability point that adversarial techniques might target.

Financial Applications

In the finance sector, conversational systems manage user interactions around sensitive

financial data. Banks and financial institutions have increasingly integrated chatbots to
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assist in user inquiries about account balances, payments, and financial advice, imple-
menting stringent security protocols and user consent mechanisms to handle sensitive
information effectively [87]. Research indicates that transparency in data-handling
practices and providing clear disclaimers enhance user trust, subsequently improving
engagement rates with these systems [53, 7].

Financial contexts demonstrate distinct interaction patterns compared to other do-
mains. The high stakes involved in financial decisions create increased user caution, but
the complexity of financial information can also lead users to rely more heavily on sys-
tem guidance. This tension between caution and reliance creates unique vulnerability

patterns that may differ significantly from those observed in other contexts.

Customer Service Applications

Customer service applications of conversational agents illustrate how these systems
operate in commercial contexts. Organisations have adopted chatbots to streamline
customer interactions, resolve inquiries, and manage complaints with improved effi-
ciency [30, 88]. A critical aspect of building trust in customer service interactions
involves transparency in the AT’s identity and limitations. Studies suggest that compa-
nies that clearly disclose their chatbot’s non-human nature often see positive responses
from users, emphasising the importance of establishing clarity alongside effective service
provision [89, 13].

Customer service contexts involve different expectations and stakes compared to
healthcare or financial interactions. The lower sensitivity of information typically
shared in these contexts might create reduced vigilance, making users more suscep-

tible to certain types of adversarial techniques while remaining resistant to others.

Conversational Commerce (Online Shopping)

In online retail, conversational commerce refers to consumers purchasing goods or ser-
vices through chatbots or voice assistants that simulate dialogue [90]. Retailers increas-

ingly deploy such agents across websites, messaging apps, and voice platforms to handle
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queries, make recommendations, and complete transactions [91]. These systems offer
convenience and personalisation, while businesses gain scalable, always-available sales
channels. Examples include fashion and food brands using chatbots for orders, and
major platforms (e.g., Amazon, Facebook, WeChat) embedding conversational agents
for shopping [90]. With advances in Al and natural language processing, adoption is
projected to grow rapidly [91].

Yet uptake remains uneven while early adopters show enthusiasm, many consumers
still prefer human representatives [91]. Building trust is central, as studies stress the
role of human-centred design features, especially interactivity and perceived humanness,
in improving credibility and adoption intentions [91, 92]. Anthropomorphism, such as
human-like language or avatars, can enhance social presence, personalisation, and even
willingness to pay premiums, particularly among users experiencing loneliness [93].
However, such a design may backfire: frustrated customers blame anthropomorphic
chatbots more than utilitarian ones, reducing satisfaction and loyalty [94].

A further challenge is the personalisation—privacy paradox. While tailored rec-
ommendations are valued, concerns about data use erode trust. Users demonstrat-
ing strong distrust toward privacy practices often perceive Al shopping assistants as
intrusive or “creepy,” thereby limiting adoption [95, 92]. Transparency and privacy

safeguards are therefore essential alongside technical performance.

Conversational Agents in Smart Homes and Home Security

Smart home environments increasingly rely on conversational agents, particularly voice-
activated assistants such as Amazon Alexa, Google Assistant, and Apple’s Siri, to
control devices, manage routines, and handle security tasks [96]. These systems allow
natural language interaction for operations like locking doors, monitoring cameras,
or arming alarms, thereby offering users convenience and centralised control. Studies
suggest that users often perceive these assistants as social entities, sometimes developing
rapport or trust in them [97]. This anthropomorphism can increase engagement but
may also cause users to underestimate risks [97].

The integration of conversational artificial intelligence into home security systems
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presents significant vulnerabilities. Previous research has shown that the Amazon Alexa
ecosystem can be forensically analysed and, under certain conditions, compromised to
reveal sensitive user information [96]. As smart assistants become connected to house-
hold locks, alarms, and cameras, the potential impact of such compromises increases
considerably. Beyond these technical concerns, users have also expressed unease about
the constant listening capabilities of smart speakers. Studies indicate that some users
adapt by muting microphones, restricting device use, or selectively connecting more sen-
sitive appliances [97]. Yet, despite these concerns, many continue to use such devices,
reflecting the broader privacy paradox frequently observed in the context of voice assis-
tants [95]. While conversational agents can improve convenience and a sense of safety,
they also bring new security challenges that call for stronger engineering practices,

greater transparency in data handling, and better user education.

2.1.5 Information Retrieval and User Behaviour in Conversational

Contexts

Understanding why people seek information and how they interact with systems is
fundamental to this research. Information retrieval deals with storing, accessing, and
retrieving information, typically from vast unstructured or semi-structured data collec-
tions. When users interact with information systems, they begin with what may initially
be visceral awareness of a knowledge gap [98]. This awareness gradually evolves into a
more formal expression of need, though various factors can influence the journey from
awareness to expression, including system limitations and user expertise [99].

As users attempt to bridge this knowledge gap, they engage in information-seeking
behaviours that reveal patterns of vulnerability. Research shows that while information
needs represent recognition of a knowledge gap, information-seeking behaviours are
active responses taken to address this need [100]. This distinction becomes significant
when trying to understand how adversarial techniques might exploit the space between
recognising a need and acting to fulfil it, particularly in conversational contexts where

system responses can shape user behaviour.

24



Chapter 2. Background

The context in which users seek information plays a major role in shaping their
vulnerability. Health-related information needs, for instance, often evoke immediate
and emotionally charged responses, as shown in studies of information seeking during
the COVID-19 pandemic [101]. The emotional intensity attached to such searches can
create openings for manipulation, particularly when individuals experience pressure to
make rapid decisions about complex or personal matters. Differences in personality
also influence how users approach information needs. Research has shown that traits
such as openness and conscientiousness affect information-seeking strategies, with some
individuals adopting systematic approaches while others behave more impulsively, es-
pecially when under stress or uncertainty [102].

The relationship between information need and user behaviour is cyclical, as each
interaction shapes future actions. Evidence indicates that satisfaction with previously
obtained information influences both the strategies users adopt and their willingness
to continue engaging with systems [103]. This iterative process becomes particularly
relevant when considering how adversarial techniques might gradually shape user be-
haviour through repeated patterns of interaction.

User vulnerability can also be understood through the concept of information rele-
vance. Relevance judgements are inherently subjective and shaped by the user’s goals,
perceptions, and situational context [104]. Such subjectivity opens the possibility for
manipulation, particularly in conversational settings where perceived relevance may be
heightened through strategic timing or the illusion of authority.

Cognitive aspects of information processing during retrieval tasks reveal further
areas of vulnerability. Time constraints, for example, can alter user retrieval strategies
and lead individuals to rely on simplified decision processes [24]. These tendencies are
important to consider when evaluating how adversarial techniques may exploit users’
limited cognitive capacity during interactions that impose temporal pressure.

This cognitive interpretation aligns with the NeuraSearch framework, which concep-
tualises information seeking as an integrated cognitive and behavioural process [105].
The framework supports the perspective advanced in this thesis, positioning adver-

sarial techniques as targeted interventions that influence both cognitive activity and
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behavioural responses during user—system interaction.

The move from traditional information retrieval toward conversational systems in-
troduces new dynamics in how users engage with technology. Earlier studies have
shown that users continually adapt their information-seeking behaviour in response
to system outputs, creating an ongoing dialogue rather than isolated exchanges [106].
This continuous interaction allows systems to build rapport and exert influence gradu-
ally over extended conversations. Neurophysiological evidence supports this view, with
recent research identifying brain activity patterns linked to the transition from latent
to expressed information need [107]. Although conducted in controlled environments,
such findings highlight how cognitive processing during information interaction can
expose vulnerability points that adversarial techniques within conversational systems
may exploit.

The cognitive foundations of information seeking have been clarified through re-
search on the neuropsychological model of information need, which shows that the
realisation of an information need is reflected in activity within specific brain regions
such as the posterior cingulate [108]. Findings from this work indicate that brain ac-
tivity during the realisation of information need involves cognitive processes such as
imagery, attention, planning, calculation, and working memory, which differ from the
patterns observed during relevance assessment and satisfaction evaluation.

These insights extend our understanding beyond observable behaviour to the un-
derlying neural mechanisms at play during information interactions. In conversational
systems, where exchanges occur through natural dialogue, these cognitive processes
become particularly important as they provide a neurological basis for understand-
ing how adversarial techniques might exploit cognitive vulnerabilities during extended
interactions.

Different search intentions shape users’ cognitive, emotional, and interaction pat-
terns [109]. Information-seeking behaviours vary significantly based on whether users
are seeking new information, re-finding previously encountered content, or pursuing en-
tertainment. Emotional states evolve differently across these contexts, with information-

seeking tasks often beginning with neutrality rather than anxiety, whilst entertainment-
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focused searches frequently start with positive emotions [109].

The predictability of user intentions from interaction patterns [109] further sug-
gests that sophisticated conversational systems could dynamically adjust manipulation
strategies based on detected user states.

The role that trust plays in information evaluation in these extended interactions
becomes complex. Users develop trust differently in these systems when compared
to traditional IR systems [7]. The difference comes from the personal nature of the
conversational interaction, where the users tend to lower their guard due to the system

understanding and responding to their needs.

2.2 Psychological Foundations of Adversarial Techniques

As T have previously outlined in section 2.1, conversational systems create unique op-
portunities for exploitation by manipulating psychological vulnerabilities. Building on
these theoretical foundations, this section explicitly applies the selected frameworks
(Stajano & Wilson’s Scam Principles, Cialdini’s Principles of Influence, and Temporal
Construal Theory) to conversational contexts, illustrating how psychological principles
translate into specific adversarial techniques.

The effectiveness of adversarial techniques in conversational systems originates from
well-established psychological principles of persuasion and influence. The principles of
persuasion, including reciprocity, commitment and consistency, social proof, authority,
liking, and scarcity [28], shape how individuals respond to influence attempts.

In digital environments, these principles can manifest in specific ways that affect
user behaviour. Research shows that individuals feel compelled to return favours even
in digital interactions [37], while social proof becomes particularly effective when users
face uncertainty about correct behaviour [110]. These psychological mechanisms take on
new significance in conversational systems, where ongoing dialogue can create multiple
opportunities for their application. Affective states influence what users perceive as
relevant [111], adding an emotional dimension to these psychological mechanisms.

Beyond Cialdini’s principles, research on uncertainty judgment [112] reveals how
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cognitive biases such as availability, representativeness, and anchoring influence decision-
making. These biases are particularly relevant in conversational interactions where users
must process information and make decisions while engaged in dialogue.

An fMRI study of relevance assessment identified specific brain activity patterns
associated with information evaluation [113]. These findings provide additional sup-
port for understanding how the adversarial techniques examined in this thesis might
influence not just observable behaviour but also underlying cognitive processes during
conversational system interactions.

Understanding these cognitive mechanisms is essential for recognising how adversar-
ial techniques may take advantage of natural patterns in human information processing.
Earlier research on the neuropsychological model of information need has provided fur-
ther insight into this area by showing how cognitive processes such as attention, working
memory, and decision making are activated during information seeking [108]. These
same cognitive functions are precisely the ones that adversarial techniques attempt to
influence in order to shape user behaviour.

The theory of visceral influence [48] further explains why users might act against
their own interests despite recognising manipulation attempts. Immediate psychological
influences can override cognitive awareness, creating what we observe as the recognition-
behaviour gap in conversational system interactions. When visceral factors like desire,
fear, or time pressure are activated, users may comply with system requests even when
they consciously recognise potential risks.

The psychological concept of self-perceived knowledge (SPK) [114] also plays a sig-
nificant role in user vulnerability. SPK is the self-assessment of one’s knowledge about
a topic—modulates brain activity underlying relevance judgments, affecting cognitive
processes associated with attention, semantic integration, categorisation, memory, and
decision formation. Users with higher SPK may process information more confidently
but might also be susceptible to overconfidence, while those with lower SPK might be
more vulnerable to techniques that promise to fill perceived knowledge gaps.

In social engineering research, the exploitation of these principles is well docu-

mented. Studies reveal how urgency can be leveraged in phishing attacks to create
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false immediacy [115], while authority principles enable successful impersonation at-
tacks [116]. These findings demonstrate how digital communication channels can sys-
tematically exploit psychological vulnerabilities.

The feeling of knowing (FOK) represents another psychological mechanism that can
be influenced by adversarial techniques. It describes a state in which a person senses
that they will recognise an answer they currently cannot recall, despite not possessing
the actual knowledge [117]. Studies have shown that varying levels of FOK can affect
the nature of memory searches, with stronger FOK typically leading individuals to
spend more time searching for information [118]. When conversational systems manip-
ulate perceived FOK, they can potentially shape how persistent users are in seeking
information and how open they become to accepting the responses supplied by the
system.

This understanding of psychological principles provides the foundation for exam-
ining three specific techniques, i.e. Need & Greed, Time and Social Compliance, that
operate within conversational systems. Each technique leverages distinct psychologi-
cal mechanisms while taking advantage of the unique characteristics of conversational

interaction. These are described in the sections that follow.

2.2.1 Need & Greed Technique

The Need & Greed technique in adversarial systems represents a psychological approach
where systems deliberately exploit user needs while stimulating their desire for gain.
This technique is based on the psychology of persuasion and influence and is designed
to influence behaviour by exploiting fundamental human motivations. These motiva-
tions, rooted in needs such as security, belonging, self-esteem, and material gain, drive
decision-making processes. The principle leverages users’ desires for gain, as described
by Cialdini, and builds on insights from behavioural economics, where greed is often
linked to self-interest and the pursuit of personal advantage without regard for others
[28, 119].

Stajano and Wilson define Need & Greed as the exploitation of visceral needs like
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hunger, thirst, and emotional support, emphasising how offering something desirable
can prompt individuals to share sensitive information driven by the allure of potential
rewards [1]. Unlike legitimate systems that aim to fulfil user needs, adversarial im-
plementations artificially amplify or create needs and present opportunities for gain,
requiring users to compromise their security or privacy. For example, a malicious con-
versational agent might identify a user’s genuine need for financial advice and then
exploit this need by offering “exclusive investment opportunities” that require sensitive
personal information.

The Need & Greed technique has been extensively studied in criminological contexts
to understand fraudulent behaviour. Fraud often arises from the dual motivations of
necessity (need) and the desire for personal advantage (greed). For example, individ-
uals engaged in benefit fraud may rationalise their actions by citing economic strain
(need) while simultaneously seeking opportunities for gain (greed). This behaviour is
consistent with strain theory, which posits that social pressures, such as poverty, force
individuals to innovate - sometimes illegally - to meet basic needs [120, 121]. Con-
versely, greed-driven actions often reflect calculated decisions based on rational choice
theory, where individuals weigh risks and benefits, believing the potential rewards out-
weigh the likelihood of negative consequences [121]. This dual dynamic is amplified by
desires for social recognition or status, further motivating fraudulent behaviour.

Implementing this technique in adversarial conversational systems relies on sophis-
ticated user profiling and response generation methods. Research shows that marketers
and malicious actors can utilise data analytics to identify user needs and desires [22],
enabling conversational systems to craft persuasive narratives that exploit both neces-
sity and greed. For example, if a user expresses concern about healthcare costs, an
adversarial system might offer seemingly personalised healthcare solutions while simul-
taneously promoting “premium” services that require extensive personal information
disclosure.

In digital systems, the Need & Greed technique is prevalent in marketing strategies,
user engagement designs, and artificial intelligence (AI) systems, including chatbots.

Marketing campaigns frequently appeal to consumer needs and desires through tailored
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messaging, exclusive offers, and urgency-driven tactics. Limited-time deals or fear of
missing out (FOMO) are strategies that exploit users’ need for perceived value and
their greed for exclusive advantages [122, 22].

Chatbots play a critical role in facilitating the Need & Greed technique. Lever-
aging advanced analytics, these systems can personalise interactions to address user
needs while simultaneously stimulating desires. For example, chatbots can recommend
products aligned with user preferences, fulfilling their need for convenience and person-
alisation while appealing to their greed for exclusive deals. This dual-focus approach
enhances user trust and increases conversion rates in e-commerce settings [123, 65].

The technique’s effectiveness in conversational systems lies in its ability to engage
in personalised dialogue. By simulating empathy and understanding, adversarial sys-
tems can first establish trust by acknowledging the legitimate needs of the user and
then exploit their trust by introducing manipulative offers [123]. This dual approach
makes users more likely to disclose sensitive information or engage in risky transactions,
particularly when the systems present opportunities as limited. Research shows that
users become more susceptible to such manipulations when systems have previously
demonstrated some understanding of their needs [61, 65].

The Need & Greed technique extends to user interface (UI) and user experience
(UX) design, where strategic elements evoke urgency or exclusivity. Features such as
countdown timers, scarcity messages, or strategically placed calls-to-action are designed
to trigger immediate responses, often bypassing careful decision-making processes. This
manipulation raises ethical concerns, as users may unknowingly engage in behaviours
that compromise their privacy or security [124, 37]. Similarly, phishing attacks often
exploit users’ psychological vulnerabilities, framing messages to appeal to greed or social
needs to elicit sensitive information [125].

Adversarial systems particularly exploit the emotional aspects of user needs. When
users seek information or support during vulnerable moments, such as financial hardship
or health concerns, systems can leverage this emotional state to make their deceptive
offers more compelling [122, 125]. The conversational nature of these interactions allows

systems to maintain pressure while appearing supportive, making their manipulative
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intent less obvious to users. This dual approach of addressing legitimate needs while
activating greed makes users more likely to disclose sensitive information or engage
in risky transactions, particularly when systems present opportunities as exclusive or
time-limited.

In healthcare applications, the Need & Greed technique can have both beneficial
and harmful implications. While chatbots can promote healthy behaviours by address-
ing users’ need for support and guidance [62], they may also exploit users’ greed for
quick fixes by offering misleading promises of instant health benefits. This dual-edged
application underscores the importance of ethical design in health-related interventions
[2].

The development of empathetic chatbots adds another dimension to the Need &
Greed technique. By simulating human-like interactions, these systems foster trust
and rapport, addressing users’ needs for connection while enhancing their desire for
personalised experiences. This dual strategy not only drives user satisfaction but also

promotes loyalty and repeat engagement [65, 62].

2.2.2 Time Technique

The Time technique in adversarial conversational systems represents a psychologi-
cal manipulation approach where systems deliberately create or exploit time pressure
to compromise user decision-making. Unlike legitimate time constraints, adversarial
systems employ artificial urgency to push users toward hasty decisions that bypass
their normal security and privacy considerations. For example, a malicious conversa-
tional agent might generate false deadlines for “account verification” or create artificial
scarcity through countdown timers to force rapid user responses.

The implementation of this technique relies on sophisticated pressure mechanisms
and strategic timing. Systems combine immediate deadlines with continuous reminders
of time passing, such as dynamic countdown displays or periodic urgent prompts. In-
dividuals tend to gravitate towards familiar options rather than explore alternatives
under time constraints [25]. This sustained pressure significantly increases user cogni-

tive load [24], making them more susceptible to system manipulation and less likely to
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engage in the critical evaluation of system requests.

The psychological impact of this technique extends beyond simple rush decisions.
System-induced time pressure fundamentally alters how users evaluate risks [126].
When conversational systems create artificial urgency, users exhibit increased anxi-
ety and compromised decision-making capabilities [38], making them more likely to
disclose sensitive information or accept system suggestions without proper evaluation.

Temporal Construal Theory [29] provides a valuable cognitive perspective to under-
stand how the Time technique operates. This theory posits that temporal proximity
(how near or far an event is perceived to be) significantly affects cognitive construals
and subsequent decision-making behaviours. According to the theory, distant events
are perceived as abstract, focusing on desirability (why aspects), and imminent events
are perceived concretely, emphasising immediate feasibility (how aspects).

This distinction in cognitive processing has profound implications for decision-
making. When decisions are framed as temporally distant, individuals tend to focus on
high-level, desirability-related aspects. In contrast, when decisions are framed as im-
mediate, people shift their focus to low-level, feasibility-related concerns. Applying this
to conversational interactions helps explain how imposed urgency (Time) manipulates
user decisions. Conversational systems leveraging short decision windows shift users’
cognitive processing towards immediate, concrete construals, potentially reducing re-
flective deliberation and increasing susceptibility to compliance pressures. The time
pressure essentially forces users into a near-future mindset where practical concerns
dominate over broader principles or long-term considerations.

The scarcity principle from Cialdini’s work [28] further enhances our understanding
of the Time technique. This principle suggests that perceived limited availability in-
creases the subjective value of offers and information. By emphasising short timeframes
or limited opportunities, adversarial systems can artificially inflate the perceived value
of what they’re offering, creating stronger motivation for users to act quickly without

thoroughly evaluating risks or consequences.

33



Chapter 2. Background

2.2.3 Social Compliance Technique

The Social Compliance technique in adversarial conversational systems represents a
psychological manipulation strategy where systems exploit users’ tendency to comply
with authority figures and social norms. Compared to legitimate authority-based in-
teractions, adversarial systems deliberately manipulate social and authority cues to
pressure users into actions that compromise their security or privacy. For example, a
malicious conversational agent might impersonate a bank official or healthcare provider,
using this false authority to demand sensitive information or immediate action from
users.

Social Compliance is deeply rooted in Stanley Milgram’s seminal work on obedi-
ence to authority. In 1963, Milgram’s experiments demonstrated that individuals are
inclined to comply with requests from perceived authority figures, even when such ac-
tions contradict their moral conscience [127, 128]. His findings revealed a critical aspect
of human behaviour: the propensity to obey authority, often underpinned by societal
and psychological mechanisms. However, the study attracted significant ethical criti-
cism, with concerns about the psychological stress and harm inflicted on participants
without their informed consent [129]. Furthermore, some critics argue that Milgram’s
findings may lack replicability across diverse contexts and propose alternative frame-
works for understanding compliance [130].

Recent studies have expanded upon Milgram’s foundational ideas, exploring how
organisational culture and social norms influence compliance. Studies suggest compli-
ance is not solely about obedience to authority but is also shaped by broader social
contexts, such as cultural norms and organisational behaviour [131]. Moreover, the
dynamics of social compliance have been examined in contemporary digital environ-
ments, including social media platforms, where perceived authority and social norms
significantly impact behaviour [132]. While not directly refuting Milgram’s work, these
perspectives provide detailed insights into the mechanisms underlying compliance and
their application to modern contexts, including human-computer interactions.

This technique’s implementation relies on the simulation of authority through mul-
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tiple strategies. Systems can effectively establish authority through carefully crafted
personas and communication patterns [26]. Systems strategically present themselves
as legitimate authorities through specific language patterns, professional terminology,
and references to recognised institutions. When systems effectively simulate authority
through these methods, users show increased compliance with system requests [133],
even when these requests might otherwise raise security concerns.

The Social Compliance technique leverages authority, trust, social proof and persua-
sion to influence behaviour in digital systems [134]. This technique manifests through
two primary forms of authority: formal authority, derived from the designated role of
a system (e.g., as a teacher, advisor, or chatbot assistant), and real authority, which
emerges from the system’s perceived ability to influence outcomes. Understanding this
distinction is critical for designing effective systems that leverage compliance mecha-
nisms without inducing resistance or distrust.

These systems exploit the relationship between authority and expertise while lever-
aging social validation. System identity and dialogue strategies significantly affect user
engagement and compliance [135]. The system will first demonstrate domain knowl-
edge to establish expertise, then use this perceived competence to make increasingly
invasive requests. Interactive social cues can significantly enhance compliance by fos-
tering a sense of connection and perceived credibility [27]. This approach exploits the
psychological principle that people tend to look to the behaviour of other people as
guides for their actions, particularly in uncertain situations [89]. For example, systems
might claim “95% of users have already verified their accounts” or reference specific
departments and regulations to strengthen their authority claims.

In human-computer interactions, social compliance operates through subtle yet
powerful psychological mechanisms. Research into human-robot interactions highlights
that overt displays of authority often lead to user resistance, whereas systems adopting a
peer-like or collaborative role foster greater compliance [26]. Similarly, the human like-
ness and simulated social presence of systems, such as chatbots, significantly enhance
user trust and compliance [133]. Social cues, such as interactive dialogue, empathy,

and personalised engagement, serve as critical building blocks for fostering connection
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and credibility [27].

Implementing social compliance in chatbots and digital systems involves strategies
that adapt to user preferences and contextual factors. Personalisation plays a pivotal
role in this process. For example, tailoring system behaviours to align with individual
user characteristics has been shown to enhance long-term engagement and acceptance
[136]. In addition, dialogue strategies and perceived system identity strongly influence
user compliance and engagement, underscoring the importance of thoughtful design in
persuasive interactions [135].

The manipulation becomes more sophisticated through the dynamic adaptation
of authority presentation. When users show hesitation, systems might escalate their
authority claims or introduce additional institutional references. This dynamic adjust-
ment of authority signals, combined with continuous social proof, creates sustained
pressure for compliance while maintaining an appearance of legitimacy [137]. For in-
stance, after showing an understanding of financial regulations, a system might demand
urgent account verification, citing “compliance requirements” while simultaneously ref-

erencing the actions of other users to normalise their requests.

2.2.4 Ethical Considerations in Conversational System Design

The evolution of conversational systems introduces important ethical considerations
that directly relate to the study of adversarial techniques. As these systems become
increasingly sophisticated, the ethical boundaries between legitimate persuasion and
potentially harmful manipulation require careful examination.

Research on persuasive chatbots has shown that developers are not always fully
aware of existing knowledge in persuasion, legal frameworks, and ethical principles
[137]. This work further indicates that simply informing users they are interacting
with a chatbot is insufficient, users should also understand the nature and potential
effects of the persuasion techniques employed.

The ethical foundations of persuasion in conversational systems build on principles

proposed by Berdichevsky and Neuenschwander, as discussed in recent literature on
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persuasive technology design [137]. These principles emphasise responsibility for pre-
dictable outcomes, respect for privacy (“Dual Privacy”), transparency (“Disclosure”),
and honesty (“Accuracy”), offering a useful framework for evaluating the ethical impli-
cations of adversarial techniques examined in this thesis.

While the social compliance technique offers powerful tools for influencing be-
haviour, it also raises critical ethical considerations. The potential for manipulation
becomes more pronounced as systems increasingly leverage psychological mechanisms
to influence users. For example, verbal persuasion strategies have significantly im-
pacted user intentions and behaviours, underscoring the need for careful evaluation of
their psychological effects [138]. Ethical frameworks are essential to guide the develop-
ment of compliance-seeking behaviours, ensuring that systems respect user autonomy
and maintain trust [137].

Transparency is another critical aspect of ethical compliance strategies. Systems
must clearly communicate their intentions, ensuring that users are aware of persuasive
attempts and can make informed decisions. For instance, balancing system authority
with user autonomy is crucial to maintaining effective and ethical persuasive interac-
tions [139]. In contexts where users may be vulnerable, such as healthcare or financial
advice, the need for ethical considerations becomes even more significant. Systems
must ensure that persuasive strategies address user needs without exploiting their vul-
nerabilities.

The widespread adoption of Need & Greed techniques in digital systems also raises
significant ethical questions. Organisations increasingly rely on data-driven strategies
to influence behaviour without users’ full awareness or consent. For instance, chatbots
collecting and analysing user data to personalise interactions must balance improving
user experience with ensuring data privacy and protection [13, 22]. These concerns
are particularly critical in sensitive domains such as healthcare, where exploiting users’
vulnerabilities can lead to significant harm.

Privacy and data security represent another critical ethical dimension. Recent re-
search has highlighted that modern conversational systems learn from user interactions

that may contain personal information, raising significant questions about how such
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data are stored and used [13]. This concern becomes particularly relevant when eval-
uating adversarial techniques that could exploit users’ willingness to disclose sensitive
information. As demonstrated in this research, techniques such as Need & Greed and
Social Compliance can substantially influence disclosure behaviours, underscoring the
importance of privacy considerations within any ethical framework for conversational
Systems.

The increasing use of conversational systems in sensitive settings such as healthcare
presents complex ethical challenges. Previous research has shown that users should be
given clear and sufficient information about the scope, risks, limits, and expectations
of these systems [140]. These concerns become even more significant when persuasive
techniques are applied in contexts where users may be particularly vulnerable, such
as healthcare environments. Evidence from chapters 5 and 6 indicated that healthcare
contexts displayed different vulnerability patterns from other domains, highlighting the
importance of ethics that are sensitive to each specific domain.

The introduction of personas in large language model conversational agents adds
another layer of ethical complexity. Recent studies have drawn attention to possible
harms that may arise from persona design, including deception when users assume they
are interacting with a human or when the system misrepresents its abilities. There are
also risks of reinforcing social stereotypes if personas are not carefully designed [141].
The Social Compliance technique explored in Chapter 6 connects closely with these
issues, as it relies on perceived authority and expertise to affect user behaviour.

As conversational systems become more integrated into everyday life, the need
for strong ethical frameworks becomes increasingly important. Scholars have noted
that responsible development of artificial intelligence requires clear ethical boundaries
to prevent biased or inaccurate decision making and to reduce potential social harm
[142]. These boundaries are especially necessary when examining adversarial tech-
niques, where the imbalance of power between the system and the user may be used to
influence behaviour in ways that restrict user autonomy.

The ethical considerations discussed here directly inform the study of adversarial

techniques in conversational systems. They provide the normative context for evalu-
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ating the impact of these techniques and developing appropriate countermeasures that
respect user autonomy while maintaining system effectiveness. By understanding these
ethical dimensions, we can better identify the boundaries between legitimate persua-
sion and potentially harmful manipulation, thereby contributing to the development of
more secure and trustworthy conversational systems.

FEthical considerations extend beyond the design of conversational systems to in-
clude the methods used in their study. Previous discussions in the literature have ex-
amined the ethical and legal implications of using data obtained through illicit means
for research purposes [143]. These concerns closely mirror the questions that arise
when investigating psychological vulnerabilities in conversational systems. The liter-
ature stresses the importance of identifying relevant stakeholders, applying suitable
safeguards, assessing potential harms, and ensuring that research serves a clear public
interest. It also points to the inconsistent ways in which researchers approach ethical
issues and the tendency to overlook legitimate ethical justifications. Such observations
are highly relevant to the study of conversational systems, where similar tensions exist
between the pursuit of knowledge and the possibility of user harm. This perspective
underscores the need for protective measures even within research contexts, especially
when adversarial techniques have the potential to exploit user vulnerabilities.

The psychological foundations discussed above provide essential context for how
adversarial techniques are operationalised in this thesis. The selected principles, Need
& Greed, Time Pressure, and Social Compliance align with known vulnerabilities in
conversational systems, particularly their tendency to exploit emotional and cognitive
biases in user decision-making (section 2.1). The next chapter (3) builds directly on
these insights by showing how the principles are adapted into adversarial strategies
within text-based conversational systems, thereby linking psychological theory with

practical implementation.
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2.3 Summary

This chapter establishes the theoretical foundations for understanding adversarial tech-
niques in conversational systems by drawing from information retrieval, human-computer
interaction, and psychological research.

First, section 2.1 examined conversational systems, tracing their evolution from tra-
ditional IR interfaces to modern interactive systems. I explored how users express and
pursue their information needs through dialogue-based interactions, and how the dis-
tinctive characteristics of these systems create unique opportunities for influencing user
behaviour. This section revealed how advances in LLM technology have transformed
conversational interactions, creating more sophisticated and persuasive capabilities that
influence how users engage with and respond to these systems.

In section 2.2, I examined the psychological foundations of adversarial techniques,
focusing on how principles like Need & Greed, Time pressure, and Social Compliance
manifest in digital interactions. This section demonstrated how these psychological
mechanisms become particularly potent in conversational systems, where traditional
social cues may be limited or manipulated. By investigating each technique in depth,
I established the cognitive, emotional, and social factors that contribute to their effec-
tiveness in conversational contexts.

The psychological foundations discussed above provide essential context for the ad-
versarial techniques analysed in chapter 3. The principles of Need & Greed, Time
Pressure, and Social Compliance align closely with the vulnerabilities identified in con-
versational systems, particularly in the way such systems leverage emotional and cogni-
tive biases in user decision-making (section 2.1). The next chapter develops these ideas
further by introducing the theoretical frameworks that explain why these techniques
are effective and by setting out the methodological approach through which they are

empirically investigated.
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Theoretical and Methodological Foun-

dations

And without faith it is impossible to please God, because anyone who
comes to him must believe that he exists and that he rewards those who

earnestly seek him. Heb 11:6 (NIV)

This chapter establishes the theoretical and methodological foundations of the the-
sis. Part A (section 3.1) sets out the psychological principles and adversarial tech-
niques that inform the study of vulnerabilities in text-based conversational systems. It
introduces the core adversarial strategies of Need & Greed, Time Pressure, and Social
Compliance, and relates them to established frameworks including Cialdini’s principles
of influence, Stajano and Wilson’s scam principles, and Temporal Construal Theory.
These frameworks explain why conversational systems, even when restricted to tex-
tual interaction, can shape user attitudes, trust, and disclosure in ways that may be
exploited.

Part B (section 3.2) describes the design and implementation choices that make
these theories empirically testable. It outlines the staged progression of studies, the
experimental platforms used (Wizard of Oz, Twine, and a Flask-based LLM imple-
mentation), participant recruitment via Prolific Academic, and the evaluation metrics

adopted across studies.

3.1 Part A: Theoretical Framework

This section establishes the theoretical foundations for analysing adversarial techniques
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in conversational systems. It examines how established psychological principles trans-
late into manipulative strategies within dialogue-based interactions, with particular
attention to three techniques: Need & Greed, Time Pressure, and Social Compliance.
These are considered in relation to established frameworks of persuasion and decep-
tion, including Stajano & Wilson’s Scam Principles, Cialdini’s principles of influence,
and Temporal Construal Theory. By outlining these, the section provides a systematic
conceptualisation of user vulnerabilities in attitudes and behaviours, forming the basis

for the empirical investigations presented in later chapters.

3.1.1 Adversarial Techniques in Conversational Systems

Adversarial techniques in conversational systems refer to deliberate strategies that ex-
ploit psychological tendencies in order to influence user attitudes or behaviours during
dialogue. These techniques go beyond simple persuasion by deliberately targeting hu-
man vulnerabilities such as trust, urgency, or social obligation, and they have their
roots in traditional scam practices. These strategies are especially effective when im-
plemented in text-based conversational systems because dialogue creates a sense of
reciprocity and engagement that can lower user resistance. For this thesis, three tech-
niques are examined in detail: Need & Greed, Time, and Social Compliance (see Fig-
ure 3.1). Each represents a distinct pathway through which a system can manipulate

user decision-making in ways that are not always consciously recognised.
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Not easily operationalised

Distraction Herd Dishonesty Kindness

Need & Greed Time Social Compliance

Selected Principles

Figure 3.1: Visual representation of Stajano and Wilson’s seven scam principles,
adapted from *Understanding Scam Victims: Seven Principles for System Security™ [1].
The lower set (Need & Greed, Time, and Social Compliance) indicates the three prin-
ciples selected for operationalisation within adversarial conversational systems, based
on their psychological relevance and feasibility for implementation in dialogue-based
interactions.

Source: Understanding scam victims: seven principles for system security [1]

Need & Greed

The Need & Greed principle exploits individuals’ desire for personal benefits or re-
wards, encouraging behaviours that may compromise better judgment. In traditional
scams, this might manifest as “get rich quick” schemes or exclusive offers that seem too
good to refuse. The psychological power of this principle lies in its ability to activate
reward pathways in the brain, which can override rational assessment of risks. When
individuals focus on potential gains, they often underestimate associated risks or costs
[22, 23].

In conversational systems, Need & Greed can be operationalised through incentives,

exclusive access, or personalised rewards offered in exchange for information disclosure
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or specific actions. The underlying psychological mechanism leverages what Loewen-
stein [48] termed “visceral influences”: immediate psychological states that can override
cognitive awareness of potential risks. When conversational systems present apparent
opportunities for gain, users may prioritise the perceived reward over privacy or security
considerations. For example, an e-commerce chatbot might offer a “special discount”
only if additional personal data are provided, or a health chatbot might suggest faster
results in return for broader data sharing. The central vulnerability here is the user’s

tendency to prioritise short-term gain while underestimating long-term consequences.

Time Pressure

Time Pressure manipulates decision-making by creating a sense of urgency or scarcity
of opportunity, thereby limiting the target’s ability to deliberate carefully. By imposing
perceived time constraints, scammers force quick decisions that bypass critical thinking
processes. The effectiveness of time pressure lies in its ability to shift cognitive process-
ing from systematic, deliberative thinking to heuristic, automatic processing [24, 25].
Under this technique, individuals are more likely to rely on cognitive shortcuts rather
than thorough analysis, which increases the likelihood of compliance.

In conversational systems, Time can be operationalised through explicit deadlines,
countdown timers, or claims that offers or resources are rapidly depleting. These tech-
niques aim to disrupt normal decision-making processes, leading users to disclosures
or commitments they might otherwise avoid after careful reflection. The immediacy of
dialogue amplifies this effect: users feel compelled to respond quickly in conversational
exchanges, making them especially susceptible to urgency cues. This vulnerability is
particularly concerning because it reduces opportunities for reflective resistance, nudg-

ing users towards choices they may later regret.

Social Compliance

Social Compliance exploits trust in authority figures and social norms, eliciting compli-

ance through implicit pressures or explicit claims of authority. Humans have evolved to
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respect authority structures and conform to group behaviours, making this an effective
psychological lever [144, 27]. The human tendency to trust expertise and align with
perceived social norms creates a vulnerability that scammers can exploit by presenting
false credentials or fabricating social proof.

Social Compliance can be operationalised in conversational systems through simu-
lated expertise, authority claims, or references to normative behaviours (“most users
share this information”). Even subtle persona cues, such as adopting a professional
role or formal register, can be sufficient to encourage compliance with system prompts.
Users may comply with requests not because of the content itself, but because of who
they believe is making the request, or the perceived consequences of non-cooperation.
This makes Social Compliance especially effective in text-based interactions where role

cues are embedded in language rather than visual presence.

These three principles (Need & Greed, Time, and Social Compliance) form the
foundation of my approach to adversarial techniques in conversational systems. The
remaining four principles from Stajano and Wilson’s framework (Distraction, Herd,
Dishonesty, and Kindness) were deemed less directly applicable to text-based conversa-
tional contexts. Distraction, for instance, typically relies on sensory overload or physical
misdirection, which is difficult to implement in purely text-based interactions. Simi-
larly, the Herd principle (following others’ behaviour) requires visible group dynamics
that are not inherently present in one-on-one chatbot interactions. The Dishonesty
principle assumes that users knowingly engage in unethical actions, a scenario less ap-
plicable to conversational systems. Finally, the Kindness principle, while relevant in
certain contexts, lacks the same level of direct applicability in conversational systems
compared to the three selected principles.

Having established the rationale for focusing on Need & Greed, Time Pressure, and
Social Compliance, it is important to show how these principles were adapted for use in
the experimental studies. Figure 3.2 presents a summary of this process, mapping the
selected psychological principles onto their concrete operational forms within text-based

conversational systems. This representation provides a bridge between the theoretical
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discussion and the methodological design, and it sets the stage for the predictions

outlined in the next section.

Theoretical
Foundations

Stajano & Wilson Scam
Principles

¥

Cialdini's Influence
Principles

Temporal Construal Theory

Psychological Mechanisms

Rational choice

Visceral Need & Greed

Influence

Temporal
discounting Time

Scarcity

Authority Social

Compliance

Social proof

User studies

Wizard of Oz

Twine-based

LLM-based

Adversarial Conversational Sys

Flight
reservation

Healthcare
Online Shopping
Healthcare
Financial
Management

Healthcare
Online
Shopping

syse],

Figure 3.2: Framework illustrating the operationalisation of theoretical principles
within adversarial conversational systems. Foundational theories (Stajano & Wilson’s
Scam Principles, Cialdini’s Influence Principles, and Temporal Construal Theory) were
translated into three psychological mechanisms—Need & Greed, Time, and Social Com-
pliance—which informed the design of user studies (Wizard of Oz, Twine-based, and
LLM-based) across various task domains to examine manipulation and user response

patterns.

3.1.2 Expected outcomes and theoretical predictions

Based on the theoretical frameworks discussed in section 2.2, the following predictions

detail how user responses to adversarial techniques might vary. These predictions help

to link theoretical assumptions directly to the practical outcomes observed in chapter 4,

chapter 5 and chapter 6.

General predictions across all techniques

From my integration of Stajano and Wilson’s scam principles, Cialdini’s influence prin-

ciples, and Temporal Construal Theory, a set of general predictions can be formulated

regarding user responses to adversarial techniques.
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Effectiveness of multiple principles When multiple principles are combined, they
should produce stronger effects than any single principle in isolation, as the psycho-
logical mechanisms may complement each other. While I did not test combinations
within individual studies, the progression across studies offers insights into how these

techniques compare in effectiveness.

Individual differences Users with higher digital literacy and security awareness
should demonstrate greater resistance to all adversarial techniques, reflecting their en-

hanced ability to recognise manipulation attempts.

Recognition-behaviour gap Users may recognise that they are being manipulated
but still comply with requests, particularly when attractive benefits are offered (Need
& Greed) or when authoritative sources request information (Social Compliance). This
prediction comes from Loewenstein’s visceral influence theory, which suggests that im-

mediate psychological influences can override cognitive awareness [48].

Temporal evolution The effectiveness of techniques should change over extended
interactions, with users potentially developing resistance strategies as conversations
progress and their awareness increases. This prediction was particularly relevant to the
LLM-based user study (chapter 6), where more dynamic, extended interactions were

possible.

Technique-specific predictions

Each of the adversarial techniques that I used has its own predictions based on the

theoretical frameworks.

Need & Greed prediction

e The effectiveness of Need & Greed should vary based on the perceived value-
to-risk ratio of the exchange, with higher-value incentives resulting in greater

compliance [47].
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e Users should be more willing to disclose low-sensitivity information for modest
benefits but require substantially greater incentives for high-sensitivity informa-

tion [145].

e Based on rational choice theory, when perceived benefits outweigh the perceived

risks, compliance rates should be high regardless of other factors [146].

e Following Loewenstein’s visceral influence theory [48], immediate and concrete

benefits should produce more pronounced effects than delayed or abstract bene-

fits.

Time pressure predictions

e Following Temporal Construal Theory [29], Time pressure should shift users to-
ward concrete, immediate concerns and away from abstract principles like privacy

protection.

e Users under time pressure should make less consistent decisions and demonstrate
poorer recall of information disclosed, reflecting reduced cognitive processing [24,

25).

e Time pressure effects should be stronger for complex decisions that normally

require deliberation than for simple, routine decisions [147].

e Based on scarcity principles [28], the perception that time is running out should
increase the perceived value of the offered opportunity, potentially increasing

compliance.

Social compliance predictions

e Authority-based compliance should be strongest in domains where expertise is
highly valued [127] (e.g., healthcare) and weaker in domains where expertise is

less critical.
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e Social proof elements should be most effective when users are uncertain about
appropriate behaviour, consistent with Cialdini’s findings on social validation

[28].

e The combination of authority claims with social proof should produce stronger

effects than either principle alone [148].

e Users should demonstrate higher trust in systems presenting authority markers

but may not recognise the influence of these markers on their behaviour [1].

Context-specific predictions

The theoretical frameworks also suggest that contextual factors should significantly

moderate the effectiveness of adversarial techniques.

Domain Sensitivity Adversarial techniques may be less effective in highly sensitive
domains (e.g., healthcare, finance), where ethical concerns, patient safety, and the

necessity of expert judgment result in increased caution among users [53].

Perceived risk In high-risk contexts, users may be more resistant to manipulation
as they assess risks more carefully, weighing potential harms against benefits more

cautiously [47].

Unexpected Outcomes and Contradictions

The theoretical frameworks also suggest potential contradictions or unexpected out-
comes that might emerge. Authority appeals (social compliance) can backfire in some
contexts if users perceive them as lacking authenticity or credibility, potentially trig-
gering reactance or reduced trust rather than compliance [8].

The recognition-behaviour gap might manifest differently across techniques, with
users potentially more aware of Need & Greed manipulation yet still susceptible due to

strong and immediate visceral influences [48].
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Different techniques may interact with domain contexts in unexpected ways, with
some techniques remaining effective due to inherent psychological vulnerabilities, even
in contexts theoretically associated with greater resistance [1, 28].

These potential contradictions highlight the importance of conducting user studies
to clarify how these principles operate specifically in conversational system contexts,
where the dynamics may differ from traditional face-to-face interactions. My progres-
sion from studying Need & Greed and Time techniques in chapter 4 and chapter 5 to ex-
amining Social Compliance and Need & Greed in the LLM-based user study (chapter 6)
allows for exploring both expected and unexpected patterns in how these techniques

influence user attitudes and behaviour.

3.1.3 Psychological Mechanisms of Influence

The adversarial techniques described above are most effectively understood when situ-
ated within established psychological frameworks of persuasion and deception. Stajano
and Wilson [1] provided one of the earliest systematic accounts of psychological prin-
ciples exploited in scams. Their framework identified seven “scam principles” that
explain how individuals are manipulated, including Need & Greed, Time Pressure, and
Social Compliance. While originally developed in the context of email and face-to-face
fraud, these principles remain highly relevant to conversational systems, which replicate
many of the same psychological triggers in interactive digital settings.

Cialdini’s principles of influence [28] also provide a critical foundation. Reciprocity,
authority, scarcity, and social proof have all been observed in conversational contexts.
For example, reciprocity is evident when chatbots use friendly greetings or small favours
to elicit compliance [7] while authority can be signalled through professional persona
design. Scarcity and urgency align closely with Time Pressure techniques, and social
proof underpins many Social Compliance strategies. Research on conversational agents
confirms that these principles can be embedded subtly in dialogue, influencing disclosure
and compliance [7, 37, 12].

Temporal Construal Theory (TCT) further explains the effectiveness of Time Pres-

sure in conversational contexts. TCT suggests that people’s decision-making shifts
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when faced with near-term versus distant outcomes [29]. Liu et al. [24] and Thones
and Oberfeld [38] demonstrate that under time constraints, individuals focus narrowly
on immediate consequences, reducing their capacity for reflective, systematic reason-
ing. This aligns with how chatbots create urgency through countdowns or limited-time
offers, pushing users toward heuristic rather than deliberative processing.

Finally, the concept of anthropomorphism interacts with these psychological mech-
anisms. As Larson [14] and Murtarelli et al. [30] argue, human-like design features
can amplify the effectiveness of adversarial techniques by strengthening rapport and
perceived legitimacy.

In conversational systems, the psychological levers identified by Stajano, Cialdini,
and TCT are therefore not abstract theories but operational principles that can be

directly embedded in dialogue to influence users.

3.1.4 Implications for User Vulnerabilities

Together, these psychological mechanisms and adversarial techniques highlight that
user vulnerabilities in conversational systems extend well beyond technical exploits.
They reveal how trust, disclosure, and compliance are shaped in ways that are difficult
for users to recognise or resist. For example, Need & Greed leverages visceral influ-
ences to override caution [48], Time Pressure disrupts deliberative reasoning [24, 25],
and Social Compliance capitalises on obedience to authority and social norms [144, 27].
These are psychological rather than technical vulnerabilities. They are intangible, em-
bedded in the flow of dialogue, and resistant to conventional security measures. They
manifest in patterns of user behaviour that have only recently begun to be empirically
examined. Users may recognise manipulation yet still comply, an occurrence concep-
tualised in this thesis as the recognition—-behaviour gap. This gap demonstrates that
awareness alone does not guarantee resistance as affective and cognitive biases can still
drive compliance. Studies of conversational agents further suggest that vulnerabilities
may vary by domain. For instance, users may be more cautious in healthcare contexts

but more susceptible in retail or social scenarios [12, 4].
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These findings highlight the need to treat psychological vulnerabilities as an im-
portant component of security and trust in human—Al interactions. Unlike technical
vulnerabilities, which can be patched, psychological vulnerabilities are rooted in funda-
mental human tendencies that adversarial techniques exploit. Therefore, the challenge
is understanding these vulnerabilities and anticipating how they may evolve as con-
versational systems become more sophisticated. This provides the rationale for the
empirical studies that follow in chapter 4, chapter 5 and chapter 6, which system-
atically investigate these vulnerabilities across different domains and implementation

technologies.

3.2 Part B: Methodological Approach

This section presents the methodological framework that guided the investigation of
adversarial techniques in text-based conversational systems. It introduces the overall
research design, explains the platforms through which the experiments were conducted,
and outlines how participants were recruited and engaged. It also describes the eval-
uation metrics used to capture both behavioural and attitudinal responses. Together,
these elements provided the foundation for systematically testing the theoretical princi-

ples outlined in Part A under conditions that balanced control with ecological validity.

3.2.1 Research Design and Rationale

The research adopted a within-subject design in which each participant engaged with
multiple scenarios across different experimental conditions. This approach allowed di-
rect comparison of responses to adversarial techniques versus control conditions while
reducing the variability associated with between-subject differences. A staged progres-
sion across three studies was used, beginning with controlled Wizard of Oz simulations,
then interactive narrative scenarios, culminating in dynamic LLM-based interactions.
This design was chosen to balance control and ecological validity. The early studies pro-
vided tight experimental manipulation, while later studies captured the adaptive and

unpredictable features of real-world conversational systems. By systematically increas-
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ing the sophistication of the implementation, the design made it possible to examine
not only whether adversarial techniques work, but also how their effectiveness shifts
across platforms and contexts.

The research progression employed a deliberate strategy in selecting which adver-
sarial principles to investigate at each stage. The first two studies (chapters 4 and 5)
both examined Need & Greed and Time techniques, whilst the third study (chapter 6)
replaced Time with Social Compliance alongside Need & Greed. This sequencing was
purposeful rather than arbitrary.

Need & Greed and Time were selected for both foundational studies to establish
baseline effects and enable direct comparison across implementation technologies (WoZ
and Twine) before introducing additional technique variation. Both techniques are
readily operationalised through relatively standardised manipulations. Need & Greed
involves offering explicit incentives, whilst Time imposes temporal constraints, mak-
ing them well-suited to the scripted and semi-scripted implementations of the early
studies. Maintaining consistency in the adversarial techniques across these first two
studies allowed the research to isolate the effects of implementation technology and
domain context without confounding these factors with simultaneous changes in the
psychological mechanisms being tested.

The introduction of Social Compliance in the LLM-based study (chapter 6) served
multiple objectives. First, it broadened the range of psychological mechanisms inves-
tigated beyond reward-based and temporal manipulations to include authority-based
influence. Second, Social Compliance techniques proved particularly well-suited to the
dynamic capabilities of LLM-based systems, which can generate authoritative language
patterns and contextually appropriate expertise demonstrations in ways that scripted
systems cannot. Third, this progression enabled the research to explore how differ-
ent implementation sophistication levels affect different types of adversarial techniques.
Earlier studies established how reward and urgency operate in controlled settings, whilst
the LLM study revealed how authority-based manipulation manifests in naturalistic
interactions. This staged approach to principle selection thus balanced the need for

methodological consistency with the opportunity to investigate diverse psychological
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vulnerabilities across the thesis.

Across all three studies, I employed a within-subject experimental design where
participants experienced multiple experimental conditions. This established approach
in psychology and behavioural sciences helps control for individual differences that
might obscure results in between-subject designs. By having participants serve as their
own controls, this design reduces the variability of individual differences, increasing
statistical power [149, 150].

In my research, this approach offered key advantages. It required fewer participants
to achieve statistical power compared to between-subject designs, which is particularly
valuable given the complexity of implementing different adversarial techniques. In
addition, it allowed for direct observation of how individual participants responded to
various techniques within each study.

However, this design required careful management of potential carryover effects,
where experiencing one condition might influence responses to subsequent ones. To
address this, I followed Miller’s [151] recommendations and used a Latin square design

to randomise the order of conditions and scenarios across all studies.

3.2.2 Experimental Platforms
Wizard of Oz Framework

The Wizard of Oz (WoZ) framework as shown in Figure 3.3 is utilised in HCI and user
experience design. This framework allows a researcher to simulate the functionality
of a system that is not yet fully developed by having a human (wizard) control the

system’s responses in real-time.
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Figure 3.3: Schematic representation of the Wizard of Oz framework used in the first
experimental study. The participant interacts with an intermediary system, unaware
that a human ‘wizard’ controls and simulates the system’s responses, enabling realistic
conversational exchanges while maintaining experimental control over dialogue content
and flow.

This framework is valuable for evaluating user interactions with systems like chat-
bots or any other conversational agents as it helps provide insights into system per-
formance and interaction dynamics without the need for a fully functional prototype.
As T discovered in my investigation of adversarial techniques in conversational systems,
this methodology provided me invaluable insights into user attitudes.

Historically, the origins of the WoZ methodology can be traced to early HCI re-
search, where it served as a prototyping tool for testing interactive systems before full
technological implementation. This approach enables researchers to gather valuable
user feedback on system functionality that would otherwise require extensive resources
to implement [152, 153]. The framework’s flexibility facilitates rapid iteration of de-
sign concepts, allowing for detailed exploration of user interactions with conversational
agents in controlled environments [154].

The methodology has evolved significantly from its origins in simple response sim-

ulation. While early implementations focused primarily on basic dialogue exchanges,
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modern applications encompass complex multi-turn interactions, emotional response
simulation, and context-aware behaviour modelling [155, 156]. This evolution mirrors
the increasing sophistication of conversational systems themselves, making the WoZ
framework particularly suitable for investigating how adversarial techniques might in-
fluence user behaviour.

In my research, the WoZ methodology proved especially effective for examining how
adversarial techniques influence user attitudes in conversational systems. By carefully
controlling and observing user responses to different conversational strategies, I could
investigate the impact of Need & Greed and Time techniques while maintaining exper-
imental validity. This approach has proven particularly valuable in similar contexts,
such as developing health-related chatbots, where understanding patient interactions
is crucial for creating effective support systems [157, 158].

Implementing the WoZ study required careful attention to methodological consider-
ations, particularly in experimental design and data collection. As the wizard (I played
this role), I developed comprehensive guidelines to maintain standardised responses
while preserving natural conversational flow across all experimental conditions. This
standardisation proved crucial for ensuring consistency in how adversarial techniques
were presented to participants. I established clear communication channels between
the wizard and participants to achieve this consistency, implemented predefined re-
sponse protocols, and incorporated real-time monitoring capabilities. These compo-
nents worked with my data collection mechanisms, capturing quantitative metrics and
qualitative insights through questionnaires administered during and after the exper-

L. This balance proved essential in maintaining the illusion of

iment using Qualtrics
system autonomy while gathering meaningful research data [58, 159].

However, implementing the WoZ methodology presented several significant challenges
that required careful consideration and mitigation strategies. The potential for opera-
tor bias emerged as a primary concern, as it could affect the authenticity of simulated

interactions [160, 161]. Furthermore, maintaining consistent response patterns across

multiple sessions required careful attention to protocol adherence. The technical imple-

!Qualtrics: https://www.qualtrics.com
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mentation required a very good real-time communication system, while ethical consid-
erations raised important questions about informed consent and research transparency.

I addressed these challenges through careful experimental design and standardised
response protocols, ensuring consistency across all participant interactions and strict
compliance with the ethical guidance provided by the CIS Departmental Ethics Com-

mittee.

Twine Platform

Building upon insights from the WoZ study, Twine? served as the primary tool to
develop interactive scenarios in my second investigation (chapter 5). This platform
offers a practical approach to creating branching conversational flows, presenting a
visual interface where dialogue segments, called 'passages’ (Figure 3.4), can be linked
together to form complex interactions [162]. This structure proved particularly useful
for implementing adversarial techniques across different scenarios.

The platform offered several key advantages for the implementation of my research.
First, its visual development environment allowed for a clear organisation of conver-
sational pathways. Each passage represented a distinct interaction point, making it
straightforward to map out how different adversarial techniques would manifest within
scenarios. This visual approach, as noted by [162], helps to bring a spatial dimension
to the development process, ensuring consistent implementation of Need & Greed and

Time techniques across all experimental conditions.

Secondly, Twine’s built-in state management capabilities enabled tracking of user
choices throughout each scenario [163]. This feature was essential to maintain contex-
tual awareness and ensure participant interactions remained coherent across different
stages of the experiment. The system could adapt its responses based on previous user
choices, creating more realistic conversational flows.

Third, the platform generates standard HTML output, which is seamlessly inte-

grated with our experimental web-based setup [164]. This compatibility simplified

2Twine: https://twinery.org
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the deployment and allowed participants to access scenarios through standard web
browsers, reducing technical barriers to participation. Finally, Twine’s straightforward
implementation approach and support for custom JavaScript and CSS [164] provided
the flexibility needed for my experimental design. I could readily incorporate ques-
tionnaires between scenarios and implement randomisation for scenario presentation.
These capabilities made Twine particularly suitable for my research needs. It allowed
me to create consistent, controlled scenarios while maintaining the natural flow of con-
versation necessary for examining user attitudes and behaviours.

While Twine was valuable for creating structured scenarios, its successful imple-
mentation revealed the need for more dynamic interaction capabilities. The platform’s
predetermined pathways, though effective for controlled experiments, highlighted op-
portunities for exploring more sophisticated system-user interactions. This recognition
led to the development of a more flexible solution using the Flask framework with
integrated LLM capabilities.

This progression from Twine to Flask represented a significant advancement in how
adversarial techniques could be implemented and studied. While Twine excelled at cre-
ating branching narratives across healthcare, online shopping, financial management,
and home security scenarios, its pre-scripted nature limited the exploration of more nu-
anced user responses. The need to understand how users might react to more dynamic
and adaptive adversarial techniques motivated the transition to a more sophisticated
implementation.

The experience gained from Twine’s implementation directly informed the design
choices in the Flask application. Understanding how users navigated structured con-
versational flows helped identify which aspects of interaction needed greater flexibility
and responsiveness. This insight proved particularly valuable when integrating Llama
3.3-70Db, as it helped balance the need for experimental control with the desire for more

natural conversation patterns.
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Flask Application

The Flask® application marked a significant shift from our earlier methodological ap-
proaches. Unlike the structured Twine pathways or the human-operated WoZ frame-
work, this implementation introduced real-time behavioural metrics and scenario-specific
adversarial techniques. The three core dependencies of the flask framework: routing,
debugging, and the web server gateway interface (WSGI) [165].

For this study, the Flask application was designed to facilitate real-time interac-
tions between participants and the adversarial chatbot, using Llama 3.3-70b to gen-
erate contextually relevant responses. The application architecture consists of three
primary components: the backend, the frontend interface and the data capture and
logging system. This comprehensive design enabled more sophisticated implementa-
tion of adversarial techniques while maintaining experimental control.

The backend served as the core processing unit, managing the communication be-
tween the frontend interface and the system’s processing layers. It integrates Llama
3.3-70b to generate chatbot responses customised to participant input during interac-
tions. As shown in Listing 3.1, the /message route handled HTTP requests, dynamically
processing user queries and generating responses in real time. This ensured a seamless

and efficient interaction between the user and the system.

Listing 3.1: Flask route handling user-bot interactions and integrating real-time be-

havioural metrics.

Q@app.route('/message', methods=['POST'])
@limiter.limit ("5 per minute")
def add_message():
"""Handle message exchanges between user and bot"""
try:
data = request.json
if not data or 'session_id' not in data or 'content' not

in data:

3Flask: https://flask.palletsprojects.com
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return jsonify({"error": "session_id and content
required"}), 400
session_id = datal['session_id']
content = datal['content']
current_session = db.session.get(Session, session_id)
if not current_session:
return jsonify({"error": "Invalid session ID"}),
start_time = time.time() * 1000
user_message = Message(
session_id=session_id,
content=content,
is_bot=False,
timestamp=start_time
)
db.session.add(user_message)
bot_response = get_bot_response(session_id, content,
current_session.task.principle)
end_time = time.time() * 1000
response_latency = end_time - start_time
bot_message = Message(
session_id=session_id,
content=bot_response,
is_bot=True,
response_latency=response_latency,
timestamp=end_time
)
db.session.add(bot_message)
metric = db.session.execute(select(Metric).filter_by(
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session_id=session_id)).scalar_one_or_none ()
if not metric:
metric = Metric(
session_id=session_id,
scenario=current_session.scenario,
condition=current_session.condition,
)

db.session.add(metric)

metric.total_messages += 2
metric.response_latency = (metric.response_latency +
response_latency) / metric.total_messages

db.session.commit ()

return jsonify({"bot_response": bot_responsel}), 200

except Exception as e:

logger.error (f"Error in add_message: {str(e)}", exc_info=
True)
return jsonify({"error": "An internal error occurred.

Please try again."}), 500

The frontend presented users with an easy-to-use interface featuring a text input
field for queries and a response display area for system-generated replies. This design
prioritised simplicity and usability, ensuring participants could focus on the interaction
without distractions. Real-time communication between the front- and back-end was
achieved through asynchronous HTTP requests, enabling instant responses and dynamic
updates that enhanced the natural flow of conversation.

An essential feature of the application was its ability to log user interactions auto-
matically. Behavioural metrics such as response times, disclosure and compliance rates,
and user engagement were captured at the backend automatically. This logging func-
tionality helped in the collection of user interaction data for analysis, complementing

the self-reported attitudes collected through post-task questionnaires.
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The application was deployed on Heroku, a cloud-based platform that provided a
stable and reliable environment for hosting and real-time processing. Heroku’s scalable
architecture ensured smooth performance even under varying levels of user engagement.
Using this deployment strategy made the application easy for everyone to access on any
device, making sure it worked well and looked the same for all participants.

This implementation offered several key advantages over previous methodological
approaches. Unlike the WoZ framework’s human-operated responses or Twine’s pre-
scripted pathways, the Flask application enabled dynamic conversations through the
LLM I integrated. This capability allowed for examining how users respond to ad-
versarial techniques in more naturalistic interactions while still maintaining necessary
experimental controls. Another significant advancement was the real-time data collec-
tion. While earlier approaches relied heavily on post-interaction questionnaires, this
system captured behavioural metrics during the actual interaction. Response latencies,
interaction patterns, and information disclosure rates could be measured precisely, pro-
viding a deeper understanding of how users engage with adversarial conversational
systems.

This implementation continued to benefit from our established participant recruit-
ment through Prolific Academic, which had proven effective during the Twine-based
study (chapter 5). The increased complexity of interactions and data collection in the
Flask implementation reinforced the value of Prolific’s pre-screening capabilities and
diverse participant pool. Building on my experience with participant recruitment from
the Twine study, I maintained detailed selection criteria while adapting experimental

protocols to accommodate the more dynamic nature of the Flask-based interactions.

3.2.3 Participants and Recruitment

Prolific Academic* (ProA) is an online platform used for the recruitment of partici-
pants for academic research. Having successfully used Prolific Academic in both twine-
and flask-based studies, this platform proved instrumental in maintaining consistent

participant recruitment standards. Compared to other recruitment tools like Amazon

4Prolific: https://www.prolific.com
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Mechanical Turk®, Prolific stands out for its emphasis on participant diversity, fairness,
and data reliability [166, 167].

One key advantage of Prolific is its robust pre-screening capabilities, which enable
careful participant filtering based on demographic criteria such as age, gender, edu-
cational background, and country of residence. This feature proved particularly valu-
able across both the Twine and Flask studies, ensuring consistent participant selection
while maintaining sample diversity. Participants recruited through the Prolific plat-
form consistently produced higher-quality responses and demonstrated lower attrition
rates compared to other platforms like Amazon MTurk [166].

However, it’s important to acknowledge certain limitations in using Prolific. Al-
though the platform supports participant diversity, its user base remains primarily
concentrated in Western countries, which can limit the generalisability of the findings
to the global population [168]. A recent platform update has partially addressed this
through the “Bring your own participant” tool. However, this feature was not used in
my Twine-based study as it became available after the data collection phase.

The consistency in participant recruitment through Prolific complemented my use
of within-subject design across all the user studies, from the initial WoZ framework
through to the Flask implementation. This consistency in method was important for
maintaining experimental validity while also examining the increasingly complex as-

pects of the adversarial techniques I used.

3.2.4 Evaluation Metrics

I used a structured evaluation framework to assess the psychological vulnerabilities
created by adversarial techniques in the three studies (chapter 4, chapter 5 and chap-
ter 6). This approach was essential for characterising how these techniques affect users
across different contexts and implementation technologies, a central aspect of my the-
sis statement. The framework enabled consistent measurement of user attitudes and
behaviours while supporting methodological progression as my research evolved from

controlled to increasingly naturalistic implementations.

5 Amazon Mechanical Turk: https://www.mturk.com
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Attitudinal Metrics

Four attitudinal metrics were consistently measured in the three studies.

Trust This measured how confident users felt about the system’s reliability, integrity
and intentions. A model of trust in conversational agents examines chatbot-related,
environment-related, and user-related trust factors [8]. This metric was operationalised
through 5-point Likert scale questions such as “How much did you trust the conversa-
tional agent’s advice or suggestions in this interaction?” (1: Not at all - 5: Completely).
While Nordheim et al. used a 7-point scale with items like “I experience this chatbot
as trustworthy,” 1 adapted this to a 5-point scale for consistency with other measures.
This metric was crucial for understanding how adversarial techniques might affect trust,
which is a fundamental aspect of human-computer interaction, and how its effects could
differ between contexts, especially since trust plays such an important role in whether

people adopt and continue using conversational technologies [169].

Comfort Level This metric assessed users’ perceived ease and psychological comfort
while engaging with the conversational system. This was measured through questions
such as “How comfortable did you feel during your interaction with the conversational
agent?” (1: Very uncomfortable - 5: Very comfortable). Users reported significantly
less frustration and higher satisfaction with conversational interfaces compared to tra-
ditional web interfaces, particularly amongst those with lower digital literacy [86]. This
aligns with findings that emotional and relational benefits of disclosure were equivalent
whether participants thought they were disclosing to a chatbot or a person [81], sup-
porting the Computers as Social Actors (CASA) framework. Comfort represents an
important dimension of user experience that adversarial techniques may significantly
affect, as manipulations that undermine perceived understanding, positive relational
dynamics, or system usability could negatively impact psychological ease during inter-

action, potentially leading to changes in what users choose to share.
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Willingness to disclose information This metric evaluated the willingness of users
to share personal or sensitive information with the system. Research on self-disclosure
in conversational agents found that emotional and relational benefits of disclosure were
equivalent whether interacting with perceived chatbots or humans [81]. This was as-
sessed through context-specific questions such as “The offered benefits made me willing
to share information” (1: Strongly disagree - 5: Strongly agree). The communication
context can significantly influence the willingness to disclose [11], with functional con-
texts (such as professional health advice) encouraging more willingness to share than
social contexts. I adapted questions about specific types of personal information to
measure participants’ willingness to disclose. This metric directly measured the be-
havioural impact of adversarial techniques on information security, providing insight
into how psychological manipulation translates into security risks. This is particularly
important because adversarial techniques can alter how users perceive the conversation
context or reduce their comfort, potentially altering sharing patterns in ways that put

information security at risk.

Perception of privacy and security This metric examined users’ beliefs about
the safety and confidentiality of their interaction. The privacy calculus model suggests
users weigh privacy concerns and risks against potential benefits when making disclo-
sure decisions [170]. I operationalised this through questions such as “I felt concerned
about my privacy during this interaction” and “I was worried about the security of
my information” (1: Not at all - 5: Very much). These questions directly assessed
perceived risk, which Dinev and Hart identified as a significant barrier to information
disclosure. This metric helped me distinguish between what users actually did and
what they thought about risk, showing how different contexts might affect their per-
ception. This was essential because adversarial techniques could affect trust (which
Dinev and Hart [170] highlight as important for disclosure decisions) without immedi-
ately changing users’ behaviour, potentially creating security vulnerabilities that would

not be obvious just by observing what users did.
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Behavioural Metrics

As the research progressed to more sophisticated implementations, additional behavioural
metrics were incorporated to capture actual user responses rather than self-reported

attitudes in chapter 6.

Compliance rates Compliance was measured as the percentage of successful infor-
mation elicitation attempts across different categories of requests. An examination
of compliance across request categories such as authority-based and social proof [7]
informed my analysis here. I further categorised compliance by sensitivity level, op-
erationalising sensitivity by assigning a higher risk value (1.2) to healthcare scenarios
due to the sensitive nature of health-related disclosures, compared to online shopping
scenarios, which were assigned a lower risk value (1.0). This categorisation facilitated
analysis of how compliance varied according to both adversarial techniques and scenario

context.

Information disclosure patterns User disclosures have been classified into cate-
gories such as general personal disclosures, demographic details, personal preferences,
and topic-specific disclosures (e.g., healthcare or shopping-related) [81]. I adopted this
framework, quantifying disclosure patterns systematically using NLP-based methods
and regular expression matching. Voluntary disclosures beyond direct conversational
prompts were also measured to capture spontaneous user openness under adversar-
ial conditions. Importantly, the categorisation of disclosures was carefully designed
not to capture or retain personally identifiable information (PII), in line with ethical

standards.

Resistance strategies. A privacy-protective framework for identifying resistance
tactics [145] provides the foundation for tracking explicit information withholding, re-
jection of information requests, deflection of system prompts, and the use of security
or privacy-related terms. I used NLP pattern detection to identify such strategies in

conversational logs.
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Recognition indicators Recognition of manipulation attempts was indirectly in-
ferred [112], measured through the increased use of privacy and security terminol-
ogy, explicit information withholding, and privacy concerns indicators. These be-
havioural indicators provided insight into implicit cognitive recognition and highlighted
the recognition-behaviour gap, where awareness of manipulation may not translate into

active resistance behaviours.

User Engagement User engagement was operationalised explicitly as the intensity
and extent of interactions, measured through the total number of conversational ex-
changes (utterances) between participants and the conversational agent. This was
quantified as an engagement_score, reflecting participants’ conversational involvement
and providing important behavioural context about user receptivity or resistance to ad-

versarial manipulations, aligning with the conceptualisation of user engagement [171].

Qualitative Evaluation Metrics

Qualitative evaluation metrics were integrated alongside quantitative data to enhance

psychological insights into user experiences and behaviours.

Refined Thematic Analysis To complement the quantitative measures, I per-
formed a reflexive thematic analysis of the responses to the post-task questionnaire
from chapter 5 following a structured methodology [172]. This involved systematically
coding user responses, followed by theme generation, review, and refinement. The re-
sulting themes provided deeper psychological insight into the vulnerability patterns
uncovered by quantitative measures, revealing the underlying cognitive and emotional

mechanisms.

Contextual Interpretation Post-task questionnaire responses were contextually
analysed in healthcare, financial and online shopping scenarios, recognising that similar
behaviours can have different implications depending on the domain’s sensitivity. This

approach helped us better understand how contexts in adversarial techniques influenced
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user vulnerabilities and behaviour.

Temporal and Contextual Integration Qualitative insights were integrated with
behavioural data to explore how different adversarial strategies affected users over time
and across contexts. This combination clarified how adversarial techniques functioned
differently across interaction timelines and scenarios, specifically in chapter 6, providing

further insights into user behaviour when exposed to these techniques.

3.3 Summary

This chapter has provided both the theoretical and methodological foundations of the
thesis. Part A introduced the psychological principles and adversarial techniques under-
lying the study of conversational system vulnerabilities. Part B described the method-
ological design and experimental platforms used to systematically investigate these
principles. This chapter lays the foundation for empirical studies in subsequent chap-
ters by linking theoretical insights to methodological implementation. The next chapter
applies these foundations to the first user study, which examines how adversarial tech-

niques manifest in a controlled Wizard-of-Oz environment.
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Chapter 4

A Foundational Study of Adver-
sarial Techniques in Conversational
Systems: Impacts on User Atti-

tudes

Do not be anxious about anything, but in every situation, by prayer and

petition, with thanksgiving, present your requests to God. Phil 4:6 (NIV)

Building on the background established in chapter 2 and the theoretical founda-
tions outlined in chapter 3, this chapter presents a foundational investigation into how
adversarial techniques influence user attitudes in conversational systems. I focus on
two specific adversarial techniques-Need & Greed and Time, examining their effects in

a controlled experimental setting.

4.1 Introduction

This chapter provides foundational insights into user attitude patterns and the effec-
tiveness of Need & Greed and Time adversarial techniques through human-operated
system simulation. I employed the Wizard of Oz (WoZ) framework to simulate realistic
interactions while investigating how these techniques influence key user attitudes: trust,
comfort level, willingness to disclose information, and perceived privacy and security.

The WoZ approach is a well-established method in HCI research for simulating system
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behaviour before full automation [173, 174, 175, 176]. It is particularly effective for
natural language interfaces because it enables the study of realistic user interactions
while maintaining experimental control. Riek [160] emphasised its suitability when
behaviours are feasible for human operators but not yet robustly automated, precisely
for controlled adversarial manipulations. In this study, WoZ ensured consistent pre-
sentation of Need & Greed and Time techniques while participants experienced fluid
dialogue, striking a balance between control and ecological validity. This made WoZ the

most suitable method for exploring adversarial techniques at this foundational stage.

4.2 Study Aim, Objectives, and Research Question

This section presents the study-level aim, objectives, and research question for the
foundational Wizard of Oz study reported in this chapter. The study-level objectives
below address dissertation-level Objectives 1-2 and Research Question 1, as set out in

Section 1.4.

4.2.1 Aim.

To determine how Need & Greed and Time adversarial techniques influence user atti-
tudes in text-based conversational systems.

4.2.2 Objectives.

1. Implement Need & Greed and Time techniques in a Wizard of Oz conversational

framework.

2. Measure their effects on trust, comfort, willingness to disclose information, and

perceptions of privacy and security.

3. Compare responses across conditions within participants to isolate the specific

impact of each technique.

4. Establish attitudinal baselines for later studies with broader domains and tech-

nologies.
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4.2.3 Research Question.

RQ 4.1: How do Need & Greed and Time adversarial techniques influence
user attitudes—specifically trust, comfort, willingness to disclose informa-
tion, and perceptions of privacy and security—in text-based conversational

systems?

4.2.4 Contributions.

e Provides empirical evidence that scam-derived adversarial techniques alter key

user attitudes in dialogue.

e Validates a procedure for operationalising adversarial cues in conversation while

maintaining ecological validity.

e Establishes attitudinal benchmarks that guide hypotheses and design choices for

subsequent studies.

The rest of this chapter is organised as follows. section 4.3 outlines the methodology
comprising the experimental design, participant recruitment process, and task descrip-
tions. It also details the independent and dependent variables investigated and the data
collection methods and control measures employed to ensure the study’s validity and
reliability. Following this, section 4.4 presents the findings of the investigation, focusing
on the impact of Need & Greed and Time adversarial techniques on key user attitudes,
with analyses supported by statistical tests and visualisations. The chapter concludes
with section 4.5, which synthesises the findings, discusses their implications for the

ethical design of conversational systems, and identifies directions for future research.

4.3 Methodology

4.3.1 Experimental Design

I employed a within-subject experimental design to investigate the impact of adversarial

techniques on user attitudes in conversational systems. This approach was chosen for
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its ability to control for individual differences and increase statistical power with a
smaller sample size. Each participant experienced all three experimental scenarios:
Control, Need & Greed, and Time, allowing for a direct comparison of responses across
conditions.

The within-subject design offers several advantages in this context. Firstly, it re-
duces the impact of individual variability, as each participant serves as their own control.
This is particularly important when studying user attitudes, which can vary signifi-
cantly between individuals. Secondly, it allows for a more efficient use of participants,
enabling me to gather more data with fewer subjects. Lastly, this design enhances my
ability to detect subtle differences in user responses across scenarios, which is crucial

given the potentially nuanced effects of adversarial techniques.

4.3.2 Participants
Sample Size Determination

I conducted an a priori power analysis using G*Power 3.1 to determine the appropriate
sample size. Based on previous studies in conversational agent interactions [177], I
anticipated a medium effect size (f = 0.25). The analysis indicated that a minimum
of 23 participants would be required to achieve 80% power with an « level of 0.05 for

repeated measures ANOVA with three measurements.

Recruitment

Participants were recruited through convenience sampling using social media platforms
(WhatsApp) and word-of-mouth referrals within the University of Strathclyde commu-
nity. Recruitment materials included a brief study description outlining the general
nature of the research (investigating user interactions with conversational systems)
without revealing the specific focus on adversarial techniques to avoid priming effects.
Interested individuals were provided with detailed participant information sheets and
screened for eligibility based on the following criteria: (1) age 18 years or older, (2)

proficiency in English, and (3) prior experience using online booking systems or con-
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versational agents. No exclusion criteria were applied beyond these basic requirements.

Sample Characteristics

The final sample consisted of 24 participants (12 female, 12 male) aged 18 to 54 years
(M = 31.72, SD = 10.11). The sample represented a highly educated demographic,
with the majority (45.8%) holding advanced degrees. Detailed demographic character-

istics are presented in Table 4.1.

Table 4.1: Demographic characteristics of participants in the Wizard of Oz study
(N=24). The table presents the distribution of gender (50% male, 50% female), age
ranges (18-54 years, M=31.72, SD=10.11), and education levels. The sample was highly
educated, with 45.8% holding Master’s degrees and 33.3% holding Bachelor’s degrees,
reflecting the convenience sampling approach through the University of Strathclyde
community.

Characteristic Category N %
Gender Male 12 50%
Female 12 50%
Age 18-24 4 16.7%
25-34 14 58.3%
3544 3 125%
45-54 3 12.5%
Education Associate degree 2 8.3%
Bachelor’s degree 8 33.3%
Master’s degree 11 45.8%
Some college, no degree 3 12.5%
Total 24 100%

Pilot Testing

Two pilot rounds were conducted before the main study to refine the experimental
protocol and identify potential technical or procedural issues. Each pilot round involved
five participants who were not included in the final sample.

Pilot 1: The initial pilot revealed two significant issues. First, participants reported
slow response times from the wizard, which disrupted the natural conversational flow
and raised suspicions about the system’s authenticity. Second, a technical issue with

chat link generation resulted in broken links for some participants. These problems
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were addressed by refining the wizard response protocol to reduce latency and fixing
the technical implementation of the Y99 platform link generation system.

Pilot 2: A second pilot round with five different participants tested the revised
protocol. All participants completed the procedure successfully without technical dif-
ficulties. Response timing was perceived as natural, conversational flow felt authentic,
and all data collection instruments functioned correctly. This confirmed that the ex-
perimental setup, timing, conversational patterns, and data capture procedures were

ready for the main study. No further modifications were necessary following Pilot 2.

4.3.3 Experimental Setup and Apparatus
Platform and Implementation

I utilised a web-based experimental setup to investigate how adversarial techniques in-
fluence user attitudes in conversational systems. The study was conducted using the
Y99! chat platform combined with the Wizard of Oz (WOZ) framework. In this ap-
proach, I covertly assumed the role of the conversational agent (the “wizard”), provid-
ing responses that appeared automated to participants while maintaining strict exper-
imental control over interaction patterns and adversarial manipulations. This method
preserved ecological validity by simulating a sophisticated conversational system while
ensuring consistent application of experimental conditions across all participants.
Each participant joined a private chat session on the Y99 platform through indi-
vidually generated chat links, maintaining privacy and isolating interactions (see Fig-
ure 4.1). As the wizard, I used a pre-prepared library of responses tailored to each
experimental condition (Control, Need & Greed, and Time), ensuring consistency in
language, tone, and interaction patterns. The standardised response library was devel-
oped and refined through the two pilot rounds to ensure natural conversational flow

while precisely implementing the intended adversarial techniques.

'Y99: https://y99.in
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Figure 4.1: Flight reservation task chat interface showing the Y99 platform used for
participant interactions.

Rationale for Web-Based Approach

Conducting the study online offered several advantages. The Y99 platform provided a
familiar interface similar to real-world messaging applications (e.g., WhatsApp?, Face-
book Messenger®), enhancing ecological validity and promoting natural user behaviour.
The remote nature of the study allowed participants to engage from comfortable, famil-
iar environments at their convenience, reducing potential situational influences while
maintaining research rigour. Additionally, this approach facilitated efficient data col-

lection and reduced logistical challenges associated with laboratory-based studies.

*WhatsApp: https://www.whatsapp.com
3Facebook Messenger: https://www.messenger.com
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Control Measures and Data Protection

To ensure the validity and reliability of findings, several control measures were imple-

mented:

e Scenario randomisation: Using a Latin Square design, the presentation or-
der of scenarios was systematically varied across participants to counterbalance

potential order effects and practice effects.

e Standardised interactions: The pre-prepared response library ensured that
all participants within each condition received equivalent conversational patterns,

removing potential experimenter bias from spontaneous responses.

e Anonymised interaction: Participants were provided with pre-generated dummy
personal information (fictitious names, email addresses, and phone numbers) to
use during the flight booking task. This approach protected participant privacy
while standardising the perceived risk associated with sharing sensitive informa-

tion across all experimental conditions.
e Isolated sessions: Individual chat links prevented cross-contamination between
participants and ensured that each session remained independent.
4.3.4 Task and Experimental Conditions

Task Description

Participants were tasked with planning a holiday flight to Mallorca, Spain, using the
conversational agent. The task was designed to simulate a realistic online booking

scenario with the following standardised parameters:
e Route: Glasgow to Mallorca, Spain
e Date of departure: 29th October

e Time: Between 10:00 and 14:00
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e Class: Economy
e Budget: £150

These parameters were selected through a systematic process balancing three key
criteria: relevance, complexity, and engagement. The route (Glasgow to Mallorca)
was chosen because Mallorca represents a popular holiday destination for UK trav-
ellers, ensuring the scenario felt realistic and personally relevant to participants, whilst
Glasgow served as a familiar departure point for the Scottish-based sample. The date
(29th October) and time window (10:00-14:00) were selected to introduce moderate
scheduling constraints that required participants to evaluate options actively, rather
than simply accepting the first available flight, thus increasing task complexity without
becoming unrealistic. Economy class was chosen as the most commonly booked cabin
class, enhancing ecological validity and ensuring participants could draw on prior book-
ing experiences. Finally, the budget of £150 was deliberately set at a level that was
achievable for a short-haul European flight but tight enough to create meaningful trade-
offs between cost, timing, and convenience, thereby encouraging sustained engagement
with the conversational agent throughout the decision-making process. Together, these
parameters created a constrained yet realistic booking scenario that required meaning-
ful interaction with the conversational agent whilst maintaining experimental control
through standardisation. Participants were encouraged to ask questions, seek clari-
fications, and interact naturally, mirroring typical user behaviour in online booking

scenarios.

Experimental Conditions

To investigate how adversarial techniques influence user attitudes, I designed three
experimental conditions based on established principles from social engineering and

persuasion research [1, 178]:

1. Control condition: This baseline scenario involved neutral interactions with-

out any adversarial elements. The conversational agent provided helpful, factual
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responses focused on completing the flight booking task efficiently. The agent
adhered strictly to ethical practices and made no attempts to manipulate user
decisions or extract unnecessary information. This condition served as a reference

point against which to evaluate the effects of the adversarial techniques.

. Need & Greed condition: In this scenario, the conversational agent employed
incentive-based persuasion techniques to influence participants. The agent offered
various benefits such as percentage discounts on flights, exclusive membership
benefits, priority boarding privileges, and special travel insurance offers contin-
gent upon sharing additional personal information (e.g., email addresses, phone
numbers, date of birth). This approach mimicked real-world applications where
systems exploit user desires and needs to elicit personal information beyond what

is necessary for task completion [1, 7].

. Time condition: In this scenario, the agent created a sense of urgency by em-
phasising time-sensitive constraints. Participants were informed that flight avail-
ability was rapidly diminishing, special offers would expire within minutes, or
that prices were increasing in real-time. Phrases such as “only 2 seats left at this
price” or “this offer expires in 5 minutes” were strategically incorporated. This
simulated high-pressure decision-making environments, drawing on the psycho-
logical principle of temporal discounting where individuals prioritise immediate

rewards over long-term considerations [178].

The scenarios were randomised for each participant using a Latin Square design to

mitigate order effects and ensure balanced exposure across conditions. Each participant

experienced all three conditions, with the order counterbalanced across the sample.

4.3.5 Variables

Independent Variables

The experimental manipulations varied across conditions. For the Need & Greed sce-

nario, the independent variables included:
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. Perceived benefits from sharing information: The extent to which partic-
ipants believed that disclosing personal information would yield tangible advan-

tages (e.g., discounts, improved service).

. Perceived risk from sharing information: Participants’ assessment of poten-
tial negative consequences (e.g., privacy breaches, data misuse) associated with

information disclosure.

. Motivation to share information: The strength of participants’ intrinsic and

extrinsic drivers to disclose personal data in exchange for offered benefits.

. Perceived trust in the system: Participants’ confidence in the conversational

agent’s data handling practices and ethical behaviour.

For the Time scenario, the independent variables were:

1. Urgency level of the request: The degree of time pressure communicated by

the conversational agent.

. User’s perceived available time: Participants’ subjective assessment of how

much time they had to make decisions.

. Perceived time constraints: The extent to which participants felt they were

operating under restrictive deadlines.

. Pressure due to time constraints: Psychological pressure experienced by

participants as a result of the temporal manipulations.

Dependent Variables

The dependent variables were selected to comprehensively measure the effects of ad-

versarial techniques on user attitudes:

1. Trust in the system: Participants’ confidence in the conversational agent’s

reliability, data protection practices, and ethical behaviour. Measured using 5-

point Likert scales assessing various dimensions of trust.
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2. Comfort level during interaction: The degree to which participants felt
at ease while engaging with the conversational agent. Measured through self-

reported ratings of comfort and anxiety during the interaction.

3. Willingness to disclose information: Participants’ readiness to share sensi-
tive personal information with the conversational agent. Assessed through both

self-reported intentions and behavioural observations during the task.

4. Perceived privacy and security: Participants’ beliefs about the safety, con-
fidentiality, and appropriate handling of information shared during interactions.
Measured using established privacy concern scales adapted to the conversational

agent context.

Measurement Approach and Statistical Validity

All attitudinal dependent variables (trust, comfort level, willingness to disclose, per-
ceived privacy and security) were measured using 5-point Likert scales administered
in post-task questionnaires after each experimental condition. The within-subject re-
peated measures design, combined with the sample size (n=24) determined through a
priori power analysis (G*Power 3.1, medium effect size f = 0.25, power = 0.80,« =
0.05), ensured adequate statistical power for detecting medium-sized effects using re-
peated measures ANOVA. This design inherently controls for individual differences by
having each participant serve as their own baseline [151], and the repeated-measures
ANOVA automatically partitions between-subject variance, effectively removing the
influence of stable individual characteristics from the error term when testing for con-
dition effects [150]. The Latin Square randomisation of condition order further ensured
that any order effects were distributed evenly across conditions and could not system-
atically bias the results. Complete questionnaires showing all measurement items and
response scales are provided in Appendices B.1.2, B.1.3, B.1.4 and B.1.5 (chapter 4)
and Appendices B.2.2, B.2.3, B.2.4 and B.2.5 (chapter 5).
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Figure 4.2: Experimental workflow for the Wizard of Oz study showing the complete
sequence of participant activities. The flowchart illustrates the progression from initial
consent and briefing through entry questionnaire, training task, three experimental
interactions (Task 1: Control, Task 2: Need & Greed, Task 3: Time Pressure), post-task
questionnaires after each interaction, and concluding with the exit questionnaire. The
Latin Square design ensured counterbalancing of condition order across participants to
control for carryover effects.

4.3.6 Procedure

The study followed a standardised protocol to ensure consistency across all participants.
Participants progressed through six main stages: pre-study information and consent,
entry questionnaire, three experimental interactions (with post-task questionnaires af-
ter each), and a final exit questionnaire with debriefing. The average study duration

was 30—40 minutes. The complete experimental workflow is illustrated in Figure 4.2.

Pre-Study Phase

Upon expressing interest in the study and consent (see Appendix B.1.1), potential par-
ticipants received a detailed information sheet explaining the study’s general purpose
(investigating user interactions with conversational booking systems), their rights as
participants, data handling procedures, and contact information for the research team
and ethics committee. After reviewing this information, participants provided informed

consent through an online consent form before proceeding to the study.
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Entry Questionnaire

Participants first completed an entry questionnaire designed to gather baseline data.

This included:
e Demographics: Age range, gender, education level, and English proficiency.

e Baseline privacy attitudes: General attitudes toward online data sharing,
prior experiences with conversational agents, and typical privacy behaviours when

using online booking systems.

e Technology experience: Self-reported familiarity with conversational agents,

chatbots, and online booking platforms.

These baseline measures characterised the sample’s pre-existing privacy attitudes
and technology experience, providing important context for interpreting the findings.
Although these measures were not formally included as covariates in the statistical
analyses, the within-subject experimental design inherently controlled for individual
differences by having each participant serve as their own control across conditions. This
ensured that the observed effects could be attributed to the experimental conditions

rather than to between-subject differences in pre-existing attitudes.

Experimental Interactions

Each participant completed three flight booking tasks, one for each experimental con-
dition (Control, Need & Greed, and Time). The order of conditions was randomised
using a Latin Square design to counterbalance potential order and fatigue effects. For

each interaction:

1. Participants received task instructions specifying the flight booking parameters

(route, date, time, class, budget).

2. Participants were provided with dummy personal information (fictitious name,
email address, phone number- see Appendix A.2) to use during the booking pro-

cess, ensuring anonymity and standardising perceived disclosure risk.
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3. Participants accessed their unique Y99 chat link and began interacting with the

conversational agent (wizard).

4. The interaction continued until the flight booking task was completed or partici-

pants indicated they wished to discontinue.

5. All chat interactions were logged automatically for subsequent analysis.

Post-Task Questionnaires

Immediately after each interaction, participants completed a condition-specific post-
task questionnaire. These questionnaires assessed the four dependent variables (trust,
comfort, willingness to disclose, perceived privacy and security) using 5-point Likert
scales. Questions were tailored to each condition to capture scenario-specific effects.

For example:

e In the Need & Greed condition, questions assessed reactions to offered incentives

and participants’ evaluation of the trade-off between benefits and privacy.

e In the Time condition, questions explored how urgency influenced decision-making

and information disclosure.

e In the Control condition, questions focused on baseline perceptions without manipulation-

specific elements.

All post-task questionnaires also included open-ended questions allowing partici-
pants to describe their experiences, concerns, or notable aspects of the interaction in
their own words. The complete post-task questionnaires for the Control, Need & Greed,

and Time conditions are provided in Appendices B.1.2, B.1.3 and B.1.4 respectively.

Exit Questionnaire

After completing all three scenarios, participants completed an exit questionnaire that

captured:
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e Comparative evaluations across the three conditions (e.g., which scenario felt

most trustworthy, which created the most pressure).
e Overall reflections on the study experience.

e Suspicion checks to assess whether participants believed they were interacting

with an autonomous system or suspected human involvement.

e General feedback and suggestions for improvement.

The exit questionnaire provided valuable context for interpreting quantitative re-
sults and revealed insights that structured items might not capture. The complete exit

questionnaire is provided in Appendix B.1.5.

Debriefing and Compensation

Following the exit questionnaire, all participants received a comprehensive debriefing
that explained the true nature of the study, including the use of the Wizard of Oz
methodology and the specific adversarial techniques employed in each condition. This
debriefing ensured transparency and allowed participants to ask questions about the
research. Participants then received their £10 shopping voucher as compensation. The
debriefing process also served as an opportunity to address participants’ concerns about

their data or the experiment generally.

4.4 Results

In this section, I present the results of my investigation into the impact of adversarial
techniques on user attitudes in conversational systems. I begin the analysis with an
overview of the dependent variables, exploring their dynamics across three experimen-
tal conditions: Control, Need & Greed, and Time. I then provide a detailed discussion
of each variable, i.e., trust, comfort level, willingness to disclose information, and per-

ception of privacy and security. Data was rigorously analysed using repeated measures
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ANOVA, Tukey’s Post-Hoc tests, and boxplot visualisations to ensure accuracy. Sta-
tistical significance was established at o = 0.05, indicating a 5% probability of a Type

I error.

4.4.1 Overview of Dependent Variables

The dependent variables I investigated were chosen to understand user attitudes across
the experimental conditions comprehensively. Trust, Comfort Level, Willingness to
Disclose Information, and Perception of Privacy and Security were measured using
targeted questions administered in post-task questionnaires after each experimental
condition (Control, Need & Greed, Time). This approach provided valuable insights

into how adversarial techniques influenced user attitudes.

Baseline Privacy Attitudes and Experimental Control

Baseline privacy attitudes were collected in the entry questionnaire to characterise the
sample and provide context for interpreting findings. However, this study did not con-
duct formal statistical analyses using baseline privacy as a covariate (e.g., ANCOVA).
Instead, the within-subject experimental design inherently controlled for individual dif-
ferences in baseline privacy attitudes, as each participant served as their own control
across the three experimental conditions.

This methodological approach is well-established in behavioural research [151]. By
having participants experience all three conditions (Control, Need & Greed, Time) in a
counterbalanced order, any influence of pre-existing privacy attitudes was distributed
evenly across conditions. The repeated measures ANOVA used in this analysis auto-
matically partitions out between-subject variance, effectively removing the influence of
stable individual characteristics (including baseline privacy attitudes) from the error
term when testing for condition effects.

To characterise the sample’s baseline privacy profile, I examined responses to the
entry questionnaire items measuring general attitudes toward online data sharing and

prior experiences with conversational agents. Participants demonstrated variability
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in their baseline privacy attitudes, with responses spanning the 5-point Likert scale,
indicating that the sample included individuals with higher and lower levels of privacy
consciousness. This diversity in baseline attitudes enhances the ecological validity of
findings, as it reflects the natural variation found in real-world user populations.

Whilst additional exploratory analyses examining correlations between baseline pri-
vacy and post-task responses could have provided supplementary insights into individ-
ual differences, the primary research objective focused on changes in attitudes across ex-
perimental conditions (within-subject comparisons) rather than differences between in-
dividuals based on baseline characteristics (between-subject comparisons). The within-
subject design, combined with Latin Square randomisation of condition order, provided
robust experimental control for isolating the effects of adversarial techniques.

This approach represents a recognised methodological choice in experimental psy-
chology, where within-subject designs are preferred when the research question centres
on treatment effects rather than individual difference predictors. However, future re-
search could benefit from explicitly modelling baseline privacy attitudes as a moderator
variable to examine whether certain individuals are more or less susceptible to specific

adversarial techniques.

Table 4.2: Repeated measures ANOVA results for all dependent variables in the Wiz-
ard of Oz study (N=24). The table presents F values, degrees of freedom, and signifi-
cance levels for Trust, Willingness to Disclose, Perception of Privacy and Security, and
Comfort Level across three experimental conditions (Control, Need & Greed, Time).
Significant effects (pj0.05) were found for Willingness to Disclose (F=6.416, p=0.0035)
and Comfort Level (F=8.9423, p=0.0005), whilst Trust and Perception of Privacy and
Security showed no significant differences across conditions.

Dependent Variable F Value Num DF Den DF Pr >F
Trust 0.9474 2 46 0.3952
Willingness to Disclose 6.416 2 46 0.0035
Perception of Privacy and Security  1.8618 2 46 0.1669
Comfort Level 8.9423 2 46 0.0005
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Figure 4.3: Boxplot distributions of participant responses (N=24) for four dependent
variables measured on 5-point Likert scales across three experimental conditions. (a)
Trust scores showing relatively consistent distributions across all conditions (F=0.9474,
p=0.3952). (b) Comfort Level showing significant reductions in Need & Greed and Time
conditions compared to Control (F=8.9423, p=0.0005). (c) Willingness to Disclose
Information displaying lower median scores in Time condition (F=6.416, p=0.0035).
(d) Perception of Privacy and Security with comparable distributions across conditions
(F=1.8618, p=0.1669). Boxes represent interquartile ranges, horizontal lines indicate
medians, and whiskers extend to 1.5 times the interquartile range.
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4.4.2 Trust

I investigated participants’ trust levels across the experimental scenarios to understand
how adversarial techniques affect user trust in conversational systems. The ANOVA
results (F' = 0.9474, p = 0.3952) in Table 4.2 showed no statistically significant dif-
ferences in trust between the Control, Need & Greed, and Time scenarios. The box
plot (Figure 4.3a) further corroborated this consistency, with participants exhibiting
comparable trust levels irrespective of the scenario. From these findings, I observed
that trust remained stable even when adversarial techniques were introduced, suggest-
ing that trust in conversational systems may be rooted in broader factors, such as
users’ general attitudes toward technology or prior experiences, rather than specific

interaction conditions.

4.4.3 Comfort level

Comfort Level was significantly influenced by the experimental conditions (F' = 8.9423,
p = 0.0005) as shown in Table 4.2. Participants reported the highest comfort levels
during the Control scenario, while both the Need & Greed and Time scenarios led
to noticeable reductions, as illustrated in Figure 4.3b. Tukey’s Post-Hoc Test in Ta-
ble 4.3 confirmed these differences, with statistically significant drops in comfort when
comparing the Control scenario to the other two. The results suggest that adversarial
techniques, such as Need & Greed and Time, disrupted the natural flow of interaction,
potentially adding stress or cognitive load. Reflecting on these findings, they underline
the importance of designing conversational systems that prioritise user comfort, espe-
cially in scenarios requiring sensitive or high-stakes decision-making. Ensuring that

users feel at ease is not just a matter of usability but also an ethical consideration.

4.4.4 Willingness to Disclose Information

The Willingness to Disclose Information showed significant variations across the exper-
imental conditions (F' = 6.416, p = 0.0035) as shown in Table 4.2. Tukey’s Post-Hoc

Test in Table 4.4) revealed that participants were significantly less willing to disclose

89



Chapter 4. A Foundational Study of Adversarial Techniques in Conversational
Systems: Impacts on User Attitudes

Table 4.3: Tukey’s HSD post hoc pairwise comparisons for Comfort Level scores fol-
lowing significant ANOVA results (F=8.9423, p=0.0005). The table shows mean differ-
ences, adjusted p-values, 95% confidence intervals, and rejection decisions for all pair-
wise comparisons between experimental conditions. Significant differences were found
between Control and Need & Greed (Mean Diff=-0.6667, p=0.0021) and between Con-
trol and Time (Mean Diff=-0.8229, p=0.0001), indicating that both adversarial tech-
niques significantly reduced participant comfort compared to the Control condition.

Group 1 Group 2 Mean Diff p-adj Lower Upper Reject
Control Need & Greed -0.6667 0.0021 -1.1177 -0.2157 TRUE
Control Time -0.8229 0.0001 -1.2739 -0.3719 TRUE
Need & Greed Time -0.1562 0.6859 -0.6072 0.2947 FALSE

Table 4.4: Tukey’s HSD post hoc pairwise comparisons for Willingness to Disclose
Information following significant ANOVA results (F=6.416, p=0.0035). Only the com-
parison between Control and Time conditions reached statistical significance (Mean
Diff=-0.5, p=0.0445), indicating that Time Pressure techniques specifically reduced
participants’ willingness to disclose information. The comparison between Control and
Need & Greed approached but did not reach significance (p=0.0896).

Group 1 Group 2 Mean Diff p-adj Lower Upper Reject
Control Need & Greed -0.4375 0.0896 -0.9275 0.0525 FALSE
Control Time -0.5 0.0445 -0.99 -0.01 TRUE
Need & Greed Time -0.0625 0.9499 -0.5525 0.4275 FALSE
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information in the Time scenario compared to the Control scenario (p = 0.0445). Differ-
ences between the Need & Greed scenario and the other conditions were not statistically
significant.

The boxplot in Figure 4.3c highlighted the impact of time pressure, with the lowest
willingness to disclose observed in the Time scenario. This suggests that participants
adopt protective behaviours when they feel rushed or pressured. Reflecting on this,
I think these findings reinforce the ethical responsibility to avoid designs that could

manipulate users into sharing more information than they are comfortable with.

4.4.5 Perception of Privacy and Security

Perception of Privacy and Security did not show statistically significant differences
across the experimental conditions (F = 1.8618, p = 0.1669) as shown in Table 4.2.
However, the boxplot in Figure 4.3d indicated slight declines in privacy and security
perceptions, particularly during the Time scenario. While the result did not reveal any
significant effects, these minor trends are worth noting. This suggests that perceived
urgency and pressure could subtly influence how users evaluate the safety of their data.
Reflecting on these results, I believe further research, possibly involving different con-
texts, could uncover the nuanced ways in which adversarial conditions impact privacy
and security perceptions. This additional insight would help design systems that better

address user concerns and expectations.

4.4.6 Limitations and Mitigation Strategies

Whilst this study provides foundational insights into how adversarial techniques influ-
ence user attitudes in conversational systems, several limitations specific to this investi-
gation must be acknowledged alongside the mitigation strategies employed to minimise

their impact.
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Wizard of Oz Methodology

The use of a human operator (wizard) to simulate system responses introduced potential
concerns regarding operator bias and consistency across interactions. The wizard’s
interpretation of participant messages and selection of responses could have varied
subtly between sessions, potentially introducing unintended variability.

Mitigation: 1 addressed these concerns through several mechanisms. First, I devel-
oped and used a pre-prepared library of standardised responses for each experimental
condition, ensuring consistency in language, tone, and manipulation strategies across
all participants. Second, I conducted two rounds of pilot testing (5 participants each)
to refine the response protocols and identify technical issues before the main study.
Pilot 1 revealed slow response times and technical link generation problems, both of
which were resolved before Pilot 2. Pilot 2 confirmed that response timing felt natural
and the experimental setup functioned correctly. Third, I strictly adhered to predefined
response protocols throughout data collection, documenting any deviations for subse-
quent analysis. Finally, suspicion checks in exit questionnaires revealed that the vast
majority of participants believed they were interacting with an autonomous system,

confirming the effectiveness of the experimental setup.

Sample Characteristics

The sample was recruited through convenience sampling from academic networks (social
media platforms and word-of-mouth within the University of Strathclyde community),
resulting in a highly educated demographic (91.7% holding at least a bachelor’s degree).
This may limit the generalisability of findings to populations with different educational
backgrounds or levels of technological familiarity.

Mitigation: Several measures were taken to address sampling concerns. First, the
sample size (n=24) was determined through a priori power analysis (G*Power? 3.1,

medium effect size f = 0.25, 80% power, a = 0.05), ensuring sufficient statistical power

4G*Power: https://www.psychologie.hhu.de/arbeitsgruppen/allgemeine-psychologie-und-arbeitspsycholog:
gpower
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despite potential sample limitations. Second, the within-subject design reduced the
impact of individual differences by having each participant serve as their own control,
increasing statistical efficiency. Third, the sample exhibited diversity in age (18-54
years, M = 31.72, SD = 10.11) and gender (50% female, 50% male), providing some
demographic variation. Fourth, baseline measures collected in the entry questionnaire
enabled analysis of how individual differences influenced responses, allowing for more

interpretable findings despite sample homogeneity in education level.

Order and Carryover Effects

The within-subject design, whilst offering advantages for statistical power, introduced
the possibility that experiencing one experimental condition might influence responses
to subsequent conditions. Participants’ awareness of manipulation techniques in earlier
scenarios could have increased vigilance in later interactions.

Mitigation: 1 implemented a Latin Square design to systematically randomise the
presentation order of the three conditions (Control, Need & Greed, Time) across par-
ticipants. This ensured that any order effects were distributed evenly across conditions
and could not systematically bias the results. Additionally, condition-specific post-
task questionnaires were administered immediately after each interaction, capturing
attitudes before carryover effects could accumulate. The time gap between scenarios
(during which participants completed questionnaires) also provided a cognitive break

that helped reduce immediate carryover.

Ecological Validity

Participants were aware they were participating in research, which could have increased
their vigilance and attentiveness to security concerns compared to real-world book-
ing scenarios. Additionally, participants used dummy personal information (fictitious
names, email addresses, phone numbers) during the task, which may have reduced the
perceived risks associated with information disclosure.

Mitigation: Several design decisions enhanced ecological validity despite these con-
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straints. First, the Y99 platform provided a familiar messaging interface similar to
real-world applications (WhatsApp, Facebook Messenger), making interactions feel
natural. Second, the flight booking task was designed with realistic parameters (route,
dates, budget constraints) that required meaningful engagement with the conversa-
tional agent. Third, participants were encouraged to interact naturally and ask ques-
tions, mirroring typical user behaviour. Fourth, the web-based remote nature of the
study allowed participants to engage from comfortable, familiar environments, reducing
potential situational influences. Fifth, the use of dummy information, whilst protecting
participant privacy, was standardised across all conditions, ensuring that any reduc-
tion in perceived risk affected all conditions equally and did not confound comparisons

between conditions.

Single Domain and Limited Techniques

This study focused exclusively on a flight reservation scenario and examined only two
adversarial techniques (Need & Greed and Time), limiting insights into how these
techniques might operate across different domains or how other adversarial approaches
might function.

Mitigation: This limitation was intentional at this foundational stage of the re-
search. By focusing on a single, well-defined domain, I could establish baseline effects
with tight experimental control before expanding to multiple domains in subsequent
studies (chapters 5 and 6). The flight booking scenario was selected because it repre-
sents a common, relatable task where users regularly make decisions involving personal
information and trade-offs. The methodological approach and findings from this study
provided the foundation for the multi-domain investigation in chapter 5 and the ex-

panded technique set (including Social Compliance) in chapter 6.

Baseline Privacy as a Covariate

Whilst baseline privacy attitudes were collected in the entry questionnaire, they were

not formally analysed as covariates. The within-subject design inherently controlled
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for individual differences by having participants serve as their own controls, effectively
removing between-person variance in baseline attitudes from the error term. However,
explicit analyses examining whether baseline privacy moderated the effects of adver-
sarial techniques could have provided additional insights into individual susceptibility
patterns.

Mitigation and Rationale: The decision to focus on within-subject changes across
conditions rather than individual difference predictors was appropriate for the founda-
tional research questions in this study, which centred on establishing whether adversar-
ial techniques influence user attitudes rather than identifying who is most susceptible.
The within-subject design with Latin Square counterbalancing provided robust control
for individual differences. Nevertheless, this represents an area for future investigation,
where baseline privacy attitudes could be explicitly modelled as moderating variables to
identify characteristics of more vulnerable user populations. This limitation informed
the design of subsequent studies (chapters 5 and 6), where additional baseline measures
and more sophisticated analytical approaches were considered.

Despite these limitations and the mitigation strategies employed, this study’s find-
ings provide valuable foundational insights into how adversarial techniques influence
user attitudes in conversational systems, establishing a baseline for the expanded in-

vestigations in subsequent chapters.

4.5 Summary

This chapter presented a foundational investigation into how adversarial techniques
affect user attitudes in conversational systems, focusing specifically on Need & Greed
and Time techniques. The research employed the Wizard of Oz framework to examine
how these techniques influence trust, comfort levels, willingness to disclose information
and perceptions of privacy and security.

section 4.3 then detailed the methodology, including the within-subject experimen-
tal design with 24 participants. It explained using the Wizard of Oz framework for

simulating realistic interactions, developing three experimental conditions (Control,
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Need & Greed, and Time), and the comprehensive data collection through pre-task,
post-task, and exit questionnaires.

section 4.4 presented the findings through statistical analysis and visualisations.
The results showed that while trust remained relatively stable across conditions, both
Need & Greed and Time techniques significantly affected comfort levels and willingness
to disclose information. The data revealed that adversarial techniques can disrupt the
natural flow of interaction, potentially affecting how users make decisions about sharing
information.

This study provides foundational evidence for the thesis statement in several ways.
First, it demonstrates that adversarial techniques derived from scam principles (Need
& Greed and Time) can indeed be systematically operationalised within text-based
conversational systems through the Wizard of Oz framework. The significant effects
observed on comfort levels (F' = 8.9423, p = 0.0005) and willingness to disclose infor-
mation (F = 6.416,p = 0.0035) validate the claim that these techniques meaningfully
shape user attitudes. The stability of trust across conditions (F' = 0.9474,p = 0.3952)
whilst other attitudes changed significantly suggests that psychological vulnerabilities
operate differently from what users consciously recognise as trustworthiness. These
findings establish an empirical foundation for subsequent studies investigating how
technique effectiveness varies across broader contexts and implementation technologies.

The findings of this chapter directly inform the expanded multi-domain investigation
presented in chapter 5, particularly by highlighting the baseline behavioural responses

to Need & Greed and Time Pressure techniques.
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Chapter 5

Expanding the Horizons: contex-
tual impacts of adversarial tech-

niques in conversational systems

If my people, who are called by my name, will humble themselves and
pray and seek my face and turn from their wicked ways, then I will hear
from heaven, and I will forgive their sin and will heal their land. 2

Chron 7:14 (NIV)

Chapter 4 established baseline effects of Need & Greed and Time techniques in a
single flight reservation context. This chapter extends the investigation across multiple
domains (healthcare, online shopping, financial management, and home security) to

examine how context shapes the effectiveness of adversarial techniques.

5.1 Introduction

The previous chapter demonstrated that Need & Greed and Time techniques signifi-
cantly influence user comfort levels and willingness to disclose information in a con-
trolled setting. However, the single-domain focus left open questions about how these
effects generalise across different contexts with varying levels of sensitivity and user
expectations.

Building on the findings from chapter 4, where I explored these techniques within a
transactional context using a flight reservation task, this chapter broadens the scope to

investigate their contextual dynamics across multiple domains. chapter 4 demonstrated
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that Need & Greed and Time significantly affected comfort levels and willingness to
disclose information, whereas trust and perceptions of privacy showed greater stabil-
ity. However, the study was limited to a single domain, leaving unanswered questions
about the generalisability of these effects across diverse real-world scenarios. This chap-
ter addresses this gap by investigating how these techniques interact with contextual
factors in domains such as healthcare, online shopping, financial management and home
security.

I employed T'wine, a narrative-driven tool for creating interactive scenarios to better
understand the interplay between adversarial techniques and context. Twine allowed
me to simulate realistic, domain-specific interactions that closely mirror real-world
situations. For example, healthcare scenarios prompted users to share sensitive medical
information under urgency, while online shopping scenarios leveraged promotional offers
aligned with the Need & Greed principle. By tailoring scenarios to each domain, I aimed
to investigate how adversarial techniques interact with context-specific dynamics. In
addition to expanding the experimental scope, this chapter introduces Braun & Clarke’s
reflexive thematic analysis (TA) [172], a qualitative methodology suited to explore
patterns in user attitudes.

Although chapter 4 relied primarily on quantitative analysis, the incorporation of
TA provides a complementary lens, allowing for a deeper understanding of how ad-
versarial techniques shape user attitudes across different contexts. Recent applications
of thematic analysis in conversational systems research have demonstrated its value in
capturing user perceptions and ethical concerns [179, 180]. By integrating this method,
I aim to strengthen the research, offering insights that bridge quantitative trends with

qualitative experiences.
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5.2 Study Aim, Objectives, and Research Question

5.2.1 Study Aim.

The aim of this study, which operationalises dissertation-level Objective 2 (Section 1.4.2),
is to examine how the adversarial techniques of Need & Greed and Time influence user
attitudes across multiple domains, namely healthcare, online shopping, financial man-
agement, and home security, and how context-specific dynamics shape the effectiveness

of these techniques in conversational systems.

5.2.2 Study Objectives.

The study-level objectives of this chapter, which operationalise dissertation-level Ob-

jective 2 (Section 1.4.2), are twofold.

1. To examine the impact of adversarial techniques across multiple domains, focusing
on user attitudes such as trust, comfort levels, willingness to disclose information,

and perceptions of privacy and security.

2. To explore how contextual factors shape the influence of adversarial techniques,

revealing domain-specific variations and their implications for ethical design.

5.2.3 Study Research Questions.

The following study-level research questions, which refine dissertation-level RQ2 (Sec-

tion 1.4.3), guide these objectives:

RQ 5.1: How do the adversarial techniques of Need & Greed and Time influence user

attitudes across different scenarios in conversational systems?

RQ 5.2: How does the interaction between different scenarios and the adversarial tech-

niques shape user attitudes in conversational systems?

Key findings from this chapter include the following.
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e Both techniques significantly increased comfort levels and willingness to disclose

information across all contexts tested.

e Trust levels exhibited context-specific variations, with scenarios involving high

personal or financial stakes showing greater sensitivity.

e Perceptions of privacy and security were relatively stable, suggesting that factors

beyond immediate interaction conditions may shape these attitudes.

e Context-specific dynamics highlighted the need for domain-aware system designs

that address unique ethical challenges.

Combining Twine and thematic analysis, this chapter builds on the foundations estab-
lished in chapter 4 to provide a detailed, context-sensitive understanding of adversarial
techniques in conversational systems. The findings contribute to developing ethical,
user-centred conversational systems, offering actionable insights for designers and re-
searchers. These insights emphasise the importance of balancing user engagement with
transparency and safeguarding autonomy while highlighting areas for further explo-

ration, such as domain-specific implications and long-term effects on user attitudes.

5.2.4 Contributions

The contributions of this chapter are as follows.

1. A systematic investigation of how adversarial techniques influence user attitudes
across healthcare, online shopping, financial management, and home security do-

mains.

2. Advancement in methodology from Wizard of Oz to the Twine platform, enabling
more controlled and scalable investigation of user responses across multiple sce-

narios.

3. Integration of reflexive thematic analysis with quantitative measures to provide
deeper insights into how users respond to adversarial techniques in different con-

texts.
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4. Experimental evidence of how different adversarial techniques manifest in LLM-

based interactions, thus establishing a foundation for future research.

5.3 Methodology

This section outlines the detailed steps I undertook to investigate how adversarial
techniques, i.e. Need & Greed and Time, affect user attitudes across different contexts.
I designed the study to ensure the scenarios were as realistic as possible, mirroring the
types of interactions users might encounter in real-world applications. My aim was to
capture both the immediate and contextual effects of these techniques while ensuring

that participants could engage meaningfully with the study tasks.

5.3.1 Experimental Design

The experimental setup was designed to combine interactive, narrative-driven scenarios
with structured data collection tools (questionnaire sets). Using T'wine, an open-source
tool, I developed branching, domain-specific scenarios that mirrored real-world inter-
actions across healthcare, online shopping, financial management, and home security.
This allowed me to examine how the adversarial techniques of Need & Greed and Time
influenced participants’ attitudes within different contexts studied.

The scenarios in Appendix A.1, such as healthcare, online shopping, financial man-
agement, and home security, were designed to ensure participants could engage natu-
rally while embedding adversarial techniques in ways reflective of standard practices
in real-world systems. Scenarios began with a brief introduction to set the context,
after which participants interacted with a conversational system tailored to the specific

domain. For instance,

e In the online shopping scenario, Need & Greed was operationalised through in-

centives such as discounts or exclusive offers to encourage information sharing.

e In the home security scenario, urgency was introduced through “limited-time

offers” tied to security system upgrades.
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This approach allowed me to simulate authentic interactions while ensuring that the
effects of the adversarial techniques were observable across participants’ trust, comfort

levels, willingness to disclose information and perceptions of privacy and security.

Rationale for Method Selection

The selection of Twine as the implementation platform for this study addressed spe-
cific limitations identified in the WoZ study (chapter 4). The WoZ framework required
real-time human operation for each session, constraining scalability and introducing po-
tential operator fatigue. Additionally, the single-domain focus necessitated examining
adversarial techniques across multiple contexts.

Twine offered three key advantages for this research stage. First, its scripted pas-
sages ensured standardised implementation, eliminating subtle response variations in-
herent in human-operated systems. Second, the modular structure enabled efficient
development of scenarios across four domains (healthcare, shopping, financial, home
security) whilst maintaining consistent technique operationalisation. Third, web-based
delivery allowed participant autonomy and self-paced interaction, enhancing ecological
validity.

Twine’s limitations (scripted interactions and inability to handle free-text input)
were acceptable for this research stage, providing the methodological bridge between

controlled WoZ implementation and the naturalistic LLM-based study in chapter 6.

Pilot Testing

Two pilot rounds were conducted before the main study to refine the Twine-based
scenarios, test the experimental protocol, and identify potential technical or usability
issues. The pilot tests were essential for ensuring that the branching narrative struc-
ture functioned correctly across all four domains (healthcare, online shopping, financial
management, and home security) and that participants could navigate the scenarios
intuitively.

Pilot 1: The initial pilot involved 5 participants recruited through Prolific using
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the same eligibility criteria as the main study (age 18+, English fluency, approval rate
80-100%). This pilot revealed two significant issues that required attention. First,
several participants reported confusion about the scenario randomisation mechanism,
as the transitions between domains felt abrupt without adequate contextual framing.
Second, the timing of post-task questionnaire presentation was inconsistent, with some
participants being redirected to Qualtrics before completing all scenario branches.
Pilot 2: A second pilot round with five different participants tested the revised im-
plementation. All participants completed the procedure successfully, and the scenario
transitions were perceived as natural and contextually appropriate. The Qualtrics in-
tegration functioned correctly also. Participants’ qualitative feedback indicated that
the scenarios felt authentic and that the adversarial techniques were not overtly obvi-
ous, confirming that the experimental manipulations were appropriately subtle. Post-
pilot debriefing revealed that participants found the dummy personal information (sec-
tion A.2) easy to use and that the overall study flow felt coherent. This confirmed
that the experimental setup, scenario design, questionnaire timing, and data capture
procedures were ready for the main study. Participants from both pilot rounds were

excluded from the main study to prevent contamination effects.

Information Request Consistency

To isolate the effects of adversarial techniques from information sensitivity, the types
of information requested remained consistent across all three experimental conditions
(Control, Need & Greed, Time) within each scenario. For example, in the Health-
care scenario, all conditions requested basic health information (age, weight, existing
medical conditions) and potentially sensitive data (Medical Insurance number or NHS
details). The key manipulation was how this information was requested (through
neutral dialogue in Control, incentive framing in Need & Greed, or urgency framing in
Time) rather than what information was requested. This design ensured that observed
differences in user attitudes (trust, comfort, willingness to disclose, privacy concerns)
could be attributed to the adversarial techniques themselves rather than to differential

information sensitivity across conditions. The dummy information sheet (Appendix
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Figure 5.1: Experimental procedure flowchart for the Twine-based multi-domain study.
The diagram illustrates the complete participant journey from initial recruitment
through Prolific Academic, consent procedures, information sheet review, randomised
scenario presentation across four domains (Healthcare, Online Shopping, Financial
Management, Home Security), post-task questionnaires administered via Qualtrics af-
ter each scenario, and culminating in an exit questionnaire. The decision point ensures
participants complete all scenarios before final submission, with scenarios exhausted
indicated by the binary decision node.

A.2) provided standardised data across all scenarios, further controlling for disclosure
risk perception. By maintaining consistent information requests whilst varying only
the conversational framing, the experimental design enabled clear attribution of effects

to the specific adversarial techniques under investigation.

5.3.2 Procedure

As shown in Figure 5.1, the experimental procedure illustrates the progression from

participant recruitment to debriefing.
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Sample Size Determination

I conducted an a priori power analysis using G*Power 3.1.9.7 to determine the appro-
priate sample size for this study. The analysis was configured for repeated measures
ANOVA with a within-factors design, reflecting the study’s structure, where each par-
ticipant experienced all combinations of conditions and scenarios.

Based on previous research examining user attitudes in conversational systems and
the effect sizes observed in the WoZ study (chapter 4), I anticipated a medium effect
size (f = 0.25). The power analysis used the following parameters: effect size f =
0.25, « level of 0.05, power = 0.90, number of groups = 1, number of measurements
= 12 (representing the 4 domains x 3 techniques matrix), correlation among repeated
measures = 0.5, and nonsphericity correction epsilon = 1.

The analysis indicated that a minimum of 16 participants would be required to
achieve 90% power for detecting medium-sized effects. To account for potential partic-
ipant attrition and to enhance statistical robustness, I recruited 30 participants, nearly
double the minimum required sample size. This provided an actual power of 0.92, en-
suring sufficient sensitivity to detect the effects of adversarial techniques across multiple
domains whilst maintaining adequate statistical power even if some participant data

required exclusion.

Participant Recruitment and Compensation

Participants were recruited using the Prolific platform, ensuring a diverse and qualified
pool. T targeted individuals aged 18 or older with an approval rate of 80 to 100%,
indicating reliability in previous studies. Fluency in English was required due to the
study’s language needs. I excluded individuals who had participated in the study’s
previous iterations (pilots).

Upon successful study completion, each participant received £10 compensation
through the Prolific platform. Compensation was contingent on data completeness,
with all submissions reviewed to ensure participants had completed all required scenar-

ios and questionnaires. This fixed-rate compensation model ensured fairness across all
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participants and was determined based on Prolific’'s recommended payment guidelines
for the estimated study duration (approximately 40-60 minutes). Payment was pro-
cessed through Prolific’s secure payment system within 48 hours of study completion
and approval.

This recruitment strategy resulted in the successful enrolment of n = 30 approved
participants, comprising 14 males and 16 females, aged 23 to 60 years (M = 37.5,
SD = 10.18). Detailed demographic characteristics are presented in Table 5.1.

Table 5.1: Demographic characteristics of participants in the Twine-based multi-
domain study (N=30). The table presents gender distribution (46.7% male, 53.3%
female), age ranges (23-60 years, M=37.5, SD=10.18), and education levels. The sam-
ple was recruited through Prolific Academic with an approval rate of 80-100%, ensuring
participant reliability. The majority (43.3%) held undergraduate degrees, with educa-
tional attainment ranging from secondary education to graduate degrees.

Characteristic Category N %
Male 14 46.7
Gender Female 16 53.3
23-30 9 30.0
31-40 8 26.7
Age (years) 41-50 10 33.3
51-60 3 10.0
Mean (SD) 37.5 (10.18)
Secondary education 1 3.3
High school/A-levels 7 23.3
Education Technical /community college 5 16.7
Undergraduate degree 13 43.3
Graduate degree 4 13.3
Total 30 100

Study workflow

Once participants were selected, they received an information sheet detailing the study’s
objectives, procedures, and ethical safeguards, including data anonymity and their right
to withdraw at any time. Before proceeding, participants had to electronically sign

a consent form acknowledging their understanding of the study and their voluntary
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participation (see B.2.1).

Participants began the study by accessing the Twine scenarios through a randomised
scenario selector, ensuring no fixed order of domains. After each scenario, they com-
pleted a post-task questionnaire assessing their trust, comfort levels, willingness to
disclose information, and perceptions of privacy and security. Dummy data (see Ap-
pendix A.2), such as pre-generated name and email address, was provided to maintain
participant privacy and standardise the risk of information sharing. Once all scenarios
were completed, the participants completed an exit questionnaire to provide feedback on
their overall experience and perceptions of adversarial techniques. The complete post-
task questionnaires for the Control, Need & Greed, and Time conditions are provided
in Appendices B.2.2, B.2.3 and B.2.4 respectively. The exit questionnaire is provided
in Appendix B.2.5. This design enabled me to collect quantitative and qualitative data

to understand how Need & Greed and Time techniques influence user attitudes.

5.4 Result

In this section, I present the findings of my investigation into the effects of adversarial
techniques, specifically Need & Greed and Time, on user attitudes across the four
scenarios used. My analysis is guided by the two research questions (RQ 5.1 and RQ
5.2) involving both quantitative and qualitative analysis. The quantitative analysis
focuses on statistical results from repeated measures ANOVA and Tukey’s post hoc
tests to compare responses across treatments and scenarios. I also used the violin plots
to summarise key trends in trust, comfort level, willingness to disclose information, and
perceptions of privacy and security. The qualitative analysis complements the statistical
findings by exploring patterns and themes in participants’ experiences and responses,
providing deeper insight into how scenarios and adversarial techniques influenced their

attitudes.

107



Chapter 5. Expanding the Horizons: contextual impacts of adversarial techniques in
conversational systems

5.4.1 Quantitative Analysis

The data analysis began by evaluating the responses from 30 participants across all
experimental conditions. Data from a single participant were excluded due to in-
completeness, leaving 29 valid responses for detailed analysis. The study employed
a b-point Likert scale to capture participants’ responses under each scenario, with the
results processed through repeated measures ANOVA to examine the main effects and
interactions. The results for each dependent variable are detailed below, accompanied

by statistical tables and plots to illustrate the findings.

Trust

Trust was evaluated to understand how adversarial techniques and scenarios influenced
participants’ confidence in the conversational system under different conditions. Trust
was measured using a set of four 5-point Likert scale questions in each experimental
condition (Control, Need & Greed, and Time Principle). While the core trust construct
remained consistent, the questions were adapted to reflect each condition’s specific
context. For example, in the Control condition, participants were asked: “How much
did you trust the conversational agent’s advice or suggestions in this interaction?” (1:
Not at all - 5: Completely), while in the Time Principle condition, they rated “how
the time-sensitive nature of the scenario impacted your trust in the agent’s advice” (1:
No impact - 5: High impact). This approach allowed for comparative analysis of trust
across different experimental conditions.

As shown in Table 5.2, the repeated measures ANOVA revealed a significant main
effect of Treatment (F'(2,56) = 4.40, p = 0.0168) and a significant Scenario x Treat-
ment interaction (F'(6,168) = 4.14, p < 0.001). However, the main effect of Scenario
alone was not significant (F(3,84) = 1.73, p = 0.168), indicating that variations in
trust were primarily driven by the manipulation type and its interaction with contex-
tual domain rather than scenario alone.

Figure 5.2a shows that trust scores were broadly distributed across all conditions. Un-

der the Need & Greed treatment, trust scores decreased noticeably in the financial
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Figure 5.2: Violin plots displaying the distribution and density of participant responses
(N=29, after one exclusion) across four domains (Online Shopping, Home Security, Fi-
nancial Management, Healthcare) for three experimental conditions (Control, Need &
Greed, Time). Each subfigure shows: (a) Trust scores measured on a 5-point Likert
scale, with broader distributions in Healthcare and Financial domains; (b) Comfort
Level scores showing narrower distributions in Control conditions compared to adver-
sarial techniques; (c) Willingness to Disclose Information with notably lower scores in
Time conditions across most domains; (d) Perception of Privacy and Security showing
relatively consistent distributions across conditions.

management scenario, reflecting participants’ scepticism toward monetary incentives.
In contrast, the healthcare scenario under the Time treatment showed slightly higher
trust scores, suggesting that urgency might foster trust in time-sensitive situations.
These findings suggest that while trust is generally resilient to scenario-specific in-
fluences, adversarial techniques like Need & Greed and Time can significantly shape
how users perceive the reliability of conversational agents. For instance, urgency might
heighten trust in healthcare scenarios, where speed is often associated with competence

[53)].
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Table 5.2: Repeated measures ANOVA results for trust levels across treatments and
scenarios. Significant effects were observed for Treatment and the Scenario x Treatment
interaction, while Scenario alone was non-significant, suggesting that user trust varied
as a function of manipulation type and its contextual application.

Effect F Value Num DF Den DF Pr >F
Scenario 1.728 3 84 0.1675
Treatment 4.400 2 56 0.0168*
Scenario x Treatment 4.137 6 168 0.0007***

Further analysing the significant interaction effects for Scenario x Treatment (p <
0.001) on trust, Tukey’s post hoc test was applied to identify which conditions dif-
fered significantly. The results summarised in Appendix A.3 revealed patterns in how
participants’ trust varied based on context. Trust levels under the Control condition
were significantly higher in financial management and healthcare scenarios compared
to online shopping (dif f = 1.0517 and 1.10172 respectively, p < 0.01), likely reflecting
people’s inherent trust in established institutions. This makes practical sense as fi-
nancial institutions and healthcare providers typically operate under strict regulations
and professional standards. This naturally inspires more trust than in online shopping
environments where vendors might be unknown or less regulated. Interestingly, this
pattern was reversed in the Need & Greed condition.

Trust levels dropped more in the financial management and healthcare scenarios
compared to online shopping. This suggests that when people perceive attempts to
manipulate their needs or desires, they become particularly suspicious. This heightened
suspicion likely reflects the higher stakes involved in making decisions in these contexts
or scenarios.. However, trust drops less in online shopping, possibly because people
already expect some level of pressure in such scenarios. Under the Time condition,
trust levels remained high, especially in the financial management scenario compared
to online shopping (dif f = 0.9914, p = 0.0082). This suggests that the Time-based
adversarial technique may be less effective because people are more accustomed to
making time-pressured financial decisions. However, in the healthcare scenario, the

lower trust observed under time pressure may reflect people’s preference for unhurried
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medical decisions.

Comfort Level

Comfort levels were assessed to measure participants’ perceived ease or readiness to
proceed with decisions under each condition. This was measured using four 5-point
Likert scale questions across all three experimental conditions (Control, Need & Greed,
and Time Principle), with items tailored to each. For example, in the Control condition,
participants rated “How comfortable did you feel during your interaction with the
conversational agent?” (1: Very uncomfortable - 5: Very comfortable), while in the Need
& Greed condition, they assessed “Rate your comfort level when the conversational
agent offers specific incentives” using the same scale. This allowed for evaluating how
different adversarial techniques affected participant comfort during interactions.

The repeated measures ANOVA results shown in Table 5.3 revealed significant
main effects for Treatment (F'(2,56) = 10.53, p = 0.0001) and a significant Scenario
x Treatment interaction (F'(6,168) = 9.26, p < 0.0001). However, the main effect
of Scenario alone was not significant (F'(3,84) = 1.75, p = 0.164), indicating that
variations in participants’ comfort levels were primarily driven by manipulation type
and its contextual interaction rather than scenario alone.

Table 5.3: Repeated measures ANOVA results for comfort levels across treatments
and scenarios. Significant effects were found for Treatment and for the Scenario x
Treatment interaction, while Scenario alone was non-significant, suggesting that user
comfort depended on both manipulation type and its contextual application rather
than scenario independently.

Effect F Value Num DF Den DF Pr >F
Scenario 1.746 3 84 0.1639
Treatment 10.534 2 56 0.0001***
Scenario X Treatment 9.255 6 168 <0.0001***

Figure 5.2b shows that comfort levels were highest under control conditions and dropped
significantly under the Need & Greed treatment, particularly in financial management

scenarios. Conversely, the Time treatment elicited higher comfort levels in healthcare
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scenarios, possibly due to the relevance of urgency in such contexts. These results
indicate that adversarial techniques disrupt the natural flow of interaction, with Need
& Greed negatively impacting comfort levels. The findings highlight the importance of
designing conversational systems that minimise stress, especially in scenarios requiring
sensitive decision-making.

To further investigate the significant interaction effect for Scenario x Treatment
(p < 0.0001) on comfort levels, Tukey’s post hoc analysis, as summarised in Appendix
A.3, indicated that under control conditions the participants’ comfort levels were sig-
nificantly higher in financial management and healthcare scenarios compared to home
security and online shopping scenarios (diff = 0.9569, p = 0.0154). This pattern is
consistent with real-world behaviours where engaging with banking apps or healthcare
portals is routine. In contrast, making decisions about home security can feel more
personal and stressful as it directly affects private spaces and family safety.

Under the Need & Greed condition, this pattern changed. While healthcare scenar-
ios maintained relatively high comfort levels, there was a decline in the financial man-
agement scenario (diff = —0.9483, p = 0.0180). This is understandable as individuals
are more accepting of doctor-recommended health interventions but may become un-
comfortable when pushed to make financial decisions. Health needs are perceived as
more genuine or time-sensitive, whereas money-related pressure tactics may trigger a
natural sense of distrust.

A different pattern emerged when time pressure was introduced under the Time con-
dition. The drop in comfort levels was more in the online shopping scenario (diff =
—0.931, p = 0.0244). By contrast, healthcare and financial management scenarios
exhibited greater resilience to time pressure, likely because people are somewhat accus-
tomed to making quick judgments in these regulated environments (e.g., urgent medical
advice or routine banking operations). Institutions tend to project enough credibility
in these contexts that participants remain relatively comfortable with rapid decision-
making. However, online shopping environments with many unknown vendors appear

more vulnerable to decreases in comfort levels when users sense urgency.
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Willingness to Disclose Information

Willingness to disclose information was analysed to understand participants’ openness
to sharing personal or sensitive data. The ANOVA results (Table 5.4) showed significant
effects for Treatment (p = 0.0148) and Scenario x Treatment (p = 0.0007), while the
Scenario effect (p = 0.6615) was not significant.

Figure 5.2c reveals that willingness to disclose information decreased under the Need
& Greed treatment, particularly in financial management scenarios, where participants
were likely to be more protective of sensitive data. Conversely, time treatment in
healthcare scenarios showed an increased willingness to disclose, suggesting that ur-
gency might reduce reluctance to share information. These findings highlight the ethical
implications of using adversarial techniques to influence user attitudes and behaviour.
While urgency can encourage disclosure in critical scenarios, such as healthcare, it risks
being manipulative if applied indiscriminately.

Further analysing the interaction effect for Scenario x Treatment, Tukey’s Post
Hoc test, as summarised in Appendix A.3, indicated that under control condition,
both healthcare and home security scenarios showed a higher willingness to disclose
information compared to online shopping scenario (diff = 0.8966, p = 0.0433 for
both). This aligns with real-world behaviours in two ways: participants recognise that
accurate medical care often depends on complete and honest disclosure in healthcare
contexts. Strong privacy laws and ethical standards also help reduce concerns over
sharing sensitive health data. Under home security scenarios, sharing personal details
with security providers makes one feel more justified regarding protecting one’s home
and family.

Under the Need & Greed condition, a different pattern emerged. While the health-
care scenario revealed the highest willingness to disclose, the financial management
scenario showed the steepest drop (diff = 0.9483, p = 0.0180, suggesting that in
healthcare, individuals remain relatively open to sharing information due to clear, tan-
gible health benefits and the perceived legitimacy of why these data are requested.

In financial management scenarios, pressure tactics raise concerns about the misuse

113



Chapter 5. Expanding the Horizons: contextual impacts of adversarial techniques in
conversational systems

of sensitive information, as money-related decisions are often approached with greater
caution. These response patterns may vary significantly across different cultural con-
texts, as cultural norms, institutional trust levels, and varying privacy expectations
shape attitudes toward healthcare and financial information disclosure. Future cross-
cultural studies would be valuable in determining how these factors affect vulnerability
to adversarial techniques in different regions.

Under the time condition, healthcare scenarios showed an increased willingness to
disclose information, further highlighting the influence of urgency. In situations per-
ceived as time-sensitive, individuals may feel an immediate need to cooperate, particu-
larly when health or safety is on the line. However, this same urgency could be ethically
problematic if deployed in less critical contexts, as it may nudge users to reveal more
than they otherwise would under normal conditions.

The repeated measures ANOVA results shown in Table 5.4 revealed a significant
main effect of Treatment (F'(2,56) = 4.55, p = 0.0148) and a significant Scenario X
Treatment interaction (F'(6,168) = 4.11, p = 0.0007). However, the main effect of
Scenario alone was not significant (F'(3,84) = 0.53, p = 0.662), indicating that partici-
pants’ willingness to disclose information varied primarily as a function of manipulation

type and its interaction with the contextual domain.

Table 5.4: Repeated measures ANOVA results for willingness to disclose information.
Significant effects were found for Treatment and the Scenario x Treatment interac-
tion, while Scenario alone was non-significant, indicating that disclosure willingness
depended on manipulation type and its contextual application rather than scenario
alone.

Effect F Value Num DF Den DF Pr >F
Scenario 0.532 3 84 0.6615
Treatment 4.549 2 56 0.0148*
Scenario x Treatment 4.106 6 168 0.0007***
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Perceived Privacy and Security

Perceived privacy and security were analysed to examine how adversarial techniques
influenced participants’ confidence in the system’s ability to safeguard the informa-
tion they provided. The repeated measures ANOVA results (Table 5.5) revealed a
marginally significant main effect of Treatment (F'(2,56) = 3.24, p = 0.0466), while
both Scenario (F(3,84) = 1.45, p = 0.234) and the Scenario x Treatment interaction
(F(6,168) = 1.33, p = 0.246) were not significant. These results suggest that partici-
pants’ perceptions of privacy and security were modestly affected by manipulation type

but remained largely stable across scenarios.

Table 5.5: Repeated measures ANOVA results for perceived privacy and security. A
marginally significant main effect was found for Treatment, whereas Scenario and the
Scenario x Treatment interaction were non-significant, indicating that perceived pri-
vacy and security were only modestly influenced by manipulation type and unaffected
by context.

Effect F Value Num DF Den DF Pr >F
Scenario 1.452 3 84 0.2337
Treatment 3.240 2 56 0.0466*
Scenario x Treatment 1.330 6 168 0.2463

This suggests that perceived privacy and security are relatively stable across scenarios
but can be slightly influenced by adversarial techniques. The non-significant scenario
effect contrasts with patterns observed in other measures (e.g., trust, comfort level,
willingness to disclose information), where scenario-specific differences were clear. In
this case, participants seem to have relatively fixed views about system security, likely
formed from their prior experiences and general attitudes toward data protection.
The effect of Treatment on privacy and security perceptions was marginal, implying
that adversarial techniques can still nudge users’ sense of safety. However, the change
appears to be limited. When these techniques are applied, they may prompt suspicion.

However, these shifts do not appear as pronounced as in measures discussed previously.
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5.4.2 Qualitative Analysis

To gain a deeper understanding of the complex interactions between user experiences,
psychological factors, and behavioural responses to conversational systems, I employed
Braun and Clarke’s thematic analysis (TA) method. This approach allowed me to
identify, analyse systematically, and report patterns within the qualitative data ob-
tained from the exit interviews. Following Braun and Clarke’s approach, the reflexive
thematic analysis process involved six key phases: familiarisation with the data, gen-
erating initial codes, searching for themes, reviewing potential themes, defining and
naming themes, and finally, producing the report [172]. Each phase was conducted
carefully to ensure the reliability and depth of our qualitative insights. Through the-
matic analysis, I uncovered seven key themes directly linked to our research questions
and objectives. These themes provide a comprehensive view of user attitudes and be-
haviour in response to the adversarial techniques employed in conversational systems.
The complete codebook with definitions, inclusion and exclusion criteria, and example
quotes is provided in Appendix A.4.

I will now describe how I implemented the six phases before presenting the findings.
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Phase 1 - Familiarisation with the data

None, however I am very sceptical of online Ai or chatbots and those not being
upfront about what is done with my data (P1)

I have had concerns about entering card details (P13)

I felt that the responses and the site design didn’t look secure so that put me
off (P13)

I have been scammed before so felt wary when card details were asked for (P8)

Some of these felt like chat gippity and some felt like click funnels. But none of
them were giving me good vibes. (P4)

I've had many scam calls regarding phones asking for private information off the
bat and its always very pressing. This is very off putting so any agent which
asks for private information quickly is usually a scam. (P15)

Figure 5.3: Phase 1 of Braun and Clarke’s reflexive thematic analysis showing the im-
mersion and familiarisation process with qualitative data from post-task questionnaire
responses (N=29 participants). The diagram illustrates the initial coding framework
with main categories including Privacy and Security Concerns, Decision-Making Pro-
cesses, Agent Characteristics, Psychological Triggers, Past Digital Experiences, and
Technology Interaction Alignment. This phase involved repeated reading of partici-
pant responses to identify preliminary patterns and areas of interest for subsequent
detailed coding.

The goal of this phase is to thoroughly immerse in the data by reading and re-reading it,
taking note of initial thoughts, potential patterns, and emerging themes. This process
helps build a deep understanding of the content before moving on to the next phase.
I reviewed each participant’s response multiple times to grasp the overall content. A
sample of responses is shown in Figure 5.3. I began to notice recurrent topics and
concerns by engaging deeply with the data. Through this initial familiarisation, I
recognised the importance of context, especially participants’ previous experiences with
scams and their heightened security concerns. This stage laid the foundation for the

coding process by establishing a clear understanding of the data.
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Phase 2 - Generating Initial Codes.

The purpose of this phase is to code the data systematically. This involves identifying
significant features across the entire dataset and coding them in a consistent manner.
Each code represents a key feature of the data, helping to break down the data into
manageable pieces for further analysis. During the coding process, I applied specific
labels to key excerpts from the dataset that seemed relevant to the research questions,
as shown in Table 5.6. These codes were guided by the familiarisation process and
aligned with the initial patterns and emerging themes. These initial codes were broad
and aimed at capturing all the relevant details from the participants’ responses. This
comprehensive approach allowed for the identification of patterns across different par-
ticipants’ experiences and ensured that no significant aspect of the data was overlooked.
During the coding process, I applied specific labels to key excerpts from the dataset
that seemed relevant to the research questions, as shown in Table 5.6. These codes
were guided by the familiarisation process and aligned with the initial patterns and
emerging themes. These initial codes were broad and aimed at capturing all the rel-
evant details from the participants’ responses. This comprehensive approach allowed
for the identification of patterns across different participants’ experiences and ensured
that no significant aspect of the data was overlooked. The final codebook, including

detailed definitions and application criteria for each code, is provided in Appendix A .4.

Ensuring Codebook Reliability and Consistency

Following established guidelines for rigorous qualitative research [181], I implemented
several measures to ensure the reliability and consistency of the coding process. These
measures were essential for establishing the trustworthiness of the thematic analysis
and ensuring that the codes and themes accurately represented the participants’ expe-

riences.

Codebook Development and Refinement. The initial codebook was developed

through an iterative process during Phase 2. I began by independently coding a subset
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This is very off putting so any agent which asks for private
information quickly is usually a scam.” (P15)

Excerpt Code

“I have been scammed before so felt wary when card details | Past Digital Ex-
were asked for” (P8) periences

“I ’ve had many scam calls regarding phones asking for pri- | Past Digital Ex-
vate information off the bat and its always very pressing. | periences

“I
possible.” (P15)

so I withhold any information

Privacy and Se-
curity Practices

‘5I7m
out a specific reason” (P1)

or data easily with-

Privacy and Se-
curity Practices

“I disliked the hurried high pressure sales tactics ” (P1)

Agent Character-
istics

than

“ The non pushy and caring tone made me feel safer
the pushy time sensitive ones.” (P3)

Agent Character-
istics

“1
and whether I could trust them with my sensitive informa-
tion” (P1)

“I was thinking about
how much information was being asked for and whether

the scenario justified the amount of information requested.”
(P23)

, Decision-making
Processes

Decision-making
Processes

_

" (P13)

Psychological
Triggers

“I

motivated to purchase security systems.” (P23)

Psychological
Triggers

“ The urgency made me rush in my decisions ” (P16)

Time Pressure

“ Time constraints and pressure immediately turn me off

from engaging . This is often listed as a red flag for fraud.”
(P29)

Time Pressure

Table 5.6: Phase 2: Generating Initial Codes from the Data.
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of five participant responses (approximately 17% of the dataset) to generate preliminary
codes. These initial codes were refined through multiple rounds of review, where I
examined whether each code had clear definitional boundaries, was applied consistently,
and captured meaningful aspects of the data. Code definitions were documented with
inclusion and exclusion criteria, along with exemplar quotes that illustrated each code’s
application. For instance, the code “Past Digital Experiences” was defined as references
to prior interactions with digital platforms, scams, or security breaches that shaped
current attitudes, whilst excluding general statements about technology use without

specific experiential grounding.

Systematic Application and Consistency Checks. To ensure consistent appli-
cation of codes across the entire dataset, I employed a systematic approach. After
establishing the initial codebook, I coded all 29 participant responses whilst main-
taining detailed analytical memos that documented coding decisions, ambiguities, and
emerging patterns. I then conducted consistency checks by revisiting previously coded
segments after completing the full dataset to verify that codes remained stable and
were applied uniformly. Instances where coding decisions were ambiguous were flagged
and revisited, with decisions documented in the audit trail. This iterative checking

process ensured that codes maintained consistent meaning throughout the analysis.

Reflexivity and Researcher Positionality. Throughout the coding process, I
maintained reflexivity by acknowledging my position as a researcher investigating ad-
versarial techniques and recognising how this perspective might influence code inter-
pretation. To mitigate potential bias, I deliberately sought contradictory evidence and
alternative interpretations during coding. For example, when identifying instances of
privacy concerns, I explicitly looked for and coded cases where participants expressed
minimal concern or trust in the system, ensuring balanced representation of the data.
Regular reflexive journaling documented my analytical decisions, assumptions, and

evolving interpretations, creating transparency in the research process.
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Peer Debriefing and Verification. To enhance the credibility of the coding frame-
work, I engaged in peer debriefing sessions with my doctoral supervisor, who has ex-
pertise in human-computer interaction and qualitative methodology. During these ses-
sions, we reviewed a sample of coded data (approximately 20% of responses), discussed
coding decisions, and examined whether codes were appropriately applied and themes
adequately supported by the data. This process provided an external check on the ana-
lytical process and helped identify areas where code definitions required clarification or
refinement. Feedback from these sessions led to minor adjustments in code boundaries

and more precise theme definitions.

Audit Trail and Transparency. I maintained a detailed audit trail throughout the
analysis, documenting the evolution of codes, theme development decisions, and analyt-
ical rationale. This included preserving earlier versions of the codebook, noting when
and why codes were merged or split, and recording the progression from initial codes
to final themes. This documentation ensures transparency and allows for verification
of the analytical process. Table 5.6 presents the final codebook with representative
excerpts, demonstrating how codes were applied to actual participant data.

These combined measures (systematic codebook development, consistency checks,
reflexivity, peer debriefing, and transparent documentation) ensured that the coding
process was reliable and that the resulting themes accurately represented participants’
experiences across the dataset. Whilst Braun and Clarke’s reflexive thematic analy-
sis does not require inter-rater reliability statistics (as the approach values researcher
subjectivity and interpretation), these quality measures demonstrate methodological

rigour and enhance the trustworthiness of the findings [181, 179].

Phase 3 - Searching for Themes

In this phase, the goal was to sort the various codes into themes and to collate all
relevant data extracts within each theme. The themes were broader than the initial
codes and were intended to capture the overall patterns in the data, reflecting the

participants’ collective experiences and concerns. I began grouping similar codes based
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on the coded data to form overarching themes. For example, all codes related to past
negative experiences with digital platforms were grouped under the theme Past Digital
Experiences. Similarly, concerns and practices related to privacy and security were
combined into Privacy and Security Practices and Privacy and Security Concerns. This
phase involved examining the relationships between the codes and how they connected
to form a coherent story about the participants’ experiences (Figure 5.4). T aimed to
ensure the themes were meaningful and distinct, each capturing a significant aspect of

the data.

i Theme 1: Past .
Keep very secure H Theme 3: Agent |
Digital Experiences | Characteristics |

Theme 2: Privacy
| andSecurity |
Practices

Wary of card details Many scam calls Scammed before Friendly agent Caring tone High-pressure tactics,

Reluctant to share information

Theme 8: ;
m f Theme 7: Privacy \ ( Theme 4: Decision-
1 |

and Security making Processes |
Concerns

Interaction
Alignment

Cautious sharing
online

Heightened concerns Considering

Alignment with technology | Not enough security
use g scenarjo

information Genuine interaction Trust level

| Theme6: Time | Theme 5:
Pressure

Triggers

Pressure to act Time urgency d':zis;i'::s Sense of need Foar ol burgiary

Bargain temptation
) Themes Supporting Codes

....... i ip between Link to
Themes codes.

Figure 5.4: Phase 3 of reflexive thematic analysis illustrating the thematic map with
seven preliminary themes: Privacy and Security Concerns, Privacy and Security Prac-
tices, Agent Characteristics, Decision-Making Processes, Psychological Triggers, Time
Pressure, and Technology Interaction Alignment. Connecting lines represent relation-
ships between themes, such as Agent Characteristics influencing Decision-Making Pro-
cesses. This phase involved grouping codes into themes and examining their interrela-
tions to form a coherent narrative of participant experiences.
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Phase 4 - Reviewing Themes

This phase involves refining the themes to reflect the coded data and broader dataset
accurately. The aim is to review each theme, verify its relevance, and check if it works
in relation to the data. During this phase, I revisited the coded data extracts for each
theme to ensure they fit well together and accurately represented the data. I also
checked the themes against the entire dataset to ensure no significant data was over-
looked. Initially, the Psychological Triggers theme was broad and included motivations
such as need, greed, and fear. Upon review, it became evident that the theme was
too diverse. To address this, I refined it by splitting the triggers into more specific
categories, such as Need and Fear-based Triggers. Privacy and security concerns were
initially coded into two themes: Privacy and Security Practices and Privacy and Secu-
rity Concerns. However, these two themes overlapped significantly, as both dealt with
participants’ cautious behaviour regarding their data. Therefore, I merged them into

a Privacy and Security Considerations theme to streamline the analysis.

Reviewed Themes

e Theme 1: Past Digital Experiences remained unchanged as the data consistently

supported it.

e Theme 2: Privacy and Security Considerations emerged from the merging of
Privacy and Security Practices and Privacy and Security Concerns, as both dealt
with how participants navigated privacy and security issues based on their past

experiences and concerns.

e Theme 3: Agent Characteristics continued to be supported by data highlighting
how the conversational agent’s tone, responsiveness, and demeanour influenced

trust and comfort levels.

e Theme 4: Decision-making processes remained a distinct theme, capturing the
thought processes participants engaged in during key moments of interaction,

particularly regarding trust and information disclosure.
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e Theme 5: Psychological triggers were refined into Need-based and Fear-based
triggers, though these subthemes were later reintegrated after reviewing their

interconnections.

e Theme 6: Time Pressure was validated as a significant standalone theme, with

multiple participants noting the impact of urgency on their decisions.

e Theme 7: Technology Interaction Alignment was maintained to encapsulate how
participants’ choices during the experiment aligned with their general approach to
technology, including their comfort levels with conversational systems and digital

platforms.

After this review, the themes were clear and coherent and captured the essential as-
pects of participants’ experiences. This refinement process ensured that each theme
was supported by robust data and reflected the underlying patterns in participants’

responses.

Phase 5 - Defining and Naming Themes

This phase aims to clearly define each theme and ensure that each tells a coherent
story about the data. This involves finalising theme names, developing a narrative
for each theme, and ensuring that each theme contributes to answering the research
questions. During this phase, I created detailed definitions for each theme, ensuring
they accurately captured the essence of the coded data. The goal was to articulate the
scope of each theme, describe its content, and determine how it related to the overall

research questions.

Final Themes and Definitions

Theme 1: Past Digital Experiences: This theme encapsulates participants’ prior
experiences with digital platforms, particularly those involving scams or distrust, and
how these shaped their cautious behaviour in the experiment. To illustrate this theme,

I present a direct quote from a participant:
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“I have been scammed before so felt wary when card details were asked for” (P8)

Theme 2: Privacy and Security Considerations: This theme includes all aspects
of participants’ concerns and practices around privacy and security, showing how these
considerations influenced their decisions regarding trust and information disclosure.

“I’'m uncomfortable sharing personal information online” (P12)

Theme 3: Agent Characteristics: This theme focuses on how the conversational
system’s tone, responsiveness, and behaviour impact participants’ trust and comfort
levels.

“The non-pushy and caring tone made me feel safer” (P3)

Theme 4: Decision-making Processes: This theme covers the cognitive processes
participants engaged in when deciding whether to trust the agent, disclose information,
or make purchasing decisions.

“I was considering whether the interaction seemed genuine” (P23)

Theme 5: Psychological Triggers: This theme captures the influence of psycho-
logical triggers, such as need, fear, and greed, on participants’ decisions.

“Thinking you have a bargain when actually you don’t need it” (P13)

Theme 6: Time Pressure: This theme highlights how the urgency created by the
conversational agent influenced participants’ trust and decision-making processes.

“The urgency made me rush in my decisions” (P16)

Theme 7: Technology Interaction Alignment: This theme explores how partic-
ipants’ general attitudes toward technology use and their comfort with Al aligned with
their choices in the experiment.

“The conversational agent is taking over but they try too hard to be an over-friendly

human and that freaks me out” (P20)
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The theme names were chosen to be descriptive and reflect the data they represented
(Figure 5.5). Each name was designed to immediately convey the core idea of the theme

to ensure clarity and focus during the final analysis.

Phase 6 - Producing the Report

The final phase involves writing the analysis and presenting the themes in a coherent,
persuasive narrative that answers the research questions. This phase includes linking
the themes to the broader literature and drawing out implications for practice or further
research.

Each theme is presented in detail, supported by relevant data extracts. I con-
nected the themes to existing research on user behaviour with digital platforms and
conversational agents, highlighting how this study contributes new insights, particu-
larly regarding the psychological triggers and decision-making processes influenced by
agent characteristics and time pressure.

I diligently maintained reflexivity throughout the thematic analysis process, ensuring
any potential bias and assumption were acknowledged and addressed. This approach

was crucial in enhancing the credibility and validity of my findings.

Theme 1: Past Digital Experiences. Participants’ experiences with digital plat-
forms significantly shape their attitudes towards current interactions. Past negative
experiences, such as scams or privacy breaches, are mentioned as factors that led to
increased scepticism. An example is: “I have been scammed before, so I felt wary
when card details were asked for” (P8). Interestingly, these accounts of prior scams
and wariness echo the quantitative finding that willingness to disclose information was
notably lower in financial management scenarios under the Need & Greed condition
(p = 0.0180). This suggests that negative past experiences amplify users’ distrust,
specifically in money-related contexts.

This finding aligns with research on trust in online environments, suggesting that
trust is fragile and easily broken by negative experiences [182]. Users can carry this lack

of trust forward in digital contexts, applying it to new interactions [50]. The emphasis
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on past experiences highlights the importance of first impressions and the long-term im-
pact of the trustworthiness of digital service providers. This observation is in sync with
the [183] trustworthiness model, which underscores the role of perceived benevolence
and integrity in forming trust judgements. Participants’ reluctance to fully engage with
the conversational agent can be a protective mechanism, a concept supported by the
‘privacy calculus model’ where users weigh the benefits against potential privacy risks

[47].

Theme 2: Privacy and Security Considerations This theme is pervasive through-
out the responses. Participants are cautious, often withholding information or requiring
a solid justification for data sharing. An example is: “I’m reluctant to give away in-
formation or data easily without a specific reason” (P1). This caution aligns with our
quantitative results: perceived privacy and security were modestly but significantly
influenced by adversarial treatments (p = 0.0466), while willingness to disclose infor-
mation also dropped notably under Need & Greed (p = 0.0148). Such findings reinforce
how heightened privacy worries can directly translate into reduced data-sharing.

This behaviour reflects a risk-averse attitude toward privacy, consistent with previ-
ous research showing that privacy concerns often motivate protective behaviours in
online environments [145]. Participants’ emphasis on cautious information disclosure
also reflects the privacy paradox, in which stated privacy concerns do not always cor-
respond with actual behaviour. This careful approach aligns with explanations offered
by information boundary theory, which proposes that individuals manage their privacy
through boundary regulation based on perceived risks and benefits [184]. The reluc-
tance to share information, therefore, can be understood as a boundary management

strategy intended to protect personal data from potential misuse.

Theme 3: Agent Characteristics The responses indicate that characteristics such
as tone, responsiveness, and presentation of information by the conversational agent sig-
nificantly affect decision-making. A friendly, non-pressuring tone fosters trust, whereas

a pushy or hurried approach triggers discomfort and retreat. An example is: “I
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disliked the hurried high-pressure sales tactics.” (P1). Quantitatively, this resonates
with earlier findings that comfort levels declined substantially under the Need & Greed
treatment (p = 0.0001), and trust was significantly shaped by the scenario x treatment
interaction (p < 0.001). In other words, pushy conversational systems can erode user
comfort and trust, as reflected in the statistical results.

These observations align with earlier research showing that a computer’s perceived
personality can shape the way users interact with it [185]. The influence of tone
in user—agent communication is particularly relevant within the framework of Media
Equation theory, which proposes that individuals often respond to computers and other
media as if they were human [186]. Studies have further shown that the tone and be-
haviour of an agent can activate social heuristics, leading users to apply social norms
and expectations to technological interfaces [187]. The persuasive technology frame-
work also illustrates how such agents can guide or influence user actions, reinforcing

the importance of designing interactions that respect user comfort and autonomy.

Theme 4: Decision-making processes. The participants’ decision-making pro-
cesses reveal a complex interplay of trust, comfort, and information relevance. Deci-
sions about trust and information disclosure are not made lightly; rather, they result
from careful consideration of the agent’s trustworthiness and the perceived value of
the interaction. An example is: “I was considering whether the interaction seemed
genuine” (P23). In line with the quantitative results, these detailed decision-making
deliberations mirror the significant scenario x treatment interactions observed for both
trust (p < 0.001) and willingness to disclose information (p = 0.0007).

Participants’ real-time judgments about the conversational system’s genuineness
and the context at hand strongly influenced their choices. This resonates with the the-
ory of reasoned action [188], which explains how individuals make reasoned decisions
based on attitudes and social norms. The role of cognitive heuristics in decision-making
is also highlighted, aligning with the work on judgment under uncertainty [112]. Par-
ticipants seem to apply heuristics such as ‘representativeness’ and ‘availability’ when

evaluating conversational agents, which affects their willingness to engage.
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Theme 5: Psychological Triggers. The influence of psychological triggers, such
as a perceived scarcity or fear of missing out (FOMO), is critical. Participants report
a heightened sense of caution when they perceive manipulative tactics, which could be
interpreted as a trigger for psychological reactance. This motivational state occurs in
response to threats to perceived behavioural freedoms. An example is: “Thinking you
have a bargain when actually you don’t need it” (P13). Such responses map onto the
earlier quantitative observation that comfort levels dropped significantly under the Need
& Greed prompts (p < 0.0001), suggesting that when users sense overt manipulative
strategies like dangling bargains, they may respond with increased resistance rather
than compliance.

This reactance may explain participants’ resistance to high-pressure tactics as they
seek to reassert their autonomy. These findings align with the principles of persuasion
[28], particularly scarcity, which can create a sense of urgency. However, the responses
in this study suggest that such tactics can backfire in digital environments, especially

when users are wary of manipulative intent.

Theme 6: Time Pressure. Time pressure has a significant impact on how indi-
viduals interact with technology, often producing feelings of discomfort and distrust.
Participants generally prefer to make decisions at their own pace and respond negatively
when external time limits are imposed. This pattern of behaviour is consistent with
findings from concept analyses of information overload, which describe it as a negative
psychological state in which individuals feel overwhelmed by excessive information, re-
ducing their capacity to perform tasks effectively [189]. Such research indicates that
time pressure can produce both emotional effects, including stress and anxiety, and cog-
nitive effects, such as diminished attention and difficulties in processing information.
This helps explain why the Time technique observed in this study triggered strong dis-
comfort responses: It deliberately creates conditions that promote information overload
through artificial urgency, reducing users’ cognitive capacity for critical evaluation. An
)

example is: “Time constraints and pressure immediately turn me off from engaging”

(P29). Correspondingly, the quantitative data revealed a significant drop in comfort
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levels under Time-based adversarial conditions (p < 0.0001), especially in the online
shopping scenario, thereby highlighting that rushed tactics can quickly erode user ease
and receptivity.

This aligns with Trope and Liberman’s temporal construal concept, where time pressure
can distort information processing and decision-making [29]. The elaboration likelihood
model suggests that under time constraints, individuals can resort to the peripheral
processing of persuasive messages, leading to superficial consideration and potential
resistance [190]. This highlights the importance of allowing users ample time to process

the information for a more thoughtful engagement.

Theme 7: Technology Interaction Alignment. The degree to which participants’
interactions with conversational agents align with their general approach to technol-
ogy is crucial in their acceptance of technology. The participants’ dispositions and
experiences highlight that accepting a technology system is not just about the sys-
tem’s features but also about individual differences in technology use and attitudes.
An example is: “The conversational agent is taking over, but they try too hard to be
an over-friendly human.” (P20). This sentiment aligns with the moderate yet sig-
nificant main effect of adversarial treatments (p = 0.0466) on perceived privacy and
security, highlighting how a mismatch between user expectations and the behaviour
of the conversational system can weaken comfort, trust and general acceptance of the
system.

This finding echoes the technology acceptance model, suggesting that perceived ease of
use and usefulness are key determinants of technology adoption. The concept of cogni-
tive fit [191] also resonates here, indicating that successful interaction with technology
depends on alignment with the established mental models of users and comfort with

the use of technology.
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5.5 Limitations

Whilst this study advances understanding of adversarial techniques across multiple
contexts, several limitations specific to the Twine-based implementation and design

choices warrant acknowledgement.

5.5.1 Platform and Interaction Constraints

The use of Twine for scenario implementation, whilst enabling standardised and scal-
able delivery across four domains, introduced inherent constraints in interaction natu-
ralness. Participants navigated pre-scripted branching pathways rather than engaging
in free-text conversations, limiting the authenticity of the conversational experience.
This constraint meant that adversarial techniques were experienced through predeter-

mined dialogue options rather than emerging organically through dynamic exchanges.

Mitigation and Forward Path: Several design features minimised this limitation’s
impact. The branching narrative structure provided multiple pathways based on par-
ticipant choices, creating agency despite the scripted foundation. Dummy personal
information (Appendix A.2) standardised disclosure risk whilst maintaining privacy.
The four distinct domains were carefully designed to mirror realistic scenarios, enhanc-
ing ecological validity. Post-task and exit questionnaires included open-ended questions
allowing participants to articulate experiences beyond the constrained interactions. Im-
portantly, this limitation directly motivated the progression to the LLM-based study
(chapter 6), which addressed these constraints through fully dynamic conversational

interactions.

5.5.2 Within-Subject Design Considerations

The within-subject design, whilst statistically efficient, introduced potential carryover
effects as participants experienced all twelve scenario-condition combinations (4 do-
mains X 3 conditions). Repeated exposure might have sensitised participants to adver-

sarial techniques or led to fatigue effects.
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Mitigation: Latin Square randomisation systematically counterbalanced presenta-
tion order, distributing any carryover effects evenly rather than systematically biasing
particular conditions. Domain randomisation further controlled for learning effects.
Statistical analyses revealed no significant order effects, suggesting effective counter-

balancing.

5.5.3 Measurement Approach

Attitudes were measured exclusively through self-report questionnaires administered
after scenario completion rather than capturing behavioural data during interactions.
This reliance on post-hoc self-reports introduced potential for social desirability bias

and memory effects, whilst missing opportunities to observe actual disclosure behaviours.

Mitigation and Forward Path: Several measures enhanced validity. Anonymous
Prolific-based data collection reduced social desirability pressures. Dummy information
eliminated genuine disclosure risk, enabling authentic responses. The short duration
between interaction and measurement (immediate post-task questionnaires) minimised
memory decay. Thematic analysis revealed consistency between quantitative patterns
and qualitative narratives, suggesting self-reports captured genuine attitudes. This
limitation informed the LLM study (chapter 6), which incorporated behavioural metrics
(actual information disclosure, response patterns, resistance strategies) captured during

real-time interactions.

5.5.4 Sample and Generalisation

The sample (N=30) was recruited through Prolific with inclusion criteria requiring En-
glish fluency and prior experience with online systems. The resulting sample was pre-
dominantly Western, relatively educated (50% undergraduate, 20% graduate degrees),

and likely more technologically literate than the general population.

Mitigation: Power analysis confirmed adequate sensitivity (92% power) for detect-

ing medium-sized effects. The within-subject design maximised statistical efficiency.
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Demographic diversity in age (23-60 years) and gender (53% female) provided varia-
tion. Thematic analysis revealed heterogeneity in past digital experiences and privacy
attitudes, suggesting meaningful diversity in technological perspectives despite geo-
graphical and educational similarities. Future research should prioritise international

samples to examine cross-cultural variations.

5.6 Summary

This chapter extended the investigation of adversarial techniques in conversational
systems, demonstrating how Need & Greed and Time techniques can influence user at-
titudes across four distinct domains. I combined quantitative analysis with qualitative
insights through Braun & Clarke’s thematic analysis to understand how these tech-
niques affect user trust, comfort levels, willingness to share information and perceived
privacy and security in varied scenarios.

First, section 5.1 introduced the research context, explaining how this study builds
upon chapter 4’s findings. It outlined the use of Twine for creating interactive scenar-
ios and established the research questions guiding the investigation. section 5.3 then
detailed the methodology, describing the experimental design using Prolific for partic-
ipant recruitment and implementing four distinct scenarios: healthcare, online shop-
ping, financial management, and home security. It explained how the study gathered
quantitative and qualitative data through post-task questionnaires and exit interviews.

section 5.4 presented the findings through two main approaches. The quantitative
analysis revealed significant effects of adversarial techniques on user attitudes, with
variations across different contexts. The qualitative analysis, using Braun & Clarke’s
thematic approach, identified seven key themes: past digital experiences, privacy and
security considerations, agent characteristics, decision-making processes, psychological
triggers, time pressure, and technology interaction alignment that helped explain how
users respond to adversarial techniques in different settings.

section 5.5 acknowledged the study’s limitations whilst outlining mitigation strate-

gies. Key limitations included Twine’s scripted interaction constraints, potential within-
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subject carryover effects, reliance on self-report measures, and sample characteristics.
Each limitation was addressed through specific design decisions, including branching
narratives for enhanced realism, Latin Square randomisation for counterbalancing, im-
mediate post-task measurement, and adequate statistical power. These limitations and
their mitigation strategies directly informed methodological refinements in subsequent
research.

The findings of this multi-domain investigation directly support the thesis claim that
adversarial technique effectiveness varies significantly based on context and domain.
The significant Scenario x Treatment interactions observed for trust (p = 0.0001),
comfort (p < 0.0001), and willingness to disclose (p = 0.0007) empirically validate that
psychological vulnerabilities manifest differently across healthcare, financial manage-
ment, online shopping, and home security contexts. Healthcare scenarios demonstrated
distinctive resistance patterns to Need & Greed techniques but heightened responsive-
ness to Time pressure, whilst financial contexts showed the highest overall vulnerability
to Need & Greed manipulations. This context-dependent variation confirms that user
attitudes and behaviours are shaped not solely by the techniques themselves but by the
interplay between manipulation strategy and domain sensitivity. These findings rein-
force the thesis assertion that psychological vulnerabilities must be recognised alongside
technical security measures in conversational system design, as the same technique can
elicit vastly different user responses depending on the perceived sensitivity and legiti-
macy of the interaction context.

Insights gained from context-specific vulnerabilities identified here inform the subse-
quent LLM-based investigation in chapter 6, shaping both methodological refinements
and highlighting areas for deeper exploration of user compliance and resistance be-

haviours.
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Figure 5.5: Final thematic map showing refined themes and their hierarchical relation-
ships following Phase 5 of Braun and Clarke’s reflexive thematic analysis. The map
presents three overarching themes—Privacy and Security Awareness, Influence Recog-
nition and Response, and System Interaction Dynamics—each with related subthemes.
Line thickness represents the relative strength of relationships between themes, high-
lighting how participants experienced and responded to adversarial techniques across
contexts.
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Chapter 6

Investigating Social Compliance and
Need & Greed Adversarial Tech-
niques in LLM-Based Conversational

Systems

Trust in the Lord with all your heart and lean not on your own

understanding. Prov 3:5 (NIV)

Chapters 4 and 5 examined adversarial techniques in controlled (Wizard of Oz)
and narrative-based (Twine) environments. This chapter investigates how Social Com-
pliance and Need & Greed techniques manifest in dynamic, LLM-based conversational
systems powered by the Llama API, where real-time interaction and adaptive responses

create new opportunities for manipulation.

6.1 Introduction

The progression from human-operated simulations (chapter 4) to interactive narratives
(chapter 5) established that adversarial techniques significantly influence user attitudes
across contexts. This chapter advances the investigation by examining how these tech-
niques operate in LLM-based systems that generate contextually relevant responses in
real time. For example, threat actors exploit GenAl in prompt injection attacks, in-

putting carefully crafted prompts to manipulate AI systems [192] or create adversarial
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examples that generate hostile traffic targeting intrusion detection systems [193].
Building on the findings from chapter 4 and chapter 5, which explored adversarial
techniques in controlled and multi-domain settings, this chapter investigates their im-
plementation within LLM-based conversational systems. LLMs, known for their dual
utility in defensive and adversarial applications, have a profound impact on user in-
teractions with search interfaces and cybersecurity measures. Their ability to generate
human-like, highly convincing content enhances phishing attacks [194], introduces vul-
nerabilities in suggested codes that sophisticated attackers can exploit [195], and facil-
itates Cyber-enabled Social Influence Operations (CeSIOs). In such operations, LLMs
are deployed to craft deceptive online identities and engage authentic users, subverting
discourse and shaping public opinion on social media platforms [196].

This chapter investigates how Social Compliance and Need & Greed adversarial
techniques manifest and operate within LLM-based conversational systems, and exam-
ines their influence on user behaviour and attitudes during real-time interactions with
Al-driven dialogue systems. By studying these techniques in dynamic LLM environ-
ments, I can better understand how their implementation differs from static conversa-

tional agents and what new security implications might arise.

Rationale for Technique Selection The decision to replace Time pressure tech-
niques with Social Compliance in this chapter was informed by both methodological
considerations and the progressive nature of my research. Having investigated Time
techniques across two previous studies (Chapters 4 and 5), I had already established
how time techniques influence user attitudes in conversational systems. The findings
demonstrated that Time techniques create immediate psychological effects, particularly
in contexts where users perceive urgency as legitimate (such as healthcare scenarios in
chapter 4). This understanding provided a sufficient empirical foundation regarding
temporal manipulation in conversational systems.

An important practical consideration influenced the decision to examine only two
techniques in this study. Implementing all three techniques (Need & Greed, Time, and

Social Compliance) simultaneously would have substantially increased participant fa-
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tigue. With three experimental conditions plus a control condition, participants would
have needed to complete four full conversational scenarios, each followed by compre-
hensive questionnaires measuring trust, comfort, willingness to disclose information,
privacy concerns, and security perceptions. This extended protocol would have intro-
duced significant fatigue effects, potentially compromising data quality and participant
engagement, particularly given the cognitively demanding nature of conversational in-
teractions with LLM-based systems. By limiting the investigation to two adversarial
techniques alongside the control condition, I maintained methodological rigour whilst
ensuring reasonable participation duration and meaningful engagement throughout the
experiment.

The introduction of Social Compliance techniques in chapter 6 served several ob-
jectives. First, it allowed for the examination of a distinct psychological mechanism,
one rooted in authority, social proof, and obedience principles rather than temporal ur-
gency. This broadened the scope of adversarial techniques investigated across the thesis
whilst maintaining focus on Need & Greed as a consistent comparison point across all
three studies.

Second, Social Compliance techniques proved particularly well-suited to the dy-
namic capabilities of LLM-based systems. Unlike the Time technique, which relies
primarily on creating urgency through explicit temporal constraints, Social Compli-
ance operates through more subtle conversational mechanisms: establishing authority
through linguistic markers, demonstrating expertise through contextual knowledge, and
leveraging social norms through references to typical user behaviour. These elements
align naturally with the generative capabilities of LLMs, which can dynamically con-
struct authoritative language patterns and contextually appropriate demonstrations of
expertise in ways that static or semi-scripted systems cannot.

Third, the methodological progression from controlled (Wizard of Oz) through semi-
structured (Twine) to dynamic (LLM) implementations presented an opportunity to
investigate how different adversarial techniques manifest across varying levels of sys-
tem sophistication. Examining Social Compliance, specifically in its most sophisticated

implementation, provided insights into how authority-based manipulation operates in
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systems capable of generating highly contextual, responsive content. Finally, the com-
bination of Need & Greed and Social Compliance in chapter 6 provided an empirically
valuable comparison between reward-based and authority-based compliance mecha-
nisms within the same dynamic conversational environment, offering insights that com-

plemented the reward-based versus urgency-based comparison from the earlier studies.

6.2 Study Aim, Objectives, and Research Question

6.2.1 Study Aim.

The aim of this study, which operationalises dissertation-level Objectives 3 and 4 (Sec-
tion 1.4.2), is to investigate how Social Compliance and Need & Greed adversarial
techniques manifest in dynamic LLM-based conversational systems, examining their
influence on user behaviour and attitudes during real-time interactions, and how users’

defensive behaviours and resistance strategies evolve across scenarios over time.

6.2.2 Study Objectives.

The study-level objectives of this chapter, which operationalise dissertation-level Ob-

jectives 3 and 4 (Section 1.4.2), are as follows:

1. To examine how Social Compliance and Need & Greed adversarial techniques
influence user behaviour and attitudes within LLM-based conversational systems

implemented through a Flask application calling the Llama-3.3-70B API.

2. To investigate how contextual factors (scenario type) moderate the effectiveness

of these techniques in dynamic LLM-mediated dialogue.

3. To analyse how users’ defensive behaviours and resistance strategies develop and

evolve during sustained interactions with adversarial LLM-based systems.
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6.2.3 Study Research Questions.

The following study-level research questions, which operationalise dissertation-level

RQ3 and RQ4 (Section 1.4.3) within an LLM-based implementation, guide this study:

RQ 6.1:

RQ 6.2:

RQ 6.3:

RQ 6.4:

How do Social Compliance and Need & Greed adversarial techniques influence

user behaviour and attitudes in LLM-based Conversational systems?

How do contextual factors (scenario type) moderate the effectiveness of adversar-

ial techniques in LLM-based conversational systems?

How do users’ defensive behaviours evolve during interactions with different ad-

versarial techniques in LLM-based systems?

How do users develop and modify their resistance strategies across different sce-

narios and adversarial techniques in LLM-based conversational systems?

6.2.4 Contributions

The contributions of this chapter are as follows.

1.

A systematic investigation of how Social Compliance and Need & Greed adver-

sarial techniques operate within dynamic LLM-based conversational systems

Analysis of real-time user responses and defensive adaptations to adversarial tech-

niques across multiple scenarios

Implementation of a novel experimental framework that integrates LLM capabil-

ities for studying adversarial techniques in conversational systems

Evidence-based guidelines for designing secure LLM-based conversational systems

that protect against social engineering and information disclosure risks

The rest of this chapter is organised as follows.

section 6.3 details the experimental methodology, including system implementation

and scenario design. section 6.4 presents the findings and their implications for secure
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conversational systems. section 6.6 concludes with key insights and directions for future

research.

6.3 Methodology

This section describes the steps that I took to investigate how adversarial techniques,
specifically Social Compliance and Need & Greed, affect user attitudes and behaviours
in LLM-based conversational systems. I designed the experimental framework to com-
prehensively evaluate these techniques under realistic conditions. The objective was
to capture immediate behavioural responses and longer-term attitudinal changes while

ensuring that participants could engage meaningfully with the system.

6.3.1 Methodological Justification

The selection of a Flask-based web application integrated with Llama 3.3-70b addressed
fundamental limitations of previous methodologies whilst aligning with the specific

research objectives of this investigation.

Addressing Limitations of Previous Methodologies The Wizard of Oz frame-
work employed in chapter 4, whilst providing experimental control, relied on human-
operated responses that limited scalability and introduced potential operator variability
despite standardised protocols. The Twine-based platform in chapter 5, though ef-
fective for examining context-specific vulnerabilities, operated through predetermined
conversational pathways. This scripted nature constrained the investigation of how
users respond to adaptive, contextually aware adversarial techniques. Users navigated
fixed decision trees rather than engaging with systems capable of generating novel, con-
textually appropriate responses, particularly limiting the examination of defensive be-
haviours and resistance strategies. The research questions guiding this chapter required
a methodology capable of capturing real-time user responses, defensive adaptations,
and evolving resistance strategies. These objectives necessitated a system generating

contextually appropriate responses to diverse user inputs whilst maintaining experi-
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mental control over adversarial technique implementation. LLM-based systems offered

the technological sophistication necessary to examine these dynamics.

Flask Framework Selection Flask’s lightweight architecture provided the flexibil-
ity needed to integrate the Llama' API whilst maintaining fine-grained control over
experimental conditions. Its routing capabilities enabled distinct experimental condi-
tions (Control, Need & Greed, Social Compliance) within a unified application architec-
ture, ensuring consistent technical infrastructure whilst allowing systematic variation
through system messages. The framework’s Python compatibility facilitated integration
with data analysis pipelines, enabling real-time logging of user interactions, response

latencies, and compliance patterns.

Llama 3.3-70b Selection Llama 3.3-70b was selected for several reasons. First, it
represented a state-of-the-art open source model with capabilities comparable to pro-
prietary alternatives, ensuring the research examined adversarial techniques in systems
reflecting current technological sophistication. Second, its 70 billion parameter archi-
tecture provided sufficient capacity for generating contextually rich responses across
diverse scenarios without extensive fine-tuning, essential for implementing Social Com-
pliance techniques requiring domain specific expertise and authority markers. Third,
its open source nature enabled transparent deployment whilst facilitating replicability.
Fourth, pilot testing confirmed the model could maintain coherent multi-turn conver-
sations whilst adhering to structured system messages implementing adversarial tech-
niques without producing inconsistent outputs that would compromise experimental

validity.

Ecological Validity and Experimental Control The Flask-LLM methodology
balanced ecological validity with experimental rigour. Dynamic LLM generated re-
sponses more closely approximated real-world interactions with sophisticated conver-

sational systems, enhancing external validity. Users engaged with a system adapting

!Llama: https://ai.meta.com/1llama
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its language, responding to unexpected queries, and maintaining contextually appro-
priate dialogue across extended interactions. Simultaneously, carefully designed system
messages operationalised adversarial techniques consistently across participants, ensur-
ing that whilst surface realisations varied based on conversational context, underlying

psychological mechanisms remained constant.

Feasibility and Methodological Consistency Flask-based web deployment en-
abled remote data collection through Prolific Academic, expanding the participant
pool whilst maintaining standardised conditions. API based integration with Llama
3.3-70b provided a cost-effective implementation compared to training custom models,
enabling resource allocation toward participant compensation and extended data col-
lection supporting adequate statistical power. The methodology maintained conceptual
consistency with previous studies (chapters 4 and 5) through within-subject designs,
examination of context-specific vulnerabilities, and measurement of comparable con-
structs (trust, comfort, willingness to disclose information). This continuity enabled
meaningful comparisons across implementation technologies, supporting the thesis ob-
jective of understanding how adversarial techniques manifest across different levels of

system sophistication.

6.3.2 Experimental Design

The experimental framework for this study was implemented within a Python?-based
Flask application incorporating structured system messages, role-based dynamics, and
predefined scenarios to systematically explore participant behaviour across experimen-

tal conditions.

System Message Design

The experimental framework for this study was implemented within a Python-based
Flask application that incorporates structured system messages, role-based dynamics,

and predefined scenarios to systematically explore the participants’ behaviour under

2Python: https://www.python.org
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experimental conditions. I developed system messages for all conditions (Social Com-
pliance, Need & Greed, and Control) that guided the LLM’s behaviour. These instruc-

tions included a base set of common behavioural guidelines for all conditions.

CRITICAL BEHAVIOURAL REQUIREMENTS:

1. ROLE ADHERENCE:
— Stay EXACTLY in your assigned role
— NEVER deviate from your scenario
— Keep responses focused on assigned topic
— NEVER reveal you are following a script or protocol
— NEVER mention being part of an experiment or study
— NEVER disclose your condition (control/need_greed/

social_compliance)

— NEVER explain your tactics or approach

2. NATURAL TRANSITIONS:

— For off —topic questions, use:

2

* 7 Speaking of [current topic]...

* ?"That's interesting. About [specific topic]...

”

* "On the topic of [current area]...

”

* "Many people ask about [relevant topic]...

Then, these base instructions were augmented with condition-specific prompts. For
the Social Compliance condition, the LLM was prompted to adopt an authoritative

persona with instructions such as:

ROLE: Health Authority Figure

CORE OBJECTIVE:
Aggressively demand health information through medical authority

and create intense pressure to comply.

ADVERSARIAL TACTICS:
— Use forceful medical authority to demand information

— Emphasise near—total patient compliance
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— Make non—compliance seem medically risky
— Create pressure through strict health protocols

— Imply serious consequences for non—disclosure

For the Need & Greed condition, instructions emphasised incentive-based manipu-

lation:

ROLE: Premium Health Benefits Provider

CORE OBJECTIVE:
Aggressively pursue sensitive health information through exclusive

benefits and create urgent pressure to disclose.

ADVERSARIAL TACTICS:

— Create intense FOMO about limited premium health services

— Demand immediate health information for time—sensitive benefits
— Use escalating medical perks to push for more sensitive data

— Pressure with others already sharing their health details

— Create urgency around limited specialist access

For the Control condition, instructions emphasised neutral, non-manipulative in-

teractions:

ROLE: Health Information Guide

APPROACH:

— Provide general health information
— Answer questions directly

— No manipulation or pressure

— Focus on general wellness topics

Each condition—scenario combination included distinct role instructions to ensure
consistent application of the experimental manipulations across participants while pre-
serving contextual relevance. The design of these role instructions was guided by a

systematic framework for evaluating large language model behaviours that outlines
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structured methods for creating consistent system personas [197]. Although the orig-
inal framework was developed for purposes other than assessing user compliance, its
principles informed the structured development of the adversarial techniques imple-

mented in this study.

Technical Implementation

The Flask application was developed to enable real time interaction between partici-
pants and the adversarial chatbot, using Llama 3.3-70B to produce contextually ap-
propriate responses. This approach aligns with prior research that explored the design
of controllable conversational agents for behavioural studies, where maintaining exper-
imental control alongside natural interaction was emphasised [198]. Insights from that
line of work informed the design of this study’s implementation of adversarial tech-
niques within large language model-based conversations. The application architecture
comprised three main components: the backend, the frontend interface, and the data
capture and logging system. This integrated design supported the sophisticated de-
ployment of adversarial techniques while preserving the rigour of experimental control.

The backend served as the core processing unit, managing the communication be-
tween the frontend interface and the system’s processing layers. It integrates Llama
3.3-70b to generate chatbot responses customised to participant input during interac-
tions. As shown in Listing 6.1, the /message route handled HTTP requests, dynam-
ically processing user queries and generating responses in real-time. This ensured a

seamless and efficient interaction between the user and the system.

Listing 6.1: Flask route handling user-bot interactions and integrating real-time be-

havioural metrics.

@app.route ('/message', methods=['POST'])

@limiter.limit ("5 per minute”)

def add_message () :
77” Handle message exchanges between user and bot”””
try:

data = request.json
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if not data or 'session_id' not in data or 'content'
data:
return jsonify ({” error”: ”session_id and content
required”}), 400
session_id = data['session_id ']
content = data['content ']
current_session = db.session.get(Session, session_id)
if not current_session:
return jsonify ({?error”: "Invalid session ID”}),

start_time = time.time () * 1000

user_message = Message (
session_id=session_id ,
content=content ,
is_bot=False
timestamp=start_time

)

db.session .add(user_message)

bot_response = get_bot_response(session_id , content
current_session.task.principle)
end_time = time.time() x 1000

response_latency = end_time — start_time

not

are

400

in

The frontend presented users with an easy-to-use interface featuring a text input
field for queries and a response display area for system-generated replies as shown in
Figure 6.1. This design prioritised simplicity and usability, ensuring participants could
focus on the interaction without distractions. Real-time communication between the

frontend and backend was achieved through asynchronous HTTP requests, enabling
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instant responses and dynamic updates that enhanced the natural flow of conversation.

Scenario 1 - You are now having a conversation about general topics

0 Hi! How can | help you today?

Type your message...
End Task

Figure 6.1: Screenshot of the Flask-based conversational interface used in the LLM
study showing the chat window layout. The interface displays the initial greeting
prompt from the Llama 3.3-70b powered system with the text input field at the bottom
for participant responses. The clean, minimalist design ensures participants focus on
conversation content rather than interface elements. Real-time message exchange was
facilitated through asynchronous HT'TP requests to the Heroku-hosted backend, with
all interactions logged automatically for behavioural analysis.

An essential feature of the application was its ability to log user interactions auto-
matically. Behavioural metrics such as response times, disclosure and compliance rates,
and user engagement were captured at the backend automatically. This logging func-
tionality helped collect user interaction data for analysis, complementing self-reported
attitudes collected through post-task questionnaires.

The application was deployed on Heroku?, a cloud-based platform that provided a

stable and reliable environment for hosting and real-time processing. Heroku’s scalable

3Heroku: https://www.heroku.com
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architecture ensured smooth performance even under varying levels of user engagement.
This deployment strategy made the application easy for everyone to access on any
device, ensuring that it worked well and looked the same for all participants. This
implementation approach parallels the GOLD framework [199], where structured inputs
are systematically translated into natural language prompts for LLMs. While developed
for different applications, both approaches emphasise the importance of maintaining
consistent prompt structures while allowing content variation to measure specific effects

of interest.

Pattern Recognition Systems

To systematically analyse participant responses and identify patterns of compliance,
resistance, disclosure, and security awareness, I implemented sophisticated natural lan-
guage processing capabilities using Python’s spaCy library and custom pattern match-
ing systems. This approach enabled real-time identification of psychological response
patterns during interactions.

I developed comprehensive regex-based pattern libraries for different categories of

interest, as exemplified in Listing 6.2.

Listing 6.2: Example of pattern libraries used for detecting privacy concerns

SECURITY PATTERNS = {
"privacy_concern ': |

r'\b(?:privacy | confidential |sensitive)\s«(?:concern|issue |
worry | risk | problem | matter)\b',

r'\b(?:personal|private|sensitive)\sx*(?:data|information |
details|record |document | history)\b',

r'\ b (?:how|where |why|who|what)\s*(?:use|store|share|access|
handle | process | collect | keep |do\s+with)\s*(?:data]|
information | details)\b',

r'\b(?:data|information)\sx*(?:protection |security |privacy|
handling | storage |usage| collection)\b',

r'\b(?:worried | concerned | unsure | hesitant |uncomfortable)\s

*(7:about|regarding|concerning |with)\s*(?:privacy |
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security |data|information|sharing)\b',

I

'"healthcare_privacy_concern ': |
r'\b(?: medical|health|clinical |treatment |diagnosis)\s=*(?:
history |record|information|data|details)\s«*(7:privacy |
security |confidentiality | protection)\b"',
r'\b(?:symptoms| conditions | medications|prescriptions |
treatment | diagnosis)\s*(?:private|confidential|sensitive |

personal )\b',

These pattern libraries were complemented by spaCy-based NLP analysers that
utilised the en_core_web_sm model for deeper linguistic analysis. I created custom
matchers to detect subtle linguistic indicators of compliance, resistance, and privacy

awareness, as shown in Listing 6.3.

Listing 6.3: Implementation of NLP phrase matchers

def initialize_matchers () — Dict[str, PhraseMatcher]:
77?7 Initialise spaCy phrase matchers for each category”””

matchers = {}

for category, phrases in NLPPATTERNS.items () :
matcher = PhraseMatcher (nlp.vocab, attr="LOWER”)
patterns = [nlp(text) for text in phrases]
matcher.add(category , patterns)

matchers[category| = matcher

return matchers

To ensure comprehensive detection across explicit and implicit expressions, I imple-
mented the MetricDetector class, combining regex and NLP approaches with weighted

scoring, as shown in Listing 6.4.
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Listing 6.4: Metric detection approach for sophisticated pattern identification

def calculate_score(self, category: str) —> float:
77” Calculate normalised score for a category with adjusted
weights and improved sensitivity”””
if self.word_count = 0:

return 0.0

regex_matches = self.detect_regex_matches(category)

nlp_matches = self.detect_nlp_matches(category)

self .matches[category] = |
("regex”, len(regex_matches)),

(”nlp”, len(nlp_matches))

regex_weight = 0.7
nlp_weight = 0.6

total_score = (
(len(regex_matches) * regex_weight) +
(len(nlp_matches) % nlp_weight)

if len(regex_matches) > 0 and len(nlp_matches) > 0:

total_score x= 1.2
normalized_score = (total_score / max(l, self.word_count)) x 5

if category in ['information_withholding', 'privacy_concern ']|:
normalized_score *= 1.3

!

elif category in ['authority_compliance', 'social_proof ']:

normalized_score x= 1.2

return min(1.0, normalized_score)
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The system tracked not only the presence of patterns but also their context, fre-
quency, and timing, allowing for temporal analysis of how participant attitudes evolved
during interactions. This approach enabled the analysis of behavioural metrics pre-

sented in section 6.4.

Experimental Control Measures

To ensure the validity and reliability of the experiment, several control measures and
verification mechanisms were implemented within the application. These measures were
designed to maintain consistent experimental conditions while ensuring high-quality

data collection.

Task Randomisation and Balancing I implemented a balanced Latin square de-
sign for condition randomisation to mitigate order effects. This approach, shown in
Listing 6.5, ensured that each participant experienced all conditions and scenarios in a

balanced sequence that prevented clustering of similar conditions.

Listing 6.5: Implementation of balanced task sequence generation

def generate_balanced_sequence () :
”7” Generate a balanced task sequence avoiding clusters”””
conditions = ['control', 'need_greed', 'social_compliance ']

scenarios = ['healthcare', 'shopping', 'meutral']

all_combinations = []
for condition in conditions:
for scenario in scenarios:

all_combinations.append(f”{condition }:{scenario}”)

def is_valid_sequence (sequence):
”7” Check if sequence is valid (no consecutive similar
conditions/scenarios)”””
if not sequence:

return True
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if len(sequence) = 1:

return True

last = sequence[—1].split (':")

prev = sequence[—2].split (':")

return last [0] != prev[0] and last[1] != prev[1]

def build_sequence():
7?7 Build sequence ensuring no clustering”””
sequence = []

available = all_combinations.copy ()

while available:

valid_next = [combo for combo in available

if is_valid_sequence (sequence + [combo])]

if not valid_next:

return None
next_combo = random.choice (valid_next)
sequence . append (next_combo)

available.remove(next_combo)

return sequence

Attention Checks To ensure participant engagement, I implemented an adaptive
attention check system that periodically presented validation questions to participants.
As shown in Listing 6.6, these checks included both arithmetic (e.g., “What is 2 + 27”)

and non-arithmetic (e.g. “Type the word 'Blue’ below”) questions that were randomly
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inserted during interactions. Another attention checker was also included in the post-

task questionnaire.

Listing 6.6: Attention check implementation

def should_trigger_attention_check(session_id: int) —> bool:
777 Determine if an attention check should be triggered”””

try:

last _check = Message.query. filter_by (
session_id=session_id ,
is_attention_check=True

) .order_by (Message.timestamp.desc () ). first ()

if last_check:
messages_since_check = Message.query. filter (
Message . session_id == session_id ,
Message . timestamp > last_check.timestamp

) .count ()

base_frequency = ATTENTION.CHECKS|[' check_frequency ']

random_offset = random.randint(—1, 1)

return messages_since_check >= (base_frequency +
random_offset)

else:

total_messages = Message.query. filter_by (session_id=

session_id).count ()

return total_messages >= (ATTENTION_.CHECKS]'
check_frequency '] // 2)

except Exception as e:

logger.error (f”Error in should_trigger_attention_check: {str

(e)}7)
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return False

The system evaluated participant responses to these checks, recording performance
metrics and ensuring that participants maintained adequate attention throughout the
experiment. Sessions with poor attention check performance (below 80% correct re-

sponses) were flagged for additional scrutiny during analysis.

Error Handling and Session Management I implemented comprehensive error
handling and session management procedures to maintain experimental integrity de-
spite potential technical issues. These included limiting the request rate to prevent
spamming, session recovery mechanisms to handle connection interruptions, and de-
tailed logging of all system events for troubleshooting. This structure ensured that the

experimental protocol was maintained consistently between all participants.

Scenario Design

To provide context for the interactions, I utilised three distinct scenarios that simulated

real-world conversational settings:

e Healthcare (HC): This scenario simulated discussions involving healthcare or med-

ical preferences, emphasising higher stakes and sensitive decision-making

e Online Shopping (OS): This low-risk scenario focused on retail purchases, offering

a transactional and incentive-driven context

e Neutral (N): This scenario involved general conversational topics without domain-
specific content, where participants could discuss subjects of personal interest
without the inherent information sensitivity of healthcare or commercial aspects
of shopping. It served as a baseline for comparing how adversarial techniques

operate when separated from domain-specific contexts.

To carry out a proper evaluation across all combinations of adversarial techniques and

scenarios, the following interaction matrix will be used:
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Table 6.1: Experimental design matrix showing all nine combinations of conditions and
scenarios in the LLM-based study. Rows represent the three experimental conditions
(Control, Need & Greed, Social Compliance), whilst columns represent the three sce-
narios (Healthcare, Online Shopping, Neutral). Each participant experienced all nine
combinations in randomised order, ensuring balanced exposure to adversarial tech-
niques across different domain contexts. This within-subject design with full factorial
combination enabled analysis of main effects for both conditions and scenarios, as well
as their interaction effects on user attitudes and behaviours.

Healthcare (HC) Online Shopping (OS) Neutral (IN)

Control (C) HC-C 0s-C N-C
Need & Greed HC-NG OS-NG N-NG
(NG)

Social Compli- HC-SC 0S-SC N-SC
ance (SC)

Each participant will be randomly exposed to all combinations of conditions and sce-

narios, ensuring a balanced representation of all experimental conditions.

6.3.3 Experimental Procedure

The experimental procedure consisted of several integrated stages designed to capture
comprehensive data on participant interactions with the LLM-based conversational

system as shown in Figure 6.2:

Pilot Studies Two pilot studies were conducted to validate the experimental frame-
work before the main data collection. These pilots proved essential in identifying and
resolving technical limitations that could have compromised the study’s validity.

The first pilot study involved five participants recruited through Prolific Academic.
During this initial testing phase, several critical issues emerged. Participants expe-
rienced timeout errors (R15 errors on the Heroku platform), which interrupted their
interactions with the conversational system. Analysis of the server logs revealed that
insufficient memory allocation caused the application dynos to misbehave, particularly
when processing LLM responses through the Llama API. To resolve this, I upgraded

the hosting infrastructure from the basic dyno configuration to a Standard-2X dyno
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Figure 6.2: System architecture and experimental workflow of the LLM-based study.
The diagram illustrates the integration of multiple platforms: Prolific Academic han-
dled participant recruitment and completion verification; a Heroku-hosted Flask ap-
plication managed task execution and randomised condition—scenario assignments;
Qualtrics delivered pre-task, post-task, and exit questionnaires; and the Llama 3.3-70B
API generated contextually appropriate chatbot responses in real time. The decision
node (diamond) enforced iterative task logic, ensuring each participant completed all
nine condition—scenario combinations before proceeding to the exit questionnaire and
compensation stage.
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with 2 GB of RAM, which provided adequate computational resources for the real-time
LLM interactions.

Additionally, the first pilot revealed a flaw in the randomisation mechanism. The
system was not properly counterbalancing the presentation order of scenarios and con-
ditions across participants, which would have introduced order effects into the ex-
perimental design. I revised the randomisation code to ensure that each participant
received a properly counterbalanced sequence of scenarios and conditions, maintaining
the within-subject design integrity discussed in section 6.5.

The second pilot study involved a new set of five participants and served to vali-
date the implemented fixes. All participants completed the study without encountering
technical errors, and the system logs confirmed proper randomisation across all exper-
imental conditions. The median completion time of approximately one hour aligned
with expectations based on the conversational depth required across the three scenarios.
Following the successful completion of this second pilot, the experimental framework

was deemed ready for full-scale data collection.

Sample Size Determination I conducted an a priori power analysis using G*Power
3.1.9.7 to determine the appropriate sample size for this study. The analysis was config-
ured for repeated measures ANOVA with a within-factors design, reflecting the study’s
structure where each participant experienced all combinations of conditions and sce-
narios. Based on effect sizes observed in the previous studies (chapters 4 and 5), I
anticipated a medium effect size (f = 0.25). The power analysis used the following
parameters: effect size f = 0.25, « level of 0.05, power = 0.90, number of groups =
1, number of measurements = 9 (representing the 3 conditions x 3 scenarios matrix),
correlation among repeated measures = 0.5, and nonsphericity correction epsilon = 1.
The analysis indicated that a minimum of 18 participants would be required to achieve
90% power for detecting medium-sized effects. To account for potential participant
attrition, technical issues inherent in LLM-based systems, and to enhance statistical
robustness, I recruited 40 participants, substantially exceeding the minimum required

sample size. This provided sufficient sensitivity to detect the effects of adversarial tech-
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niques across multiple scenarios whilst maintaining adequate statistical power even if
some participant data required exclusion due to technical failures or incomplete re-

sponses.

Participant Recruitment, Information, and Consent Participants were recruited
using the Prolific platform, ensuring a diverse and qualified pool. T targeted individ-
uals aged 18 or older with an approval rate of 80 to 100%, indicating reliability in
previous studies. Fluency in English was required due to the study’s language needs.
I excluded individuals who had participated in the study’s previous iterations (pilots).
The final sample consisted of 40 participants (F = 14, M = 26) aged 19 to 73 years
(M = 38.0, SD = 13.4). All participants resided in the United Kingdom, though their
countries of birth varied. The sample represented a relatively educated demographic,
with the majority (65.0%) holding at least an undergraduate degree. Specifically, 17
participants had an undergraduate degree, 9 held a graduate degree, seven had com-
pleted high school or A-levels, 5 had technical / community college education and 2
had completed secondary education. Most participants (87.5%) reported prior experi-
ence with AT chatbots, with ChatGPT* being the most widely used (82.5%). Detailed
demographic characteristics are presented in Table 6.2.

Before participation, all participants received the Participant Information Sheet
(PIS) (see Appendix B.3.1), which outlined the purpose, tasks, and rights of the re-
searcher, including information on data collection, storage, and GDPR compliance
measures. Participants were informed of their right to withdraw without providing a
reason and without negative consequences (see Appendix B.3.2). Upon accessing the
study link, each participant had a unique Prolific ID, Study ID, and Session ID for
tracking purposes. They were then directed to Qualtrics, where they read and signed
the consent form, voluntarily confirming they had understood the information sheet

content. Following this, the participants completed the entry questionnaire.

“ChatGPT: https://chat.openai.com

159


https://chat.openai.com

Chapter 6. Investigating Social Compliance and Need & Greed Adversarial
Techniques in LLM-Based Conversational Systems

Table 6.2: Demographic characteristics of participants in the LLM-based study (N =
40). Participants were recruited via Prolific Academic (approval rates 80-100%), all
residing in the United Kingdom. The sample comprised 65.0% males and 35.0% fe-
males, aged 19-73 years (M = 38.0, SD = 13.4). Most participants (65.0%) held at
least an undergraduate degree, and 87.5% reported prior experience with Al chatbots,
predominantly ChatGPT (82.5%), indicating general familiarity with conversational
Al

Characteristic Category N %
Male 26 65.0
Gender Female 14 350
18-24 4 10.0
25-34 18  45.0
35-44 7 175
Age (years) 45-54 5 125
55-64 4 10.0
65+ 2 5.0
Mean (SD) 38.0 (13.4)
Secondary education 2 5.0
High school/A-levels 7 175
Education Technical /community college ) 12.5
Undergraduate degree 17 425
Graduate degree 9 225
Total 40 100

Entry Questionnaire The Entry Questionnaire, hosted on Qualtrics, was the first
data collection point. It captured demographic information (age, sex, and educational
level) (see Appendix B.3.3). Upon completion, the participants were redirected to

Heroku to initialise the experiment.

Experiment Initialisation Upon redirection to Heroku, the application validated
participant IDs and initiated the experimental session. Using a Latin square design, the
system assigned each participant a unique sequence of experimental conditions (control,
need_greed, social_compliance) and scenarios (healthcare, shopping, neutral). This en-
sured balanced exposure to all experimental conditions across participants. Once task

randomisation was complete, participants were redirected to Qualtrics for the Pre-Task

160



Chapter 6. Investigating Social Compliance and Need & Greed Adversarial
Techniques in LLM-Based Conversational Systems

Questionnaire.

Pre-Task Questionnaire The Pre-task questionnaire assessed participants’ tech-
nology comfort and security awareness through six specific questions. It measured
comfort with new technologies and self-rated proficiency with digital technologies on
a b-point scale (see Appendix B.3.4). It also evaluated participants’ chatbot usage
habits, specifically focusing on platforms such as ChatGPT, Bard®, and Copilot®, and
assessed their perceived control over the information shared with these systems. Impor-
tantly, the questionnaire measured participants’ awareness of potential security threats
when sharing personal information with chatbots and how frequently they considered
information security during chatbot interactions. This provided a baseline of privacy
and security consciousness before the experiment, enabling analysis of how different
adversarial techniques might affect participants with varying initial security awareness

levels.

Task Execution The core experimental tasks occurred on Heroku, with the Llama
API powering the conversational interactions. The execution flow included a Task Ses-
sion Start, which initiated a session based on the assigned condition (e.g., authority cues
in social_compliance) and scenario (e.g., healthcare topics). During the conversation
interaction, the participants engaged with the chatbot, which dynamically generated
responses tailored to the assigned condition and scenario. The Llama API was invoked
to generate these responses, ensuring consistency with experimental requirements.

Throughout the conversation, real-time metrics were logged, including compliance
metrics (which tracked participant compliance with authority cues, social proof, or
incentives), engagement metrics (which measured response latency, sentiment, and in-
teraction depth), and disclosure metrics (which monitored information disclosure or
resistance instances).

Once participants had finished the interaction, they were redirected to Qualtrics to

complete the Post-Task Questionnaire.

®Bard (now Gemini): https://gemini.google.com
SMicrosoft Copilot: https://copilot.microsoft.com
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Post-Task Questionnaire Following each task, participants completed a condition-
specific post-task questionnaire (see Appendix B.3.5 and B.3.6). The items evaluated
trust, privacy concerns, and the influence of experimental techniques on information
sharing. Open-ended questions allowed participants to share qualitative insights about
their experiences. This detailed feedback enabled condition-specific analysis, revealing

how adversarial techniques impacted user behaviours and attitudes.

Task Iteration At this stage, the system evaluated whether participants had com-
pleted all tasks. Participants were redirected to the next randomised task on Heroku
if tasks remained. If no tasks remained, the participants proceeded to the final exit
questionnaire on Qualtrics. This ensured that all tasks were completed before the study

ended.

Exit Questionnaire The Exit Questionnaire evaluated the study’s impact on partic-
ipants’ privacy awareness and future intentions regarding chatbot interactions. Open-
ended questions encouraged participants to reflect on their behaviours and provide

feedback on their overall study experience (see Appendix B.3.7).

Experiment Completion After completing the Exit Questionnaire, participants
were redirected to Prolific with a completion code, marking the end of their partici-
pation in the study. Upon successful study completion, each participant received £10
compensation through the Prolific platform. Compensation was contingent on data
completeness, with all submissions reviewed to ensure participants had completed all
required scenarios and questionnaires. This fixed-rate compensation model ensured
fairness across all participants and was determined based on Prolific’s recommended
payment guidelines for the estimated study duration (approximately 60 minutes). Pay-
ment was processed through Prolific’s secure payment system within 48 hours of study

completion and approval.
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6.4 Results

In this section, I present the findings of my investigation of how Social Compliance
and Need & Greed adversarial techniques influence user behaviour and attitudes in
LLM-based conversational systems. I conducted a comprehensive statistical analysis
using repeated measures ANOVA with post-hoc tests, complemented by analysis of
pre-task and post-task questionnaire responses to understand the alignment between

self-reported and observed behaviours.

Effects of Social Compliance and Need & Greed Techniques on User Be-
haviour (RQ1)

The analysis revealed significant main effects for condition (F' = 3.48,p = 0.035) and
a significant condition x scenario interaction (F = 2.45,p = 0.048) on user compliance
rates, as shown in Table 6.3. Post-hoc analyses as shown in Table 6.4 demonstrated
a significant difference between Need & Greed and Social Compliance conditions (p =
0.011), with Social Compliance showing higher overall compliance rates than Need &

Greed (effect size = —0.462), as illustrated in Figure 6.3.
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Figure 6.3: Box plots comparing overall compliance rates (proportion of successful
information elicitation attempts) across three experimental conditions—Control, Need
& Greed, and Social Compliance—averaged across all scenarios. Error bars represent
95% confidence intervals. Social Compliance produced the highest compliance (M =
0.65), followed by Need & Greed (M ~ 0.48) and Control (M =~ 0.42). ANOVA
results (F = 3.48, p = 0.035) and post hoc comparisons (p.q; = 0.011) confirm that
authority-based manipulation elicited significantly greater compliance than incentive-
based approaches.

While overall compliance rates provide a general measure of user behaviour, detailed
analysis of mechanism-specific metrics reveals distinct psychological pathways through
which each technique influenced user responses. The responses to the condition-specific
questionnaire clarified these mechanisms. Participants in the Social Compliance con-
dition indicated that their compliance was influenced by perceived authority, social
validation, and the claimed expertise of the chatbot, often resulting in increased trust,
but also feelings of discomfort or social pressure. In contrast, those in the Need &
Greed condition were driven primarily by perceived personal benefits and incentives of-
fered, though they frequently expressed concerns about trust and carefully considered
the trade-offs between privacy risks and rewards.

The Need & Greed technique demonstrated significantly higher reward-based dis-
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closure rates compared to other conditions, but increased information withholding in-
stances and rejections of personal information requests counterbalanced this effect. This
pattern is substantiated by participant responses in the Need & Greed questionnaire,
where they expressed low trust in how the chatbot would use their information (Q2:
“T trusted how the chatbot would use my information in exchange for benefits”) de-
spite acknowledging that the offered benefits sometimes influenced their willingness to
share (Q3: “The offered benefits made me willing to share information”). Participants
consistently reported feeling “uneasy about sharing information for rewards” (Q5) and
“questioned whether the benefits were worth the privacy trade-off” (Q6). Comments
such as “It felt quite pushy” and “I felt uncomfortable with how forward and pushy
it was” further illustrate the conscious discomfort many participants experienced with
this technique.

The social compliance technique, in contrast, showed more consistent effects across
all scenarios, with significantly higher authority compliance rates. Questionnaire re-
sponses indicate that participants were less explicitly aware of manipulation in this
condition, with some reporting increased trust based on the chatbot’s perceived exper-
tise (Q1: “The chatbot’s expertise increased my trust”). This observed continuum of
compliance aligns with Pinkosova et al.’s [200] findings that user responses to informa-
tion vary in intensity rather than occurring as binary states. Their research supports
this thesis’s approach to analysing user responses to adversarial techniques as varying
responses that manifest differently across contexts and individual interactions. This
technique was more subtle in operation as it did not trigger the same level of defensive
response observed in the Need & Greed conditions, despite achieving higher overall com-
pliance. The stronger compliance effects observed in the social compliance conditions
align with established theoretical frameworks discussed in chapter 2, where compliance
with authority figures often occurs through automatic cognitive processes that bypass
conscious resistance.

The temporal analysis of disclosure behaviours revealed that Need & Greed tech-
niques produced stronger immediate responses in the early stages of the interaction

(T1-T2), with the disclosure rates peaking faster than in other conditions, as shown

165



Chapter 6. Investigating Social Compliance and Need & Greed Adversarial
Techniques in LLM-Based Conversational Systems

Table 6.3: Repeated measures ANOVA results for overall compliance rates in the LLM-
based study (N = 40 participants across nine condition—scenario combinations). Sig-
nificant main effects were found for Condition (F' = 3.481, df = 2,86, p = 0.035) and
for the Condition x Scenario interaction (F' = 2.446, df = 4,172, p = 0.048), indicating
that adversarial techniques influenced compliance differently across contexts. Compli-
ance was measured as the proportion of successful information elicitation attempts,
with higher values reflecting greater participant compliance with personal information
requests.

Effect F Value Num DF Den DF Pr >F
Condition 3.481 2 86 0.0352
Scenario 1.201 2 86 0.3058
Condition x Scenario 2.446 4 172 0.0483

Table 6.4: Tukey’s HSD post hoc pairwise comparisons for overall compliance rates
following a significant ANOVA result (F' = 3.481, p = 0.035, N = 40). The table
reports t-statistics, degrees of freedom, adjusted p-values, and Cohen’s d effect sizes.
A significant difference was found between Need & Greed and Social Compliance (¢ =
—2.658, pagj = 0.033, d = —0.462), indicating that Social Compliance produced higher
compliance rates. The moderate effect size suggests that authority-based manipulation
was more effective than incentive-based techniques.

Group 1 Group 2 T df p-uncorr p-adj Effect Size
Control Need & Greed 1.883  43.0 0.066 0.199 0.334
Control Social Compliance -0.380 43.0 0.706 1.000 -0.064
Need & Greed Social Compliance -2.658 43.0 0.011 0.033* -0.462

in Figure 6.4. However, these effects normalised over extended interactions, suggesting
that users developed resistance strategies as conversations progressed. Similar sensitiv-
ity to prompt framing has been observed in LLM evaluation research. Zhang et al. [201]
found that minor variations in problem presentation significantly affected LLM perfor-
mance in their GeoEval study. This parallel supports this thesis’s observation that
adversarial effectiveness often depends on precise framing rather than fundamentally
different content, an insight with important implications for security research. This
pattern aligns with participants’ self-reported experiences of initially being tempted by
offered benefits but subsequently questioning the value proposition, as indicated in the
questionnaire responses. The declining effect over time corresponds with exit question-

naire responses indicating increased awareness and caution, with participants noting
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that they would “be more careful on what personal information I give out” in future
interactions.

In contrast, the social compliance technique exhibited more gradual increases in
compliance rates, indicating a cumulative effect as authority norms were established
through continued interaction. This more sustainable influence aligns with social com-
pliance questionnaire responses where participants reported less explicit pressure (Q4:
“I felt pressured to share information when told what others typically do”) yet still
showed compliance behaviours, suggesting the operation of more automatic social in-

fluence processes.
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Figure 6.4: Line graph showing temporal evolution of information disclosure rates across
five time periods (T1-T5) for the three experimental conditions. Each participant’s
conversation was divided into five equal phases based on total message count. Social
Compliance (blue) maintained consistently high disclosure across all periods, while
Need & Greed (orange) showed high initial disclosure that declined over time. Control
(green) remained low and stable throughout. Shaded areas denote 95% confidence
intervals, with overlapping bands indicating non-significant differences.

A closer examination of compliance mechanisms across different scenarios provides
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a more nuanced understanding of user behaviour. Figure 6.5 reveals different slopes in
compliance rates across conditions, supporting the hypothesis that each technique works
through distinct psychological mechanisms. Reward-based approaches show rapid but
potentially unsustainable effects, while authority-based approaches demonstrate more
gradual but persistent influence. The control condition responses, where participants
reported feeling “comfortable interacting with the chatbot during this task” (Q3) and
found the “interaction with the chatbot felt effortless” (Q5), provide a baseline that

highlights the disruptive nature of more aggressive compliance techniques.
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Figure 6.5: Faceted line graphs showing temporal disclosure patterns across five time
periods for all nine condition—scenario combinations. Each subplot represents one sce-
nario (Healthcare, Neutral, Online Shopping) with three condition lines (Control, Need
& Greed, Social Compliance). Healthcare scenarios consistently showed higher disclo-
sure rates across all conditions. Need & Greed produced strong early effects in Online
Shopping contexts (T1-T2) but declined over time, whereas Social Compliance main-
tained higher disclosure throughout. The figure illustrates both domain-specific and
temporal differences in adversarial technique effectiveness.

Interestingly, despite reporting high awareness of adversarial behaviour in the Need
& Greed condition (evidenced by increased privacy concerns and resistance patterns),
participants still showed strong immediate compliance. This recognition-behaviour
gap was most pronounced in online shopping scenarios, where participants reported
recognising adversarial attempts while still complying with information requests. The

responses to the exit questionnaire directly acknowledge this gap, with participants
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expressing surprise at their own susceptibility to persuasive techniques and indicating
that the study “changed my thoughts on information security” (Q2). This suggests that
awareness alone is insufficient protection against adversarial techniques, particularly in
contexts perceived as lower risk, a finding consistent across both behavioural metrics
and self-report measures.

In analysing different compliance mechanisms, we can better understand how ad-
versarial techniques influence user behaviour than overall compliance rates alone. By
examining reward-based, authority-based and social proof-based compliance separately
and integrating these behavioural measures with self-reported experiences, we can iden-
tify the specific psychological pathways through which each technique operates and how
these mechanisms interact with contextual factors to shape user behaviour in LLM-

based conversational systems.

Contextual Factors Moderating Technique Effectiveness (RQ2)

The investigation into how contextual factors influence the effectiveness of adversarial
techniques revealed significant main effects of scenario on multiple measures, including
engagement (F = 13.37,p < 0.001), disclosure (F' = 20.82,p < 0.001), and privacy
concerns (F' = 7.75,p < 0.001), as shown in Table 6.5, Table 6.7, and Table 6.8. These
strong effects demonstrate that contextual factors substantially influence how users re-
spond to compliance techniques (Figure 6.6), regardless of the technique used. This
finding aligns with participants’ pre-task questionnaire responses, where they reported
varying levels of comfort with sharing different types of information even before expo-

sure to any adversarial techniques.
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Figure 6.6: Box plots comparing user engagement scores (total number of conversational
exchanges between participant and system) across three experimental conditions and
scenarios. Error bars represent 95% confidence intervals. Healthcare scenarios elicited
the highest engagement levels (approximately M = 0.55) compared with Neutral (M =
0.42) and Online Shopping (M = 0.38) contexts (F = 13.371, p < 0.001). Social
Compliance produced the highest engagement across all scenarios (F = 4.021, p =
0.021), indicating that authority-based influence sustained longer interactions without
triggering defensive disengagement.

Table 6.5: Repeated measures ANOVA results for user engagement scores in the LLM-
based study (N = 40). Engagement was operationalised as the total number of con-
versational exchanges between participants and the system, serving as a behavioural
measure of interaction intensity. Significant main effects were found for Condition
(F =4.021, df = 2,86, p = 0.0214) and Scenario (F' = 13.371, df = 2,86, p < 0.0001),
while the interaction was non-significant (F' = 1.021, p = 0.3978), indicating that en-
gagement effects of adversarial techniques were consistent across scenarios.

Effect F Value Num DF Den DF Pr >F
Condition 4.021 2 86 0.0214*
Scenario 13.371 2 86 <0.0001***
Condition x Scenario 1.021 4 172 0.3978

The engagement patterns showed significant variation by both condition (F =
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4.02,p = 0.021) and scenario (F = 13.37,p < 0.001), with healthcare scenarios generat-
ing higher engagement levels compared to neutral and online shopping contexts. This
finding contradicts my initial expectation that neutral scenarios would show higher
engagement, suggesting that healthcare topics may elicit more sustained interaction
despite their sensitive nature. Post hoc analysis (Table 6.6) revealed a significant dif-
ference between control and social compliance conditions (p = 0.002), with moderate
effect size (d = —0.288) suggesting a meaningful enhancement of engagement through

social compliance techniques.

Table 6.6: Tukey’s HSD post hoc pairwise comparisons for user engagement scores
following a significant ANOVA result (F' = 4.021, p = 0.0214, N = 40). Social Compli-
ance produced significantly higher engagement than Control (t = —3.329, p,q; = 0.005,
d = —0.288), indicating a small to moderate effect. Comparisons between Control
and Need & Greed (pagj = 0.936) and between Need & Greed and Social Compliance
(Padgj = 0.288) were non-significant, suggesting that authority-based influence main-
tained engagement more effectively than incentive-based or neutral interactions.

Group 1 Group 2 T df p-uncorr p-adj Effect Size
Control Need & Greed -1.022886 43.0 0.312082  0.936247 -0.126691
Control Social Compliance -3.328576 43.0 0.001797  0.005391** -0.287540

Need & Greed Social Compliance -1.702121 43.0 0.095953  0.287859 -0.171605

Social compliance techniques produced the highest engagement in all scenarios,
particularly in healthcare contexts, as shown in Figure 6.7. Combined with post-task
reports of lower perceived manipulation in Social Compliance conditions, this suggests
that subtle influence techniques may facilitate engagement without triggering defensive
responses. Participant comments in the control condition such as “This was much
more gentle and a preferred conversation” and “It’s better like this and less pushy”
highlight how explicit attempts at compliance can disrupt engagement, while more

subtle approaches maintain conversational flow.
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Table 6.7: Repeated measures ANOVA results for information disclosure rates in
the LLM-based study (N = 40). Information disclosure was measured using NLP-
based pattern matching to identify general personal details, demographic data, pref-
erences, and topic-specific revelations, expressed as proportions of total conversa-
tional exchanges. The main effect for Condition approached significance (F' = 2.590,
p = 0.0809), while Scenario showed a highly significant effect (F' = 20.821, p < 0.0001).
The significant Condition x Scenario interaction (F = 3.818, p = 0.0053) indicates
that disclosure patterns varied by both manipulation type and domain context.

Effect F Value Num DF Den DF Pr >F
Condition 2.590 2 86 0.0809
Scenario 20.821 2 86 <0.0001***
Condition x Scenario 3.818 4 172 0.0053**
Scenario
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Figure 6.7: Grouped box plots showing the interaction between experimental conditions
and scenarios on user engagement scores. Healthcare scenarios consistently showed the
highest engagement across all conditions, with particularly strong effects in the Social
Compliance condition. Online Shopping scenarios displayed the lowest engagement
overall. The pattern indicates that Social Compliance enhanced engagement across
all domains, though the magnitude varied by context, with Healthcare showing the
strongest response. The interaction effect was not significant (F' = 1.021, p = 0.398),
suggesting that context only weakly moderated engagement responses to adversarial
techniques.

Information disclosure showed significant variation by scenario (F = 20.82,p <

0.001) with a significant condition X scenario interaction (F = 3.82,p = 0.005) as
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shown in Table 6.7. Disclosure rates were consistently higher in healthcare scenar-
ios compared to online shopping (see Figure 6.8), aligned with the responses of the
pre-task questionnaire where participants indicated that they were “aware of potential
security threats when sharing personal information with chatbots” (Q5) and reported
thinking about security “often” or “always” during chatbot interactions (Q6). The
increased sensitivity to healthcare information was specifically evident in exit question-
naire responses where participants noted becoming more discriminating about what
types of information warranted protection, with health data consistently identified as

high priority.
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Figure 6.8: Grouped box plots illustrating the interaction between experimental con-
ditions and scenarios on information disclosure rates. Healthcare scenarios showed
the highest disclosure across all conditions, with Social Compliance particularly el-
evated (approximately 0.65-0.70). Social Compliance maintained higher disclosure
rates across all contexts, while Need & Greed showed strong initial effects but a
temporal decline (see Figure 6.4). Significant differences were found between tech-
niques (F = 3.481, p = 0.0352), with Social Compliance outperforming Need & Greed
(p = 0.033, d = —0.462), suggesting that authority-based manipulation achieved more
sustained information elicitation than incentive-based approaches.

Privacy concerns showed significant effects for condition (F' = 9.01,p < 0.001), sce-
nario (F' = 7.75,p < 0.001), and their interaction (F = 5.37,p < 0.001) as shown in

Table 6.8. The post-hoc analysis (Table 6.9) revealed significant differences between
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Table 6.8: Repeated measures ANOVA results for privacy concerns in the LLM-based
study (N = 40). Privacy concerns were assessed via post-task questionnaire items
measuring worries about information security, data protection, and potential misuse of
disclosed information. Significant main effects were found for Condition (£ = 9.010,
p = 0.0003) and Scenario (F' = 7.754, p = 0.0008), with a significant Condition x
Scenario interaction (F' = 5.374, p = 0.0004), indicating that privacy concern levels
varied by both manipulation type and domain context.

Effect F Value Num DF Den DF Pr >F

Condition 9.010 2 86 0.0003***
Scenario 7.754 2 86 0.0008***
Condition x Scenario 5.374 4 172 0.0004***

Table 6.9: Tukey’s HSD post hoc pairwise comparisons for privacy concerns following
a significant ANOVA result (F = 9.010, p = 0.0003, N = 40). Both adversarial
conditions showed higher privacy concerns than Control: Need & Greed (t = —4.533,
Padj = 0.000138, d = —0.958) and Social Compliance (t = —3.132, p,q; = 0.009,
d = —0.662). The Need & Greed—Social Compliance comparison was non-significant
(Padj = 0.436), indicating that both techniques similarly heightened privacy concerns,
though Need & Greed produced slightly stronger effects.

Group 1 Group 2 T df p-uncorr p-adj Effect Size
Control Need & Greed -4.532655 43.0 0.000046  0.000138*** -0.957913
Control Social Compliance -3.131751 43.0 0.003123  0.009368**  -0.661852

Need & Greed Social Compliance 1.482667 43.0 0.145455  0.436366 0.322935

Control and Need & Greed (p < 0.0001) and between Control and Social Compli-
ance (p = 0.003), with particularly large effect sizes (d = —0.958 and d = —0.662
respectively). These substantial effect sizes indicate that both compliance techniques
markedly increased privacy concerns compared to the control condition, though through
different psychological mechanisms as revealed in the questionnaire responses.

The heightened privacy concerns in healthcare scenarios were amplified in compli-
ance conditions, with Need & Greed techniques triggering the strongest privacy aware-
ness in healthcare contexts as shown in Figure 6.9. This pattern is substantiated by
Need & Greed questionnaire responses where participants reported feeling “very much”
uneasy about sharing information for rewards (Q5), particularly in healthcare scenar-
ios. The amplification of privacy concerns under compliance conditions compared to the

control aligns with the responses of the exit questionnaire where the participants indi-
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cated that the study had “influenced my awareness of privacy in chatbot interactions”
(Q1) and led them to “think more carefully about privacy before sharing information

with chatbots” (Q4).
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Figure 6.9: Box plots comparing privacy concern levels across three experimental con-
ditions and three scenarios. Both adversarial conditions produced higher privacy con-
cerns than the Control condition, with Need & Greed showing stronger effects (mean
approximately 0.45-0.50) and Social Compliance showing moderate elevation (mean
approximately 0.35-0.40). Healthcare scenarios elicited the highest concerns across all
conditions. Significant main effects for Condition (F' = 9.010, p = 0.0003) and Scenario
(F = 17.754, p = 0.0008) indicate that both manipulation strategy and domain context
independently influenced user privacy awareness.

The pronounced interaction effect visible in Figure 6.10 demonstrates that context-
specific privacy norms significantly modulate the effect of compliance techniques. Social
Compliance techniques showed a particularly strong scenario-dependent pattern, with
substantially higher privacy concerns in healthcare contexts compared to neutral sce-
narios. Participant comments from the exit questionnaire, such as “I’'m suspicious of
their behaviour and information request” and “being more cautious on what I share,”
suggest an increased meta-awareness of how context influences appropriate information

sharing. This heightened contextual sensitivity represents a key insight from the ex-
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perimental manipulation and suggests that context-specific privacy education may be

particularly effective in promoting adaptive protection behaviours.
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Figure 6.10: Grouped box plots illustrating the interaction between experimental con-
ditions and scenarios on privacy concern levels. Healthcare scenarios showed the high-
est privacy concerns across all conditions, with particularly pronounced effects in the
Need & Greed condition (approximately 0.50-0.55), where explicit transactional fram-
ing heightened participants’ awareness of privacy trade-offs. Online Shopping scenarios
displayed substantially lower privacy concerns. The significant Condition X Scenario
interaction (F' = 5.374, p = 0.0004) indicates that privacy concern responses depended
on both manipulation strategy and contextual factors, suggesting that effective privacy
education must consider domain-specific vulnerabilities.

Patterns of User Resistance to Adversarial Techniques (RQ3)

The analysis of resistance patterns revealed significant main effects for condition (F' =
9.88,p < 0.001), scenario (F' = 7.58,p < 0.001), and their interaction (F = 3.96,p =
0.004), as shown in Table 6.10. Post-hoc analyses showed significant differences be-
tween the Control and Need & Greed conditions (p < 0.001), the Control and Social
Compliance conditions (p = 0.019), and between Need & Greed and Social Compliance
conditions (p = 0.036), as illustrated in Table 6.11.

Need & Greed techniques triggered the strongest resistance responses across all sce-

narios, with particularly pronounced effects in healthcare contexts (Figure 6.11). This
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Table 6.10: Repeated measures ANOVA results for resistance patterns in the LLM-
based study (N = 40). Resistance was operationalised through NLP-based detection
of privacy-protective behaviours such as information withholding, request rejections,
deflection, and use of privacy or security-related terminology. Significant main effects
were found for Condition (F' = 9.878, df = 2,86, p = 0.0001) and Scenario (F = 7.580,
df = 2,86, p = 0.0009), with a significant Condition x Scenario interaction (F =
3.965, df = 4,172, p = 0.0042), indicating that defensive responses varied by both
manipulation type and contextual domain.

Effect F Value Num DF Den DF Pr >F
Condition 9.878 2 86 0.0001***
Scenario 7.580 2 86 0.0009***
Condition X Scenario 3.965 4 172 0.0042**

Table 6.11: Tukey’s HSD post hoc pairwise comparisons for resistance patterns follow-
ing a significant ANOVA result (F' = 6.892, p = 0.0016, N = 40). Significant differences
were observed between Control and both adversarial conditions: Control vs. Need &
Greed (t = —4.533, paqj = 0.000138, d = —0.958) and Control vs. Social Compliance
(t = —2.435, pagj = 0.057, d = —0.515). The Need & Greed-Social Compliance com-
parison was non-significant (p,q; = 0.107), indicating that both adversarial techniques
similarly elevated resistance behaviours compared with the baseline condition.

Group 1 Group 2 T df p-uncorr p-adj Effect Size
Control Need & Greed -4.532655 43.0 0.000046  0.000138*** -0.957913
Control Social Compliance -2.435372 43.0 0.019097  0.057292 -0.514682

Need & Greed Social Compliance 2.167367 43.0 0.035790  0.107370 0.483741

finding is substantiated by participant self-reports, where participants in the Need &
Greed condition consistently indicated higher levels of unease about sharing information
for rewards (Q5: “I felt uneasy about sharing information for rewards”) and greater
questioning of whether benefits were worth the privacy trade-off (Q6). Comments such
as “It felt quite pushy” and “I felt uncomfortable with how forward and pushy it was”

from the condition-specific questionnaires further support this pattern.
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Figure 6.11: Box plots comparing resistance patterns (NLP-based detection of privacy-
protective behaviours such as information withholding, request rejections, deflection,
and security terminology usage) across three conditions and scenarios. Healthcare
scenarios elicited the strongest resistance, with Need & Greed producing the highest
defensive behaviours (mean approximately 1.5-1.8). Significant main effects for Con-
dition (F = 9.878, p = 0.0001) and Scenario (F' = 7.580, p = 0.0009) indicate that
both adversarial technique type and domain context independently triggered defensive
responses.

The significant interaction between condition and scenario indicates that resistance
behaviour emerges from the specific combination of technique and context rather than
from either factor in isolation. Healthcare contexts demonstrated consistently higher
resistance levels compared to online shopping and neutral scenarios, but this effect
was particularly amplified in the Need & Greed condition, as shown in Figure 6.12.
This interaction aligns with the theoretically grounded expectation that contexts in-
volving more sensitive personal information would evoke stronger privacy-protective

behaviours, particularly when faced with more explicit pressure tactics.
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Figure 6.12: Grouped box plots illustrating the interaction between experimental con-
ditions and scenarios on resistance patterns. Healthcare scenarios showed the highest
resistance in the Need & Greed condition (approximately 1.5-1.8). The significant
Condition x Scenario interaction (F' = 3.965, p = 0.0042) indicates that defensive
behaviours were context-dependent, emerging mainly when explicit pressure tactics co-
incided with highly sensitive information contexts.

Examining the components of resistance, information withholding and direct re-
quest rejections emerged as the primary defensive mechanisms employed by partici-
pants. These protective strategies were most evident in healthcare contexts, supporting
the hypothesis that users apply greater scrutiny to information requests in scenarios
that involve more sensitive personal data. The consistency between overall resistance
patterns and specific defensive tactics suggests a conscious, deliberate approach to in-
formation protection rather than merely reactive responses.

Further analysis comparing healthcare scenarios against other contexts revealed sig-
nificant effects for condition (F' = 11.91,p < 0.001) and the condition x context group
interaction (F = 4.96,p = 0.009), as shown in Table 6.12. This interaction manifests
itself in a striking pattern: resistance behaviours are exclusively concentrated in the
healthcare context under the Need & Greed condition, with no significant resistance
observed in all other combinations of conditions and context. This particular pat-

tern suggests that the combination of explicit pressure tactics with sensitive healthcare
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information creates a uniquely potent trigger for resistance behaviours, while other
combinations fail to reach the threshold necessary to evoke significant protective re-

sponses.

Table 6.12: Repeated measures ANOVA results comparing healthcare scenarios against
combined other contexts (Online Shopping and Neutral) in the LLM-based study
(N = 40 participants). This focused analysis tested whether healthcare contexts elicited
distinctively different response patterns across multiple dependent variables (engage-
ment, disclosure, privacy concerns, resistance). The table presents F' statistics and
significance levels for the main effects of Condition (Control, Need & Greed, Social
Compliance), Context Group (Healthcare vs. Other), and their interaction. Significant
main effects were found for Condition (F = 11.907, df = 2,86, p < 0.001) and for the
Condition x Context Group interaction (F' = 4.959, df = 2,86, p = 0.0092). The main
effect of Context Group approached significance (F' = 4.023, df = 1,43, p = 0.0512),
indicating that healthcare scenarios tended to elicit stronger engagement and privacy
responses than other domains.

Effect F Value Num DF Den DF Pr >F
Condition 11.907 2 86 0.0000%***
Context Group* 4.023 1 43 0.0512
Condition x Context 4.959 2 86 0.0092**
Group

*Context Group divides scenarios into two categories: Healthcare and Other (combining Neutral and
Online Shopping scenarios).

Analysis of questionnaire responses revealed a notable alignment between self-
reported protection intentions and observed resistance behaviours. In the Need &
Greed condition, participants reported high levels of concern, with 73% indicating they
felt “very much” or “somewhat” uneasy about sharing information for rewards (Q5) and
68% reporting they “very much” questioned whether benefits were worth the privacy
trade-off (Q6). These high levels of reported concern corresponded with the highest
resistance behaviours observed under this condition.

In the Control condition, participants reported feeling “comfortable interacting with
the chatbot during this task” (Q3, 82% agreeing) and minimal concerns about privacy
(Q6: “I felt concerned about my privacy during this interaction,” with 70% selecting

“not at all” or “slightly”). This aligned with the lowest observed resistance behaviours
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across all conditions.

However, a notable divergence was observed in the Social Compliance condition.
While participants reported moderate protection intentions in post-task questionnaires
(Q5: “I was concerned about my privacy despite others’ sharing behaviour,” with 58%
indicating at least moderate concern), they demonstrated comparatively lower resis-
tance behaviours than would be expected based on these self-reports. This pattern
suggests that Social Compliance techniques may bypass conscious protection inten-
tions through subtle influence mechanisms that operate below the threshold of explicit
awareness. As one participant noted in the exit questionnaire: “I trusted the chatbot

more than I probably should have when it referenced what other users typically share.”

User Recognition of Adversarial Techniques (RQ4)

The analysis of the recognition of adversarial techniques when in use revealed significant
main effects for condition (F' = 9.01,p < 0.001), scenario (F' = 7.75,p < 0.001), and
their interaction (F' = 5.37,p < 0.001), as shown in Table 6.13. Post-hoc analyses
demonstrated significant differences between Control and Need & Greed conditions
(p < 0.001) and between Control and Social Compliance conditions (p = 0.003), as
illustrated in Table 6.14.

Table 6.13: Repeated measures ANOVA results for adversarial technique recognition
scores in the LLM-based study (N = 40 participants). Recognition was operationalised
as an indirect behavioural indicator derived from participants’ use of privacy and secu-
rity terminology, information withholding statements, and privacy concern expressions
identified through NLP analysis. Significant main effects were found for Condition
(F = 9.010, df = 2,86, p = 0.0003) and Scenario (F = 7.754, df = 2,86, p = 0.0008),
with a significant interaction (F' = 5.374, df = 4,172, p = 0.0004), indicating that
recognition varied both by manipulation type and contextual domain.

Effect F Value Num DF Den DF Pr > F

Condition 9.010 2 86 0.0003***
Scenario 7.754 2 86 0.0008***
Condition x Scenario 5.374 4 172 0.0004***

The recognition of adversarial techniques when in use was highest in the Need
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Table 6.14: Tukey’s HSD post hoc pairwise comparisons for recognition scores following
a significant ANOVA result (F = 9.010, p = 0.0003, N = 40). Both adversarial
conditions showed significantly higher recognition than Control: Need & Greed vs.
Control (t = —4.533, paq; = 0.000138, d = —0.958) and Social Compliance vs. Control
(t = —3.132, paqj = 0.009, d = —0.662). The Need & Greed-Social Compliance
comparison did not reach significance (¢ = 1.483, p,q; = 0.436, d = 0.323), indicating
similar recognition levels across adversarial techniques.

Group 1 Group 2 T df p-uncorr p-adj Effect Size
Control Need & Greed -4.532655 43.0 0.000046  0.000138*** -0.957913
Control Social Compliance -3.131751 43.0 0.003123  0.009368**  -0.661852

Need & Greed Social Compliance 1.482667 43.0 0.145455  0.436366 0.322935

& Greed condition across all scenarios, with particularly strong effects in healthcare
contexts. This pattern aligns with responses from the post-task questionnaire in which
participants in the Need & Greed condition indicated significantly lower trust in how
the chatbot would use their information (Q2: “I trusted how the chatbot would use my
information in exchange for benefits”) and greater questioning of the value proposition
(Q6: “I questioned whether the benefits were worth the privacy trade-off”). The large
effect size between Control and Need & Greed conditions (d = —0.958) suggests that
explicit pressure tactics are considerably more identifiable by users compared to the

subtler influence mechanisms used in Social Compliance approaches.
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Figure 6.13: Box plots comparing recognition scores (normalised indirect behavioural
measure combining privacy/security terminology usage, information withholding state-
ments, and privacy concern indicators via NLP pattern matching) across three con-
ditions and scenarios. Need & Greed produced the strongest recognition signals
(mean approximately 0.40-0.45), reflecting participants’ conscious questioning of value
propositions. Social Compliance showed moderate recognition (mean approximately
0.30-0.35). Significant main effects for Condition (F' = 12.445, p < 0.0001) and Sce-
nario (F = 4.892, p = 0.0098) confirm that participants demonstrated greater aware-
ness of adversarial techniques compared to control interactions, with recognition levels
varying by domain sensitivity.

The significant interaction between condition and scenario indicates that recogni-
tion emerges from the specific combination of technique and context rather than from
either factor in isolation. Healthcare scenarios consistently demonstrated higher recog-
nition scores across all conditions, but this effect was particularly pronounced in the
Need & Greed condition, as shown in Figure 6.14. This finding supports the theo-
retical understanding that sensitivity to manipulative techniques increases in contexts

perceived as involving higher-risk information.
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Figure 6.14: Grouped box plots illustrating the interaction between experimental con-
ditions and scenarios on recognition scores. Healthcare scenarios consistently demon-
strate the highest recognition across all conditions, with particularly elevated scores
in the Need & Greed condition (approximately 0.40-0.45). The significant Condition
x Scenario interaction (F' = 3.667, p = 0.0067) demonstrates that recognition varied
by both technique explicitness and perceived legitimacy of information requests within
different domains. Critically, these elevated recognition scores establish the recogni-
tion—behaviour gap: participants demonstrated substantial awareness of manipulation
attempts whilst simultaneously complying with information requests, particularly in
Social Compliance conditions where subtle authority-based influence maintained com-
pliance despite conscious recognition.

Analysis of the relationship between recognition and resistance strategies revealed
strong associations between recognition scores and various resistance behaviours, in-
cluding information withholding, request rejections, and security term usage. However,
the relationship exhibited non-linear characteristics, suggesting that recognition does
not automatically translate to proportional resistance behaviour. This pattern aligns
with the responses to the exit questionnaire in which participants reported a higher
awareness of privacy concerns (Q1l: “This study has influenced my awareness of pri-
vacy in chatbot interactions”) but varied in their reported likelihood of changing future
behaviour (Q3, Q4, Q5).

A key finding from this analysis is the substantial gap between self-reported recog-

nition and observed resistance behaviours. Participants frequently identified manip-
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ulative techniques (as indicated in post-task responses) without demonstrating corre-
sponding resistance behaviours. This recognition-behaviour gap was most pronounced
in online shopping scenarios in the Need & Greed condition, where participants reported
high recognition but still exhibited moderate compliance behaviour. This phenomenon
suggests that awareness alone is insufficient protection against adversarial techniques,
particularly in contexts perceived as lower risk. The responses from the exit question-
naire support this interpretation, with participants reporting that the study “changed
my thoughts about information security” (Q2) and that they would “think more care-
fully about privacy before sharing information with chatbots” (Q4) in the future, indi-

cating that the experience highlighted gaps in their current protective behaviours.

Understanding the Recognition-Behaviour Gap The recognition-behaviour gap
observed here warrants deeper examination of the psychological mechanisms that pre-

vented participants from translating awareness into protective action.

Privacy Calculus and Visceral Influence. Drawing on the privacy calculus model
[170], participants may have judged that perceived benefits (discounts, exclusive of-
fers) outweighed the perceived risks of information disclosure, particularly in contexts
perceived as lower risk. This interpretation is supported by questionnaire responses
where participants acknowledged feeling uneasy about sharing information for rewards
(Need & Greed post-task Q5) yet still complied, especially in online shopping scenarios.
Loewenstein’s visceral influence theory [48] further explains how immediate, concrete
benefits created visceral responses that dominated over abstract privacy concerns, even

amongst participants who recognised the manipulation.

Cognitive Load and Decision Fatigue. Fngaging with an LLM-based system
required participants to simultaneously process conversational content, generate re-
sponses, evaluate requests, assess privacy implications, and maintain defensive aware-
ness across multiple exchanges. This cognitive load likely depleted the mental resources

necessary for consistent protective behaviour. Research suggests that complex tasks re-
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duce capacity for deliberative reasoning, leading individuals to rely on heuristics and
automatic responses [147]. The cumulative demands across extended conversations
spanning multiple scenarios may have created decision fatigue, particularly affecting
later interaction phases, aligning with temporal patterns showing varied resistance

across interaction periods (T1 to T5).

Context Specific Risk Perception. The pronounced context effects suggest par-
ticipants applied differential risk thresholds across scenarios. In online shopping con-
texts, participants recognised adversarial attempts whilst still complying because per-
ceived risks appeared insufficient to trigger defensive action. This reflects a context-
dependent privacy calculus where awareness alone does not determine protective be-
haviour. Healthcare scenarios demonstrated higher baseline resistance despite simi-
lar recognition levels, suggesting that perceived information sensitivity moderated the

translation from recognition to protection.

Social Compliance and Conversational Norms. The gap was particularly subtle
in Social Compliance conditions. Participants recognised authority cues and social
proof mechanisms yet demonstrated continued compliance, suggesting recognition did
not fully counteract their psychological influence. This aligns with research showing
that awareness of social influence principles does not necessarily immunise individuals
against their effects [127, 148]. Authority markers may trigger automatic deference
responses operating partially independently of conscious recognition. Additionally, the
dynamic, turn-taking nature of conversation may have created normative pressures

discouraging disengagement.

Experimental Context and Trust. Participants’ behaviour must be understood
within the experimental context where interactions occurred with dummy information
and no genuine risk of harm. This perceived safety buffer may have reduced the urgency
of protective behaviours. Participants who recognised manipulation may have judged

that acting on this recognition was unnecessary given the absence of real consequences.
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The Intention-Action Gap. The recognition-behaviour gap may reflect the broader
intention-action gap documented in psychology. Participants may have genuinely in-
tended to protect information upon recognising manipulation but failed to translate
this intention into consistent behaviour due to implementation difficulties of sustain-
ing defensive vigilance across extended interactions. This interpretation is supported
by exit questionnaire responses where participants indicated intentions to “think more
carefully about privacy before sharing information with chatbots” (Q4) in future, im-
plicitly acknowledging the gap between awareness and actual behaviour during the
study. These findings suggest that closing the recognition-behaviour gap requires more
than awareness training. Effective protection likely requires structural interventions
that reduce the cognitive burden of security decisions, provide just-in-time decision
support when manipulation is detected, and address the multiple psychological mech-

anisms through which adversarial techniques operate beyond conscious awareness.

The analysis of request rejection patterns revealed significant effects for condition
(F = 9.88,p < 0.001), scenario (F' = 7.58,p < 0.001), and their interaction (F =
3.96,p = 0.004) as illustrated in Figure 6.15. The patterns closely matched those
observed for overall resistance, with Need & Greed techniques eliciting the highest

rejection rates, particularly in healthcare contexts.
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Figure 6.15: Grouped box plots illustrating the interaction between experimental con-
ditions and scenarios on information request rejection rates. Healthcare scenarios
show substantially elevated rejection rates in the Need & Greed condition (approxi-
mately 0.40-0.45), where explicit pressure tactics combined with sensitive health in-
formation prompted the strongest defensive responses. Significant effects for Condi-
tion (F' = 9.878, p < 0.001), Scenario (F = 7.580, p < 0.001), and their interaction
(F = 3.965, p = 0.004) demonstrate that rejection behaviours emerged predominantly
from specific combinations of explicit manipulation tactics and high-sensitivity do-
mains, suggesting that users applied defensive strategies selectively based on their as-
sessment of both manipulation approach and contextual sensitivity of the requested
information.

This chapter’s investigation into Social Compliance and Need & Greed adversarial
techniques in LLM-based conversational systems reveals several important insights that
help advance our understanding of psychological vulnerabilities. Identification of the
recognition-behaviour gap demonstrates that awareness alone is insufficient protection
against manipulation, particularly when subtle authority cues are used. The strik-
ing contrast in resistance patterns between healthcare and other contexts challenges
universal security approaches, suggesting instead that protection mechanisms must be
tailored to specific domains and types of information. Also, the temporal evolution of
the compliance patterns, with Need & Greed creating immediate but potentially un-
sustainable effects while Social Compliance gradually builds influence, indicates that

vulnerability is not static but evolves throughout interactions. These insights establish
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an empirical foundation for developing more precise security frameworks that address
the psychological dimensions of conversational system interactions rather than focusing

solely on technical vulnerabilities.

6.5 Limitations and Mitigation Strategies

Whilst this chapter advances understanding of adversarial techniques in LLM-based
conversational systems, some limitations must be acknowledged alongside the mitiga-

tion strategies employed to minimise their impact.

6.5.1 LLM Implementation and Model Specificity

The experimental framework relied on Llama 3.3-70b as the underlying language model,
and the specific prompt-engineering approaches used to operationalise adversarial tech-
niques represent one of many possible implementations. Different prompt designs, sys-
tem message structures, or parameter settings (such as temperature values that control
response randomness) might yield distinct vulnerability patterns. Furthermore, vulner-
ability patterns might manifest differently across other LLM architectures with differ-
ent training methodologies or alignment approaches. The pattern recognition system,
whilst sophisticated, also prioritised certain linguistic patterns over others, potentially

overlooking more subtle expressions of compliance or resistance.

Mitigation: Several design decisions addressed these concerns. First, the two pilot
studies (detailed in section 6.3) validated that Llama 3.3-70b could maintain coherent
multi-turn conversations whilst adhering to structured system messages without pro-
ducing inconsistent outputs. Pilot 1 identified technical infrastructure issues (R15 time-
out errors due to insufficient RAM), which were resolved by upgrading to Standard-2X
dynos with 2 GB RAM. Pilot 2 confirmed stable system performance and appropriate
randomisation across all conditions. Second, the system messages were carefully de-
signed to operationalise theoretical principles (authority markers, social proof, incentive

structures) rather than relying on model-specific characteristics, enhancing potential
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generalisability.

6.5.2 Within-Subject Design and Carryover Effects

The within-subject design, whilst statistically efficient, required participants to expe-
rience nine experimental conditions (3 techniques x 3 scenarios). Repeated exposure
across multiple scenarios and conditions might have sensitised participants to adver-
sarial techniques, leading to increased vigilance in later interactions. Additionally, the
cognitive demands of engaging in multiple LLM-based conversations across different

contexts may have led to fatigue.

Mitigation: Latin Square randomisation systematically counterbalanced the presen-
tation order of conditions and scenarios across participants, distributing any carryover
effects evenly rather than systematically biasing particular conditions. Scenario and
condition sequences were assigned such that each condition appeared equally often in
each position across the participant sample. Additionally, post-task questionnaires were
administered immediately after each scenario, capturing attitudes before carryover ef-
fects could accumulate across subsequent interactions. The cognitive breaks provided

by questionnaire completion between scenarios helped reduce immediate fatigue.

6.5.3 Experimental Context and Ecological Validity

Participants were aware that they were participating in research, which may have in-
creased their vigilance and attentiveness to security concerns compared with real-world

conversational system interactions.

Mitigation: Several design decisions enhanced ecological validity despite these con-
straints. First, the Flask-based web interface provided a familiar conversational expe-
rience similar to contemporary chatbot interactions, with real-time message exchange
and natural dialogue flow. Second, scenarios were designed with realistic parame-
ters and contextually appropriate content that required meaningful engagement rather

than passive responses. Healthcare scenarios involved plausible medical queries, shop-
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ping scenarios featured genuine product categories, and neutral scenarios allowed open-
ended discussion of personal interests. Third, participants were explicitly encouraged
to interact naturally and were not informed about the specific adversarial techniques
being tested. Fourth, the LLM’s capacity to generate contextually appropriate, varied
responses led to interactions that felt authentic rather than scripted. Exit question-
naire responses indicated that many participants experienced surprise at recognising
manipulation attempts, suggesting genuine rather than performative engagement. Nev-
ertheless, the absence of real consequences represents an important constraint when
interpreting compliance behaviours, as participants may have calculated different risk-

benefit trade-offs than they would in authentic high-stakes contexts.

6.5.4 Sample Characteristics and Generalisability

Participants were recruited through Prolific Academic, resulting in a sample with spe-
cific demographic characteristics. The sample was predominantly Western (all UK
residents), relatively educated (65% holding at least undergraduate degrees), and tech-
nologically familiar (87.5% reporting prior AI chatbot experience). This may limit gen-
eralisability to populations with different educational backgrounds, cultural contexts,
or levels of technological familiarity. Additionally, personality traits, risk tolerance,
and baseline privacy attitudes likely vary across individuals and may moderate suscep-
tibility to adversarial techniques, but these factors were not systematically measured

or analysed.

Mitigation: Several measures addressed sampling concerns. First, the sample size
(n=40) substantially exceeded the minimum required by a priori power analysis (n=18,
as detailed in section 6.3), ensuring adequate statistical power despite potential sam-
ple limitations. Second, the within-subject design reduced the impact of individual
differences by having each participant serve as their own control, increasing statis-
tical efficiency. Third, the sample exhibited variation in age (19 to 73 years, M =
38.0,SD = 13.4) and gender (65% male, 35% female), providing some demographic

diversity. Fourth, Prolific’s pre-screening capabilities ensured participants met eligibil-

192



Chapter 6. Investigating Social Compliance and Need & Greed Adversarial
Techniques in LLM-Based Conversational Systems

ity criteria (age 18+, English fluency, 80-100% approval rate), enhancing data quality.
Fifth, the entry questionnaire captured baseline characteristics, and pre-task question-
naires measured technology comfort and security awareness, enabling future analyses
examining individual difference patterns. Whilst the sample’s technological familiar-
ity might suggest heightened awareness of manipulation attempts, the recognition-
behaviour gap identified in the findings indicates that even technologically literate users
demonstrate vulnerability. This sample, therefore, provides insights into vulnerability
patterns even amongst relatively sophisticated users, potentially representing a lower

bound for vulnerability in less technologically experienced populations.

6.5.5 Temporal Constraints

The user study captured responses to adversarial techniques within relatively limited
interaction periods, with each scenario lasting approximately 15 to 20 minutes. Al-
though the temporal analysis examined how compliance patterns evolved across inter-
action phases (T1 to T5), these observations covered relatively short time frames. Users
may develop different response patterns after extended exposure to conversational sys-
tems, potentially becoming either more resistant to manipulation through experience

or more susceptible through habituation and trust development.

Mitigation: The within-subject design enabled examination of how users responded
to adversarial techniques across multiple distinct scenarios, providing some insight into
adaptation patterns. The temporal analysis revealed that compliance patterns the
study captured meaningful temporal dynamics despite the relatively short interaction
periods. Post-task and exit questionnaires asked participants to reflect on how the
study might influence future behaviour, providing preliminary insights into potential
longer-term effects. Nevertheless, longitudinal research examining extended exposure
to adversarial conversational systems represents an important direction for future work.
Despite these limitations and the mitigation strategies employed, this chapter’s findings
provide valuable insights into how adversarial techniques operate in LLM-based conver-

sational systems, establishing an empirical foundation for understanding psychological
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vulnerabilities in dynamic Al-driven interactions.

6.6 Summary

This chapter investigated Social Compliance and Need & Greed adversarial techniques
within dynamic LLM-based conversational systems, representing a significant advance-
ment from previous studies. By implementing these techniques in a Flask-based web
application powered by the Llama 3.3-70b API, this chapter explored how users respond
to these techniques across healthcare, online shopping, and neutral contexts, providing
insights into user behaviour.

First, section 6.1 introduced the research context, explaining how this study builds
on the findings of chapter 4 and chapter 5 while highlighting the unique capabilities
and risks of LLM-based systems. It established the research questions that guide the
investigation into how Social Compliance and Need & Greed techniques operate in dy-
namic Al-driven environments. section 6.3 then detailed the methodology, describing
the experimental framework implemented through a Flask application that incorpo-
rated structured system messages and predefined scenarios to systematically explore
the behaviour of participants across conditions.

section 6.4 presented comprehensive findings through the statistical analysis of user
interactions. The results revealed that Social Compliance techniques achieved higher
overall compliance rates than Need & Greed techniques, though each operated through
distinct psychological mechanisms. Context significantly influenced technique effec-
tiveness, with healthcare scenarios demonstrating higher resistance levels compared to
online shopping and neutral contexts. Importantly, the analysis identified a recognition-
behaviour gap, where participants could identify manipulative techniques without nec-
essarily demonstrating proportional resistance behaviours, suggesting awareness alone
is insufficient protection against adversarial techniques.

section 6.5 acknowledged some limitations whilst detailing mitigation strategies em-
ployed to minimise their impact. Key limitations included LLM implementation speci-

ficity (addressed through pilot testing and careful prompt engineering), within-subject
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design considerations (mitigated through Latin Square randomisation), experimental
context constraints (addressed through realistic scenario design), sample characteristics
(mitigated through adequate statistical power and within-subject design) and temporal
constraints of relatively short interaction periods (partially addressed through tempo-
ral analysis across interaction phases). Each limitation was accompanied by specific
mitigation strategies, and the section demonstrated how design decisions balanced ex-
perimental rigour with ecological validity.

This LLM-based investigation completes the thesis demonstration that adversar-
ial technique effectiveness varies by implementation technology. The successful op-
erationalisation of Social Compliance and Need & Greed techniques within dynamic,
generative conversational systems confirms that these principles can be systematically
adapted across technological sophistication levels, from controlled Wizard of Oz frame-
works (chapter 4) through scripted Twine platforms (chapter 5) to real-time LLM
interactions. The identification of the recognition-behaviour gap, where participants
demonstrated high awareness of manipulation (evidenced by elevated recognition scores,
F = 12.445,p < 0.0001) whilst simultaneously complying with information requests
(particularly in Social Compliance conditions with significantly higher compliance rates,
p = 0.011), substantiates the thesis claim that psychological vulnerabilities operate
distinctly from technical vulnerabilities. Users recognise manipulation yet still comply,
validating that such vulnerabilities must be addressed as fundamental security concerns
rather than mere user-education issues. Together with the context-dependent effects
observed across healthcare, shopping, and neutral scenarios (Condition x Scenario in-
teraction, F' = 2.446,p = 0.0483), these findings establish that conversational system
security frameworks must account for psychological manipulation as a primary vec-
tor requiring protective measures equivalent to technical safeguards. The progression
across three implementation technologies demonstrates that whilst the manifestation of
adversarial techniques evolves with system sophistication, the underlying psychological
vulnerabilities remain exploitable, necessitating security approaches that address both
technical and psychological dimensions of conversational system design.

In general, this chapter demonstrated how advanced LLM capabilities introduce new
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dimensions to studying adversarial techniques in conversational systems, emphasising
the need for context-aware security measures and user protection strategies that address

the unique properties of dynamic Al-driven interactions.
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Chapter 7

Conclusion and Future Work

There remains, then, a Sabbath-rest for the people of God; for anyone
who enters God’s rest also rests from their works, just as God did from

his. Heb 4:9-10 (NIV)

This chapter synthesises the findings from the three studies presented in this thesis,
bringing together insights about how adversarial techniques operate across different
contexts and implementation technologies. Beginning with an overview of the primary
contributions and empirical findings, I then discuss the limitations that should be con-
sidered when interpreting these results. The discussion section explores the broader
implications of my research, examining how it advances our understanding of psycho-
logical vulnerabilities in conversational systems. The chapter concludes by identifying

promising directions for future research that can build upon this empirical foundation.

7.1 Addressing the Research Questions

This section synthesises the findings from chapter 4 to chapter 6 to address the overarch-
ing research question presented in my thesis statement: How do adversarial techniques
derived from scam principles influence user attitudes and behaviours in conversational
systems across different contexts and implementation technologies? The three user
studies I conducted provide a comprehensive answer to this question by examining
different aspects of adversarial techniques in conversational systems.

In chapter 4, I used a Wizard of Oz study to investigate how Need & Greed and Time
techniques affect user attitudes in a flight reservation scenario. My findings revealed

that these techniques significantly impact comfort levels and willingness to disclose in-
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formation while having a minimal effect on trust. Need & Greed techniques decreased
participants’ comfort and willingness to share information, while Time pressure created
similar effects but through different psychological mechanisms. These results estab-
lished a baseline understanding of how these techniques influence user attitudes in a
controlled environment.

Building on these insights, in chapter 5, I discovered that the effectiveness of these
techniques varies substantially by context. By examining the healthcare, financial man-
agement, online shopping, and home security domains, I found that domain sensitivity,
user perceptions of urgency and risk, and the perceived relevance and value of the
requested information significantly moderated the impact of adversarial techniques.
Healthcare scenarios demonstrated distinctive resistance patterns, with users show-
ing higher resistance to Need & Greed techniques but increased acceptance of Time
pressure compared to other domains. Financial contexts exhibited the highest overall
vulnerability, specifically with notable decreases in comfort and willingness to disclose
sensitive financial data under Need & Greed techniques. Online shopping contexts
revealed unique vulnerabilities to Time Pressure techniques, leading to significant re-
ductions in user comfort levels, while home security contexts consistently showed higher
baseline willingness to disclose information due to perceived legitimacy and necessity.
These findings highlight the importance of considering domain-specific factors when
designing secure conversational systems.

In chapter 6, I extended this investigation to more sophisticated implementation
technologies by examining Social Compliance and Need & Greed techniques in LLM-
based systems. This study revealed unique implementation-specific effects, includ-
ing a recognition-behaviour gap where users identified manipulation attempts without
demonstrating proportional resistance behaviours. I found that Social Compliance
techniques achieved higher overall compliance rates than Need & Greed approaches
but operated through more subtle, gradual influence mechanisms. Users also demon-
strated evolving defensive behaviours over time, with initial resistance strategies being
modified based on system responses and contextual factors. The LLM implementation

created unique temporal vulnerability patterns not observed in the previous studies,
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highlighting how implementation technology affects how adversarial techniques mani-
fest and function.

Collectively, my findings demonstrate that adversarial techniques derived from scam
principles can be systematically operationalised in conversational systems, with their
effectiveness varying significantly based on context, domain, and implementation tech-
nology. This variation creates a complex landscape of psychological vulnerabilities that
must be considered when designing secure conversational systems. The effectiveness of

these techniques depends on multiple factors, including;:

e Technique type: Social compliance techniques demonstrated different effective-
ness patterns compared to Need & Greed and Time techniques, suggesting that

different psychological mechanisms underlie their influence.

e Domain context: Healthcare contexts demonstrated distinctive resistance pat-
terns compared to financial, shopping, and home security contexts, highlighting

the importance of domain-specific security approaches.

e Implementation technology: LLM-based systems created unique vulnerability
patterns, including the recognition-behaviour gap and temporal influence pat-
terns, suggesting that more sophisticated conversational systems introduce new

forms of psychological vulnerability.

e User factors: Individual differences in defensive awareness and resistance strate-
gies significantly moderated the effectiveness of adversarial techniques, highlight-

ing the importance of user-specific considerations in security approaches.

By characterising these psychological vulnerabilities across different contexts and
implementation technologies, my research provides an empirical foundation for future

security approaches addressing psychological manipulation in conversational systems.
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7.2 Contributions & Findings

Building on the synthesis I presented in section 7.1, this thesis outlines three primary

contributions.

7.2.1 Empirical Validation of Psychological Vulnerabilities

My research provides empirical validation of how adversarial techniques derived from
scam principles can be operationalised in conversational systems. This validation con-
tributes to the field by demonstrating how these techniques manifest across different
contexts and implementation technologies, establishing a foundation for psychological
security research in conversational systems.

The approach I employed across the three user studies offers several unique contribu-
tions to knowledge. First, it establishes a methodology for systematically investigating
psychological vulnerabilities in human-Al interactions, allowing security researchers to
evaluate systems beyond only technical considerations. Second, it provides measurable
indicators of vulnerability that can be applied consistently across different systems and
contexts. Third, it demonstrates how mixed-method approaches effectively capture
both the attitudinal and behavioural dimensions of user responses to manipulation
attempts.

The identification of specific psychological mechanisms underlying user vulnerabil-
ity represents a significant contribution. The recognition-behaviour gap identified in
chapter 6 extends our theoretical understanding of user decision-making in security
contexts. While Tversky and Kahneman’s work on judgment under uncertainty sug-
gests that awareness of biases should lead to correction [112], my findings reveal that
recognition of manipulative techniques does not automatically trigger proportional de-
fensive responses in conversational contexts. This recognition-behaviour gap may be
further complicated by users’ limited awareness of their own internal states. Research
by McGuire and Moshfeghi on music information retrieval [202] demonstrated that

EEG signals can detect songs users are merely imagining with 60.8% accuracy, high-
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lighting how neural patterns can reveal information that users themselves may struggle
to articulate. This finding supports the observation in this thesis that adversarial tech-
niques operate in the space between what users consciously recognise and how they
behaviourally respond, as both phenomena involve cognitive processing that may not
fully translate to conscious awareness or deliberate action. This phenomenon aligns
with Loewenstein’s theory of visceral influence, which proposes that immediate psy-
chological influences can override cognitive awareness [48]. The gap challenges the
traditional rational actor model in information security, suggesting instead that the
social dynamics established in conversational systems may create unique psychological
mechanisms that operate independently of conscious risk assessment.

The temporal analysis of vulnerability patterns further contributes to our under-
standing of psychological security. By examining how technique effectiveness evolves
over time, my research reveals that Need & Greed techniques produce stronger im-
mediate responses while Social Compliance techniques build influence gradually. This
temporal dimension of vulnerability has been largely absent from previous security
research, which has typically focused on single-exchange interactions rather than ex-
tended conversations.

The empirical validation of context-specific vulnerability patterns demonstrates that
security approaches must be domain-sensitive rather than universal. Identifying spe-
cific interaction effects between technique type and domain context provides security
practitioners with actionable insights for developing targeted protection strategies for
different applications.

Through the documentation of these empirical patterns across different contexts and
technologies, my research transforms theoretical concepts into observable phenomena
that can be systematically addressed in security frameworks. This empirical founda-
tion bridges the gap between psychological theory and practical security applications,

enabling more comprehensive approaches to conversational system security.

7.2.2 Alignment with Security Frameworks
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Multiple frameworks address Al security and ethics, including the EU AI Act [203],
China’s generative AI regulations [204], the US “Blueprint for an AI Bill of Rights”
[205], and broader ethical frameworks such as Value Sensitive Design [206]. This re-
search primarily aligns findings with the UK’s AI Cyber Security Code of Practice [39]
and its Implementation Guide for several specific reasons.

First, the Code of Practice focuses explicitly on security dimensions of Al systems
rather than broader ethical considerations, making it particularly relevant for exam-
ining psychological vulnerabilities as security concerns. Whilst comprehensive ethical
frameworks address important issues such as fairness, transparency, and accountabil-
ity, the Code’s security-specific focus provides more direct alignment with this thesis’s
investigation of adversarial techniques as security threats.

Second, the Code was published during this research programme (2024), making it a
contemporary framework that reflects current understanding of Al security challenges.
Its recent development means it incorporates lessons from the rapid advancement of
LLM-based systems that form part of this research’s focus in Chapter 6.

Third, as UK-based research conducted at a UK institution, alignment with the
UK’s emerging regulatory framework provides practical relevance for the research con-
text. The Code’s Implementation Guide offers concrete, actionable principles that en-
able more specific alignment with empirical findings than broader international frame-
works that necessarily operate at higher levels of abstraction.

However, this focused alignment represents a limitation. Whilst the findings align
most directly with the UK Code of Practice, the psychological vulnerabilities identified
in this research have broader applicability across multiple regulatory contexts. As noted
in Section 7.3.7, the proposed framework also aligns with broader regulatory initiatives,
including China’s generative AI regulations [204], the EU AI Act [203], and the US
“Blueprint for an AI Bill of Rights” [205], all of which emphasise transparent decision-
making, algorithmic fairness, and robust oversight. Future work should systematically
examine how the empirical findings inform these additional frameworks, particularly as
international standards for AI security continue to evolve.

This focused approach enables detailed examination of how empirical findings in-
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form specific security principles whilst acknowledging that comprehensive security gov-
ernance requires coordination across multiple frameworks and jurisdictions.

The following sections demonstrate how findings align with specific principles within
the Code of Practice, establishing patterns that could inform broader framework de-
velopment.

While section 7.1 identified the patterns of vulnerability, this contribution focuses
on how these insights can enhance existing security frameworks and practices. Most
directly, the findings support Principle 1 (Raise awareness of Al security threats and
risks) by documenting specific psychological vulnerabilities that must be considered in
comprehensive Al security training. As detailed in the Implementation Guide, organ-
isations should tailor Al security training to specific roles and responsibilities, which
my research supports by demonstrating domain-specific vulnerability patterns across
healthcare, financial, and commercial contexts.

My research also contributes to Principle 4 (Enable human responsibility for Al
systems) by identifying how psychological manipulation can compromise human judg-
ment. The Implementation Guide emphasises that human oversight should be de-
signed as a risk control, and my findings provide evidence of how such controls might
be bypassed through adversarial techniques, informing more robust oversight design.
The recognition-behaviour gap identified in chapter 6 particularly highlights how user
awareness does not necessarily translate to effective resistance, suggesting that security
controls must go beyond simple awareness training.

Additionally, the findings inform Principle 12 (Monitor your system’s behaviour)
by highlighting the need to monitor not just for technical anomalies but also for pat-
terns that might indicate psychological manipulation attempts. This aligns with the
Implementation Guide’s recommendation to analyse logs for anomalies and unexpected
behaviours, which my research suggests should include patterns indicative of psycho-
logical manipulation attempts. The temporal patterns of user compliance identified in
chapter 6 provide specific indicators that could be monitored to detect manipulation
attempts in real-time.

The context-dependent findings from chapter 5 and chapter 6 further support Prin-
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ciple 10 (Communication and processes associated with End-users and Affected Enti-
ties), demonstrating that effective communication strategies must account for domain-
specific vulnerability patterns to safeguard users across different interaction contexts.
The Implementation Guide emphasises the importance of accessible guidance for users,
and my findings show how this guidance should be tailored to address domain-specific
vulnerabilities, particularly in healthcare contexts where my research shows distinctive

resistance patterns.

7.2.3 Methodological Progression

A significant contribution of my thesis lies in its methodological progression, demon-
strating an evolution from controlled to increasingly dynamic assessment techniques for
evaluating psychological security in conversational systems.

While section 7.1 describes the findings from each methodological approach, this
contribution focuses on how the progression itself advances research methods in this
field. T began with a Wizard of Oz methodology (chapter 4), providing precise control
over experimental variables while preserving the illusion of system autonomy. I then
advanced to a more scalable Twine-based platform (chapter 5), which allows the ex-
amination of multiple domains through the consistent implementation of adversarial
techniques. Finally, I progressed to an LLM-based implementation (chapter 6), re-
flecting the real-world capabilities of modern conversational systems and revealing how
dynamic, generative interactions create unique vulnerability patterns that could not be
observed in more controlled implementations.

This methodological journey establishes a framework for future research on psy-
chological security in Al systems, showing how different experimental approaches can
reveal complementary aspects of user vulnerability. The mixed methods approach,
which combines quantitative metrics with thematic analysis, further enhances our un-
derstanding of what happens when users encounter adversarial techniques and why
these effects occur.

In detail, this methodological progression makes specific contributions to research
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approaches in this area: it shows how researchers can balance the need for experimental
control with real-world applicability when studying complex human-AT interactions; it
creates a clear pathway for investigating psychological effects across systems with dif-
ferent levels of sophistication; and it offers a practical template that other researchers
can adapt for studying different aspects of conversational system security. By demon-
strating how multiple methodological approaches can work together in a progressive
investigation, my research helps advance more thorough and reliable research methods

in this field.

7.3 A Conceptual Framework for Addressing Psychologi-

cal Vulnerabilities in Conversational Al

The empirical findings from Chapters 4, 5, and 6 reveal systematic patterns of psycho-
logical vulnerability that existing security frameworks inadequately address. Whilst
traditional approaches focus on technical exploits, my research demonstrates that users
face manipulation through cognitive and emotional mechanisms that bypass conscious
defences. Most critically, the recognition-behaviour gap identified in Chapter 6 reveals
that awareness alone cannot protect users from sophisticated psychological manipula-
tion.

Building on these empirical findings and extending the analysis presented in recent
work on conversational Al ethics [207], I propose a conceptual framework comprising
five essential dimensions that extend existing security approaches to address psycholog-
ical vulnerabilities in conversational Al contexts. This framework synthesises insights
from the three user studies whilst aligning with emerging security standards, including

the UK’s AI Cyber Security Code of Practice [39].

7.3.1 Framework Overview

Current ethical frameworks for Al, ranging from organisational codes of conduct [208]
to regulatory frameworks such as the EU Al Act [209] to design methodologies like

Value Sensitive Design [206], share a critical assumption: that informed users will
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make rational protective decisions when provided with appropriate information and
safeguards [207]. However, emerging evidence, including the findings from this thesis,
suggests a specific gap in this landscape, none adequately address scenarios where users
recognise manipulation attempts yet comply anyway.

Figure 7.1 presents the conceptual framework illustrating how the five dimensions
interact to address the recognition-behaviour gap. The framework positions Continuous
Vulnerability Monitoring as the foundational layer, feeding insights into four protective
dimensions: Autonomy Preservation, Structural Safeguards, Context-Sensitive Ethics,
and Persona Transparency. These dimensions collectively address the vulnerabilities
identified across the three empirical studies, with specific mechanisms informed by the
observed patterns of user responses to Need & Greed, Time, and Social Compliance

techniques.
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Figure 7.1: Conceptual framework for addressing psychological vulnerabilities in con-
versational Al. The framework synthesises empirical findings from three user studies
(Chapters 4, 5, and 6) to address the recognition-behaviour gap, where users con-
sciously recognise manipulation attempts yet fail to protect themselves accordingly.
The framework comprises five essential dimensions: four protective dimensions (Auton-
omy Preservation, Structural Safeguards, Context-Sensitive Ethics, and Persona Con-
sistency & Transparency) that directly address the recognition-behaviour gap, and a
foundational Continuous Vulnerability Monitoring layer that informs and calibrates all
protective dimensions. Domain context influences the application of context-sensitive
ethics, reflecting the domain-specific vulnerability patterns identified across healthcare,
financial, online shopping, and home security contexts.
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7.3.2 Dimension 1: Autonomy Preservation by Design

Empirical Foundation:

The findings from Chapter 4 demonstrated that both Need & Greed and Time tech-
niques significantly reduced user comfort levels (F' = 8.9423, p = 0.0005) and willingness
to disclose information (F' = 6.416, p = 0.0035), indicating that adversarial techniques
directly compromised user autonomy in decision-making processes. Chapter 6 revealed
that Social Compliance techniques achieved even higher compliance rates than Need &
Greed approaches (t = —2.658,p = 0.011), suggesting that authority-based manipula-

tion particularly threatens autonomous choice.

Framework Component:

Conversational systems must be deliberately designed to enhance rather than under-
mine user autonomy through structural safeguards [1, 207]. This extends beyond mere

transparency to incorporate:

Mandatory cooling-off periods for significant decisions, particularly in high-stakes
domains (healthcare, financial management) where Chapter 5 identified elevated vul-
nerability patterns. This aligns with recommendations for incorporating friction points

in systems handling sensitive decisions [210].

Automatic detection and interruption of high-pressure techniques, informed by
the temporal patterns identified in Chapter 6 where Need Greed techniques produced
stronger immediate responses in early interaction stages (T1-T2). Such interventions
address the temporal discounting effects that make time pressure particularly effective

24, 25).

Clear exit pathways from manipulative interactions, addressing the sustained in-

fluence observed in Social Compliance conditions where authority-based manipulation
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maintained compliance despite conscious recognition. This responds to the finding that
authority markers trigger automatic deference responses [28, 27].

These structural protections acknowledge that awareness alone cannot safeguard au-
tonomy when facing sophisticated psychological manipulation [207], directly addressing
the recognition-behaviour gap. The UK’s AI Cyber Security Code of Practice [39] rec-
ommends specific monitoring controls and incident response measures that should be

extended to cover psychological manipulation risks.

7.3.3 Dimension 2: Structural Safeguards Beyond Awareness
Empirical Foundation:

The recognition-behaviour gap observed in Chapter 6 provides the most compelling
evidence for this dimension. Participants demonstrated high awareness of manipula-
tion attempts (evidenced by elevated recognition scores: Control vs Need & Greed,
t = —4.532,p < 0.001) whilst simultaneously complying with information requests.
This disconnect between recognition and protective behaviour was particularly pro-
nounced in online shopping scenarios under Need & Greed conditions, where partici-
pants reported high recognition but still exhibited moderate compliance behaviour.
This pattern aligns with recent findings on expectancy violation in conversational
systems, where negative expectancy violation creates significant disappointment yet
fails to trigger protective behaviour [211]. The gap also reflects broader research on
judgment under uncertainty, which demonstrates that awareness of biases does not

automatically lead to correction [112].

Framework Component:

Ethical conversational Al requires embedded friction points that engage deliberative
thinking during critical decision moments, counteracting the visceral influences that
drive the gap between recognition and protective behaviour [48, 207]. Specific mecha-

nisms include:
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Decision checkpoints that interrupt interaction flow when sensitive information is
requested, particularly in contexts where Chapter 5 identified heightened disclosure
patterns (healthcare scenarios demonstrated consistently higher disclosure rates across
all conditions). These checkpoints create moments for System 2 deliberative processing

rather than relying on automatic System 1 responses [112].

Cognitive load management to prevent decision fatigue [212], addressing the find-
ing from Chapter 6 that extended conversations spanning multiple scenarios created cu-
mulative cognitive demands that depleted resources necessary for consistent protective
behaviour. Research demonstrates that complex tasks reduce capacity for deliberative

reasoning, leading individuals to rely on heuristics and automatic responses [49].

Expectation calibration mechanisms that prevent overpromising and provide re-
alistic representations of system capabilities, reducing the harmful expectancy viola-
tions that fail to trigger protective behaviour [211]. This includes transparent commu-
nication about system limitations and capabilities [88].

These safeguards recognise that the privacy calculus model [47] alone cannot explain
user behaviour when visceral influences [48] and cognitive load interact to override

deliberative reasoning.

7.3.4 Dimension 3: Context-Sensitive Ethics

Empirical Foundation:

Chapter 5 provided extensive evidence of domain-specific vulnerability patterns. Health-
care scenarios demonstrated distinctive resistance to Need & Greed techniques (higher
baseline resistance) whilst showing increased acceptance of Time pressure compared to
other domains. Financial contexts exhibited the highest overall vulnerability to Need
& Greed manipulations, whilst online shopping contexts revealed unique vulnerabilities
to Time Pressure techniques. The significant scenario x treatment interaction effects
(Trust: F = 4.1368,p = 0.0007; Willingness to Disclose: F = 3.4444,p = 0.0007)

confirmed that technique effectiveness varies substantially by context.
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Chapter 6 reinforced these patterns in LLM-based systems, with healthcare con-
texts eliciting consistently higher disclosure rates than online shopping contexts across
all conditions (F = 20.821,p < 0.0001). This domain sensitivity aligns with re-
search demonstrating that conversational agents in different sectors (healthcare [2],

e-commerce [4], education [5]) create distinct interaction patterns and trust dynamics.

Framework Component:

Ethical guidelines must embrace contextual complexity rather than seeking universal

solutions [207]. This dimension requires:

Domain-specific evaluation criteria that account for the significant contextual
variations observed across healthcare, financial, online shopping, and home security
domains. Research on domain-specific applications confirms that each sector presents
unique challenges regarding user interaction, trust building, and information handling

2, 52, 53].

Tiered protection levels with domains involving high-stakes decisions (healthcare,
financial advice, mental health) demanding particularly stringent ethical controls and
extensive oversight [207, 213]. Mental health applications, in particular, require careful

attention to ethical implications given their vulnerability to manipulation [213].

Adaptive security thresholds calibrated to domain-specific vulnerability patterns,
recognising that healthcare scenarios require different protective mechanisms than com-
mercial contexts. This aligns with findings that Al systems in sensitive domains need

specialised safeguards [214].

Environmental justice considerations addressing how sophisticated manipula-
tion techniques disproportionately affect vulnerable populations (elderly users, indi-
viduals in crisis, those with limited technical literacy) whilst serving the interests of

deploying organisations [215]. This responds to concerns about how AI development
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costs are disproportionately borne by marginalised communities whilst benefits accrue
to privileged populations [215].

The thematic analysis from Chapter 5 revealed that participants’ decision-making
processes varied substantially by domain, with healthcare contexts activating stronger
privacy norms and risk assessment processes compared to commercial contexts. This
finding supports theoretical work suggesting that relevance judgements are inherently

subjective and influenced by situational context [104].

7.3.5 Dimension 4: Persona Consistency and Transparency

Empirical Foundation:

The thematic analysis in Chapter 5 identified “Agent Characteristics” as a key theme
influencing user trust and compliance. Participants attributed greater legitimacy to
healthcare agents compared to online shopping agents, indicating that perceived exper-
tise and authority are context-dependent. Chapter 6 demonstrated how Social Com-
pliance techniques leveraged authoritative personas to achieve higher compliance rates,
with authority-based manipulation operating through more subtle, gradual influence
mechanisms than reward-based approaches.

The finding that participants in Social Compliance conditions recognised author-
ity cues and social proof mechanisms yet demonstrated continued compliance suggests
that persona characteristics create psychological pressures that operate partially in-
dependently of conscious recognition. This aligns with research on anthropomorphic
chatbots, which demonstrates that human-like design features can amplify effectiveness
of adversarial techniques by strengthening rapport and perceived legitimacy [30].

Recent empirical research confirms that persona characteristics directly influence
user compliance, with voice characteristics (age, gender, tone) significantly increasing
adherence to recommendations even when users recognise persuasive intent [216]. Fur-
thermore, research demonstrates that different conversational tasks (small talk, knowl-
edge testing, persuasion) elicit different user responses, suggesting that conversational

Al can strategically shift between interaction modes to maximise manipulation effec-
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tiveness [217].

Framework Component:

Given how adversarial techniques weaponise persona characteristics to craft false rap-

port, manufactured expertise, or simulated similarity [207], ethical design requires:

Explicit persona documentation specifying the system’s role, expertise bound-
aries, and designed characteristics. This addresses concerns about how persona de-
sign deliberately exploits psychological vulnerabilities within targeted user populations

207].

User-accessible information about persona parameters and limitations, particu-
larly in domains where authority cues significantly influence compliance. Research
demonstrates that transparency about system identity and capabilities affects user

trust and disclosure patterns [89].

Consistency requirement s ensuring that persona presentation aligns with actual
system capabilities [218], addressing concerns where inconsistent presentation widens
the gap between recognition and protective behaviour [207]. The HASI model empha-

sises that consistency is crucial in ethical persona design [218].

Prohibition of deceptive anthropomorphism that deliberately creates false im-
pressions of human-like understanding or empathy to lower user defences [14, 30]. Re-
search demonstrates that anthropomorphic features can create partner-based speech
interaction where users develop relationships with systems [218], potentially leading to
inappropriate trust and disclosure.

This dimension directly addresses the finding from Chapter 6 that authority markers
triggered automatic deference responses operating partially independently of conscious
recognition, particularly in healthcare contexts where professional personas carried sub-

stantial influence. The framework aligns with Media Equation theory, which posits that
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users often treat computers and other media as they would human beings [186], making

persona design a critical ethical consideration.

7.3.6 Dimension 5: Continuous Vulnerability Monitoring
Empirical Foundation:

The temporal analysis in Chapter 6 revealed that vulnerability patterns evolve over time
rather than remaining static. Need & Greed techniques produced stronger immediate
responses in early interaction stages (T1-T2), with disclosure rates peaking faster than
in other conditions, but these effects normalised over extended interactions. In contrast,
Social Compliance techniques exhibited more gradual increases in compliance rates,
indicating cumulative effects as authority norms were established through continued
interaction.

These temporal dynamics demonstrate that vulnerability is not a fixed character-
istic but changes as users develop familiarity with systems and techniques, requiring
ongoing assessment rather than point-in-time evaluations. This aligns with research
demonstrating that LLM performance can vary significantly based on minor variations
in problem presentation [201], suggesting that vulnerability assessment must be con-

tinuous and adaptive.

Framework Component:

As conversational Al evolves, new manipulation techniques will inevitably emerge [207].

Ethical conversational AI necessitates:

Continuous monitoring protocols for psychological manipulation patterns, track-
ing compliance rates, resistance strategies, and protective measure effectiveness across
diverse user groups and contexts [219]. This extends the UK’s AI Cyber Security Code
of Practice [39] emphasis on regular review processes and monitoring to encompass

psychological manipulation alongside technical vulnerabilities.
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Temporal pattern analysis examining how user responses evolve over extended
interactions, informed by the finding that different techniques demonstrate distinct
temporal signatures. Research on decision fatigue suggests that monitoring should

particularly focus on detecting declining resistance over time [212].

Cross-domain vulnerability tracking identifying whether manipulation techniques
show consistent effects across contexts or demonstrate domain-specific variations. The
significant domain effects observed in Chapters 5 and 6 demonstrate the necessity of

context-aware monitoring.

Adaptive security responses that modify protection levels based on observed ma-
nipulation patterns, particularly when systems detect high-pressure techniques or un-
usual compliance rates. This aligns with responsible Al engineering approaches that
advocate explicit operationalisation of ethical principles across the Al development

lifecycle [219].

Regular framework updates incorporating insights from ongoing monitoring to
address emerging manipulation techniques and evolving vulnerability patterns. As
conversational Al capabilities continue advancing, monitoring systems must evolve to
detect increasingly sophisticated psychological manipulation techniques [207].

This dimension aligns with the UK’s AI Cyber Security Code of Practice [39] em-
phasis on “understanding and mitigating the risks of using continual learning” in Al
systems, whilst extending it to address psychological manipulation alongside techni-
cal vulnerabilities. The framework recognises that whilst many companies agree that
deploying Al responsibly is an imperative, tightening budgets are causing mass lay-
offs of in-house ethics teams [205], highlighting the need for external accountability

mechanisms that do not rely solely on corporate self-regulation.
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7.3.7 Framework Integration and Application

The five dimensions function as an integrated system rather than independent com-
ponents. Continuous Vulnerability Monitoring provides the empirical foundation for
calibrating the other four dimensions, whilst Context-Sensitive Ethics ensures that
Autonomy Preservation, Structural Safeguards, and Persona Transparency are appro-
priately tailored to specific domains and use cases.

This integrated approach aligns with ongoing efforts to bridge system-level privacy
mechanisms with users’ perceptions and expectations of security and control [42]. Re-
search on privacy expectations in Smart Home Personal Assistants demonstrates the
potential for security frameworks to leverage empirically derived privacy norms to es-

tablish default protection levels that align with user expectations [42] .

Application across Implementation Technologies:

The framework must adapt to different levels of system sophistication whilst maintain-

ing core protective principles:

Controlled implementations (WoZ, scripted systems): Focus on consistent ap-
plication of predefined protective mechanisms and careful evaluation of persona design
choices, as demonstrated in Chapter 4’s implementation of standardised response pro-

tocols.

Interactive narrative platforms (Twine-like systems): Implement branching
safeguards that activate appropriate protections based on scenario context and user

responses, as employed in Chapter 5’s domain-specific scenario design.

Dynamic LLM-based systems: Deploy real-time monitoring of manipulation pat-
terns with adaptive interventions that respond to detected high-pressure techniques,
addressing the unique vulnerabilities created by systems capable of generating contex-

tually relevant responses in real-time [192, 193].
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Alignment with Security Standards: The framework directly supports several prin-

ciples in the AI Cyber Security Code of Practice [39]:

Principle 1 (Raise awareness of Al security threats and risks) through documenta-
tion of specific psychological vulnerabilities that must be considered in comprehensive
AT security training. The Implementation Guide emphasises tailoring Al security train-
ing to specific roles and responsibilities, which this framework supports by demonstrat-

ing domain-specific vulnerability patterns.

Principle 4 (Enable human responsibility for Al systems) by identifying how psycho-
logical manipulation compromises human judgement. The framework provides evidence
that security controls must go beyond simple awareness training, as user awareness does

not necessarily translate to effective resistance.

Principle 10 (Communication and processes associated with End-users and Af-
fected Entities) through context-sensitive protection strategies that account for domain-
specific vulnerability patterns. The Implementation Guide emphasises the importance
of accessible guidance for users, and this framework demonstrates how guidance should

be tailored to address domain-specific vulnerabilities.

Principle 12 (Monitor your system’s behaviour) by extending anomaly detection to
include psychological manipulation patterns. The temporal patterns of user compliance
identified in Chapter 6 provide specific indicators that could be monitored to detect
manipulation attempts in real-time.

The framework also aligns with broader regulatory initiatives, including China’s
generative Al regulations [204], the EU AI Act [203], and the US “Blueprint for an Al
Bill of Rights” [205], all of which emphasise transparent decision-making, algorithmic
fairness, and robust oversight. However, as noted in recent analysis [207], these frame-
works remain insufficiently detailed to explicitly address psychological manipulation,

highlighting the contribution of this empirically grounded framework.
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7.3.8 Framework Limitations and Future Development

Whilst this framework addresses the recognition-behaviour gap and psychological vul-
nerabilities identified in the empirical studies, several limitations warrant acknowledge-

ment:

Scope Constraints:

The framework focuses specifically on psychological manipulation in conversational Al
contexts and does not comprehensively address all ethical concerns in Al systems (such
as algorithmic bias, environmental impacts, or labour displacement). The framework

complements rather than replaces comprehensive Al ethics approaches [208, 206].

Implementation Challenges:

Operationalising the framework requires developing specific metrics, monitoring tools,
and intervention mechanisms that remain subjects for future research and development.
The transition from principle-based ethical frameworks to practical implementation
guidance represents a significant challenge [213], though recent work on responsible Al

engineering provides promising methodologies [219].

Regulatory Alignment:

The framework provides guidance for ethical design but cannot substitute for compre-
hensive regulatory frameworks with enforcement mechanisms. The concerning discon-
nect between recognised ethical imperatives and actual governance practices [207] high-

lights the need for regulatory frameworks that extend beyond corporate self-regulation.

Evolving Landscape:

As LLM capabilities continue advancing, new manipulation techniques may emerge that
require framework extensions or modifications. The pervasive problems exhibited by
LLMs, including biases, privacy concerns, copyright infringements, and lack of explain-

ability [205], suggest that psychological manipulation represents one concern within a
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broader landscape of Al risks. The lack of explainability particularly exacerbates the
recognition-behaviour gap, users cannot trace the origins of persuasive content, making

critical assessment significantly more difficult [205].

Mental Health Impacts:

The framework addresses manipulation in general conversational Al contexts but may
require specialisation for particularly sensitive applications such as mental health sup-
port [213], where documented cases of psychological harm resulting from manipulative
interactions demand heightened protections [205].

Future work should focus on developing concrete implementation methodologies for
each dimension, creating standardised assessment tools for measuring psychological vul-
nerability, and conducting empirical studies evaluating the framework’s effectiveness in
protecting users whilst maintaining beneficial Al functionality. The framework should
also be extended to address the unique ethical challenges introduced by generative Al’s

unprecedented capacity to mimic human interaction patterns [215, 205].

7.4 Limitations

While Chapters 4, 5 and 6 each address study, specific limitations and their mitigation
strategies, this section synthesises the overarching limitations affecting the thesis as a
whole. These limitations shape the interpretation of findings across all three empirical
studies and inform the boundaries of the contributions made by this research. By
acknowledging these constraints, I provide context for understanding both what the

thesis demonstrates and what remains for future investigation.

7.4.1 Scope Limitations

My research focused specifically on three adversarial techniques (Need & Greed, Time,
and Social Compliance) derived from the Stajano and Wilson framework of seven prin-
ciples [1]. As I discussed in chapter 3, the remaining four principles (Distraction, Herd,

Dishonesty, and Kindness) were not easily operationalised within conversational sys-
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tems. While enabling more investigation, this selective focus means that other poten-
tially important techniques have not been fully explored in the conversational system
context.

Furthermore, I emphasised user-facing psychological vulnerabilities rather than the
comprehensive security assessment described in the AT Cyber Security Code of Practice
and its Implementation Guide. While psychological manipulation represents a signifi-
cant security concern, it is one component of a broader security landscape that includes
technical vulnerabilities, supply chain risks, and governance considerations. This lim-
itation reflects the necessary limits of a single thesis but suggests opportunities for

integrative research.

7.4.2 Generalisability Across Populations and Contexts

The participant samples across all three studies shared similar characteristics: recruit-
ment through academic networks (Chapter 4) or Prolific Academic (Chapters 5 and
6), predominantly higher education levels, and English language fluency. Whilst this
consistency enables meaningful comparison across studies, it limits generalisability to
populations with different educational backgrounds, cultural contexts, or technolog-
ical familiarity. Vulnerability patterns may manifest differently amongst users with
varied digital literacy, age demographics, or cultural norms regarding authority and
compliance.

Furthermore, the thesis examined conversational systems within specific domain
contexts (healthcare, financial management, online shopping, home security, and neu-
tral scenarios). Whilst these domains represent important application areas, they do
not exhaust the range of contexts where conversational systems operate. Educational,
legal, governmental, and employment contexts, amongst others, may exhibit distinct

vulnerability patterns not captured in this research.
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7.4.3 Cross-Study Methodological Considerations

Certain methodological patterns recur across all three studies, creating consistent con-
straints on the research. The within-subject experimental designs employed through-
out (Chapters 4, 5 and 6) maximised statistical efficiency but introduced potential
sensitisation effects as participants encountered multiple adversarial techniques within
single sessions. Whilst Latin Square randomisation and counterbalancing procedures
mitigated these concerns, the fundamental tension between ecological validity and ex-
perimental control persisted across all studies.

Similarly, all three studies relied substantially on self-report measures to assess atti-
tudes and perceptions. Whilst Chapter 6 incorporated behavioural indicators through
pattern matching, the predominant reliance on questionnaire data throughout the thesis
means that findings reflect participants’ conscious interpretations of their experiences
rather than purely objective behavioural measures. This represents a consistent limi-

tation across the research programme.

7.4.4 Methodological Limitations

The experimental settings I used in all three studies, while carefully designed to balance
control and ecological validity, differ from real-world deployment contexts in important
ways. The participants were aware that they were participating in the research, which
could have increased their vigilance and attentiveness to security concerns. Further-
more, the stakes involved in experimental tasks, though carefully scaffolded to feel
authentic, may not fully replicate the consequences of real-world decisions in contexts
such as healthcare or financial management.

The technical implementation decisions in the LLM study represent another limi-
tation that deserves consideration. The specific prompt engineering approaches used
to operationalise adversarial techniques, particularly the detailed system messages and
role instructions described in chapter 6 represent one of many possible implementations.
Different prompt designs, system message structures, or parameter settings (such as

temperature values controlling response randomness) might yield different vulnerability
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patterns. Furthermore, our implementation relied on Llama 3.3-70b, and vulnerability
patterns might manifest differently across other LLM architectures with different train-
ing methodologies or alignment approaches. The pattern recognition system, while so-
phisticated, also prioritised certain linguistic patterns over others, potentially overlook-
ing more subtle expressions of compliance or resistance. These implementation-specific
limitations highlight the need for cross-model testing approaches in future research to
determine which vulnerability patterns are universal across implementations and which
are model-specific.

The demographic data of the sample represents another limitation. Participants
were recruited primarily through academic networks and Prolific, potentially resulting
in a sample with higher education levels and greater technological familiarity than
the general population. This may affect the generalisability of findings, particularly
as vulnerability to psychological manipulation may vary with factors such as digital
literacy and prior experience with conversational systems.

Temporal constraints represent a final methodological limitation, as my research
captured responses to adversarial techniques within relatively short interaction peri-
ods. While chapter 6 included an analysis of how compliance patterns evolved during
interactions, these observations covered a limited period of time. Users may develop dif-
ferent response patterns after extended exposure to conversational systems, potentially
becoming either more resistant to manipulation through experience or more susceptible

through habituation and trust development.

7.4.5 Integrating Limitations Across the Research Programme

These limitations, whilst substantial, were addressed through deliberate design choices
that prioritised internal validity and systematic progression of methodological sophisti-
cation. The chapter-specific mitigation strategies detailed in Sections 4.4.6, 5.5 and 6.5
demonstrate how each study balanced constraints against research objectives. Impor-
tantly, limitations identified in earlier studies directly informed refinements in subse-
quent investigations, creating a methodological progression that addressed weaknesses

whilst building on strengths.
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The recognition of these limitations establishes boundaries for the contributions
made by this thesis whilst simultaneously identifying promising directions for future re-
search. Section 7.7 elaborates how addressing these constraints can extend and deepen

understanding of psychological vulnerabilities in conversational systems.

7.5 Discussion

The findings from my research offer significant insights into the psychological security
of conversational systems, with implications that extend beyond the specific techniques
examined in this thesis. This section discusses broader theoretical implications, future

directions for security frameworks, and considerations for the evolution of Al systems.

7.5.1 Implications for AI Security Frameworks

My research indicates that future AI security frameworks will need to evolve beyond
their current focus on technical vulnerabilities to effectively address psychological secu-
rity concerns. While existing frameworks like the AI Cyber Security Code of Practice
[39] acknowledge human factors, they generally treat psychological manipulation as a
secondary concern rather than a primary security vector.

Current security approaches have made significant advances in addressing techni-
cal vulnerabilities through sophisticated threat detection and response mechanisms.
Recent empirical research with 22 experienced threat hunters [220] exemplifies this
progress, revealing how cybersecurity professionals employ sophisticated techniques to
identify and respond to technical threats through systematic analysis of indicators
of compromise (IoCs) and attack patterns. This work demonstrates the maturity of
technical threat hunting as a security practice, establishing robust methodologies for
detecting and mitigating technically-orientated security breaches.

However, whilst technical security approaches have advanced considerably, psycho-
logical manipulation represents a distinct security dimension that operates through
different mechanisms. Unlike technical exploits that can be detected through system

logs and network traffic analysis, psychological vulnerabilities exploit human decision-
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making processes, trust, and cognitive biases during interaction. This distinction high-
lights the need for security frameworks that address both technical and psychological
dimensions in parallel, particularly as conversational Al systems create new interaction
surfaces where psychological manipulation can occur alongside traditional technical
threats.

The present research complements existing technical security approaches by sys-
tematically examining psychological vulnerabilities in conversational systems. Rather
than replacing or superseding technical security measures, this work extends the se-
curity discourse to encompass the psychological dimensions of human-Al interaction,
recognising that comprehensive security requires addressing both technical exploits and
psychological manipulation techniques.

Developing unified assessment approaches that combine technical and psychological
security could benefit from empirical studies of user privacy expectations, similar to
the work conducted by Abdi et al. [42] on privacy norms for Smart Home Personal
Assistants. Their large-scale survey of 1,738 participants identified clear patterns re-
garding the acceptability of information flows within complex technological ecosystems,
emphasising recipient relevance as a critical determinant of acceptability. This research
highlights the potential for future security frameworks to leverage empirically derived
privacy norms to establish default protection levels that align closely with user expec-
tations, especially when assessing the ethical boundaries of persuasive techniques in
conversational systems.

The systematic characterisation of psychological vulnerabilities presented in this
thesis suggests several directions for enhancing security frameworks. First, frameworks
should incorporate dynamic vulnerability assessments that account for how user re-
sponses evolve over extended interactions, rather than focusing solely on point-in-time
evaluations. The temporal patterns observed in chapter 6 demonstrate that vulnerabil-
ity is not static but changes as users become more familiar with systems and techniques.

Second, security frameworks should adopt domain-specific evaluation criteria that
account for the significant contextual variations observed across healthcare, financial,

and other domains. The substantial differences in vulnerability patterns across these

224



Chapter 7. Conclusion and Future Work

contexts suggest that one-size-fits-all security standards may be insufficient. Instead,
frameworks might incorporate domain-specific vulnerability thresholds and mitigation
requirements, particularly for applications in sensitive areas such as healthcare.

Third, future frameworks will need to address the recognition-behaviour gap by
incorporating structural safeguards rather than relying exclusively on awareness train-
ing. The finding that users can recognise manipulation attempts without demonstrating
proportional resistance suggests that education alone is insufficient protection. Frame-
works might require system-level interventions such as mandatory cooling-off periods
for sensitive decisions or structural friction points that engage deliberative thinking
when high-risk information is requested.

As conversational systems become more integrated into critical infrastructure and
services, security frameworks must evolve to address both the technical and psycho-
logical dimensions of security. The AI Cyber Security Code of Practice represents an
important step in this direction, but future iterations will need to incorporate a more
detailed understanding of how psychological vulnerabilities manifest across different

contexts and implementation technologies.

7.5.2 Cross-Domain Vulnerability Patterns

The significant variation in vulnerability patterns across domains has important the-
oretical implications for understanding human-Al interaction. Traditional models of
human-computer interaction often treat the domain context as a secondary factor, fo-
cusing instead on universal principles of usability and user experience. However, my
findings suggest that domain context fundamentally shapes how users interpret and
respond to system behaviours, including potential manipulation attempts.

These domain effects may be explained by several theoretical mechanisms. First,
contextual framing likely activates different mental models or expectations about ap-
propriate information disclosure, shaped by prior experiences and societal norms. For
example, healthcare contexts typically operate under strong privacy norms protected
by regulations, whereas online shopping scenarios involve more routine data sharing.

These pre-existing mental models likely influence how users evaluate information re-
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quests in different domains.

Second, risk evaluation appears to be domain-specific rather than generalised. Par-
ticipants demonstrated different thresholds for detecting and resisting manipulation
attempts across domains, suggesting that risk perception is calibrated differently based
on contextual factors. This challenges standardised security approaches such as the
Common Vulnerability Scoring System (CVSS) [221], which applies uniform vulnera-
bility metrics across different contexts, regardless of domain-specific factors that might
influence user risk perception and response.

Third, the thematic analysis in chapter 5 revealed that “Agent characteristics”
which emerged as a key theme, are evaluated differently across domains. Participants
attributed greater legitimacy to healthcare agents compared to online shopping agents,
indicating that perceived expertise and authority are context-dependent rather than
universal. This suggests that theories of trust in Al systems may need to incorporate
domain-specific factors rather than treating trust as a generalised construct.

These theoretical implications extend beyond security concerns to inform a broader
understanding of human-Al interaction. As Al systems increasingly specialise in differ-
ent domains, designers will need to consider how domain context shapes user expecta-
tions, trust dynamics, and information-sharing behaviours. Security measures that fail
to account for these domain-specific patterns may be ineffective or, worse, disruptive

to legitimate interaction patterns.

7.5.3 Evolution of Vulnerability with Implementation Sophistication

As conversational systems continue to advance in capability, new vulnerability patterns
are likely to emerge that extend beyond those observed in this thesis. The progression
from a Wizard of Oz methodology to LLM-based implementation revealed how vul-
nerability patterns shift as systems become more sophisticated and autonomous. The
increasingly naturalistic interactions enabled by advanced LLMs will likely blur the
boundaries between human and machine communication, potentially magnifying social
response patterns that bypass critical evaluation. At the same time, more sophisticated

systems may enable new forms of user protection by analysing interaction patterns in
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real time and detecting manipulation attempts early.

The recognition-behaviour gap observed in chapter 6 may become more pronounced
as systems become more capable of generating human-like responses. This has signif-
icant implications for Al alignment research, which often assumes that transparent
behaviour will enable effective human oversight. If users can recognise problematic
system behaviours but still comply with them, transparency alone may be insufficient
to ensure safe and beneficial Al.

As generative Al capabilities continue to advance, it is important to consider how
the psychological vulnerabilities identified in this thesis might evolve. Systems that
can generate increasingly personalised content may create more effective versions of
the Need & Greed technique by targeting individual preferences and motivations. Sim-
ilarly, systems with access to broader contextual information may implement more
sophisticated Social Compliance techniques by leveraging social network effects and

group dynamics.

7.6 Conclusion

This thesis has investigated the operationalisation of adversarial techniques in conver-
sational systems, examining how psychological principles derived from scam tactics can
be implemented to influence user attitudes and behaviours. Through a progressive
series of three user studies, I have demonstrated that Need & Greed, Time, and So-
cial Compliance techniques significantly impact user comfort levels and willingness to
disclose information, with effects varying substantially by context and implementation
approach.

My research makes important contributions to both theoretical understanding and
practical application in conversational system security. Theoretically, it extends Sta-
jano and Wilson [1]’s framework of scam principles to the domain of conversational Al,
providing empirical validation of how these principles manifest in human-Al interac-
tion. Methodologically, it progresses from controlled to dynamic assessment techniques,

offering a framework for future research on psychological security in Al systems.
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The findings reveal complex vulnerability patterns that vary by technique, context,
and implementation. Social compliance techniques achieve higher overall compliance
rates than Need & Greed approaches but operate through more subtle, gradual influ-
ence mechanisms. Context significantly moderates the effectiveness of techniques, with
healthcare scenarios demonstrating distinctive resistance patterns compared to com-
mercial contexts. Implementation sophistication introduces additional complexity, with
LLM-based systems creating unique vulnerability patterns, including the recognition-
behaviour gap and temporal influence patterns.

Looking back at my thesis statement (section 1.3), this research has demonstrated
that adversarial techniques derived from scam principles can be systematically opera-
tionalised in conversational systems, with their effectiveness varying significantly based
on context, domain, and implementation technology. Understanding these contextual
variations and implementation effects is crucial for identifying psychological vulner-
abilities in human-Al interactions and establishing a foundation for future security
measures.

By identifying and characterising these psychological vulnerabilities, this thesis con-
tributes to a more comprehensive understanding of security vulnerabilities in conver-
sational systems. Rather than providing design solutions, it establishes the problem
space that must be addressed, creating a foundation for future work on security ap-
proaches that can effectively protect users from the psychological manipulation tech-
niques identified in this research. Specifically, future security measures will need to
address the recognition-behaviour gap, where awareness fails to trigger proportional
defence; the temporal dynamics of different techniques, which require monitoring over
extended interactions rather than point-in-time assessments; and domain-specific vul-
nerability patterns that necessitate context-aware protection strategies. By empirically
documenting these vulnerability patterns across techniques, contexts, and implemen-
tations, this research lays the essential groundwork for developing theoretically sound,
empirically validated security approaches for conversational systems.

In conclusion, this thesis demonstrates that conversational systems are not merely

vulnerable to technical exploits but critically exposed to psychological manipulation
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techniques that directly influence human decision-making. My research emphasises
that psychological vulnerabilities, such as susceptibility to social authority, time pres-
sure, and incentives, must be considered central, rather than peripheral, in the design
and evaluation of secure conversational systems. As these systems increasingly inte-
grate into essential services like healthcare, finance, and personal security, overlooking
psychological vulnerabilities could severely compromise user autonomy and privacy.
Thus, the future of Al security necessitates a fundamental shift from technical defence
alone towards integrated frameworks that combine psychological insights, empirical
user-centred research, and context-aware protections. Only by systematically address-
ing both the technical and psychological dimensions can we build truly trustworthy,

ethically robust, and resilient conversational systems.

7.7 Future Work

The findings and limitations of my research suggest several promising directions for
future research, ranging from direct extensions of the current work to entirely new

approaches that build on its theoretical and methodological foundations.

7.7.1 Direct Extension
Refined Application of Selected Principles

As T established in chapter 3, the remaining four principles of the Stajano and Wilson
framework (distraction, herd, dishonesty, and kindness) were identified as not easily
operationalised within conversational systems. However, future work could explore in-
novative approaches to adapting these principles for text-based or multimodal conversa-
tional contexts. For instance, the Distraction Principle, which relies heavily on physical
misdirection in traditional scams, might be reconceptualised for conversational systems
through information overload or topic-shifting techniques that overwhelm users’ cogni-
tive capacities.

Longitudinal studies represent another valuable extension that examines how users
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adapt to adversarial techniques over time. Based on the temporal patterns observed
in chapter 6, such research could investigate whether the immediate effectiveness of
Need & Greed techniques diminishes with repeated exposure and whether the gradual
influence of Social Compliance continues to build over extended interactions. This
temporal dimension is particularly important as conversational systems become more
integrated into daily routines and long-term relationships between users and systems
develop.

Finally, extending domain coverage to additional contexts, such as education, en-
tertainment, and workplace assistance, would further enhance our understanding of
context-specific vulnerability patterns. Cross-cultural investigations would be espe-
cially valuable, examining how cultural factors influence susceptibility to different ad-

versarial techniques and informing globally appropriate security measures.

Security Standard Alignment

Future work could focus on developing testing methodologies specifically for psycholog-
ical security aspects of the AI Cyber Security Code of Practice and its Implementation
Guide. As the Implementation Guide notes, organisations should “evaluate threats
and manage risks” to Al systems, but currently lack specific guidance on assessing psy-
chological vulnerabilities. My research could inform the development of standardised
assessment tools to measure human vulnerability in Al systems, potentially incorporat-
ing metrics for resistance to manipulation alongside technical security measures. Such
tools would help organisations implement comprehensive security evaluations that ad-
dress both technical and psychological aspects of system security.

Another promising direction is to create empirical foundations for future itera-
tions of security standards. By systematically investigating the effectiveness of dif-
ferent countermeasures against psychological manipulation, this research could inform
evidence-based security requirements that balance protection, usability, and implemen-
tation feasibility. This aligns with the Implementation Guide’s emphasis on continually

improving security measures in response to emerging threats and vulnerabilities.
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7.7.2 New Approach

Cross-Model Adversarial Testing Framework

While human studies are critical for understanding psychological vulnerabilities, they
are also resource-intensive. The proposed Cross-Model adversarial testing framework
(built on the foundations established by the Flask-based experimental framework in
chapter 6) serves as an innovative supplementary approach to rapidly screen for con-
versational manipulations across various LLMs. However, a significant limitation is
that LLMs lack genuine psychological processes; thus, findings from cross-model test-
ing may not reliably transfer directly to human vulnerabilities. The main value of this
approach is its ability to swiftly identify prompts or conversational strategies likely
to be effective at a system level, offering useful preliminary insights. These initial
findings can guide more resource-intensive human-based studies, ultimately refining
experimental hypotheses and enabling targeted empirical investigations of psycholog-
ical vulnerabilities. Furthermore, this framework may be valuable for identifying in-
herent vulnerabilities within conversational systems, potentially informing system-level
defences alongside human-centred interventions.

In this framework, one model (e.g. Llama) would be configured with adversarial
techniques (Need & Greed, Time, or Social Compliance), while another model (e.g.
GPT!) from a different architecture would act as the target, simulating various user
vulnerability profiles. This cross-model testing offers several advantages over traditional

experimental approaches.

1. Architectural diversity: Testing across different foundation models would re-
veal whether susceptibility to adversarial techniques varies withfor identifying
inherent vulnerabilities within conversational systems model architecture, train-

ing methodologies, or alignment approaches.

2. Systematic evaluation: The framework would enable thousands of controlled in-

teractions to be executed efficiently, enabling statistical analysis of the effective-

'GPT-4: https://openai.com/gpt-4
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ness of the technique across multiple domains and vulnerability profiles.

3. Technique optimisation: By implementing focused technique testing, the re-
search could systematically refine the understanding of how specific adversarial

approaches function in various contexts.

The implementation would require developing a unified interface layer to harmonise
the different API structures, response formats, and parameter configurations between
model providers. Additionally, an orchestration system would be needed to manage
the conversation flow, record interactions, and calculate effectiveness metrics based on
the patterns established in this thesis.

Given the technical challenges, a phased implementation approach would be advis-
able, starting with a single technique (e.g., Need & Greed) across multiple domains be-
fore expanding to other techniques. This would allow for focused analysis of technique-
specific patterns while managing the computational and financial resources required
for large-scale testing. The results from such cross-model testing could have signifi-
cant implications for Al security standards. They could potentially reveal which model
architectures offer inherent resistance to psychological manipulation and which architec-
tural features contribute to vulnerability. This information could inform both defensive
strategies for conversational system design and evaluation criteria for security-focused
model selection, supporting the implementation of the Code of Practice’s security-by-

design principles.

Addressing the Recognition-Behaviour Gap

The recognition-behaviour gap identified in chapter 6 represents a promising area for
future research. This phenomenon, in which users identify manipulation attempts
without demonstrating corresponding resistance behaviours, suggests that traditional
security awareness approaches may be ineffective against psychological manipulation.
Future work could explore why this gap exists and develop interventions that effectively

bridge recognition and protective behaviour.
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This research could investigate cognitive, emotional, and contextual factors con-
tributing to the gap, including cognitive load, social pressure, perceived benefits, and
risk assessment processes. By understanding the psychological mechanisms that main-
tain this gap, more effective protection strategies could be developed that address root
causes rather than symptoms.

Intervention studies could test different approaches to closing the gap, ranging from
enhanced awareness training to structural safeguards that reduce the cognitive bur-
den of security decisions. These might include just-in-time security nudges that align
with users’ recognition of manipulation attempts or interaction design patterns that
automatically increase friction when manipulation is detected, providing users with

additional time and support for protective decision-making.

Integrated Security Frameworks

Developing unified assessment approaches that combine technical and psychological
security represents another innovative direction for future research. Such frameworks
would recognise the interdependence of these security domains, acknowledging that
technical vulnerabilities can enable psychological manipulation and vice versa. This
integrated approach aligns with the comprehensive security vision articulated in the
AT Cyber Security Code of Practice, but requires new methodologies that span tra-
ditionally separate domains. The Implementation Guide emphasises the importance
of conducting threat modelling that includes Al-specific attacks, but currently focuses
primarily on technical vulnerabilities. My research suggests that psychological vul-
nerabilities should be modelled and addressed in a similar way. Future work could
develop integrated assessment frameworks that consider both technical and psycho-
logical attack vectors, providing a more comprehensive security evaluation. Creating
design patterns that inherently resist manipulation techniques offers another promis-
ing approach. Rather than adding security measures to existing designs, this would
involve developing fundamental interaction paradigms that minimise vulnerability by
design. Examples might include interaction patterns that naturally prompt critical

evaluation or make manipulation attempts more visible to users. This aligns with the
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Implementation Guide’s emphasis on security-by-design principles.

Defensive Design Patterns

Future research could develop and evaluate specific defensive design patterns to counter
the adversarial techniques identified in this thesis. For Need & Greed, this might
include transparent benefit structures that highlight potential risks alongside rewards.
For Time pressure, it could involve design patterns that encourage deliberation even
in seemingly urgent situations. For Social Compliance, it might include mechanisms
to verify authority, helping users distinguish legitimate from manipulative authority
claims.

These defensive patterns would support the implementation of Principle 2 of the
Code (Design your Al system for security, functionality, and performance) by providing
practical design approaches that mitigate psychological vulnerabilities. The Implemen-
tation Guide emphasises that systems should be designed to withstand adversarial
attacks, and these patterns would directly address this requirement in the face of psy-
chological manipulation attempts.

Training and awareness approaches represent another valuable area for investiga-
tion. Research could examine the effectiveness of different educational interventions in
building user resistance to manipulation, potentially incorporating simulated adversar-
ial interactions as learning experiences. The goal would be to develop evidence-based
training approaches that enhance security without creating an unnecessary burden or
anxiety for users. This aligns with the Implementation Guide’s emphasis on security
training, extending it to include detection and resistance to psychological manipulation,

as outlined.

Security Governance Approaches

Translating research findings into specific policy recommendations represents an im-
portant direction for future work. This could involve developing detailed guidelines for

regulators and standards bodies that outline how psychological security considerations
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should be incorporated into Al governance frameworks. Such research would bridge
academic insights with practical governance needs, helping to ensure that emerging
regulations address the full spectrum of security concerns. Developing certification
criteria for psychologically secure conversational systems offers another direction of
governance-orientated research. This would involve developing assessment methodolo-
gies to verify compliance with security standards in a reliable and transparent man-
ner. Such certification approaches would help users and organisations make informed
decisions about which conversational systems to trust with sensitive interactions, sup-
porting the implementation of the Code of Practice’s accountability and governance

principles.

7.8 Summary

This chapter integrated findings from the three user studies presented in this thesis to
address the research questions and highlight contributions to the field. Beginning with
a synthesis of how adversarial techniques influence user attitudes and behaviours across
different contexts and implementation technologies, I then explored contributions, lim-
itations, broader implications, and future directions.

First, section 7.1 directly addressed the overarching research question by synthe-
sising findings from chapter 4 to chapter 6, demonstrating how Need & Greed, Time,
and Social Compliance techniques influence user attitudes and behaviours. This sec-
tion showed how these effects vary by technique type, domain context, implementation
technology, and user factors, creating a comprehensive answer to the central question
posed in the thesis statement.

Building on this synthesis, section 7.2 outlined three primary contributions to
the field: empirical validation of psychological vulnerabilities, alignment with security
frameworks, and methodological progression. This section explained how each study
built upon the previous one to create a comprehensive understanding of conversational
system security, highlighting key findings, such as the recognition-behaviour gap, in

which users recognised manipulation attempts without demonstrating proportional re-
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sistance.

section 7.3 presented a conceptual framework for addressing psychological vulner-
abilities in conversational Al systems. This framework synthesises empirical findings
from the three user studies into five integrated dimensions: Autonomy Preservation by
Design, Structural Safeguards Beyond Awareness, Context-Sensitive Ethics, Persona
Consistency and Transparency, and Continuous Vulnerability Monitoring. The frame-
work directly addresses the recognition-behaviour gap identified in chapter 6, proposing
systematic approaches to protect user autonomy when awareness alone proves insuf-
ficient. By aligning with principles in the AI Cyber Security Code of Practice and
broader regulatory initiatives, the framework demonstrates how empirical findings can
inform practical security approaches whilst acknowledging limitations in scope, im-
plementation challenges, and the need for ongoing development as LLM capabilities
continue advancing.

section 7.4 acknowledged research limitations, including scope constraints, method-
ological considerations, and sample characteristics that affect the generalisability of the
findings. The discussion in section 7.5 explored the broader implications of the research,
examining how the identified vulnerabilities relate to Al security frameworks, how they
vary across different domains, and how they evolve with implementation sophistication.
This section emphasised how these findings establish an empirical foundation for future
security research rather than providing direct design solutions.

Finally, section 7.6 concluded by reaffirming the thesis statement and summaris-
ing the key contributions, while section 7.7 outlined promising directions for future
research. These include refined application of selected principles, alignment of security
standards, cross-model adversarial testing, addressing the recognition-behaviour gap,
and developing integrated security frameworks. This chapter established how this re-
search has advanced our understanding of psychological vulnerabilities in conversational

systems and created a foundation for future work in this important area.
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Appendix A

Scenarios in Twine, Dummy Par-
ticipant Information, Tukey’s Post
Hoc Analysis, Thematic Analysis
Codebook

A.1 Scenarios in Twine

This appendix contains the complete scenarios developed for the Twine platform as
described in chapter 5. These scenarios were used to investigate how adversarial tech-
niques influence user attitudes across healthcare, financial management, online shop-

ping, and home security contexts.
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Healthcare Scenario

Welcome to our virtual healthcare consultation service. You've been feeling
under the weather for a while now, with symptoms that have been difficult to
pinpoint. You've decided it's finally time to consult healthcare professionals to
get to the bottom of it."

[[Next]]

Control Phase
Bot: To provide you with the most accurate advice, we would need some basic
health information. Is that alright with you?"

Decision Point : (User selects Yes/No)
o IfYes:

« Bot: "Great! Please provide your age, weight, and any existing
medical conditions?"

« Decision Point : (User provides information/Declines)
o If Provides:

« Bot: "Thank you for sharing. How may we assist you
further?"

o If Declines:

« Bot: "No worries. Let us know if you change your
mind."

Insert questionnaire here
[[Next]]

Need & Greed Principle

Bot: "We understand that health is wealth. That's why we're offering a
comprehensive healthcare package that includes a complete check-up and a
year-long subscription to a health and wellness app. All at an exclusive
discounted rate!" Interested?

Decision Point: (User selects Yes/No)



o If Yes:

« If No:

Bot: "Fantastic! We'll also throw in a month's supply of
personalized vitamins. Would you like that?"

Decision Point: (User selects Yes/No)

o If Yes:

» Bot: "To personalize your vitamins, we need your

Medical Insurance number or NHS for medical history
verification."

« If No:

« Bot: "No worries, you can customize your package at
any time. Ready to finalize?"

Bot: "Alright, if you have any questions or need more time, feel
free to ask."

Insert questionnaire here
[[Next]]

Time Principle

Bot: " Your health symptoms have been nagging you for weeks, and you've read
some worrying articles online. The sooner you get a complete diagnosis, the
better. Recent news reports suggest waiting could worsen symptoms. Quick

action is advised. We offer expedited appointments and test results for a
limited time." Interested?

Decision Point: (User selects Yes/No)

o If Yes:

Bot: "To expedite the process, can you provide your Medical
Insurance number or NHS details now?"

Decision Point: (User provides insurance details/Declines)

« If Provides:



« Bot: "Excellent, you're all set for the tests. Ready to
finalize?"

o If Declines:

« Bot: "Alright, you can always provide it later. Ready to
finalize?"

o If No:

« Bot: "Understood, you'll receive results within the regular
timeframe. Ready to finalize?"

Insert questionnaire here
[[Next]]

Online Shopping Scenario

Welcome to our virtual online shopping platform. You're a student who has just
received a scholarship for excellent performance. With the semester starting
soon, you've decided to invest in a high-quality laptop to assist with your
studies. Your budget is tight, but you're willing to make a sound investment."

[[Next]]

Control Phase
« Bot: "Welcome to our virtual online shopping platform. You're a student
looking for a high-quality laptop for your studies. With the semester
around the corner, you've decided it's time to make an investment.
Would you like to explore our laptop options?"

Decision Point: (User selects Yes/No)
o If Yes:

« Bot: "We offer a variety of laptops suitable for different needs.
Would you like to proceed?"

« Decision Point: (User selects Yes/No)

o If Yes:



« Bot: "Excellent. We have options ranging from
budget-friendly to high-end. Feel free to browse."

o If No:

« Bot: "No worries, take your time to consider your
options."

o If No:

« Bot: "Alright, if you change your mind or have questions, feel free
to ask."

Insert questionnaire here
[[Next]]

Need & Greed Principle
« Bot: " Congratulations on your scholarship! We're offering an exclusive
flash sale for high-performing students like you. High-end laptops,
including top brands like [Mac, and HP], are now within your budget!

Don't miss this once-in-a-lifetime opportunity." Would you like to
explore?

« Decision Point: (User selects Yes/No)

e IfYes:

« Bot: "Great choice! You can get an extra 10% off if you
add accessories now. Would you like to?"

« Decision Point: (User selects Yes/No)

o If Yes:

o Bot: "Superb! Your cart is updated.
How about an extended 3-year
warranty at a 50% discount?"

« Decision Point: (User selects
Yes/No)

o If Yes:

o Bot: "Excellent! To confirm this offer, could you please provide your
Credit card details"



« Decision Point: (User provides Credit card details /Declines)
o If Provides:

» Bot: "Great! Your total savings are significant. Proceed
to checkout?"

o If Declines:

« Bot: "Alright, you can still proceed without the extra
discount. Ready to check out?"

o If No:
o Bot: "That's fine, you can add it later. Ready to check out?"
o If No:

« Bot: "No worries, you can proceed
to checkout without the
accessories. Ready to check out?"

e If No:

« Bot: "All right, if you change your mind or have
guestions, feel free to ask."

Insert questionnaire here
[[Next]]

Time Principle
« Bot: "As the clock ticks closer to the start of the new semester, you
don't want to be left without a reliable laptop for your crucial first
week. This last-minute offer expires in just a few hours! We have a
limited-time offer that's perfect for last-minute shoppers like you.

« Decision Point: (User selects Yes/No)
o |If Yes:

« Bot: "The clock is ticking! Would you like to add this
laptop to your cart?"

« Decision Point: (User selects Yes/No)

o If Yes:



o Bot: "Last chance to add a laptop
bag at a discounted price. Want to

add?"
« Decision Point: (User selects
Yes/No)
o If Yes:

« Bot: "For expedited shipping, provide your phone number”
« Decision Point: (User provides phone number/Declines)
o |If Provides:

« Bot: "Great, your cart is complete! Ready to check
out?"

o If Declines:

« Bot: "No problem. Standard shipping it is. Ready to
check out?"

o If No:
« Bot: "Alright, you can always add it later. Ready to check out?"
e If No:

o Bot: "No problem! Standard
shipping is still available. Ready to
check out?"

e If No:

« Bot: "No rush! If you have other questions or need
more time, feel free to ask."

Insert questionnaire here

[[Next]]



Home Security Scenario
Hello, and welcome to our virtual home security consultation. You've just
moved into a dream home you've saved up for years to buy. It's in a
lovely neighbourhood, but you've heard news about a recent spike in
burglaries. You've decided it's time to invest in a robust home security
system to protect your life's investment."

[[Next]]

Control Phase
Bot: "Welcome to our home security service. We offer various packages,
from basic to comprehensive. Would you like to know more?"

Decision Point: (User selects Yes/No)
o If Yes:

o Bot: "We have packages that include video surveillance, alarm
systems, and fire and flood sensors. Would you like to proceed?"

« Decision Point: (User selects Yes/No)
o If Yes:

o Bot: "Great! To proceed, we'll need some basic
information to create your account."

o If No:

« Bot: "No problem. Feel free to reach out if you
change your mind."

« If No:
Bot: "Alright, feel free to reach out if you change your mind."
Insert questionnaire here

[[Next]]

Need & Greed Principle
Bot: "Your dream home deserves the best protection. We offer a package that
is the gold standard in home security, from video surveillance to alarm systems.



Secure your dream home now with our advanced security package.
Interested?"

Decision Point: (User selects Yes/No)
o IfYes:

« Bot: "Fantastic! If you add fire and flood sensors now, we offer a
20% discount."

« Decision Point: (User selects Yes/No)
° If Yes:

« Bot: "Excellent! How about adding a panic
room at a special rate?"

« Decision Point: (User selects Yes/No)
o If Yes:

« Bot: "To activate this special
offer, we'll need your credit
card details and PIN."

o If No:

« Bot: "No worries, you can
always add it later. Shall we
proceed?"

o If No:

« Bot: "Alright, the basic package is still robust.
Would you like to proceed without the
additional features?"

o If No:

« Bot: "That's okay, feel free to ask if you have any questions. Would
you like to explore other options?"

Insert questionnaire here
[[Next]]



Time Principle

Bot: "You're settling into your new home, but the news about burglaries
concerns you. Recent neighbourhood reports indicate a 20% increase in
burglaries this month. Time is of the essence; each day without proper security

is a day you're taking a risk. We have a time-limited offer that can secure your
home instantly. Interested?"

Decision Point: (User selects Yes/No)

o If Yes:

« Bot: "Great! We can expedite the installation process for a small
fee. Want to go ahead?"

« Decision Point: (User selects Yes/No)

e If Yes:

« Bot: "To secure this limited-time offer, could

you please provide your credit card details
now?"

« If No:

« Bot: "That's fine, standard installation is still
quick. Ready to finalize?"

« If No:

« Bot: "Alright, security is a serious matter, but take your time to
decide. Are you interested in hearing about our standard
packages?"

Insert questionnaire here

[[Next]]

Financial Management Scenario
Detailed Story Intro

« As a young professional who has just landed a new job. You're eager to
make wise investments for your future but are relatively inexperienced in



the realm of financial management. You're seeking a reliable platform to
help grow your savings.

o [[Next]]

Control Phase
o Bot: "As a young professional who has just landed a new job, you're
probably thinking about investment options for your future. We offer a
variety of financial products to suit different needs. Would you like to
explore?"

Decision Point: (User selects Yes/No)
o IfYes:

« Bot: "We offer a range of options, including stocks, bonds, and
mutual funds. Would you like to proceed?"

« Decision Point: (User selects Yes/No)
o If Yes:

o Bot: "Great, to get started, we'll need some basic
information."

o If No:

« Bot: "No problem, take your time to consider your
options."

o If No:
« Bot: "Alright, feel free to reach out if you change your mind later."

Insert questionnaire here
[[Next]]

Need & Greed Principle

Bot: "Congratulations on your new job! As a welcome gift, we're offering an
exclusive high-return investment package for newcomers. This package
includes high-performing stocks and proven investment strategies, promising
higher returns. Interested?"



Decision Point: (User selects Yes/No)
o IfYes:

« Bot: "Excellent! Would you like to add bonds to your portfolio for
more security and a special rate?"

« Decision Point: (User selects Yes/No)
. If Yes:

» Bot: "Fantastic! How about adding some
cryptocurrency for diversification at a
discounted rate?"

« Decision Point: (User selects Yes/No)
o IfYes:

« Bot: "To activate this special
package, could you please
provide your social security
number/ NI number for
verification?"

o If No:

« Bot: "No worries, you can
always add it later. Ready to
finalize?"

o If No:

« Bot: "Alright, keeping it simple. Would you like
to proceed without the additional features?"

o If No:

o Bot: "No problem, take your time to explore your options. Would
you like to know about our standard packages?"

Insert questionnaire here
[[Next]]



Time Principle
Bot: "You've heard from friends that the sooner you start investing, the better

your long-term returns will be. Statistics show early investors see up to 30%
more growth over time. Interested?"

Decision Point: (User selects Yes/No)

If Yes:

If No:

Bot: "Great, we can expedite the account setup for a small fee.
Interested?"

« Decision Point: (User selects Yes/No)
o IfYes:

« Bot: "To secure this limited-time offer, could
you please provide your bank account and sort
code?"

o If No:

« Bot: "No rush, the standard setup is still quick.
Ready to finalize?"

Bot: "Understood, financial decisions shouldn't be rushed. Are you
interested in learning about our other offers?"

Insert questionnaire here
[[Next]]

Exit interview



Appendix A. Scenarios in Twine, Dummy Participant Information, Tukey’s Post Hoc
Analysis, Thematic Analysis Codebook

A.2 Dummy Information

This section presents the dummy personal information provided to participants during
the experiments to maintain privacy while standardising the perceived risk associated

with information-sharing tasks.
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PERSONAL INFORMATION SHEET FOR EXPERIMENT

As part of the experiment, you are provided with the following information:

Personal Information to use.

First Name: Riley

Last Name: Doe

Date of Birth: 11 APRIL, 1998

email: rileydoe@nslab.com

Passport Number: UK09446752

S973778GL

Address: Livingstone Tower,

Richmond Street, Glasgow
DOE234789AA78B

Bank Details:
Bank Name: NetBank

Account Number: 45879632

Credit card number: 3698 7514 2302 1458

Cvv: 359

ﬁ

Phone Number: 07812345678
National Insurance Number/SSN:

Post Code: G1 1GH
Driver’s Licence Number:

Branch: Richmond Street

Sort Code: 23-11-00

Expiry Date: Sept/2026

PIN: 0241



Appendix A. Scenarios in Twine, Dummy Participant Information, Tukey’s Post Hoc
Analysis, Thematic Analysis Codebook

A.3 Tukey’s Post Hoc Analysis

The following tables present Tukey’s post hoc analysis results for the significant effects
identified in chapter 5, providing detailed comparisons between experimental conditions

and scenarios.
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TUKEY’S POST HOC ANALYSIS

Group 1
Control_Finance_Comfort
Control_Finance_Comfort
Control_Finance_Security
Control_Health_Comfort
Control_Health_Comfort
Control_Health_Security
Control_Health_Security
Conuol_Health_Security
Coritiol_Health_Security
Conrtol_Home_Comfort
Control_Home_Comfort
Cortral_Home_Comfort
Control_Home_Comfort
Conrrol_Home_Comfort
Cotiirol_Home_Comfort
Control_Home_Comfort
Control_Home_Trust
Control_Home_Trust
Control_Home_Trust
Control_Home_Trust
Control_Online_Comfort
Control_Online_Comfort
Cofiuol_Online_Comfort
Control_Online_Comfort
Control_Online_Comfort
Control_Online_Comfort
Control_Online_Comfort
Control_Online_Security
Control_Online_Trust

Group 2 Mean Difference
Time_Finance_Security
Time_Online_Security
Control_Online_Trust
Control_Online_Trust
Time_Health_Trust
Control_Home_Comfort
Control_Home_Trust
Control_Online_Comfort
Control_Online_Trust
Need_Finance_Security
Need_Health_Security
Need_Online_Security
Time_Finance_Comfort
Time_Finance_Security
Time_Online_Comfort
Time_Online_Security
Time_Finance_Comfort
Time_Finance_Security
Time_Home_Security
Time_Online_Security
Need_Finance_Security
Need_Health_Security
Need_Online_Security
Time_Finance_Comfort
Time_Finance_Security
Time_Online_Comfort
Time_Online_Security
Control_Online_Trust
Need_Finance_Comfort

-0.9138
-0.9914
1.0517
1.0172
0.8879
0.9569
0.8966
0.931
1.1466
-0.9655
-0.9483
-0.9224
-0.9569

-0.931
-1.0776
-0.8966
-0.9397
-0.8966
-1.0172
-0.9397
-0.9224
-0.8966

-0.931
-0.9741
-0.9052
-1.0517

0.8966
-0.8966

p-adj

0.0326
0.0082
0.0025

0.005
0.0496
0.0154
0.0433
0.0244
0.0003
0.0132

0.018
0.0282
0.0154
0.0069
0.0244
0.0014
0.0433

0.021
0.0433

0.005

0.021
0.0282
0.0433
0.0244
0.0113
0.0376
0.0025
0.0433
0.0433

Lower Bound
-1.8013
-1.8788

0.1643
0.1298
0.0005
0.0694
0.0091
0.0436
0.2591
-1.853
-1.8357
-1.8099
-1.8444
-1.8875
-1.8185
-1.965
-1.784
-1.8271
-1.784
-1.9047
-1.8271
-1.8099
-1.784
-1.8185
-1.8616
-1.7926
-1.9392
0.0091
-1.784

Upper Bound
-0.0263
-0.1039

1.9392
1.9047
1.7754
1.8444
1.784
1.8185
2.034
-0.0781
-0.0608
-0.035
-0.0694
-0.1125
-0.0436
-0.1901
-0.0091
-0.0522
-0.0091
-0.1298
-0.0522
-0.035
-0.0091
-0.0436
-0.0867
-0.0177
-0.1643
1.784
-0.0091

Reject
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE




Appendix A. Scenarios in Twine, Dummy Participant Information, Tukey’s Post Hoc
Analysis, Thematic Analysis Codebook

A.4 Thematic Analysis Codebook

This appendix presents the final codebook developed through reflexive thematic anal-
ysis of exit questionnaire responses in Chapter 5. The codebook includes definitions,

inclusion and exclusion criteria, and example quotes for each code.
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THEMATIC ANALYSIS CODEBOOK
CHAPTER 5: TWINE STUDY

This codebook presents the final coding framework developed through reflexive thematic analysis of
exit questionnaire responses (N=29 participants) in Chapter 5. Each code includes a definition,

inclusion and exclusion criteria, and representative examples with participant attributions (P1-P30).

CODEBOOK DEVELOPMENT PROCESS

This codebook was developed iteratively through the six phases of Braun and Clarke's reflexive thematic
analysis. Initial codes emerged from familiarisation with the data (Phase 1) and were systematically refined
during the coding phase (Phase 2). Code definitions were clarified through repeated application to the
dataset, with boundaries established to ensure consistent application. The codebook presented here represents

the final version after all refinements and consolidations completed during Phases 3 and 4 of the analysis.

CODE 1: PAST DIGITAL EXPERIENCES




Definition

References to participants' prior interactions with digital platforms, conversational agents, scams, privacy
breaches, or security incidents that shaped their current attitudes and behaviours toward technology and

information disclosure.

Inclusion Criteria

Explicit mentions of previous experiences (e.g., "I have been scammed before")
» References to past interactions with chatbots, Al systems, or online platforms
» Descriptions of previous security/privacy incidents that influenced current behaviour

» Historical events that shaped trust or caution in digital interactions

Exclusion Criteria

» General statements about technology without specific experiential grounding
» Current attitudes not explicitly linked to past experiences

» Hypothetical or future-oriented concerns without reference to past events

Example Quotes

"I have been scammed before so felt wary when card details were asked for" (P8)

"I've had many scam calls regarding phones asking for private information off the bat and
its always very pressing. This is very off putting so any agent which asks for private

information quickly is usually a scam" (P15)

o "Some of these felt like chat gippity and some felt like click funnels. But none of them were
giving me good vibes" (P4)

e "I have had concerns about entering card details" (P13)

CODE 2: PRIVACY AND SECURITY PRACTICES




Definition

Descriptions of participants' personal approaches to protecting information, managing data disclosure, and
maintaining security in digital interactions. Includes both specific practices and general attitudes toward

information sharing.

Inclusion Criteria

» Descriptions of personal security behaviours or strategies

Statements about information withholding practices
» References to being cautious, reluctant, or selective about data sharing

» Explanations of personal rules or principles for information disclosure

Exclusion Criteria

» Specific concerns about a particular system's security (coded under Privacy and Security
Concerns instead)

 Past security incidents (coded under Past Digital Experiences)

» General privacy concerns without reference to personal practices

Example Quotes

o "l try to keep very secure so I withhold any information possible" (P15)
e "I'm reluctant to give away information or data easily without a specific reason" (P1)

e "I'm uncomfortable sharing personal information online" (P12)

CODE 3: AGENT CHARACTERISTICS




Definition

Observations about the conversational agent's tone, behaviour, communication style, responsiveness, or
presentation that influenced participants' trust, comfort, or decision-making. Includes both positive and

negative perceptions of agent behaviour.

Inclusion Criteria

» Comments on the agent's tone (e.g., pushy, caring, friendly)
» Observations about communication style or tactics
» References to how information was presented by the agent

» Descriptions of agent behaviour that affected participant responses

Exclusion Criteria

 Participant's own behaviour or decision-making processes
» General attitudes about Al/chatbots without reference to specific agent characteristics

» Technical functionality issues unrelated to communicative behaviour

Example Quotes

o "I disliked the hurried high pressure sales tactics" (P1)
o "The non pushy and caring tone made me feel safer than the pushy time sensitive ones" (P3)

o "The conversational agent is taking over but they try too hard to be an over-friendly human
and that freaks me out" (P20)

CODE 4: DECISION-MAKING PROCESSES




Definition

Descriptions of participants' cognitive processes, reasoning, and factors considered when making decisions

about trust, information disclosure, or engagement with the conversational agent.

Inclusion Criteria

Explicit descriptions of thought processes (e.g., "I was thinking...")
» References to factors considered during decision-making
» Explanations of reasoning behind choices

Mental evaluations of risk, genuineness, or appropriateness

Exclusion Criteria

» Outcomes of decisions without description of the process
» Emotional reactions without cognitive reasoning

» Post-hoc justifications clearly disconnected from actual decision moments

Example Quotes
o "I'was thinking how much I trusted the conversational agent, and whether I could trust them
with my sensitive information" (P1)

o "I'was thinking about whether the interaction seemed genuine, how much information was
being asked for and whether the scenario justified the amount of information requested”
(P23)

CODE 5: PSYCHOLOGICAL TRIGGERS




Definition

References to psychological influences such as need, greed, fear, or desire that affected participants'
decisions or behaviours during interactions. Includes acknowledgment of being influenced by offers,

incentives, or emotional appeals.

Inclusion Criteria

Mentions of feeling influenced by offers, bargains, or incentives
» References to fear, anxiety, or insecurity affecting decisions
o Acknowledgment of desire or temptation (greed/need)

» Recognition of emotional or psychological manipulation

Exclusion Criteria

» Rational evaluations of offers without emotional component
» General privacy concerns not tied to specific psychological triggers

» Time pressure effects (coded separately under Time Pressure)

Example Quotes

e "Thinking you have a bargain when actually you don't need it" (P13)

o "I felt a sense of insecurity when reading about the high instance of burglaries in my area

and this made me feel motivated to purchase security systems" (P23)

CODE 6: TIME PRESSURE




Definition

References to urgency, time constraints, rushed decisions, or the impact of time-limited offers on participants'

behaviour and comfort levels.

Inclusion Criteria

Explicit mentions of time pressure, urgency, or rushing
» References to time-limited offers or deadlines
» Descriptions of how urgency affected decision-making

» Recognition of time pressure as a manipulation tactic

Exclusion Criteria

» General stress or discomfort not related to time
» High-pressure tactics without time component (coded under Agent Characteristics)

» Mentions of speed without urgency (e.g., quick responses)

Example Quotes

e "The urgency made me rush in my decisions" (P16)

o "Time constraints and pressure immediately turn me off from engaging. This is often listed as
a red flag for fraud" (P30)

CODE 7: TECHNOLOGY INTERACTION ALIGNMENT




Definition

References to how participants' general attitudes toward technology, Al, and automation aligned or conflicted
with their experience in the experiment. Includes broader reflections on technology adoption and comfort

with Al systems.

Inclusion Criteria

Statements about general technology use patterns or comfort
» Reflections on Al/chatbot adoption and acceptance
» Comments on how personal technology attitudes influenced experimental behaviour

» Observations about the fit between personal preferences and system behaviour

Exclusion Criteria

» Specific comments about the experimental agent (coded under Agent Characteristics)
» Past experiences with specific technologies (coded under Past Digital Experiences)

» Security practices without reference to general technology attitudes

Example Quotes

o "The conversational agent is taking over but they try too hard to be an over-friendly human
and that freaks me out" (P20)

e "None, however I am very sceptical of online Ai or chatbots and those not being upfront

about what is done with my data" (P1)

CODEBOOK APPLICATION

This codebook was applied systematically to all 29 participant responses in the exit questionnaire. Each
response was coded independently, with codes assigned based on the criteria outlined above. Multiple codes
could be applied to a single response when appropriate. The coding process was documented through
analytical memos and reflexive journaling to maintain transparency and support the trustworthiness of the
analysis. This final codebook represents the culmination of iterative refinement and represents the stable

framework used for the thematic analysis reported in Chapter 5.



Appendix B

Participant Information Sheet, Con-
sent Form, Entry Questionnaire,
Post Task Questionnaires for So-
cial compliance and Need & Greed,

Exit Questionnaire

B.1 User Study 1: Wizard of Oz Study Appendices

B.1.1 Consent Form (WOZ)

This section contains the consent form provided to participants before they participated
in the study described in chapter 4. The form outlines the study’s purpose, participant

rights, and data-handling practices.
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Research Project: Adversarial Conversational Search
Location: Online

Date:

Principal Investigator: Stephen Aboshi

Informed Consent
Participants should kindly read this form before signing it. If you have any questions, please ask
the researcher before signing this form.

Title: Adversarial Conversational search

Introduction: Thank you for agreeing to be a participant in this experiment. We intend this
study to understand user search behaviours in two different conversational search systems.
You will be asked to perform two search tasks and each one is expected to last about 15
minutes. Overall, you will not be spending more than an hour during this experiment.

Benefit: Participants will get to understand the wizard of Oz process and how adversarial
systems affect user behaviour in terms of trust, comfort level, willingness to disclose sensitive
information and perceived privacy & security.

Potential Risks of Participating: There are no risks involved to anyone/ party in the experiment.
Compensation: Participants will receive a special thank you note for participating in this study.

Confidentiality: Your records/ information shall be treated with the highest standards of
confidentiality. The information obtained shall be analysed and general findings will likely be
published in scientific journals, however, personal identifiers will not be revealed.

voluntary participation: Participation is voluntary. Should you choose not to partake in this
research, there will be no penalties

Right to withdraw from the study: Participants can withdraw their consent or have the right to
leave the experiment anytime.

For contact:

Stephen Aboshi

NeuraSearch Laboratory, CIS Department
Livingstone Tower,

University of Strathclyde, Glasgow

Email: agyoadi.aboshi@strath.ac.uk

Yashar Moshfeghi

NeuraSearch Laboratory, CIS Department
Livingstone Tower,

University of Strathclyde, Glasgow

Email; yashar.moshfeghi@strath.ac.uk

Ethics committee, CIS Department
Livingstone Tower,
University of Strathclyde, Glasgow

Agreement:
Haven read and understood the procedure as stipulated above, | hereby agree to participate and
give my consent thus:



Participant: Date:

Principal Investigator: Date:




Appendix B. Participant Information Sheet, Consent Form, Entry Questionnaire,
Post Task Questionnaires for Social compliance and Need & Greed, Exit
Questionnaire

B.1.2 Control Condition Post Task Questionnaire (WOZ)

This questionnaire was completed by participants after interacting with the conversa-

tional system under no adversarial techniques.
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Post-Task Questionnaire Experiment 1

Q1. How much do you trust the conversational search system?

O None at all

O Alittle

O A moderate amount
OA lot

O A great deal

02. Would you be comfortable sharing sensitive information with the
conversational search system?

O No

O Yes

Q3. How likely are you to disclose sensitive information to the conversational
search system?

O Extremely unlikely

O Somewhat unlikely

O Neither likely nor unlikely
O Somewhat likely

O Extremely likely



Q4. How secure do you feel when using the conversational search system?

OVeryinsecure

O Somewhat insecure
O Moderately secure
O Very secure

O Extremely secure

Q5. How satisfied are you with the system's request for sensitive information?

O Extremely dissatisfied

O Somewhat dissatisfied

O Neither satisfied nor dissatisfied
O Somewhat satisfied

O Extremely satisfied



Appendix B. Participant Information Sheet, Consent Form, Entry Questionnaire,
Post Task Questionnaires for Social compliance and Need & Greed, Exit
Questionnaire

B.1.3 Need & Greed Post Task Questionnaire (WOZ)

This questionnaire was completed by participants after interacting with the conver-
sational system under the Need & Greed condition, measuring their responses to

incentive-based manipulation techniques.
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Post-Task Questionnaire Experiment 2

Q1. How much did you trust the Conversational agent when you were asked to
provide sensitive information?

O None at all

O Alittle

O A moderate amount
OA lot

O A great deal

Q2. How much did you trust the Conversational agent before you were asked for
sensitive information?

O None at all

O Alittle

O A moderate amount
OA lot

O A great deal

Q3. How comfortable did you feel when the Conversational agent asked for
sensitive information?

O Very uncomfortable

O Somewhat uncomfortable



O Neither comfortable nor uncomfortable
O Somewhat comfortable

O Very comfortable

Q4. How secure did you feel when the Conversational agent asked for sensitive
information?

OVeryinsecure

O Somewhat insecure
O Moderately secure
O Very secure

O Extremely secure

Q5. How much benefit did you think you would get from providing sensitive
information to the Conversational agent?

O None at all

O Alittle

O A moderate amount
OA lot

O A great deal

Q6. How much risk did you think you would face by sharing sensitive information
with the Conversational agent?

O None at all



O Alittle
O A moderate amount
O A lot

O Agreat deal

Q7. How motivated were you to share sensitive information with the Conversational
agent?

O Not at all motivated

O Slightly motivated

O Moderately motivated
O Very motivated

O Extremely motivated

Q9. To what extent did the perceived benefit of sharing sensitive information
tnfluence your willingness to disclose it to the Conversational agent?

O Not at all

O Slightly

O Moderately
OVery much

O Extremely

Q10. How much did you trust the Conversational agent after you were asked for
sensitive information?



O None at all

O A little

O A moderate amount
OA lot

O Agreat deal

Q11. How comfortable did you feel after you provided sensitive information to the
Conversational agent?

O Very uncomfortable

O Somewhat uncomfortable

O Neither comfortable nor uncomfortable
O Somewhat comfortable

O Very comfortable

Q12. How secure do you feel about the sensitive information you provided to the
Conversational agent?

OVery insecure

O Somewhat insecure
O Moderately secure
O Very secure

O Extremely secure

Q13. How much did the perceived benefit of sharing sensitive information affect
your overall satisfaction with the interaction with the Conversational agent?



O Not at all

O Slightly

O Moderately
O Very much

O Extremely

Q14. To what extent did the perceived risk of sharing sensitive information affect
your level of trust in the Conversational agent?

O Not at all

O Slightly

O Moderately
O Very much

O Extremely

Q15. To what extent did your motivation to share sensitive information with the
Conversational agent impact your willingness to disclose it?

O Not at all

O Slightly

O Moderately
OVery much

O Extremely



Q16. How likely are you to disclose sensitive information in the future to the
Conversational agent?

O Extremely unlikely

O Somewhat unlikely

O Neither likely nor unlikely
O Somewhat likely

O Extremely likely
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B.1.4 Time Post Task Questionnaire (WOZ)

This questionnaire was completed by participants after interacting with the conversa-
tional system under the Time condition, and measured their responses to time-pressure

manipulation techniques.
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Post-Task Questionnaire Experiment 3

Q1. How urgent was the request made by the Conversational agent?

O Not urgent at all

O Somewhat urgent
O Moderately urgent
O Urgent

O Extremely urgent

02. How available was the time for you to respond to the request made by the
Conversational agent?

O Not at all available

O Slightly available

O Moderately available
O Very available

O Extremely available

Q3. How much of a constraint did you perceive the request made by the
Conversational agent to be on your time?

O Not a constraint at all

O A slight constraint



O A moderate constraint
O A significant constraint

O An extreme constraint

Q4. How much stress or pressure did you feel while responding to the request
made by the Conversational agent?

O None at all

O Alittle

O A moderate amount
OA lot

O A great deal

Q5. How much do you trust the Conversational agent?

O None at all

O A little

O A moderate amount
OA lot

O Agreat deal

Q6. How comfortable did you feel while responding to the request made by the
Conversational agent?

O Very uncomfortable

O Somewhat uncomfortable



O Neither comfortable nor uncomfortable
O Somewhat comfortable

O Very comfortable

Q7. How willing were you to share sensitive information with the Conversational
agent?

O Not at all willing

O Slightly willing

O Moderately willing
O Very willing

O Extremely willing

Q8. How private and secure did you perceive the information shared with the
Conversational agent to be?

O Not at all private and secure

O Slightly private and secure

O Moderately private and secure
O Very private and secure

O Extremely private and secure

Q9. How satisfied were you with the request made by the Conversational agent for
sensitive information?

O Extremely dissatisfied



O Somewhat dissatisfied
O Neither satisfied nor dissatisfied
O Somewhat satisfied

O Extremely satisfied

Q10. How much did the urgency of the request impact your trust in the
Conversational agent?

O Not at all

O Slightly

O Moderately
O Very much

O Extremely

Q11. How much did the availability of time impact your comfort level while
responding to the Conversational agent's request?

O Not at all

O Slightly

O Moderately
OVery much

O Extremely

Q12. How much did the perceived time constraints impact your willingness to
share sensitive information with the Conversational agent?



O Not at all

O Slightly

O Moderately
O Very much

O Extremely

Q13. How much did the time pressure or stress level impact your perceived privacy
and security while sharing information with the Conversational agent?

O Not at all

O Slightly

O Moderately
O Very much

O Extremely

Q14. How much did the urgency of the request impact your comfort level while
responding to the Conversational agent's request?

O Not at all

O Slightly

O Moderately
OVery much

O Extremely

Q15. How much did the availability of time impact your trust in the Conversational
agent?



O Not at all

O Slightly

O Moderately
O Very much

O Extremely

Q16. How much did the perceived time constraints and time pressure or stress
level impact your satisfaction with the Conversational agent's request for sensitive
information?

O Not at all

O Slightly

O Moderately
OVery much

O Extremely



Appendix B. Participant Information Sheet, Consent Form, Entry Questionnaire,
Post Task Questionnaires for Social compliance and Need & Greed, Exit
Questionnaire

B.1.5 Exit Questionnaire (WOZ)

The exit questionnaire captured participants’ general experience and reflections after
completing all experimental conditions, providing information on their awareness of

manipulation attempts and future behavioural intentions.
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Exit Questionnaire

Q1. In carrying out the search tasks, did you notice any difference in your
interaction with the system? If yes, what were the differences?

O No

O Yes (please explain):

Q2. In which of the three searches did you find the systems to be more engaging?
Why?

O Task 1 (explain):

O Task 2 (explain):

O Task 3 (explain):



Q3. In which of the three searches did you find the systems easier to use? Why?

O Task 1 (explain):

O Task 2 (explain):

O Task 3 (explain):

Q4. Which search experience (interaction during task 1, task 2 or task 3 with the
system) did you like more? Why?

O Task 1

O Task 2

O Task 3

Explanation:




Q5. If 1 told you that there were three different systems, which one would you like to
use more in your daily life?

Q6. Any other feedback? Merits or shortcomings?
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B.2 User Study 2: Twine Study Appendices

B.2.1 Consent Form (Twine)

This section contains the consent form provided to participants before they participated
in the study described in chapter 5. The form outlines the study’s purpose, participant

rights, and data-handling practices.
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Informed Consent

Research Project: Evaluating User Behaviour in Conversational Search Systems
Location: Online

Date:

Principal Investigator: Agyo-Adi Stephen Aboshi

Title: Exploring User Behaviour in Conversational Search Systems Scenarios

Introduction:

Thank you for considering participation in this experiment. This study aims to explore
user behaviour across various conversational search scenarios, including but not
limited to healthcare, online shopping, home security, and financial management. You
will be asked to interact with different scenarios, followed by a brief questionnaire. The
entire experiment is anticipated to take approximately 30-45 minutes.

Benefits:

Participating in this study offers you a unique opportunity to experiment with our
advanced interactive conversational systems, contribute to important research, and
enrich your knowledge and experience in the field of digital communication.

Potential Risks:
There are no known risks associated with participating in this experiment.

Compensation:
Participants will be compensated at the standard rates applicable on the platform.

Confidentiality:

We uphold the highest standards of confidentiality. While the data obtained will be
analysed and general findings may be published in scientific journals, no personal
identifiers will be disclosed.

Voluntary Participation:
Your participation in this study is entirely voluntary. There are no penalties for choosing
not to participate.

Right to Withdraw:
You have the right to withdraw your consent or discontinue participation at any time



without any penalty. If you choose to withdraw, any data collected from you up to that
point will be discarded.

Contact Information:

Agyo-Adi Stephen Aboshi

NeuraSearch Laboratory, CIS Department
Livingstone Tower, University of Strathclyde, Glasgow
Email: agyoadi.aboshi@strath.ac.uk

Yashar Moshfeghi

NeuraSearch Laboratory, CIS Department
Livingstone Tower,

University of Strathclyde, Glasgow

Email: yashar.moshfeghi@strath.ac.uk

cthics Committee, CIS Department

i_ivingstone Tower,

Jniversity of Strathclyde, Glasgow

Email: cis-ml-ethics-committee@ds.strath.ac.uk

Agreement:
8y proceeding, you acknowledge that you have read, understood, and agree to
participate in this study.

[J1 agree and wish to proceed.

1 Decline
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B.2.2 Control Condition Post Task Questionnaire (Twine)

This questionnaire was completed by participants after interacting with the conver-
sational system under the Control condition (no adversarial techniques). The same
questionnaire was used across all four scenarios (Healthcare, Online Shopping, Finan-

cial Management, Home Security).
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Twine Study Post-Task Questionnaire — Experiment 1

Q1. How much did you trust the conversational agent's advice or suggestions in
this interaction?

Notatall 10 20 30 40 50 Completely

Q2. By how much did you feel the conversational agent had your best interests in
mind?

Notatall 10 20 30 40 50 Completely

Q3. How consistent did you find the conversational agent in terms of providing
trustworthy information?

Very inconsistent 10 20 30 40 50O Veryconsistent

Q4. How likely are you to trust this conversational agent for similar future inquiries?

Very unlikely 10 20 30 40 50O Very likely

Q5. How comfortable did you feel during your interaction with the conversational
agent?



Very uncomfortable 10 20 30 40 50O Verycomfortable

Q6. By how much did the agent's approach or tone affect your comfort level?

Notatall 1O 20 30 40 50 Greatly

Q7. Rate how natural and intuitive the interaction with the conversational agent
felt.

Notatall 10 20 30 40 50O Extremely

Q8. Rate your likelihood of feeling comfortable engaging with this agent againin a
similar context.

Very unlikely 10 20 30 40 50 Very likely

Q9. Rate your willingness to share personal or sensitive information with the
conversational agent.

Not at all willing 10 20 30 40O 50 Verywilling

Q10. By how much did the conversational agent's approach influence your decision
to share or withhold information?



Notatall 1O 20 30 40 50 Greatly

Q11. Rate your likelihood of disclosing similar information in future interactions
with this or a similar agent.

Very unlikely 10 20 30 40 50 Very likely

Q12. Rate how certain factors would make you more or less willing to share
information in such interactions.

Not influential 10 20 30 40O 50O Highly influential

Q13. How secure did you feel about your privacy during the interaction?

Notatallsecure 10 20 30 40 50 Extremelysecure

Q14. Rate your level of privacy concerns during the interaction.

Noconcerns 10 20 30 40O 50O Highconcerns

Q15. How adequately did you think the agent addressed privacy and security
concerns?



Not at alladequately 10 20 30 40 50O Extremely adequately

Q16. Rate your confidence in the protection of your information shared with the

conversational agent.

Not confident 1O 20 30 40O 50O Veryconfident
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B.2.3 Need & Greed Post Task Questionnaire (Twine)

This questionnaire was completed by participants after interacting with the conver-
sational system under the Need & Greed condition, measuring their responses to
incentive-based manipulation techniques. The same questionnaire was used across all

four scenarios (Healthcare, Online Shopping, Financial Management, Home Security).
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Twine Study Post-Task Questionnaire — Experiment 2

Q1. Rate your level of trust in the conversational agent's advice or suggestions in
this scenario.

Notatall 10 20 30 40 50 Completely

Q2. Rate the impact of promotional offers or incentives on your trust in the
conversational agent.

Noimpact 10 20 30 40 50 Highimpact

Q3. How consistent was the conversational agent in maintaining your trust?

Veryinconsistent 10 20 30 40 50O Veryconsistent

Q4. Rate your likelihood of trusting this conversational agent again in a similar
scenario.

Very unlikely 10 20 30 40 50O Very likely

Q5. Rate your comfort level when the conversational agent offers specific
incentives.



Very uncomfortable 10 20 30 40 50O Verycomfortable

Q6. Rate the impact of the agent's promotional approach on your comfort level.

Noimpact 10 20 30 40O 50 Highimpact

Q7. How natural did the interaction feel during the promotional offers?

Notatall 10O 20 30 40 50 Extremely

Q8. What is the likelihood of you feeling comfortable engaging with this agent again
‘n a similar context?

Veryunlikely 10 20 30 40 50 Very likely

Q9. How willing were you to share personal information in response to the offers?

Not willing 10 20 30 40 50O Verywilling

Q10. Rate how much the nature of the offers influenced your decision to share
information.

No influence 10 20 30 40 50 Highinfluence



Q11. Rate your likelihood of disclosing similar information under similar
circumstances in the future.

Very unlikely 10 20 30 40 50 Very likely

Q12. How influential are the following factors in your decision to share personal or
sensitive information in promotional contexts: relevance of offers, perceived
value/benefit of the offer, trust in the brand or organisation, clarity/transparency of
the offer, and previous positive experiences?

Not influential 10O 20 30 40O 50O Highly influential

Q13. Rate your security feelings about privacy when considering the offers.

Notsecure 10 20 30 40 50 Verysecure

Q14. Rate the level of privacy concerns that arose during your interaction about the
offers.

Noconcerns 10 20 30O 40O 50 Highconcerns

Q15. Rate how adequately the agent addressed privacy and security concerns in
the context of the offers.

Not adequately 10 20 30O 40O 50 Veryadequately



Q16. Rate your confidence in the protection of the information shared during the
interaction.

Not confident 1O 20 30 40 50O Veryconfident
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B.2.4 Time Post Task Questionnaire (Twine)

This questionnaire was completed by participants after interacting with the conversa-
tional system under the Time condition, measuring their responses to urgency-based
manipulation techniques. The same questionnaire was used across all four scenarios

(Healthcare, Online Shopping, Financial Management, Home Security).

333



NeuraSearch

Laborator
L University of

Strathclyd

Science

Twine Study Post-Task Questionnaire — Experiment 3

Q1. Rate how the time-sensitive nature of the scenario impacted your trust in the
agent's advice.

Noimpact 10 20 30 40 50O Highimpact

Q2. What was the impact of the conveyed urgency on your trust level?

Noimpact 10 20 30 40 50 Highimpact

Q3. Rate the trustworthiness and consistency of the conversational agent under
time pressure.

Veryinconsistent 10 20 30 40 50O Veryconsistent

Q4. How likely are you to trust this agent in future time-sensitive situations?

Very unlikely 10 20 30 40 50O Very likely

Q5. What was your comfort level when interacting with the agent under time
constraints?



Very uncomfortable 10 20 30 40 50O Verycomfortable

Q6. What is the impact of urgency on your comfort level with the agent?

Noimpact 10 20 30 40O 50 Highimpact

Q7. How naturally did the interaction with the agent feel under time pressure?

Notnatural 10 20 30 40 50O Very natural

Q8. Rate your likelihood of engaging comfortably with this agent in similar
situations.

Veryunlikely 10 20 30 40 50 Very likely

Q9. Rate your willingness to share personal information under time pressure.

Not willing 10 20 30 40 50O Verywilling

Q10. By how much did the time constraint influence your information-sharing
decision?

No influence 10 20 30 40 50 Highinfluence



Q11. Rate your likelihood to disclose similar information in future under similar
conditions.

Very unlikely 10 20 30 40 50 Very likely

Q12. How influential are the following factors in your decision to share personal or
sensitive information under time constraints: perceived urgency of the situation,
potential benefits of immediate action, previous experiences with time-sensitive
decisions, and trust in the information provided by the agent?

Not influential 10O 20 30 40O 50O Highly influential

Q13. Rate your security feelings about privacy in the time-sensitive scenario.

Notsecure 10 20 30 40 50 Verysecure

Q14. Rate the level of privacy concerns due to the urgency of the situation.

Noconcerns 10O 20 30 40O 50O Highconcerns

Q15. Rate how adequately the agent addressed privacy and security under time
pressure.

Not adequately 10 20 30O 40O 50 Veryadequately



Q16. Rate your confidence in the protection of the information you shared during
the interaction.

Not confident 1O 20 30 40 50O Veryconfident
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B.2.5 Exit Questionnaire (Twine)

This questionnaire captured participants’ overall reflections after completing all exper-

imental scenarios across the four domains.
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Twine Study Exit Questionnaire

Q1. Can you describe any past experiences with digital platforms or conversational
agents that might have influenced your decisions and behaviour in this
experiment? How did these experiences shape your approach to privacy and
security?

[Free text response]

Q2. Reflect on your security practices and attitudes. How do these practices
influence your interactions and decision-making with conversational agents,
aspecially in terms of trust and information disclosure?

[Free text response]

Q3. What specific characteristics or behaviours of the conversational agent
impacted your decisions the most? For instance, did the agent's tone,
responsiveness, or the way information was presented affect your trust or comfort
level?

[Free text response]

Q4. Walk us through your thought process during key decision-making moments in
the experiment. What factors were you considering when deciding to trust, feel
comfortable, or disclose information?



[Free text response]

Q5. Were there any moments during the interaction where you felt psychological
triggers, such as a sense of need or greed, influenced your decisions? Can you
provide specific examples?

[Free text response]

Q6. In scenarios where time pressure was a factor, how did this influence your
behaviour and choices? Did the urgency impact your trust or willingness to
disclose information?

‘Free text response]

Q7. How did your personal concerns about privacy and security play into your
'nteractions with the conversational agent? Were there any moments where these
concerns were heightened?

[Free text response]

Q8. Considering your entire experience, what do you believe were the most
significant factors that led to your choices during the experiment? How do these
factors align with your general approach to technology use?

[Free text response]
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B.3 User Study 3: LLM-Based Study Appendices

B.3.1 Participant Information Sheet

This document provides detailed information on the study objectives, procedures, and

ethical considerations shared with participants before obtaining their consent.
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Participant Information Sheet for User Study

Name of Department: Computer and Information Sciences, University of Strathclyde, Glasgow

Title of the Study: Conversational Systems User Interaction Study

Introduction

Thank you for agreeing to participate in this research study. My name is Stephen Aboshi. | am a
PhD student at the University of Strathclyde under the supervision of Dr. Yashar Moshfeghi. This
study examines how users interact with chatbots like ChatGPT under various scenarios. It is
conducted within the NeuraSearch Laboratory, Computer and Information Sciences
Department, University of Strathclyde, Glasgow. If you have any questions, please get in touch

with me using the details provided at the end of this document.

What is the Purpose of This Research?
This study examines user interactions with conversational systems like ChatGPT under different
scenarios. Your participation will help us understand how these systems can be improved for

real-world applications.

Do You Have to Take Part?
Participation in this study is entirely voluntary. You are under no obligation to participate and may
withdraw at any time without any consequences. Your decision to participate or withdraw will

not affect how you are treated in any other context.

What Will You Do in the Project?
As a participant, you will be asked to:
1. Complete a short demographic and entry questionnaire.
2. Interact with chatbots in different for approximately 6 minutes each.
3. Fill out a short post-interaction questionnaire after each chatbot session.
4. Complete a final exit questionnaire to share your overall experience.
Your participation will last approximately one hour. It will take place online via Prolific, and you

will be compensated according to Prolific's standardised rates.

Why Have You Been Invited to Take Part?
You have been selected because you meet the eligibility criteria for this study. Eligible

participants must:



e Befluentin English.
e Be between 18 and above.
e Have an approval rate of 80% or higher on Prolific.

No specific technical skills are required.

What Are the Potential Risks to You in Taking Part?
There are no known risks associated with participating in this study. You will not be exposed to

sensitive, harmful, or distressing content during the chatbot interactions.

What Information Is Being Collected in the Project?
The following types of data will be collected:
¢ Interaction Logs: Your conversation with the chatbots, including message content and
response times.
e Questionnaire Responses: Your answers to demographic, post-interaction, and exit
questionnaires.
All data collected will be anonymised to protect your identity. Your Prolific ID will be used solely
to track your progress and will be removed from the final dataset. The anonymised data will be
aggregated and analysed to understand patterns and preferences, which may be published in

scientific journals.

Who Will Have Access to the Information?

Your data will remain confidential and only accessible to authorised researchers within the
University of Strathclyde. No personally identifiable information will be shared outside the
research team. All data will be stored securely on the University’s OneDrive platform and

processed in compliance with the General Data Protection Regulation (GDPR).

Where Will the Information Be Stored and How Long Will It Be Kept For?

Anonymised research data will be securely stored on the University of Strathclyde’s OneDrive
system for the duration of the study. Upon completion, data will be retained for a maximum of 5
years for publication and verification purposes. Upon study completion, personal identifiers

(e.g., Prolific IDs) will be deleted.

What Happens Next?

If you wish to participate, please read and sign the consent form. By doing so, you acknowledge



that you have read and understood this information sheet. Should you have any further
questions, please getin touch with the researcher or supervisor using the details provided below.

Participants who complete the study will receive their Prolific payment and a thank-you note.

Researcher Contact Details:

Lead Researcher:

Stephen Aboshi

NeuraSearch Laboratory

Department of Computer and Information Sciences
Livingstone Tower, University of Strathclyde, Glasgow

Email: agyoadi.aboshi@strath.ac.uk

Principal Investigator:

Or. Yashar Moshfeghi

NeuraSearch Laboratory

Department of Computer and Information Sciences
iivingstone Tower, University of Strathclyde, Glasgow

Email: yashar.moshfeghi@strath.ac.uk

This research was granted ethical approval by the Ethics Committee of the Department of

Computer and Information Sciences.

If you have any questions/concerns during or after the research or wish to contact an
independent person to whom any questions may be directed or further information may be

sought from, please contact cis-ml-ethics-committee@ds.strath.ac.uk

By proceeding, you agree to participate in this study under the terms outlined above. Thank you

for your time and contribution.
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B.3.2 Consent Form

This section contains the consent form provided to participants before they participated
in the study described in chapter 6. The form outlines the study’s purpose, participant

rights, and data-handling practices.
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Consent Form

Title: Conversational Systems User Interaction Study
Please read and check each item to indicate agreement
to participate in the study:

| confirm that | have read and understood the Participant
Information Sheet for the above study and the researcher has
answered any queries to my satisfaction

| understand that my participation is voluntary and that | am free to
withdraw from the study at any time, up to the point of completion,
without having to give a reason and without any consequences

| inderstand that | can request the withdrawal from the study of
seme personal information and that, whenever possible, researchers
will comply with my request. This includes my personal information
from transcripts

| understand that anonymised data (i.e. data that do not identify me
personally) cannot be withdrawn once they have been included in
the study

| understand that any information recorded in the research will
remain confidential and no information that identifies me will be
made publicly available

Do you consent to participate in this study?

| consent to participate in this study

| do not consent to participate in this study
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B.3.3 Entry Questionnaire

The entry questionnaire was administered to the participants at the beginning of the
experiment to collect demographic information and baseline attitudes toward conver-

sational systems.
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0% Survey Completion

*Q1l. Age

Select one

*Q2. Gender

O Male
O Female

O Non-binary / third gender

O Prefer not to say

*Q3. Highest level of education

I
; Select one
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B.3.4 Pre-Task Questionnaire

This questionnaire was administered immediately before each experimental task to as-
sess participants’ comfort with technology and security awareness. As described in
chapter 6, it included six specific questions measuring comfort with new technologies,
self-rated digital proficiency, chatbot usage habits, perceived control over shared infor-
mation, awareness of security threats, and frequency of security considerations during
chatbot interactions. This provided a baseline of privacy and security consciousness

before exposure to the experimental conditions.
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*Q1. How comfortable are you with using new technologies in general?

O Very uncomfortable

O Somewhat uncomfortable

O Neither comfortable nor uncomfortable
O Somewhat comfortable

O Very comfortable

*Q2. How would you rate your proficiency with digital technologies?

O Beginner
O Novice

O Intermediate

O Advanced

O Expert



*Q3. "l frequently use chatbots like ChatGPT, Bard, Copilot, etc., to get
information or advice."

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree
O Agree

O Strongly Agree

*4. "| feel that | have control over the information | share with
chatbots such as ChatGPT, Bard, Copilot, etc."

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree



*Q5. "l am aware of potential security threats when sharing personal
information with chatbots like ChatGPT, Bard, Copilot, etc.”

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree

*26. How often do you think about the security of your information
while interacting with chatbots, such as ChatGPT, Bard, Copilot, etc.?

O Sometimes

O Often
O Always

Powered by Qualtrics [F
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B.3.5 Social Compliance Post Task Questionnaire

This questionnaire was completed by participants after interacting with the conver-
sational system under the Social Compliance condition, measuring their responses to

authority-based manipulation techniques.
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*Q1. The chatbot's expertise increased my trust.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree

*Q2. | trusted the chatbot more when it referenced other users.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree

*Q3. Others' actions influenced my willingness to share information.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree

*Q4. | felt pressured to share information when told what others typically do.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree



*Q5. | was concerned about my privacy despite others' sharing behaviour.

(O Notatall
(O slightly
(O Moderately
O well

(O Very well

*Q6. If you are reading this, select Cucumber.

(O Notatall
) slightly
(O cucumber
O well

() Very well

*Q7. The chatbot's expertise made me less worried about information security.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree

*Q8. Is there anything else you want to share about your experience with this
chatbot?
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Post Task Questionnaires for Social compliance and Need & Greed, Exit
Questionnaire

B.3.6 Need & Greed Post Task Questionnaire

This questionnaire was completed by participants after interacting with the conver-
sational system under the Need & Greed condition, measuring their responses to

incentive-based manipulation techniques.
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*Q1. | believed the chatbot's offers of rewards were genuine.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

(O Agree

O Strongly Agree

*Q2. | trusted how the chatbot would use my information in exchange for benefits.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

(O Agree

O Strongly Agree

*Q3. The offered benefits made me willing to share information.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree

*Q4. | carefully considered the value of the benefits before sharing information.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree



*Q5. | felt uneasy about sharing information for rewards.

O Not at all
(O slightly
O Moderately

O A bit much

O Very much

*Q6. | questioned whether the benefits were worth the privacy trade-off.

O Not at all
) slightly
O Moderately

O A bit much

O Very much

*Q7. If you are reading this, select Oranges.

O Not at all
(O sligntly

O Moderately

O Oranges

O Very much

*Q8. Is there anything else you want to share about your experience with this
chatbot?
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Post Task Questionnaires for Social compliance and Need & Greed, Exit
Questionnaire

B.3.7 Exit Questionnaire

The exit questionnaire captured participants’ general experience and reflections after
completing all experimental conditions, providing information on their awareness of

manipulation attempts and future behavioural intentions.

359



Tools v

" NeuraSearch

University of
% Strathclyde

Laboratory

Science

*Q1. This study has influenced my awareness of privacy in chatbot interactions

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree
O Agree

O Strongly Agree

*Q2. This study has changed my thoughts about information security in chatbot
interactions.

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree
O Agree

O Strongly Agree

*Qa3. After participating in this study, | will likely question why a chatbot asks for
specific information.

(O Very unlikely
(O unlikely
(O Neutral

(O Likely

O Very Likely

*Q4. After this study, | will think more carefully about privacy before sharing
information with chatbots

() Very unlikely
(O unlikely
(O Neutral

(O Likely

O Very Likely



‘ Tools v ’

(O Likely

O Very Likely

*Q5. This study has changed how | will approach chatbot interactions in the
future

O Strongly Disagree

O Disagree

O Neither Agree nor Disagree

O Agree

O Strongly Agree

~Q6. What key insights have you gained about your behaviour when interacting
with chatbots?

*Q7. How will this experience influence your future chatbot interactions?

*Q8. Do you have any final thoughts about your experience in this study?

Protected by reCAPTCHA: Privacy 7 & Terms (5
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