


Abstract

This thesis attempts to place data protection
legislation in its historical and legal context.
Initially, it is argued that, within the United
Kingdom’'s legal traditions, this subject should not be
seen  primarily as a response to concerns  for  the
individual’'s right of privacy but rather as a means of

safeguarding more tangible liberties.

Within the confines of data protection legislation the
merits of the Data Frotection Act of 1984 are
considered, both internally and as a response +to the
demands of the Council of Europe Convention for the
Frotection of Individuals with Regard to the Automated

Frocessing of Fersonal Data.

Within Hestarn Europe the establishment af A
supervisaory agency to monitor data users’ compliance
with its dictates has com2 to be regarded as an
integral feature of legislation. Whilst recognising the
value of such an agency., this thesis criticises the
mannear in which the performance of its functions has
been linked to a system of near universal registration
of data users. In the age of the personal computer,
this provides no realistic check upon the activities of

users serving, rather, to dilute the resources of the
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acguired.

Although & degree of overlap undoubtedly exists begtween
these two definitions the critical distinction rests,
it is  submitted, in the fact that knowledge is gained
by an individual through the application of his own
physical and/or mental capabilities. Although knowledge
can e represented as information it remains  a
subiective guality. 't can, to some edxtent, De
transferred to another person but  this requires the
application of some degree of intellectual application
on the part of both teacher and pupil and  total
transference may rarely be obtaired. The illustration
might be provided of a legal text book. The text or
information contained therein will represent the legal
knowledge of the author. Fosssssion of the information
will be obtained by a purchaser of the booky what is
less gasily acguired is the knowledge and understanding

of the subjiect possessed by the author.

From this state of affairs the conclusion may be drawn
that whilst all knowledge may be represented by
information, information may not always be eguated with
knowledge. I many cases information will consist of
items of data.(4) sach piece of data representing an
item of information, heing either factual o
judgmental. When divorced from the gualitative and
subjective aspects of knowledge, information acguires

an objective status and, as such, may be considered a



commodity. As with all commodities it may possess
sconomic value and take its place in the market place

to be bought and soald. (5)

The increasing role of information, a fact which pre
dates the computer age, has considerable significance
for the individual. Many situations may he envisaged in
which the individual’'s guality of life will be affected
by the actions of others. These actions may take a
variety of forms with consequences for the individual’'s
emotional, physical and financial well being. Whilst,
in some clroumstances, this may involve the application
of knowledge, for example when a doctor uses his
acguired esxpertise and ogbservational facilities to
diagnose a patient’'s affliction, increasingly it is the
case that actions are based not on direct observations
or knowledge but from recourse to acguired information.
£ credit company, for sxample, faced with an
application for credit may base its decision not on its
own knowledge of the applicant’s character bult may have

recourse  to information held by a credit reference

AGEMCY .
Feliance upon information as opposed to personal
knowledge may serve to render  the decision making

process more egquitable from the subject’s perspective.
The fact that krnowledge is a subjective guality allows
decisions to  be founded on personal prejudices. A

decision based on  obiective informational criteria may
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be considered preferable but this reguires that the
information used bhe accurate. Human personality  can
sasily be subsumed in & cold, unemotional and

inaccuwrate record svstem.

The effects of modern informational practices, both in
terms  of their impact upon the individual and on a
widear, socistal basis can be feltr in a variety of
areas. From the individual's perspective, the technical
facility increasingly avallable to airganisations
acgquire, store, process, store, use and disseminate
information relating to that person may be considered
invasive of privacy. Many aspects of our lives which
may previously have passed unrecorded or which may have
heen subiected to partial or temporary scrutiny may now
e permanently recorded and widely disseminated. The
fear exists of a computerised "Big Brother’ who is

aware of our every movement and action.

The legal response to the challenges resulting from the
application of information technology has hitherto
takern the form of the promulgation of data protection
legislation. Such legislation is normally, expressly or
impliedly, bhased upon considerations of the
individual ‘s "right to privacy”. It will be argued in
this thesis that, although the privacy implications of
modern informational practices cannot be  dgrnored, an
sucessive concentration on thise aspesct results -~

particularly within a United Kingdom context — in a
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failure to fully address some of the most threatening
aspects of the topic. Prior to considering the
limitations of privacy, however, it is necessary to
briefly consider the legal and philosophical basis and
the historical development of this concept.

s

e. FPrivacgy and the Law

Linguistically the word "privacy" can be simply defined
as  the state of being withdrawn or secluded. As &
factual description of such a condition or state the
notion of privacy is, indead, susceptible of easy
definition. Within the legal context, however, the
task iz less straightforward. Mumerous definitions of
the scope of the individual’'s demand for privacy have
heen essaved but only the broadest can be regarded as
gencapsutlating all the Nuances of this slusive
commedity . Thus, inm the legal comtext, the
manifestation of the individual’'s demand for sclitude

has been described as constituting the:

"right to be let alone” (&)

Although the wish to enjoy a measure of privacy is a
rEar universal Fman characteristic, different
individuals and indeed different cultures have varying
=upectations of privacy. It has, for example been

reported  thats



&
"o it is now official Swedish policy to
establish a central register of personal
information covering all Swedish residents ..
This central E&giater will be public and will
show  @ach resident’s income, as well as his
name, pearsonal number, address and nationality.
In the Uk, by contrast, it is generally the
case that the privacy of a person’s financial
circumstances is jealously guarded, and this is
reflected in  the strict statutory rules of
secrecy which govern the work of the Inland
Revenue. As one member of the new Swedish data
protection commission is reported to have said,
"I know that if yvou tell an Englishman that he
can’'t kesp his income secret from his wife, he
thinks he has nothing less to  lose but Swedes
are gquite happy to .. {have the information

publicly available)"(7)

Confirmation of the accuracy of this statement as
representing the prevailing British attitude may he
found in  the report of the Committee on Frivacy which
rommissioned a survey of public opinion on privacy
related matters. This identified a widespread view that
personal  financial matters should be accorded & high

degree of confidentiality.(8)

Beyond the individual’'s instinctive perceptions of

privacy considerable philosophical debate centrsas upon
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the extent of such a right and, in particular, upon the
extent to which the individual's wish to be let alone
may conflict with his role as a  member of sooisety. In
the final analysis, & decision may have to be made
whether it is the task of socisty to serve itls
individual members or the duty of individuals to so
order their affairs as to best serve society as &
whole. In large part the debate in this area has
centred upon  the gquestion whether the province of the
legislature should be restricted =so as to retain for
the individual aspects of life over which he retains
saveraignty. AL one level this question is concerned
with rights of property and, at a less tangible level,
with individual privacy. Mill, for example, argues(?)
in favouwr of the essential supremacy of the individual
stating that society has the right to control his
behaviour, normally through  the imposition of  legal
sanctions, only to the extent that this is necessary to
prevent him from causing positive harm to another. Mill
considered that this freesdom from legal control
contained two componentsy Tirstly, the right to frezedom
of thought and, secondly, to freedom of action where

this did not cause harm to others. Thus,

Yoo the sole end for which mankind are
warranted, individually or collectively, in
interfering with the liberty of action of any
of their number, is self protection. That the

only purpose for which power can be rightfully
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exercised over any member of a civilised
comnunity, against his will, is to prevent harm
to others. His own good, either physical or
moral, is not  a sufficient warrant ... Over

himself, over his own body and mind, the

individual is soversign .. (10}

The application of Mill's doctrines concerning  the
relative roles of the individual and of society can
pErhaps hest bhe illustrated by reference to
constitutional developments in  the United States of
America. Under the terms of the ninth and  tenth

amendments to the Constitution it is provided that:

"The snumeration in the Constitution of certain
rights shall not ke construsd to deny or to

disparage others retainsed by the people.”

"The powers not delegated to the United States
by the constitution, nor prohibited by it to
e States, are reserved to the States

respectively, or to the people.”

in applving these provisions coupled with the more
substantive elements of the Constitution, the Suprems
Court has., albeit not unanimously, identified privacy
interests as being among  those protected under  the
Constitution. Iin the case of Griswold v. State of

Connectitut(ll) the Supreme Court ruled on the validity
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of a state law rendering the use of contraceptives

criminal. Striking down the statute the Court referred

to its previous decision in  the case of NAACE  v.

Alabama( 1) in which it was held that a requirement
compelling disclosure of  membership lists of an
association violated the first amendment establishing
freedom of speech. The court here was willing to accept
freedom of association as an element of free speech and

held that the requirement of disclosure might inhibit

the exercise of this right, making specific reference

to the

H

.- freedom to associate and the right to

privacy in one’'s associations."(13)

and concluding that:

"Inviclability of privacy in group association
may in  many circumstances be indispensible to
preservation of fresdom of assaciation,
particularly where a group espouses dissident

heliefs."(14)

In the present case the court relied variously upon the
terms of the fourth, fifth and fourteenth amendments to

the Constitution holding that:

", . specific guarantees in the Bill of Rights

have penumbras, formed by emanations from those
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guarantess that help give them life and

substarnce. " {(1%)

Among these must be nunmbered a right to privacy and, in
the present case the marital relationship WAS
considered as:

"oo lying within the zone of privacy created by
saveral fundamental constitutional

guarantees. (143

The decision can  thus be seen as providing recognition
of the fact that the rights protected in  the
Constitution are illustrative rather than exhaustive
and that other rights may be identified as fundamental
and removed  from the province of  the legislature. The
majority opinion was, however, subjected to a strenuous

dissent from Mr Justice Black arguing thats

"The Court talks about a constitutional "right
o privacy" as though there is some
constitutional provision or provisions
forbidding any law to be passed which might
abridge the "privacy" of individuals. But there
i not. There are, of course, guarantees in
certain specific constitutional provisions
which are designed in part to protect privacy
at certain times and places with respect to

certain activities."{(17)
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Referring to the provisions of the fourth amendment

guaranteai . i 3
d ing protection against "unreasonable searches

and seizures", he commented that the gquestion whether
any infringement occurred in private or in public was
largely irrelevant. The majority, he argued, used:

"the term “"right of privacy" as a comprehensive
guarantee for the Fourth Amendments guarantee

against "unreasonable searches and

gselzures. " (18}

The Twe approaches were not. he considered

interchangeable and, he concluded, whilst:

"I like my privacy as well as the next one ..
I am nevertheless compelled to admit  that
government has a right to invade it uwunless
prohibited by some specific constitutional

provision."(19)

Despite these doubts subsequenrnt decisions of the
Supreme Court have served to expand the role of privacy
as a constitutional guarantee. In the case of Roe v
Wade(Z0) it was held that the provisions of the
fourteenth amendment prohibiting the deprivation of
liberty or property without "due process of law"
rendered wnconstitutional a state law prohibiting &

woman’ s right to obtain an abortion. Whilst recognising

that the woman's rights were not ungualified in this
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situation the court held +that a total prohibition

infringed, inter alia, rights of privacy.

The decisions of the Bupremse Court can be seen as
creating a number of zonss of privacy within which the
individual must be permitted freedom of action without
the risk of legal interference. In this respect the
American  approach may be regarded as conforming to
Mill's dictates. It must be noted, however, that a
distinction has been drawn between invocation of rights
to privacy as a defence against legal sanctions and the
grant of &  more general right of privacy. The
individual may be protected in the situation where his
liberty or his property rights are put at risk but this
is far from enshrining a “right to bse let alone.” In
order to establish this it is necessary that an
individual’'s privacy should be protected not for fear
of the legal conseguences which may follow any invasion
but simply because he wishes to be let alone from the
gaze of others, whether public officials or his fellow

citizens. In kKatz v. United States(Zl) the Court,

alhait holding that the tapping of the appellant’'s
telephone violated his rights nf privacy, specifically
held that no general right to privacy existed under the
Conestitution. The issue of a general right to privacy
was further explored by the court in the case of Whalen
v. Roe.(22) Here the Court considered a challenge to a
New York statute reguiring that medical practitioners

supply public authorities with details of prescripbtions



i3

issusd for certain categories of narcotics. These
details were subsequently recorded on computer.
Although unauthorised possession of these drugs would
constitute a criminal offence the records in this case
were concerned with legitimate prescriptions and no
legal sanctions could be invoked against those
identifisd on  the computer record. Nonetheless the
statute was struchk down in the District court(23) on
the basis that it infringed patients’ rights of
privacy. This conclusion was reversed by the Supreme
Court. Al though recognising that individuals’
reputations might be adversely affected in the event
that the information concerning their drug taking was
further disseminated and although stating that it was:

.. not uwnaware of the ithreat to privacy
implicit in the accumulation of vast amounts of
personal information in computerized data banks

or other massive government files.."(24)

the court declared that no general constitutional right
to privacy existed. Frivacy concerns might be linked to
more tangible invasions of rights but could not be

protected in isolation.

Thi= decision serves to illustrate the difficulties
encountered in attempting to apply an elusive and
subjective concept. such as that of privacy, into any

system of basic or fundamental rights. Two particular
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problems may be identified. First, fundamental rights
protect an individual against the abuse of legal power
but can offer little protection where the threat is not
one of  legal zanction  but, rather, of public
opprobrium. BSecond, the notion of fundamental rights
serves to protect the individual against the abuse of
state power seeking to grant immunity against the
imposition of legal sanctions for actions which may be
considered to lie in  the province of individual
morality. Whilst this formulation may be effective
against at legast some of the actions of public
authorities many of the activities which may be
considered to amount to an invasion of  privacy are
carried out by one private individual against another
or by a public agency in circumstances nobt directly

concerned with the imposition of criminal sanctions.

The enshrining of rights in a constitutional documsnt
having an adthority greater than that granted to other
forms of law may be seen a&as a prereguisite to the
imposition of limitations upon  the powers of the
legislature. No such limits apply in the United Kingdom
wheaere the docitrine of Parliamentary supremacy holds
SWAY « Although moral and philosophical considerations
may motivate FParliamentary actions the validity of any
statute cannot be challenged on such a basis. Berntham

has argused that:

"The greatest happiness of the greatest number
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i e ot g . .
& the foundation of law and morals.”(25)

but Devliin comments that:

"It can be said in general terms, and often is,
that law makers are bound to legislate for the
COHRMON ood . The common good is perhaps  a
useful and compendious, if vague, description
of all the things law makers should have in
mind when they legislate. But it does not
constitute a clear limitation upon the right to

legislate. " (26)

it

In the field of privacy the question was posed and

answered:

"Can then, the Jjudgement of society sanction
every idnvasion of @ a man’'s  privacy, however
srtreme? Theoretically ithat must be sop there
is no  theoretical limitation. SBociety must be
the Jjudge of what is necessary to its own
integrity if only because there 1is no other
tribunal to whiich Lhe qﬁeﬁtimn Can brez

submitted. " {27)

Although Lord Devliin is willing to concede that, so far
as is possible, individual privacy should be respected
by the law maker this can constitute o more than one

factor +to be taken into account in determining the
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of & house. Although the occupant was unaware of his

actions the High Court upheld his conviction on a

charge of breach of the pEACS.

The traditional approach towards such activities can be

demonstrated by reference to the case of Malone v.

Commissioner of Folice for the Metropolis ((Number

£).(30) The plaintiff in this action had been suspected
by the police of having received stolen property. In an
attempt to obtain evidence on this point his telephone
was  tapped. In the course of a subsequent criminal
prosecution the fact of the telephone tapping smerged
and, following his acguittal on  the criminal charges,
the plaintiff instituted civil proceedings seeking a
declaration that the tapping of his telephone should be
considered illegal. This action was dismissed by Vice-

Chancellor Megarry who commented that:

Y"Erngland, it may be said, is not a country
where everything is forbidden except what is
expressly permitted; it is & country where
everything is permitted gxcept what is

expressly forbidden."” (31)

Whilst this passage may appear to provide a ringing
endorsement of individual rights and freedoms, its
effects were less happy from the plaintiff's
standpoint. The freedom to act wunless specifically

stopped permitted the police authorities, or indeed
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anyone else, to tap telephones in  the absence of a
clear legal prohibition. Whilst such an approach may be
appropriate in  the case of notions such as freedom of
speech, association and movement which require positive
action on  the part of the claimant with the socle duty
imposed on others being one of non—-interference; the
situation is radically different with the claim to
privacy in as much as the attainment of the claimant’'s
desires is totally dependent upon +the conduct of
others. In discussing this concept McCormick has
distinguished between "claim rightsY and "liberties"
with privacy falling into the first category and other
freedoms into the second and concluding  that the
traditional English approach 11l serves the attainment

of the former. (32)

Accepting that no general right to privacy existed in
English law, the plaintiff further argued that a
specific right should be recognised consisting of the
entitlement to hold a private telephone conversation.
Once again, this suggestion failed to obtain the Vice-

Chancellor’s support. Whilst he was:

v .. not unduly troubled by the absence of
Erglish authority: there has to be a first time

for everything.." (35

he considered thats:
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" . . . .
=« it is no function of the court to legislate
in & mnew field. The extension of existing laws

and principles is one things the creation of an

altogether new right is another."(34)

Support for the plaintiff’'s argument would, he
considersd, involve the creation of just such & new

rightsy a task belonging to Parliament rather than to

the courts.

The limited recognition of a right of privacy was

further demonstrated in  the case of Bernstein of Leigh

(Baron) v. Shkyways and General Ltd..(35%) Here, the

defendants arrangesd for the taking of agrial
photographs of properties with a view to offering to
sell copies of these to the owners. In  the course of
this business the plaintiff's country house was

photographed. On discovering that this had taken place,

and following a meries  of misunderstandings and
disagreements with the defendants, the plaintiff
instituted imgal proceedings contending that the

defendants’ conduct amounted to an actionable invasion
of  his privacy. He conssguently sought damages, the
delivery up aof the offending photograph  and an
injunction to prevent further invasions of privacy.
This action was dismissed by Griffiths J. who held
that, although the defendants’ plane had entered into
the airspace extending above the plaintiff’'s property,

this was not to be considered &8 a trespass. Whilst
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the rights of a property owner extended above ground
level & balance had to be struck between the rights of
an - owner as  against those of  the general public. In
this case the judge voncluded that this would be best
actcomplished by

".. restricting the rights of the owner in the
air space above his land to such height as is
necessary for the ordinary use and enjoyment of
his land ard the structures ugon it, and
declaring that above that height he has no
greater righits in the air space than any other

member of the public."(3&6)

It was recognised, nowever, that certain forms of
surveillance might give rise to action, the Jjudge

commenting that:

.. no couwrt would regard the taking of a
single photograph as an  actionable nuisance.
BEut if the circumstances were such that a
plaintiff was subjected to the harassment of
constarnt surveillance of his house from the
air, accompanied by the photographing of his
every activity. I am far from saying that the
court  would not regard  such a monstrous
invasion of his privacy as an actionable

Auisance for which they would give relief."(37)
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The fact that any such action would lie in the law of
nuisance would appear to emphasise the fact that
protection of privacy interests in English law are
linked +to property interests, an action in nuisance
Iying where property rights are adversely affected by
another’s actions. This linkage between privacy and
property rights has prompted criticism that privacy is
an elitist concept and that:

e the right to be let alone can acguire a
heavily negative meaning when this implies a
disregard for the conditions of the less
wealthy, abandoning the weakest to social

violence."{38)

Whilst it may be unreasonable to equate a desire for
solitude with the absence of sccial concern the above
guote doss indicate that. in common with other rights
and libgrties, even the most general right of privacy
cannot be wngualified. One man’'s demand for privacy may
effectively compel others to modify their behaviour and
a balance will have to be struck beltween demands for
privacy and other competing rights, perhaps most
rotably that of free speech. The clash between the
desire to bhe ‘let alone’ and the exercise of free
speech is most vividly demonstrated in the activities
of the msedia. The seminal article of WHarren and
Brandeis(39) arguing for the recognition of a tortious

remedy in the event of invasion of privacy wouid appear






according to  ouwr law, there may be a relevant
claim of damages, although there is no slander.
Examples of such a claim are afforded by cases
in which some physical deformity or secret
defect, such, Tor instance, as that particular
defect in respect of which marriage may be
annullied, is wantonly and offensively paraded
before the public. Other aexanples might also be
given, and, in such cases, the truth may often
be an aggravation of the offence or

injury." (42)

A comment which would certainly appear to indicate that
the truth of any comments will not serve as a defence.
A similar conclusion was reached by Lord Eilbrandon who
in discussing this point and contrasting the Scottish
doctrine of convicium with the English action for
defamation argued that:

"L our  law recognises the right of every man
to maintain his personal private dignity, apart
from his private patrimony or his public
reputation, against the assault of lies. It is
a gquestion whether this protection is adeguate.
Since it is always a defence to an action of
damages for defamation that the statement
complained of is true, a victim has no remedy
in  this narrow branch of the law when his

adversary rakes up and publishes some remote
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incident from the past, perhaps a conviction
before a juvenile court, and parades it in
circumstances in which it has no relevance. The
law of Scotland, however, it is submitted, may
give an  action in such a case when none would

lie in England.”"(43)

Although the doctrine of convicium may bhe seen as
affording & degree of protection to the individuals
privacy the reguirement that statements be published
coupled with the need for the pursuer to demonstrate
that the defender was activated by malice would appear
to restrict dits application to a narrow range of
circumstances. It has also been suggested(44) that an
action for invasion of privacy might lie in Scots law

wnder the actio injuriarum. In contrast to the remedy

based approach of the English common law the Scottish
legal system strongly influenced by the provisions of
Roman law has accepted the notion of general rights
whilst its recognition of solatium as a basis for the
award of compensation marks a divergence from the
physical or property based system applied in England.
Applying these principles it has been argued that any
culpable act which causes another personal distress
should give rise to an action, a conclusion which would
appear to offer a remedy 1in respect of conduct
amounting to  an invasion of privacy. This argument is
not, however, supported by any authority and, indeed,

the decision of the Court of Session in the case of
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Murray v. Beaverbrook Newspapers(4%5) declined to grant

a remedy to a Sheriff whose comments regarding the
punishment of motoring offenders, he himself having
been recently convicted of such an offence, had been
adversely commented upon by a newspaper. Here, the fact
that details of the Sheriff's own convictions were
published was held to give rise to no actionable claim
for invasion of privacy although the court left open
the guestion whether a similar action might succeed in
the face of a systematic or deliberate persecution of

an individual by a newspapsr.

AFralysis of the principles of both English and Scottish
Law would appear to indicate that in neither
Jurisdiction does & general right to privacy exist at
common law. An Englishman’s home may be his castle but
his legal protection is sharply diminished once he
steps over his doorstep. This rejection of a specific
right to privacy may be contrasted with the approach
adopted in other common law jurisdictions, most notably
that of the United States, and in several European
legal systems. Reference has previously been made to
constitutional developments within the United Btates.
I the field of civil law, following the publication of
the famous Warren and Brandeis article, ‘The Right to
Frivacy’ ,{(4&8) the esxistence of such a right has been
explicitly recognised firstly by the courts but also
through legislative interventions. Although the basis

of the right remains the subject of some debate it is
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clear that an action will lie on  this basis where the
conduct complained of amounts to "unreasonable
intrusion upon  the seclusion of another". On the
BEuropean mainland the French courts have long provided
a remedy in the event of conduct being characterised as
invasive of privacy{47) whilst in West Germany,
although the provisions of the civil code make no
explicit mention of a&a right to privacy the courts have
in recent vears implied into this the comstitutional
provision demanding that individuals be afforded the
apportunity of freely developing their personality.(48)
Flacing individuals under surveillance or otherwise
intruding upon  their seclusion may be regarded as

infringing this right.

The practices of totalitarian regimes during the Second
World War and the infringesments of basic human rights
resulting  therefrom prompted international action in
this field. In 1948 the fledgling United Nations
organisation adopted the Universal Declaration on Human

Rights stating, inter alia, that:

“"No one shall be subjected to arbitrary
interference with his privacy, family, home or
correspondence.. Everyvone has the right to the
protection of the law against such interference

or attacks." (49)

Similar sentiments were expressed in  the European
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Lonvention on Human Rights, opened for signature in

1930 and providing that:

"1. Everyone has the right to respect for his
private and family 1ife, his home and his

correspondence

2. There shall be no interference by a public
authority with the exercise of this right
edcept such as is  in accordance with the law
and is necessary in a democratic socisty in the
interests  of national security. public safety
or the economic  well-being of the country, for
the prevention of disorder or crime, for the
protection of health or morals, or for the
protection of the rights or fresdoms of

othera. " (30}

In contrast to  the provisions of the Universal
Declaration which have only moral force, the European
Convention is legally ‘binding’ in  international law.
fis a signatory state, therefore, the United Kingdom
accepts the obligation to give effect to its provisions
within domestic law. The Convention, however, lgsaves
the manner in which compliance is  achieved to  the
discretion of national authorities and, as has been
stated above, the traditional approach of the common
law has hbeen +to endeavour to provide individual rights

through a multiplicity of separate legal provisions. In
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addition to establishing genaral criteria the
Convention mrovides, through the creation of a
Commission and a Couwrt of Human Rights,(51) a mechanism
for the ventilation of individual complaints regarding
signatories’ Compliancé with its requirements.(5Z) The
Convention leaves it open to signatories to accept as
binding the decisions of the Court of Human Rights in
such proceedings, an option which has been exercised by
the United Kingdom government(5%3) but which has led to
increasing  doubt as to the compatibility of the
traditional British approach with the evolving

jJurisprudence of the European authorities.

Within the Umited Kingdom concern at the adeguacy of
the legal protection of privacy reached a peak during
the 1940's. In part this may be traced to the influence
nf the international developments described above, in
part as a response to media activities in several
controversial episodes and, finally, in response to a
somewhat vague fear concerning the extent to which
developing computer capabilities might be used to the
detriment of individuals. During the period from 1960 -
1970 rno fewsr than siy private member’'s bills(5%4) were
introduced into Parliament. BSeveral of these proposals
were targetted at traditional notions of privacy with
particular concern being expressed at the intrusive
nature of much media activity. Typically, the proposal

introduced by Alex Lyon MFP(53) would have ensured that:
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privacy might assums the maiority of the Committes
recommended  against the creation of a general right.
This was largely on the basis that such a swesping
declaration of rights would be alien to the British
legal tradition, would result  in a period of
uncertainty pending the Jjudicial resolution of

particular disputes whilst the subsequent application

of  the doctrine of gtare decisis might freeze the

interpretation of the right in attitudes which might be
rendered obsolete or inappropriate with changing social

mores, (&2)

Whilst rejecting the notion of a general right to
privacy the Committes identified a number of areas
where reform might wsefully be considered. At the
widest level they considered that many of  the
manifestations of invasion of privacy ococurvred in
situations where bthe information had been received in
circumstances consistent with the existence of an
ohligation of confidence. Development of this aspect of
the bbe law would, in the opinion of the Committes
affer a powerful antidote to many invasions of
privacy. (63) Subsequent to the report of the Committee
the Law Commissions  have investigated this  area and
have produced proposals for legislation(64) which would
serve to sxpand  the range of circumstances under which
the obligation of confidence would arise. To date these
have not been acted upon and  there appears  little

likelidhood of early legislation.
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The Younger Committee’ s deliberaticns prompted direct
legislative action in only +two areas. Its concern at
the implications of the use of credit reference
agencies as the basis for decisions Concerning an
individual ‘s sntitlement to credit facilities{(sd)
resulted in  the regulation of such bodies and  the
introduction  of an individual right of access to and
correction of his  record under the Consumer Credit fAct
of 1974. (&6} In many respects this legislation can be
SEEN a5 a precursor to bthe Data Frotection Act and its
provisions will be considered in more detail at a later
stage. Finally, and most significantly, the Committee
considered the extent to which the storage of personal
data on computer might be considered to amount  to an
invasion of  the individual’'s privacy.(47) The work of
the Committes in this area demonstrates a significant
dichotomy between perceptions and reality and one which
may remain valid today. In terms of svidence of abuse

the Committes concluded that:

O oall the forms of invasion of privacy which
have  bheen cited in  evidence to wus  that
involving the use or misuse of computers has
been the least asupported in concrete

terms .. " (68}

a view supported by Frofessor Westin who in evidence
before a Committese of the European Parliament commented

that
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"Most cases of actual  harm involving
individuals are still arising from
manual records: these remain the
places where most sensitive medical
records arnd health data are

stored. " (6%

A survey of public attitudes to privacy carried out on
behalf of the Committes revealed, however, that when

faced with the proposition:

"In a few yvears from now, it may be technically
possible for details of youwr life, such as
family circumstances, financial situation,
political views and so on to be recorded on a
big central ocomputer, with any of the
information being available to anvone who ashks

for it."(70)

827Y%  of respondents considered that this would be
invasive of their privacy with 85% believing that such
conduct should be prohibited by law. These figures weaere
greater than those achieved in relation to  any other

issues suggested to respondents.(71)

Although the wording of the guestion appears somewhat
"lopaded” and a high response rate might be expected it

would appear to indicate a widespread perception of the
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dangers of computer abuse, a perception which may be in

advance of reality. An analogy may be drawn, however,
between the public attitude towards the implications of
automated data processing and towards the use of
nuclear power. In the latter case there is clearly a
widespread fear of the consequences of any accident.
Whilst the Jjustification for these fears may form a
subject for Kpart debate their mere wistence
constitutes & significant factor to be taken into
accouwnt in policy formulation. In the same way concern
as to the privacy implications of data use undoubtedly
provided an impetus towards legislation. It may be
considered, howsver, that to consider data protection
RE a  species af  privacy may have unfortunate
consequences within  the British legal systems. Whilst
in other jurisdictions, date protection can build upon
existing Drivacy legislation, the absence of any
general rights must have the conseguence that British
legislation in a particular field lacks any historical
o philosophical hasis. Lacking ecstabl ished
foundations, data protection may comg to be sesn as an
irrelevance whose strictures may be observed in the
letter bul whose influence will not be felt on any

wider basis.

=, Data Surveillance and Individual Rights

In essence the claim to be let alone involves the
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ability to lead our lives free from the surveillance of
athers. Surveillance may take a variety of forms.
Frofessor Westin has identified three categories, viz
physical, psychological and data surveillance.(72) A1l
of these have long been a part of human society. Under
Westin's oriteria, the first two forms of scrutiny
involve & degree of direct contact between the watcher
and the watched. Fhysical surveillance may be regarded
as the act of spying in order to acguire information
whilst pyschological surveillance involves the
assessment of information, normally supplied by the
individual concerned, with a view to reaching
conclusions as to his opinions or beliefs; examples
might include the use of guestionnaires or personality
tests. Finally, data surveillance may be considered to
involve the maintenance of records concerning the
individual. Thesse records may constitute the procesds
of either physical or psychological suwrveillance but,
more often, will consist of factual or guasi-factual
statements supplied either direcitly or indirectly by

the individual concerned.

Although the application of technology serves to
considerably sywtend the powers of those engaging in
physical or pyschological surveilllance, axamples might
include advances in the field of telephone tapping and
the interception of communications and the development
of “1iz detectors’, the labour intensive nature of

these forms of scrutiny currently restrict their
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application to & minority of spciety. The practice of
data swrveillance, however, affects everyone with the
development of the computer facilitating massive
advances in  the scale and sophistication of this form
of surveillance. Very few actions do not involve the
individual in giving out a measure of information about
himself. This may occuwr directly, for example in
filling in a form, or indirectly as when goods or
services are purchased. This in itself doss not
represent  a novel development; what is new is  the
efficiency with which this information is processed. In
the past it would have been available to very few
PErsons ., for example, if goods were purchased from a
shop with payvment made in cash only the customer and
the sales assistant would normally know  the nature of
the purchase. in most cases although the latter would
have knowledge of the natuwre of the purchase they would
rot know the identity of the buver and, in any event,
it would be likely that they would very soon forget
about the bfransaction. Where details of the transaction
are recorded on paper, or if payment is made by chegque,
the life span of the information will be considerably
extended as is  the possibility of its being made
available to other parties. Even paper records bhave a
limited life span and theilr area of publication is
noarmally  limited. If details of a transaction are
recorded  on computer, as is the case where a credit
card 1s used, their life span becomes virtually

indefimite and there are few technical obstacles
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preventing the spread of the information. A similar
situation arises in most areas of life. The problem may
not be new but its significance  has expanded
immeasurably. It appears an inevitable consequence of
the emsrgence of an "information society" that the
informational trails which individuals leave as they
move  through life, trails that can tell a good deal
about their life stvle, actions, movements and, indeed,
beliefs, will become more and more extensive and the
conclusions  that can be drawn from the processing of
the information will bhecome more and more detailed.
More and more reliance will be placed uwupon  these
records and in view of the potentially wnlimited life-—
span  of much computerised information it may become
increasingly difficult for an individual to live down

his past. It has been commenited that

Y. Lthe Christian notion of Redemption is

unknown to the compubesr.'” (73}

In addition to the conseguences following from  the
accurate recording of information there must also  be
the danger that inaccuracies will coreep into records.
As more and more reliance is placed on such records the
consequences for an individual of any inaccuracy may be

substantial .

The effects of this increase in the amount and gquality

of personal information available would appesar to be
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twofold. Firstly the information may be used to the

detriment of its subjects. At this stage the problem

may be ssen as moving beyond the bounds of invasion of

some  nebulous right of privacy  to encompass moreg
tangible issues of individual liberty. If an individual
is arrested and imprisoned because he is mistakenly
identified on & police computer as a suspected criminal
the gquestion whether the act of recording the
information constituted an  invasion of a right to
privacy may not  be uppermost in the individual’'s mind.
It may he argued that a distinction may be drawn
betwesn the acquisition or collection of information,
actions which may well have privacy implications, the
storage of the information which may affect the
subject’' s perceptions of his status and of his fresdom
to think and act as he would wish and the use of the
information which affects, either beneficially or
detrimentally, the individual’'s position. Assuming that
information is used to the detrimsnt of an individaal,
this may come about either through deliberate design on
the part of those collecting it or through sooial or
political changes intervening to change the nature of
information previously acguired. Hondius, for example,
recounts how the elaborate population  registers
maintained by the Dutch authorities prior to the Becond
World War (no doubt with the best possible motives)
were used by the invading Germans to facilitate the
deportation of thousands of people.(74) In this case,

as  in any similar case it is clear that it was not
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information per se that harmed individuals, rather it
was  the use that was made of it. In this sense
information is a toely but a very flexible tool, and
whenever personal information is stored the subject is
to some  extent "a hostage to fortune". Information
which is freely supplied today, and which reflects no
discredit in the esxisting social climate, may be looked
upon very differently should circumstances change. It
may, of course, e questioned how far any legal
sateguards may be effective in the situation of an
sxternal invasion or uwunconstitutional usurpation of
DOWEF . In discussion of this point in Sweden it has

been suggested that:

nder  a  threat of occupation there may bhe
rEASON to remove o destroy computer
installations and various registers in order to
prevent the installations oF important
information from falling into snemy hands. An
2EmY MAay, for example, wish to acguire
population registers and other records which
can  assist 1is war effort... There may be
reason  to revise thé plans as to which data
processing systems should be destroved or

removerd in a war situation." (75}

Whilst such plans and procedures might appear to afford
protection against the possibility of ocutside

intervention it must be recognised that, in the past,



5
the use of personal information as a weapon against
individuals has not been the exclusive province of
totalitarian states. Again, during the Second World War
the United States government used information
supposedly supplied in  confidence during the census to
track clownm and intern citizens of Japanese
ancestry.(74) More recently it has been reported that
the United States Selective Service system purchased a
list of 147,000 names of boys who had responded to a
promotion  organised by a chain of ice cream parlours
offering & free ice cream on  the occasion of their
gighteenth birthday. This list of names, addresses and
date of birth was used in order to track down those who
had falled to register for military service.(77) Such
practices illustrate, firstly, the ubiguitous natuwre of
perasanal information and, secondly, that no colear
dividing line can be drawn betwsen public sector and
private sector users as information obtained within one
sector may well be transferred to the othsr. &t a
slightly less sericus level it was reported in the
United Kingdom that information supplied in the course
of the 1971 census describing the previous occupations
of respondents was passed on to health authorities who
used it to contact retired nurses with & view to
discovering why theay left the profession and fo
encourage them to consider retwning to work.(78)
Whilst it may be arguesed that no harm was caused to the
individuals concerned by  this use of information it

provides further evidence of the ubigquitous nature of



40
information and of the ease with which information

supplied for one purpose can be put to another use.

The second effect of modern informational practices is
less tangible. It is clear that individuals do modify
their behaviour if they feel that they are being
watched. Enowledge that details of all our actions are
being recorded may well influence their nature. One
aspect of this was described by the Russian author

Salzhenitsyn:

"As every man goes through life he fills in a
number of forms for the records, each
containing & number of guestions.... There are
thus hundreds of little threads radiating from
évery man, millions of threads in all. If all
these threads were suddenly to become visible,
the whole sky would look like a spider’s web,
and if they materialised as rubber bands,
huses , trams and even people would lose the
ability to move.... They are not visible, they
are not material, but every man is aware of
their existence «wwach  man, permanently
aware of his own invisible threads naturally
develops a respect for the people who

manipulate the threads."(79)

The effect of this must be to snsure that behavioural

patterns will change as dindividuals attempt to
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demonstrate conformity with the standards expected by
those in authority. Whilst it may be argued that there
are many forms of behaviour which it is  in socliety’'s
interest to change, for example, if knowledge of an
improved crime detection rate resulting from an
extension of police record keeping served to deter
those contemplating committing criminal offences most
citizens might consider a dimunition of their privacy &
small price to pay. The step from using such records to
prevent orime to using them to ensure conformity in
other matters is such a short one that even this
equation is not as straightforward as might initially
ADDER . AN forms of planning involve a degree of
prophecy . but  there does not appear to have been
adeguate discussion in the United Kingdom of the long
term implications of the development of more and more
extensive personal registers. The former Attorney
General of the United States, Ramsay Clark, was

undouhtedly correct when he stated that:

"Faw conversations would be what they are if
the speakers thought others were listening.
Silly, secrelt, thoughtless and thoughtful
statements would all be affected. The sheer
numbers in our lives, the anonymity of urban
living and the inability to influence things
that are important are depersonalising and
dehumanising factors of modern life. To

penetrate the last refuge of the individual,
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the precious  little privacy that remains, the
basis of individual dignity, can have meaning
to  the quality of our life that we cannot
forsee. In terms of present values that meaning

canmnot be good.” (80

Although  the words are couched in  terms of  the more
physical acts of surveillance they are equally apposite
in relation to data surveillance. 't must also be
recognised, howevar, that mocern society cannot
function without sophisticated information systems.
Assuming that the maintenance of institutional
structures is considered to be in the best interests of
society generally, it is clear that there may be
conflicts between the desire of an individual to be
“left  alons’ and the demand of government that he
conform with their record keeping procedures. In this
regard a distinction may perhaps be drawn between those
aspects of the state which are fundamental to its very
being and those which are more peripheral  in their
significance. in the case of the former 1t appears
reasonable  that conformiby showld be demanded of
citizens and that necessary information may be
collected, sither from the individuals concerned or by
other methods. Examples of this cvategory would clearly
include information held for national security
PUFDOSEeS ., for policing  purposes and for revenug
gathering. In the second category conformity should be

seen more as o matter of agreement with the possibility
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for an individual to "contract out". Examples might
include health and education where the individual may
choose to make provision for his own needs outside the
facilities provided by the state. In both cases,
however, the rights of the state cannot be seen as
absolute and there is a need for controls  to ensure
that proper safeguards are provided for individuals and
that the risks of misuse of information are minimised.
In particular, regulation should specify the nature of
the information that may be collected, the manner by
which it may be obtained and the uses to which it may

be put.

It is, of course not only the state that can pose a
threat to  the privacy of individuals. The private
sector may also become involved in intrusions. The
justification for intrusion here may be considered that
those seeking information provide a facility or service
which is of valus to society generally and which
normally is desired by the individual whose details are
recorded. The relationship betwesn the parties would
thus appear to be akin  to a contractual one. As with
any form of contract, however, the terms may be
inequitable and those wishing access t a facility or
service may be faced with a choice of accepting the
other parties demands in_toto or of doing without. In
particular the individual may be regquired to supply
parsonal information in evcsss af  that which is

reasonably necessary in order to enable the other party
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to make an informed decision whether to grant access to
the facility and, secondly, the information supplied
may be used for purposes unconnected with the original
contract. The contractual analogy described above would
also  appear to break down when we consider those
situations where information is held by an organisation
concerning individuals who have had and who contemplate
having, no dealings with them. There can be no guestion
of agreement here the issue rather being whether, in
providing & service which is generally valued by
society, some degree of interference with the rights of
dissenting individuals may be considered justified. In
respect of all these issues there 1is clearly a
substantial role for the law, particularly, it is
submitted, in ensuring that the pursuit of the
"greatest good of the greatest number'" does not provide

the excuse for oppression of the wishes of a minority.

In respect of information held by agencies in both the
public and the private sector it appears clear that
there is substantial public demand for the services and
facilities that modern informational practices make
availabkle. I¥ the price of obtaining access to the
henefits of modern society is the volunteering of
personal information then it seems that this is a price
that many. perhaps most, people are willing to pavy.

Flisner comments thats

" Lsociety seeks more services from both public
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this area is restricted in its application to the
situation where computers are used to process data.
Attention must. therefore be paid to those features of
computer technology which should compel special

consideration.

Computerisation permits the storage of vast amounts of
information in  a much smaller space than would be
required by manual records. Campbell and Connor cite
the example of a large record system consisting of some
100 words of information on each of 5,000,000 people.
Im manual form this would require storage space roughly
the size of a tennis couwrt with filing cabinets & feet
high. By contrast should the records be maintainsd on
compuiter a storage unit six foot high by four foot wide
would suffice.(82) Further, computers make
gconomically feasible much more sophisticated and
extensive forms of processing than would be possible
using manual systems. A major limiting factor in the
development of manual information systems is the need
to compile indexes relating to the information. The
more complex the cross-referencing required the more
complicated will be the indexes and, of course, the
greater will be the space required by the system. HMany
computer systems operate on a free text basis obviating
the need for indexes and permitting any combinations of
items of information to be compared. Further it may be
pointed out that whereas a particular record held in a

manual system can only be accessed by one person at a
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by an individual in order to obtain some benefit or
service. The fact that information is held about an
individual may have the behavioural impact described in
the preceding section. Irn this arex the assertion that
privacy rights have been infringed appears to carry
most weight although Lhe actual effects o f
informational practices are at  their least at  this
stage. It is at the final stage, when the data is acted
(R xlmlg N that the privacy connotations appear most
stretoched  and unrealistic. If information is used to
the detriment of an individual.: no matter whether that
takes the Torm of financial loss, denial of a benefit
or even deprivation of liberty abstract considerations
of privacy are likely to be far from wvppermost in the
individual’'s mind, his concern will bes  with more
concrete liberties and freedoms. This argument appears
to  have been accepted in  the French data protection
statute (84) which sstablishes a "National Data
Frocessing and Liberties Commission"(87) and which uses

the expression "privacy and liberties”.(88)

In addition to the involvement of other rights and
fresedoms excessive concentration upon  the privacy
aspects of data protection can be subjected to a
further oriticism. fs will bhe discussed, a major
component of legislative action involves the extension
of the individual’'s ability to control the nature and
extent of data handling concerning him. The notion of

control may be regarded, however, as incompatible with
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statutes. The term ‘“data protection” made dits first
appearance  in legislation introduced in  the German
State of Hesse in 1970(90) and although it has been
criticised as conveying the impression that the
information rather than its subjects is to be protected
the phrase has been widely copied. Although the
connection between data protection and privacy cannot
be denied it may also be argued that the Tormer
constitutes a wider conceplt in that it attempts to take
account of other conseguences which may result from
data processing. If an individual suffers loss because
a decision affecting him is taken on  the basis of
inaccuwrate information he has effectively suffered from

a form of discrimination.

With the passage of the Data Frotection Act in 1984 the
United Kingdom Jjoined the ranks of those states which
have acted in this area. Although limited precedents
existed for legislative intervention in the field of
information handling the Aot marks & 0 significant
development in  the legal recognition of individual
rights. In the following chapter the background to the
Data Frotection Act will be considered before detailed
attention will be paid to the scope and extent of the
concept and, in particular, to the extent to which the
British legislation conforms with evolving

international standards.
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unfair discrimination should not be recorded

or, if recorded, should not be disseminated.

2. The information should be appropriate and
relevant with regard to the purpose for which

it has been stored.

F.  The information should not be obtained by

fraudulent or unfair means.

4. FRules should be laid down or specify the
periods beyvond which certain categories of

information should no longer be kept or used.

S. Without appropriate authorisation,
information should not be used for purposes
other than those for which 1t has been stored,
nor communicated to third parties.

6. As  a genaral rule, the person concerned
should have the right to know the information
stored about him, the purpose for which it has
been recorded, and particulars of each release

of this information.

7. Every care should be taken to correct
inaccurate information and to erase obsolete
information or information obtained in an

unlawful way.




84

8. Frecautions should be taken against

any

abuse or misuse of information. Electronic data

banks should be eguipped with security systems

which bar access to the data held by them to

RErsons not entitled to obtain such
information, and which provide for the
detection of misdirections of information,

whether intentional or not.

?. Access to the information should be confined

to persons who have a valid reason to know it.

The operating staff of electronic data banks

should be bound by rules of conduct aimed at

preventing the misuse of data and,

particular, by rules of professional secrecy.

10. Statistical data should be released only
aggregate form and in such a way that it
impossible to link the information to

particular person."{&63)

Similar principles were advocated where data

operated within the public sector.(66)

in

in

is

2

hanks

The initial Council of Europe resolutions did not

attempt to prescribe the means by which member states

should give effect to the principles contained therein.

During the 1970's, however, an increasing number of

European States promulgated data protection
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legislation. Following the Swedish Data Act,
legislation was introduced in Norway, (67) France, (48)
Denmark , (69) Austria,(70) Luxembourg(71) and on both a
Federal(72) and a State(73) basis in the Federal
Republic of Germany. In addition, the Fortuguess
Constitution, (74) coming into force in 1976, elevated
data protection to the status of a fundamental human

right.

Az more and more countries enacted data protection
legislation s0  the problems resulting from the
international trade of information, frequently referred
to as  transborder data flows(TDF), became more acute.
Owing to the ease with which data could be transferred
wsing the normal telecommunications network it became
feasible for multi-national companies to centralise
their data processing activities in one location. This
would have the effect that data relating to the
nationals of one country might be processed in another.
Such a practice ocould diminish the effectiveness of
data protection legislation introduced by the first
astate and where the transfer of data takes place on a
sufficiently extensive scale can serve to undermine the
economic independence of the donor state. Farticularly
in the third world, transhorder flows have been seen as
ushering in a new era of economic colonialism.(753) Even
in the developed world, however, concern has been
axpressed at the extent of American dominance in this

sector(76). Two consequences could follow from the
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export of data. In an effort to prevent evasion of its
domestic controls the first state might attempt to
place legal or practical restrictions upon the export
of data whether on a general basis or to specified
countries. Although such restrictions might nominally
he imposed in  order to preserve the rights of
individuals the economic significance of data
processing  is  such  that a professed indication of
concern  for individual rights might mask motives of
economic protectionism. Secondly, it would not be
surprising were undertakings wishing to engage in data
processing to attempt to locate a host country whose
laws placed the fewest restrictions on their
activities, ie who were willing to provide a data

haven. It has, for example, been reported that:

"A diversified consumer products company rented
a house which straddled the border of two
FEuropean countries to maintain the option of
having computer tapes in the venue most

expedient to management purposes.'(77)

In addition to these difficulties it also became
apparent that were different states to adopt
fundamentally gdifferent forms of data protection
legislation this could pose substantial problems for
multi-national undertakings who carried out their data

processing activities in a number of states.
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The international problems posed by the transfer of
data appear to require international solutions. Such
solutions inevitably require that a balance be struck
between competing and frequently conflicting interests.

It has been commented that:

"It seem to b a paradox, but nevertheless the
free flow of information probably has to be
regulated by international agreements in order

to be kept free.”"(78)

In an effort to avert restrictions on the free flow of
information, and in the hope of preventing major
discrepancies betwasen the national data protection
laws, the Council of Europe moved beyond its earlier
recommendations  to sponsor, in 1981, the ‘Convention
for the Frotection of Individuals with Regard to the
Automatic Frocessing of Personal Data’ (79) (hereafter,

"the Convention").

The Convention can be seen as offering a carrot and
threatening a stick to member states. In its preamble

the Convention reaffirms the Council of Europe’'s

"commitment to fresedom of information

regardless of frontiers.”

And  proceeds to explicitly prohibit the erection of

national harriers to information flow on the ground
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that this would infringe the individual’s right of
privacy.(80) This prohibition only, euxtends, however,
where the information is to be transferred to another
signatory state. Impliedly, therefore, the Convention
permits the imposition of sanctions against any state
whose domestic law contains inadequate provision
regulating  the computerised processing of personal
data. A recalcitrant state could effectively be placed
in data guarantine. The standards required of domestic
laws are laid down in Chapter 2 of the Convention and
its  requirements  will be considered in detail  when

considering the substantive aspects of data protection.

Although the Convention provides:

*Ofter the entry into force of this convention,
the Commitites of ministers..may invite any
State not a member of the Council of Europe to

acceds to this Convention.."(81)

it must bhe seen as  essentially a Western European
device. The work of the Council of Europe was, indeed,
viewed with considerable suspicion by the United
States. Here, a sectoral approach has been adopted
towards legislative intervention with a variety of
pieces of legislation intended to regulate specific
activities identified as posing a threat to privacy.
Thus the Privacy #Act of 1974 regulates the federal

Government’'s record keeping practices whilst the Fair
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Credit Reporting Act of 1970 controls the activities of
credit refersnce agencies. Additionally a number of
State legislatuwres have passed statutes dealing with
specific aspects of the problem, e.g. the Californian
Infarmation Fractices Act of 19277. In one respect the
United States approach can be seen as offering wider
protection to  the individual as  legislation typically
applies to all records coming within a specified
category regardless of whether the information is held
on computer  or  in manual  form. Against this, the
individual's rights are dependent upon whether a law

has been promulgated in a particular area.

Fared with this divergence of approach the view has
been expressed by several American commentators that
the provisions of the Convention were motivated more by
considerations of commercial expediency and esconomic

protectionism than by a genuine concern for individual

prrivacy. (82) In the course of a meeting of the
Committee of Experts, the United States observer
contrasted the sectoral approach adopted in  that

country with the omnibus data protection legislation

envisaged wunder the Convention, and concluded that:

“the dratt convention appears to regulate a
function, that idis. 1t appears to regulate
automated or electronic data processing and
what the automated data processing industry may

o with records about individuals. To our mind
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the draft convention is, in essence, a scheme
for the regulation of computer communications
technology as it may be applied to personal
data record-keeping. The establishment and
exercise of individual rights and the privacy
of the individual seem to be treated in a
secondary fashion .. I would note particularly
that the word ‘'privacy" is rarely mentioned in

the Convention and i not included in  its

title."(83)

The point has previously been made(84) that the
individual interests affected by computerised data
processing  extend beyond the realms of privacy. The
omission of this word from the title of the Convention
cannot, therefore be seen as proof of a lack of concern

for the individual.

Althouwgh a representative of the United States was
afforded observer status at the meetings of the Council
of EBEurope's committee of experts, its major input in
this area has been through its involvement in  the
activities of the Organisation of Economic Cooperation
and Development. This organisation’s efforts in the
field of data protection parallel those of the Council
of Europe and in 1980, the Council of the 0ECD agreed
‘Buidelines Concerning the Frotection of FPrivacy and
Transborder Flows of Fersonal Data’ (hereafter "the

Guidelines’ ' ).(83%) As approved, the Guidelines are
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broadly in line with proposals submitted by the United
States delegation. At first glance the scope of the
Guidelines appears wider than that of the Convention.

The latter applies only in the situation where personal

- L e

information is subjected to automatic processing whilst
the latter are to:

AR

"apply to personal data, whether in the public

or the private ssctors, which, because of the

manner in which they are processed, or because

of their nature or the context in which they

are used, pose  a danger to  privacy and

individual liberties."(B&)

Despite this discrepancy there was close cooperation
between the Council of Ewurope and the OECD in the
drafting of their respective instruments and, insofar
as substantive provisions are concerned, there is a
considerable degree of overlap between the Convention
and the Buidelines. Generally, though, the particular
provisions of the Guidelines are less precise than
their equivalents in  the Convention. Thus, in relation
to the guestion of transparency of data processing, the

Convention provides that:

"Any  person shall be enabled .. to establish
the existence of an automated data personal
data file, its main purposes, as well as the

identity and habitual residence or principal
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place of business of the controller of the

file.'"(87)

whilst the Guidelines merely advocate that:

"There shouwld be a general policy of openness
about developments, practices and policies with
respect  to personal data. Megans should be
readily available of establishing the existence
and nature of personal date, and the main
purposes of their use, as well as the identity
and usal residence of the data

controller."(88)

The difference in approach between the Council of
Europs and the O0ECD approaches has been explained in
terms of the differences in  approach existing between
the civil and common law systems of law. Thus it has

heen stated that:

"In  the fimal result, although substantially
similar in core principles, the Convention and
the Guidelines could be analogised, albeit in a
rough  fashion, to the civil and common  law
approaches, respectively. Common law systems
proceed pragmatically formulating the rules of
legal beshaviour as they acquire experience,
while the civil law tradition tends to rely

upon  codification of rules in  advance of
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action."(89)

The true distinction between the Convention and the
Guidelines is, it is submitted, more than a divergence
of approach. Whilst the proposition that powsr - of
whatever description - should not be abused is ong that
would find few dissenters; this dinitial unity will
inevitably splinter should an attempt be made to define
the concept of abuse and to provide mechanisms to
prevent its occurrence. Althouwgh it would be naive to
dismiss the existence of commercial motives as a
consideration behind the Convention and although it is
difficult for any international agreement to operate on
any basis other than that of the lowest common
denominatory the Convention does attempt to prescribe
positive standards, in certain areas in advance of
those which might previously have been characterised as
good informational practice, coupled, albeit in an
imprecise fashion, with mechanisms for their
enforcement. The Buidelines, by contrast, represent
little more than general exhortations to avoid
informational abuse. Although the provisions of the
Convention can be criticised in several respects it
does provide a more satisfactory basis for the legal
regulation of informational power than that of the
Buidelines. The suggestion that standards can be
devised in the light of experience conflicts with the
fundamental tenet underlying much national action in

this field, that the consequences of abuse would be so
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severe that they must be anticipated and prevented.

Finallwy, in considering international action in  the
fiemld of data protection, attemtion must be paid to the
activities of the European Communities. In 1973 the
Europaan Commission published a report entitled
"Community Policy in  Data Frocessing’' .(90) Although
this was chiefly concerned with the technicel and
sconomic issues involved it also referred to the need
to  protect the individual against the abuse of
computers. This point was taken up by the European
Farliament which, following debates in 1974(%21) and
1975,(92) passed a Resolution in April 1976 in which it

instructed its Legal Affairs commitiee to report:

"o Community activities to be undertaken or
continued with a view to safeguarding the
righta of the individual in the face of
developing technical progress in the field of

auvtomatic data processing."(93)

The resulting report was published in  1979.(94) In it
the Commititee recognised both the dangers to individual
privacy resulting from computer data bases and also the
implications of divergent national provisions for the
Community’'s competition policy and for the creation of
a common market in data processing. It accordingly

proposed that a Community directive be prepared:
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".aon the harmonization of legislation on data
protection to provide citizens of the Community

with the maximum protection."(95)

was also recognised, howesver, that work was being

carried out by the Council of Europe in the field of

data

protection and that in order to avoid wasteful

duplication of effort Member States should:

Additionally,

Ye.ecoordinate their efforts in all the
international forums where these questions are
discussed and, once the Council of Europe
Convention has been signed, to work for the
accession  to that Convention of the greatest
possible numbers of third countries subject to

reciprocity . (9486)

the Farliament:

In

"on the progress made by the Working party on
Data Frotection set up by the Committee of
Ministers of the Council of Europe, on which it
is  represented as  an  observer, and on  the
circumstances in which the Community as such
might becomes a signatory to the

Convention."(97)

the Farliamentary debate(98) which followed

the Commission was requested to report to

the
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publication of this report the Commission
representative expressed his sympathy with the motives
behind the proposals but  argued that no Community
action should be taken until there was a clearer

indication of progress at the Council of Europe.(99)

Despite this show of reluctance, at the close of the
debate Farliament passed a resolution adopting the
views of the Legal Affairs Committee and recommending
the preparation of Community legislation.(100) In
particular it was considered that there should be
establishsed a Community contreol agency to oversee
transborder data flows. In respect of intra community
transfers uwsers would be required only to notify the
agency but its sanction would be required for any
gxternal transfers. Over the following vear, howaver,
in FESEDONSEe to 2 saries of parliamentary
guestions, (101} the Commission reiterated its view that
further study of the adeguacy of the Council of
Europe's Convention was necessary before Community
action should be undertaken. In  June, 1980 Parliament
once again referred the topic of data protection to its

lLegal Affairs Committee. (102)

The Committes submitted its report  in October
1981, (103) by which time the Council of Europe
Convention had been approved. After considering the
terms of the Convention, the OECD Buidelines and the

laws which had been adopted in several Member States of
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the Community the view was taken that there remained a

need for Community action as:

"the Council of Europe Convention represents,
admittedly, the most far—-reaching arrangement
at international level for instituting or
harmonizing data protection legislation in the
signatory states, but it falls short of the
Ewropean Farliament’'s ddeas to date on the

Community provisions required."(104)

In particular it was argued that:

"many of the provisions of the European
Convention for strengthening data protection
are only optional and permit restrictions by

individual states."(105)

In subseguent Farliamentary debate(l106) the Commission
restated its view that the Member States should sign
and ratify the Council of Europe Convention pointing
out that it had addressed a Recommendation to Member
States(107) to this effect during 1981(108). Whilst
recognising  that the Convention laid down minimum
standards, the difficulties facing Community action
wareg stressed with particular reference being made to
the limited manpower available to the Commission and
the possible problems in securing the agreement of the

Governments of all Member States to such an initiative.
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It is perhaps somewhat surprising that, in view of the
lengthy period over which the data protection debate
had been conducted 'thraughout the European Community
and  in view of the previous activities of the
Commission and its encouragement of FParliament’'s
previous initiatives that shortage of resources should
at this point be put forward as a stumbling block to
legislation. it does appeear, however, that the
Commission’'s lukewarm response has effectively served
to terminate any immediate prospect of Community action
in the field of data protection, although the
Farliament passed a rvesolution in 19820109 calling
upon the Commission to prepare a Directive providing
the individual with a superior level of protection to
that contained in  the Convention. The Farliament’s
initiatives in this field may, however, be considered
indicative of evolving standards in  this Aarea
asugaesting that the minimalist approach favoured by the
United Kingdom authorities may not be considered

acceptable on a long term basis.

Ss The Data Frotection Act

The chronology of events surrounding the introduction
of the Data Protection Act indicates the variety of
objectives and motives underlying its passage. The
continuing national and international debate concerning

the appropriate  legal responas to the problems
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resulting from modern  informational practices has
resulted in & measure of agreement as to the need for
same  form of legislative intervention but less as to

its proper scope and content.

Initially, in this thesis, consideration will be given
to the scope of the concept of data protection and the
gquestion which users should be regarded as coming
within the scope of legislation. Imposing substantive
requirements uwupon data users cannot, in itself, be
considered a satisfactory response to the problems
arising in this area. Standards require to be enforced
and considerable debate surrounds the manner in which
this should be accomplished. Given that the legislation
is  intended to bensfit individuals, it may be argued’
that they should be expected to act in their own cause.
Against this, the operations of data users, both in
the public and the private sector, have implications
for the whole of society. Frotection of the general
interest cannot satisfactorily be delegated to
individual initiatives and the need has been identified
for the establishment of some form of public
supervisory agency. The nature of such an agency and
its relationship with government has proved one of the

key issues within data protection.

For the purposes of this thesis, attention will be
focused primarily upon the United Kingdom's Data

Frotection Act of 1984. This will be considered from
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two perspectives, first the question whether its
provisions comply with the requirements af the
Convention and, second, the intrinsic merits of its
various provisions. In attempting to assess this
latter issus account will be taken, where relevant, of
the legislative provisions applying in other member

states of the Council of Europe.
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The Scope af Data Frotection

In the opening chapter, the concept of data protection
was ddentified as a major part of the legislative
response to the threats to individual rights and
freedoms perceived as  arising from the use of the
computer for data processing purposes. Although the
involvement of international organisations such as the
Council of Europe and the 0ECD and the negotiation of
international agreements has served to bring a measure
of uniformity to the various national initiatives in
this field, thare remains considerable debate and
dispute as to the axtent to which the law should seek
to regulate informational practices and as to the form
which such intervention should take.
s

A variety of ilssues aris ”in considering the scope of
data protection. Chief amongst these are guestions as
to  the forms of activities which should be regulated
and as to the means by which compliance with the
substantive requirements of the law should be monitored
and secured. To a considerable extent, these issues are
interdependent. A decision as to  the range of
activities +to be regulated will affect the number of
partises who will come within the statute’'s province and
will, in turn, determine the level of supervision which

may be practicable.
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In considering the scope of legislation the first topic
to be considered concerns  the question whether
provisions shouwld be restricted to the situation where
information is held on computer or whether, at least
some, manual record systems should be included. As was
stated in the opening chapter,(1) the argument for
establishing a regime regulating solely computerised
data banks is based upon considerations of the
increased potential for the abuse of individual rights
which may arise where information is stored and
processed upon computer. Against this it may be argued
that we live in an "information society". Although the
creation of such a society may have been fuelled by the
arrival of the computer in terms of the significance of
informational practices for the individual ' s guality of
life it has become largely irrelevant whether a
computer is involved. 0On this argument, the law should
look at the ends to which information is put rather

than to the means by which this is achieved.

This latter approach has been adopted to a considerable
axtent within the United States where a variety of
federal and state statutes attempt to regulate specific
aspects of informational practices. The best known
example is perhaps to be found in the Frivacy Act of
1974 which establishes a right of individual access to
a variety of records held by federal agencies.(2) These
rights are uwnaffected by the fact whether information

is held manually or as part of a computerised system. A
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similar approach was adopted under the Eritish Consumer
Credit Act of 1974, a statute which, within its limited
sphere of application (credit reference agencies), can
bhe seen as a precursor to the Data Frotection Act. As
the 1970's progressed, however, an increasing tendency
could be identified within Europe(3) to enact
legislation targetted at data banks regardless of the
purpose for which the information was held. In some
cases, the legislation is restricted to the situation
where information is held on computer but, in others,
portions apply to specified forms of manual records.
The divergence of approach within the Europesan
countries is reflected in  the wording of the
Convention. This redquires that signatories apply its

provisions:

" to automated personal data files and
automatic processing of personal data in the

public and the private sectors."(4)

for the purposes of the Convention, personal data is
defined as:
".. any information relating to an identified

or identifiable individual."(5)

whilst automatic processing is to include the following

functions:
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"..[the]l storage of data, carrying out of
logical and/or arithmetical operations on those
data, their alteration, erasure, retrieval or

dissemination.”" (&)

when these are carried out wholly or partly by

"automated means".

It is further provided., however, that signatory states
may declare, either at the time of signing or

subsequently, that they:

«x Will also apply this convention to personal
data files which are not processed

automatically."{(7)

Despite strenuous lobbying the British government
insisted that the Data Frotection Act should not apply
to manual records. The Act’s application, accordingly.,
is restricted to the situation where 'personal data”
iss
Y processed by equipment operating
automatically in response to instructions given

for that purpose."(8)

These phrases are almost identical to those found in
the Convention. For the purposes of the Act it is

provided that "personal data"” is to consist of:
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".. information which relates to a living
individual who can be iddentified from the
information, including any Mpression of
apinion about the individual but not any
indication of +the intentions of the data user

in respect of that individual."(9)

The data will be processed when any of the following
operations are carried out by reference to the

individual:

".. amending, deleting or re-arranging the data
or eaxtracting the information constituting the

data.”(10)

It will be recognised that in neither the Convention
nor the Act is there specific reference to computerised
processing. Indeed, in the Act the word "computer” is
only referred to tangentially.(11) The absence of a
definition is no accident. Whilst it is clear that the
legislation is intended to regulate the use of the
computer the question; "What is a computer?', is one
that admits of no easy answer. This point can be best
illustrated by reference to the provisions of the
Folice and Criminal Evidence Act 1984, a measure which
passed through Farliament coterminously with the Data

Frotection Act. As originally introduced this defined a

computer asg
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"easany electrical device for storing,

processing and retrieving information."(12)

Although this definition appears exceptionally broad it
was considered that it offered too great a hostage to
technological progress. Research is currently taking
place into the possibility of producing chemical or
bioclogical computers. Such devices would not rely on
electronics  in  order to perform  their functions.
Ultimately, the view was talken that the Act should
eschew any attempt at definition, the Minister of State

commenting that:

"Ossifying a definition of "computer” on the
face of a bill at the present stage of
technological development might in  the medium
term, and possibly in the short term, be more

of a nuisance than an advantage."(13)

Whilst the refusal to essay a precise definition as to
the subiject matter of the legislation may be considered
a reasonable response  the result provides a graphic
illustration of the problems encountered by the law in
attempting to regulate fast evolving technology. The
approach further has the result of ensuring that a
potentially vast number of items of equipment are
likely to be caught by the statute. Disregarding the
few forms of non—-computerised automated eguipment which

may come within the Act’'s province virtually every form



114
of computer will be capable of processing personal
data. In 1987, the ’‘Sunday Times’'(14) reported the
concerns of educational authorities at the marketing of
"computerised wristwatches" which would be capable of
storing the equivalent of some 300 words of text any
portion of which could be recalled "at the discreet
touch of a button”. Assuming that the stored text
related to a living individual and that it could be
recalled by reference to that person then the Oct will
apply and  the owner of the watch will be required to
register and comply with the data protection

principles. Again, an electronic "calculator" iz being

marketed for less than £20 which provides,
additionally, the facility to store Yover 2,000
characters of personal data."(15) The publicity

material specifically states that the device can he
used as a "directory of names and addresses” with the
facility to select a name or address required "and go
straight to it". Clearly, putting the device to such a
use will constitute processing of personal data. If
reference is made to the justifications put forward for
the introduction of legislation targetted specifically
at computer users it will be recalled that these
related largely to the increased scale of record
keaping made feasible and as to  the possibilities for
data to be transferred from one system to another. It
is difficult to conceive how  the fact that 2,000
characters of information (equivalent to perhaps a page

of text) can pose such a threat to individual liberties
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as to require a special regulatory regime when even the
largest manual system of records is regarded as
innocuous. Accepting  the difficulties of definition
faced by the legiélature5 the scope of the Act appears
excessive and likely to discredit rather than advance

the concept of data protection.

Even without taking account of devices such as the
watch and the calculator described above, it has besn
estimated that some 1,500,000 business computer systems
will be installed by the end of the decade.(lé6) This
explosion of numbesrs was not anticipated by the
plionssra in the computer industry. One early authority,
indeed, expressed the view that the reguirements of the
U could be met with one computer. By 1973, the latest
figures available to the Younger Commititee indicated
that some 6,073 computers were sither at work or on
order in the UE.(17) In 1978 when the Lindop Committee
recommanded the introduction af & system «of
registration for data users even though this figure had
increased substantially, the age of the micro computer
Was only dawning. (18) Although, numerically, the
majority of computers in use may be classed as personal
computers whose processing power is comparatively small
by modern standards, and although many of these devices
may be used purely for recreational purposes the fact
remains that even the smallest modern computer has a
processing capability not greatly less than that of the

largest computer in use during the early 1970°s when
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the basic data protection principles were being
formulated. At that stage it was comparatively easy to
consider the computer per e as  a threat. Today, it

will be argued, a more selective approach is reguired.

Although it may be accepted that even the most basic
form of computer is capable of processing data as
defined in both the Act and the Convention two further
reguirements will have to be satisfied before the
legislation will apply. Firstly, the processed data
must constitute personal data, il.e., relating to a
"living, identifiable individual”.(19) This definition,
and  the interpretation placed on it within the
legislation, raises a variety of issues of considerable
importance  requiring detailed analysis. Secondly, the
processing  must be carried out by reference  to the

individual concerned. (20)

In considering the reguirement that an  individual be
identifiable it is significant to note that this does
not require that the subject be referred to by name on
the computer record. It will suffice if the user
possesses other, identifying, material even though this
is not held on computer. An example of this might be
seen in the case of a computer system which is designed
to log telephone calls emanating Trom particular
premises and which indicates the extension used. If the
computer record merely details the source and

destination of the telephone call no individual can be
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identified from that record. If 2ach telsphone
gxtension 1is the responsibility of a particular
individual, however, and the user has a list - perhaps
in  the form of a telephone directory — of names and
extensions then particular individuals will he

identifiable from a combination of the computer and the
written record. In  such a case the Data Frotection Act
may well apply to the computer system. The application
of the Act may extend even where most extensions are
shared by two or more individuals. In these cases there
can bhe no identification of the particular individual
who made a particular call. If only one person in an
entire undertaking. however, has exclusive use of a
telephong extension then the requirement for the Act’'s
application will be satisfied. No distinction is drawn
betwesn the situation where information rela